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OCHOBHOE BHHMAaHUE€ B KHMIE aBTOPHI YIEJSIOT MPUKIAIHBIM BOI-
pocaM — MCIOJIb30BaHUIO yXe CYLIECTBYIOILMX B OMEPALMOHHBIX CU-
cremax Microsoft kpunTorpaduueckux Momyjieil (KpumnTorpoBaiime-
POB) M CO3IAaHUIO COOCTBEHHBIX KPHUIITOMPOBAIEPOB MPU MOMOILK
ynooHoro umHctpyMeHTapuss — CSPDK.

B xHure oveHb moapoO6HO paccMoTpeH Microsoft Cryptographic.
Application Programming Interface (CryptoAPI), BmepBbie omuca-
Hbl MPUHLMIBI peanu3anuu uHTepdeiica BbizoBoB CryptoAPI, mpu-
Be/IEHbl MOIPOOHbIE MTPUMEDPHI MONyYeHUs] MHMOPMAIIMU O KPUITOI-
poBaiinepax, ucnonb3oBaHusi CryptoAPI miss oOMeHa 3aluieHHBI-
MM COOOLICHMSIMM U Ui pealu3aluy cXeMbl LUGPOBON MOAMUCH.
Kpome Toro, mompobHO paccMaTpuBalOTCsI pa3paboTKa KpUMTOIPO-
BaiilepoB M HEOOXOMMMBIN [JIsI 3TOr0 MHCTpyMeHTapuii. Ywurtarenb
MO3HAKOMUTCSI C BOMPOCAMU CHUCTEMHOM peanu3aluu Kpurrorpadu-
YECKUX CPEACTB, NETAISIMU pealr3alluyd KpUNTOrpauueckux airo-
PUTMOB B paMKax COOCTBEHHOIO KPHUIITONpPOBaiaepa W MepCreKkTH-
BaMHu pa3BUTUsI KpunrtouHTepdeiicoB (dyHkiuu CryptoAPI 2.0).

KHura conepXur 3KCKJIIO3UBHbIE MaTepualibl, He MyOJMKOBABLIM-
ecsl paHee HU B OJHOM M3 OTE€YECTBEHHBIX U3JAaHUI, O MPUMEHEHUU
IITaTHBIX KPUITOIIPOBAiIEPOB, pa3pad0TKe COOCTBEHHBIX KPUMITOMPO-
BaiinepoB nipu nomonmm CSPDK, a Takxke 00 0COOEHHOCTSIX MPUKIIAL-
HOU Kpumnrorpaduu.

Knwura cocroutr u3 6 1,,,, 3 NPUIOXEHUIl W NMPEAMETHOIO yka3a-
Tesisg, cHabxkeHa OMOMMorpaMuecKuM CIIMCKOM M CONEPKUT MOJHBIN
crnpaBoyHUK GyHkumii CryptoAPI.

D10 M3maHue MpeaHa3HaueHO KpunTorpadaM-paspadoTyMKaM, HC-
noap3ytoimuM CryptoAPI, kpome Toro, ee MOXHO PeKOMEHIOBaTb B
KayecTBe Y4YeOHOro MocoOMsl MO MPUKIAAHON KpUITOrpaduu IUIst
npoduabHbiXx BY3oB.
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BIBEIICIHILIIE]

NMpeamet npuknagHou
Kpuntorpadpum

CoBpeMeHHasi KOMITbIOTEpHasi 0€30MacHOCTh pelllaeT Ype3Bbluaii-
HO LIMPOKMI CIEKTP 3aia4 — OT 3alIUThl CHEeMaJbHbIX Tocyaap-
CTBEHHBIX CeTeil 10 00ecrmedeHns 3aKPhITOM 3JIEKTPOHHON ITOYThI
Ha JIoOMalllHEM KOMIIbIOTEpe.

IIpumeHeHre MeTonol KpunTorpaduyeckoi 3allyThl XapaKTepPHO
JUIS pelleHus] TOAABISIIONIEro OOJIBIIMHCTBA TIPo0eM 0e30IacHO-
ctu. AyreHTu(duKaiys, mudpoBaHUe JTaHHBIX, KOHTPOJIb LIEJI0CT-
HOCTHU, 2JIEKTPOHHAs! LM(pOoBasi MOAMUCh — MOHSATUS, XOPOLLIO 3Ha-
KOMBIE CETrO[HsS1 AOCTaTOYHO IIMPOKOMY KpYTy pa3pabOTYMKOB U
T0JIb30BaTENEM.

B mocnenHue HECKONBKO JIET MOSIBUJIMCH NECSITKU CTaTeil, MOHO-
rpaduii ¥ MepeBOAHBIX U3NAHUWI, KACAIOIIMXCS PA3INYHbIX acTeK-
TOB KpunTorpaduu. B ocCHOBHOM 3TO pabOThI TEOPETUYECKOTO I1Ia-
Ha, TIOCBSILLIEHHBIE OMMCAHUIO, CUHTE3Y M aHaM3y KpUITorpadu-
YECKHUX aJITOPUTMOB M MPOTOKOJIOB. [loHMMaHue 3TuX paboT U UC-
MOJIb30BaHNE WX PE3YJbTATOB B MPAKTUUECKOM ILIaHE JOCTATOYHO
3aTPyAHEHO.

HckrodeHuii U3 100 MpaBuia J0BOJILHO HeMHOro. Tak, Ha Halll
B3[VISII, OMHOM M3 JIy4YllIMX paboT siBisieTcss MoHorpadus A.Ajde-
poBa, A.3yooBa, C.Ky3pmuna u A.YepemymikuHa «OCHOBBI KPUII-
Torpacuu: YuyeobHoe rmocodue» (M : I'emioc APB, 2001).

Bmecte ¢ TeM HeoOXOMMMO OTMETUTh, YTO MCIIOJIb30BAHUE KPUII-
TOrpaueCcKrX aIrOPUTMOB B IPAKTUUECKOM IEATEIbHOCTH, B Ya-
CTHOCTHU MX BHeIpeHUe (BCTpaMBaHKME) U KOMITBIOTEPHBIE CUCTEMBbI,
MpeACTaBIsIeT COOOM OTAebHOE HAaydHOE HarpaBlICHUE.

B oOuienpuszHaHHON MeEXIYyHApOIHON MpaKTUKEe BeCh KOMILIEKC
BOIPOCOB MCIOIBb30BAHUSI KPUIITOAITOPUTMOB OMMCHIBAETCS THC-
LIMTJTMHOM <«TTpUKJIaaHAsT KpUInTorpadbus».



Vil MpuknapHaa kpuntorpapusa

HauGonee m3BecTHast paboTa MO MPUKIATHOW KpUIITOrpaduu -
moHorpacdus Bruce Schneier «Applied Cryptography Second Edi-
tion:protocols, algorithms, and source code in C» (John Wiley &
Sons, Inc. New York, 1997).

B nipeauciioBry aBTOp Tak XapaKTepU3yeT COIeprKaHNe CBOSH KHHIV':
«['maBa 1 mpencraBisieT coboil BBeACHWE B KpUNTOrpaduio, OIu-
CHIBAaeTMHOXECTBOTEPMUHOB, K HEll KPaTKO pacCMaTpUBaeTCs 10~
KOMITBbIOTepHAst KpUTITOrpadusl.

I'naBbl co 2 1o 6 (Yacte ) onuchIBalOT KpUnTorpadpuieckue mpo-
TOKOJIBI (4TO JIFOIM MOTYT CIENaTh ¢ MIOMOIIBIO KpUTITOrpaduu) ot
MPOCTHIX (Tiepenaya MMGPOBAHHBIX COOOIIEHUI OT OTHOTO YesIo-
BeKa JIPyToMy) IO CJIOXH bl X (IIeJIKaHbe MOHETOI IT0 TeJie(hOHY) 1
TafHBIX (CKPBITOE 1 aHOHUMHOE OOpallicHHe 3JICKTPOHHBIX IEHET).
HekoTtopble 13 3TUX TMPOTOKOJIOB OYEBUIHBI, APYTHE YAUBISIOT
BO3MOXKHOCTSIMU. MHOMECTBO JIIONel M He MPEeNCTaBysieT BeeX Mpo-
0J1eM, KOTOpBIe MOXET pelath KpunTorpadus.

B rmaBax ¢ 7 mo 10 (Yacte 11 ) obGcykmaroTcst METOOBI KPUIITOTPa-
¢un 1 Hanbosee pacHpoCTPaHEeHHbIE CTIOCOObI TTPUMEHEHUs KPUII-
Torpacdum. B mmaBax 7 u 8 pacckasbIBaeTcsl O KITFOYax: KaKOBaIOJ-
SKHAOBITH JJTMHA OE30IaCHOTO KJItoYa, KaK reHeprupoBaTh, XpaHUTh
W pacrpenesisiTh KIoYd W T.JI. YOpaBieHue KIIoYyaMUu TpeICTaBIisi-
eT co0oif TPYTHEUIIYI0O YacTh KpUMTOTrpadyy U 4acTo SIBJISIeTCS
aXWJUTECOBOM TSITOM CUCTEM, 3allIUIIIEHHBIX BO BCEM OCTAILHOM.

B rmaBe 9 paccMaTpuBaIOTCSl pa3TMYHBIE CITOCOOLI MCHOJIb30BAHMS
KpUnTorpahuIecKrux aaropurMoB, a miaBa 10 omuchiBaeT 0COGEH-
HOCTH U LM TIPUMEHEHHUsI YTUX aJITOPUTMOB: KaK MX BbIOMpATH,
PeaM30BbIBATBY TTPUMEHSITh.

I'magei ¢ 11 HO 23 (YacTb 111) onmuchIBaIOT 3TU aJITOPUTMBI.

B mase 1 1 uznoxxeHamareMatuyeckasi 6a3a, oHa HEOOXOAUMA, TOJb-
KOECJIM Bbl MHTEPECYET! €ChaJITOPUTMAMU C OTKPBITHIMU KJIFOUaMMU.
Ecimm BB cobupaerech ncnonb3oBaTh DES (m yro-10 moxoxee),
ee MOXHO ITporrycTutTh. B miaBe 12 obcyxmaercsa anroputm DES.
€ro UCTOpHsI, 6E30IaCHOCTh M Pa3HOBUAHOCTH. B mmasax 13, 14 u
I SpacckasbiBaeTrcst 0 Ipyrux OJIOUYHbIX alropuTMax. Ecim HaM HyX-
HO Heuro Oosee HamexHoe, yeM DES, cpa3dy mepexomurte K paszie-
nmaM o IDEA u tpoiiHom DES. Ecimu BB XesaeTe y3HaTh O IpyIiie
ITOPUTMOB, HEKOTOpblE 13 KOTOPBIX MOTYT ObITh Ge3omacHee DES,
MPOYUTANTE BCIO IIABY LIEJTUKOM.

B maBax 16 u 17 00cyXmarTcsl ITOTOKOBBIE alrOpUTMBL. B TiiaBe
18 moapoGHO paccMaTPUBAKOTCsI OMHOHATIPABJIEHHBIE X311I-(hYHKIINU,

# [lepeBon Haul. — ITpum. anma.



MpuknagHas kpuntorpadus IX

cpemy KoTopbix cambiMu siBisiiorcss MDS u SHA, xots s ocraHas-
JMBAIOCh 1 HA MHOTUX IpyruXx. B rmaBe 19 paccmarpuBaroTcst ajiro-
PUTMbBI TMOPOBAHUS C OTKPBITHIM KJTIOUOM, a B TiaBe 20 ajroput-
MbI 1IM(PPOBOIA MTOAMUCH C OTKPBITHIM KiltodoM. B miaBe 21 obcyx-
JAIOTCST AJITOPUTMBI UIEHTU(DUKALIY C OTKPBITHIM KITIOYOM, a B IIa-
Be 22 aJirOpuTMbI OOMEHA C OTKPHITBIM KiTto4oM. CaMbIMU BasKHbI-
mu siBisitotest anroput™bl RSA, DSA, @uarlllamupa(Plal5batinr)
n JduddpuXemmana (DiffieHellman),

[MaBa 23 comepXUT psim 330TEPUIECKUX aJTOPUTMOB U IIPOTOKO-
JIOB C OTKPBITBIM KJIIOYOM, MaTeMaTHKa B 3TOM IJIaBe JOCTATOYHO
CJIOXHA.

[naBel 24 u 25 (Yacts IV) mepeHocST Bac B pealbHbI MUP KPUTI-
torpacduu. B miaBe 24 oOcyXmaroTcsi HEKOTOPbIE COBPEMEHHbIE
TIPUMEHEHUST aJITOPUTMOB U TIPOTOKOJIOB, B TO BpeMsl Kak IjiaBa 25
KacaeTcsi HEKOTOPBIX MOJUTUYECKMX acCleKTOB KpUMToTrpaduu.
HecoMHeHHO, 3TH TIaBbl He SIBJISIIOTCS] BCEOXBATHIBAIOIIIMMMU.

B KHMTY TakKe BKIIIOYEHBI UCXOMHBIE KOl 10 anropuTMoB, pac-
cMotpeHHbIx B Yactu III».

OmHako comep:kaHue NpUKIanHoi Kpumnrorpadbum mo IllHaepy c
COBPEMEHHBIX MayYHO-METOAUYECKUX MO3UIUMN TIPEeACTaBIISIETCS
U30BITOYHBIM. W3 MpeancioBusi K KHUTE SICHO, YTO 3HAYUTETbHAS
YyacTb MOHOTpaMUTIOCBSIIIEHAKIaCCUUECKOMKpUNTOrpachu — 310
OMNMYCaHKWe U aHaJU3 KpUTTorpadhuyeckux aJJrOpUTMOB U TTPOTOKO-
J10B. O MX MpaKTUUYECKOI pean3aliu, HACyIIHO HEOOXOMMMOiA crie-
LMATUCTaM-TIPUKJIAIHAKAM, PACcCKa3aHO TOJbKO B TPEThEU 4acTu
MOHOTpaduu.

Wcxond U3 mpakTUYECKUX MOTPeOHOCTE pa3pabOTYNKOB U TOJIb30-
BaTesiell 3alUIIEHHBIX KOMITbIOTEPHBIX CUCTEM, MBI OMpeAessieM
TMPUKJIAIHYI0 KPUNTOrpadrio KaK KOMIUIEKCHYIO TUCLIUIUIMHY Ha-
YYHO-TPaKTUYECKOTO XapakTepa, OMKCBIBAIOIIYIO MPEAMETHYIO 00-
JIacTb, CBSI3AHHYIO C METOIAMU peav3alvv Pa3TUIHbIX KPUITOT-
padUUECKUX aIrOPUTMOB U TIPOTOKOJIOB.

Kpunrorpaduueckue ammoputMbl — 0000LICHHOE TIOHSITUE, BKITIO-
Yarollee AmopuT™Mbl IMpoBaAHUS, AITTOPUTMBI SJIEKTPOHHOU LI~
poBoii nommicy (D1II1), anropuT™MBI OJTy4eHUsT BCIIOMOTAaTeIbHOM
nHbopMaU i anropuT™OoB udposanus u DI (cayyaitHbIX
yucesl, KJIIoUYel, MPOCTbIX YKCEeJl, TTOJCTAHOBOK U T..I.)

Kpunrorpaduyeckre MpoToKOIbl — (hOpMaTbHOE OMKUCAHUE TEX-
HOJIOTUM UCTIOJb30BaHUSI KPUMTOAITOPUTMOB TSI PEIIEHUST TIPU-
KJIaIHBIX 3a7ad.



X MpuknagHas kpuntorpadus

Takum obOpa3oM, ob6sexkm uccaedoséanus TIPUKIATHON KPUIITOTpa-
¢uu - peanuzanyss HEKOTOPBIX aTPUOPHO 3aIaHHBIX MPOLIERyp (aJT-
TOPUTMOB, MPOTOKOJIOB), BUI M CBOWCTBA KOTOPBIX YK€ U3YUeHbBI
TEeopeTHUYecKol Kpunrtorpadueii.

[TpMeHeHUe KPUIMTOATOPUTMOB U TIPOTOKOJIOB MO3BOJISIET PelliaTh
3a7auM ONTUMM3ALMK (MPEUMYILIECTBEHHO ONTUMMU3AllUM CKOPOCTH)
U TIpOOJIEMBI, CBSI3aHHBIEC C 00ECTIEYEHNEM YCTOMUMBOCTH M HAIEXKHO-
CTM (CUHTE3a KPUMNTOAITOPUTMOB U TPOTOKOJIOB, YCTOMYMBBIX K BHE-
IIHAM BO3ICHCTBUSM TIIaT(hOpMBbI, HAa KOTOPOH OHU peain30BaHbI,
HarpyMep K arnmapaTHbIM WU TPOrPaMMHBIM OLLIMOKaM U cOOsIM).

O06nacTv IpUKJIaAHON KpUunTorpacdhuu NepedrciIeHbl aaee:
*  peayM3alvs aJITOPUTMOB IM(PPOBAHNS;

N pcanunsanuda aropuTMoB BBIpa6OTKI/I " XpaHCHUA KJ'HO‘-ICﬁ;

*  MeTompl peaqu3aluy KPUMTOAITOPUTMOB, YCTOMUMBBIX K TTPO-

TpaMMHBIM U arIapaTHbIM olIMOKaM 1 C60${M;

METOIbI TIPOBEPKM aIeKBATHOCTU peau3allii KPUTITOAITOPUT-
MOB (B YaCTHOCTH, METOIbI TTPOBEPKU COOTBETCTBUS (popMaib-
HOTO OTIMCAHUS aJirTOpUTMa €ro MporpaMMHOMY WJIM arrapar-
HOMY UCTIOJTHEHUIO);

*  MeTompl peanu3aliii ¥ KOHTPOJA KayecTBa JATYNKOB CIIydaii-
HBIX YHCETT,;

N METOIBI peanmaum?l BCIIOMOTIaTCJIbHbIX 3JICMCHTOB H_H/I(prB C
3aJaHHbIMH CBOfICTBaMPI;

*  MeTompl peajn3alliy aJITOPUTMOB XEeIIUPOBAHUSI U KOHTPOJIS
LIeJIOCTHOCTH,

» METOIbI peaanu3alliy AITOPUTMOB 1 TIPOTOKOJIOB 3JIEKTPOHHOM
mucpoBoii NOANMMCH;

*  MeTompl pean3aly (CO3MaHUsl, BEIYUCIEHNS) BCIIOMOTATEN b~
HbIX 351eMeHTOB DLIIT (reHepallysi MPOCTBIX YKMCEN, DJIIUTITH-

YECKMX KPUBBIX U T.1.);

*  MeTombl pe€aim3aliui IMPOTOKOJIOB;

*  MeTombl MCITOJIb30BaHWsl (BCTpauBaHUS) KPUIITOAJITOPUTMOB B
TPUKJIAMHBIX CUCTEMaX.

DTOoii KHUTOI MBI HAYMHAEM LIMKJI PabOT IO MPUKIIATHON KPUIITOT-
padum, TpeaHa3HAYECHHBIX pa3paboTYMKaM IIPOrpaMMHEIX CPEICTB,
B 3HAUUTEJIbHOW CTENEeHU MCITOJIb3YIOIINX KpunTorpaguueckue
MexaHu3Mbl. OCHOBHOE BHUMaHUE B JAHHOU paboTe yaeneHO KpHII-
TorpaduueckuM HMHTepdelicaM Kak Harbojee YIoOHOMYy MeXaHU3-
My BCTpaMBaHUSI KPUIITOAITOPUTMOB B TIPUKIIATHEIE CHCTEMBI.



Fmama 1l

OCHOBHbIE NMOHATUSNA
MU anroputMbl Kpuntorpadpum

KpaTko paccMOTpYM OCHOBHbIE TIOHSITHSI KJTACCUYECKOW KPUIITO-
rpacduu, KOTOpbie MbI OylIeM HEOMHOKPATHO UCIIOJIb30BaTh K 3TOM
KHUTE.

[IIndp — COBOKYIMHOCTH aJITOPUTMOB WM OTOOPaKeHUI OTKPHI-
TOI (OOIIEHOCTYITHOM) MH(pOPMAalIY, TPENCTaBIeHHod B (hopma-
JIM30BAaHHOM BWIE, B HEJOCTYITHBIN 11 BOCTIPUSTUS I POBaH-
HBII TEeKCT (TaKKe TIPeICTaBIeHHBIA M (DOpPMaJIM30BAaHHOM BUIE),
KOTOpPBI 3aBUCUT OT BHEIIHEro napamerpa (kKmova). He 3Has mo-
CJIEHETO0, TIPAKTUIEeCKI HEBO3MOXKHO 0 I pOBaHHOI MH(pOpMa-
LMY ONPEAEINTh OTKPHITYI0O MH(GOPMAIINIO, a TI0 MG POBAHHON U
OTKPBITOI MH(POPMALINKM — KITIOY.

[udparop - anmapar wiv TNporpaMma, peanusytonias mudp. B
COBpPEMEHHOI1 JTUTepaType BBOAUTCS TIOHSITUE CPedCmea Kpunmoe-
paghuneckoii 3aujumot ungopmayuu (CK3 M), koropoe monpazyme-
BaeT 1 mMbpaTop, HO B LIEJIOM sIBJISIeTCs Oosiee ITMPOKUM.

Kitou — HeKOoTOpbIii HeM3BECTHBINM MapaMeTp 1iudpa, Mo3BOJSIO-
WA BBIOpaTh T IM(POBaHUS U pacMbpoBaHUST KOHKPETHOE
peoOpa3oBaHue U3 BCEr0 MHOXECTBA MPeoOpa3oBaHuil, COCTaBIsI-
formx mmp. Tlpoctast accoumanus — KIOY OT 3aMKa: UMeeTcsl
MHOXECTBO OJWHAKOBBIX HO (hopMe KITIOUeid, HO JIMIIh HEKOTOPHIE
(MM OIMH) OTKPOIOT KOHKPETHBIN 3aMOK.

[IndpoBaHnre — mponecc co3gaHus MU(MPOBAHHOTO TEKCTa TPU
HIMYUUKITIOYA.

HemmdpoBaHue — BOCCTAHOBJIEHHE OTKPBITOTO TEKCTa WA KITIO-
Yya U3 mMu(poBaHHOTO TEKCTA.

IMpouBHUMK — CyOBeKT (MM PU3MUecKoe JTUII0), KOTOPBI He 3Ha-
€T U He JIOJDKEH 3HaTh KJI0Ya WIM OTKPBITOTO TEKCTa, HO CTPEMSI-
LIUIACS TIOJYYUTD €TO.



2 MpuknapHasa kpuntorpadus

Kak BumHO, OHSITHE «IPOTUBHUK» B KPUNITOTparu TECHO CBsI3a-
HO C TaKMM TOHSITHEM, KaK «TBEpIOe He3HaHHe Kioua». Kakue xe
u3 komnoHeHToB C K3 U cnemyer cuntaTh M3BECTHBIMM ITPOTUBHU-
ky? Ha aror Bonpoc otsedaet npasuso Kupxr,ha:npoTMBHUKY U3-
BECTHO Bce (Bce MmapameTphl Iirdpa), KpoMe KIoda, UCIIOIb30BaH-
HOTO 1 MbPOBaHUS JAHHOTO TEKCTa.

b coBpemeHHOI1 KpunTorpaduy cuuTaeTcsl TakkKe, YTo MPOTUBHUK
MMeeT BO3MOXKHOCTb ITPOU3BOJILHBIM 00pa3oM M3MEHSITh COOOILIEHUSI.
IloaToMy HEOOXOMUMO YIOCTOBEPUTD MOMIMHHOCTD COOOIIEHUSI.

IMommuHOCTs — TIPUHAMLIEKHOCTb COOOIIEHUS KOHKPETHOMY aB-
TOpY U HEM3MEHHOCTh COIEPXKaHUsI COOOIIEHUSI.

B cnenyroniem pazzaesie Mbl ITOMbITaeMCS 1aTh 00JI€e CTPOroe U KOH-
CTPYKTMBHOE OITpeie/ieHe KOMITOHEHTOB Iudpa.

LUndp n TpedoBaHusa K HeMy

IlonsTue «mgpp» KpaiiHe CI0XHO OINpPENeUTh CTPOro, MOYTH JIt0-
0oe orpeneaeHue OydeT ITOCTaTOYHO Pa3MbBIThIM JIMOO CIUIIIKOM
ob6muM. Hamo 3amMeTuTh, 4TO CIOPHI O TOYHOM OIIpeNeIeHUU -
pa MpOoJOJIKAIOTCS MO Celi NeHb. DTO CBSI3aHO ¢ HEOOXOTUMOCTHIO
JIMLIEH3UPOBAHUS JeSITEJIbHOCTU B obnacTi Kpunrorpaduu, KoTo-
poe TpeOyeT TOYHOrO I0PUAMYECKOro orpeneieHus ee rpaHuil. On-
HAaKo Jajiee HaM MPUIETCS ONepUpoOBaTh KOMIIOHEHTaMU Livdpa.
IMoaTomy ceifyac Mbl JanMM €ro mMareMaTHMYeckoe OIpeiesieHue,
TepeYMC/IMM TpeOOBaHUsI K IM(pY, BbITEKAIOIIME 13 3IPABOTO CMbIC-
Jla, ¥ TIpYUBEIEM IIpUMEPHI IU(PYIOIINX ITpeodpa3oBaHUIA.

Ilycte MMeeTcs HEKOTOpOe MHOXKECTBO X; Ha30BeM €ro MCXOMHBIM
MHOYECTBOM WJIM MHOXECTBOM OTKPBITHIX TEKCTOB, HAIIPUMED Tek- -
CTbl Ha HEKOTOPOM $I3bIKE, JMOMYHbIE BEKTOPHI MJIM LIEJble YMCA.
Yare Bcero X ImosaraeTcsli MHOXKECTBOM BEKTOPOB IJIMHBI 1T, KaX-
Jasi KOOpAMHATa KOTOPOTO MOXKET MPUHAILIEXaTh MHOXECTBY M,
MMeHyeMoMy ajichaBUTOM.

3amanuMm Takke Y — MHOXECTBO 3alliudpoBaHHBIX TeKCToB. Ero
TakxXe yITOOHO TMPENCTaBIsITh MHOXECTBOM BEKTOPOB IJIMHBI T,
MpUYeM Kaxaas KOOpAWHATa BEKTOPa MPUHAMIEKUT MHOXECTBY S
(nocnenHee MOXeT coBnanaTh ¢ M WM ObITb OTJIMYHBIM OT HEro,
KOrma Uil TpeNcTaBieHus InUdPTEKCTa MCMOIb3YIOTCS CUMBOJIBI
JIpyroro ajacaBuTa, HAIPUMEDP <«ILISIIYIINE YeJTOBEUKU™).

Takum obpazoM,

X={(Xpre %)}

y'«yu y* -'!*-»
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3agaguM Takke K — MHOXeCTBO IapaMeTpoB MpeoOpa3oBaHUsT WA
MHOXECTBO KJTtoueii. JlaH Hblil mapaMeTp 3aaaeT, Kakoe UMEHHO Tpe-
obpa3oBaHKe (OIMCAHHOE HIDKe) OyIeT MCIIOJIb30BaHO.

Hanee # BeneM HekoTopoe otobpakeHue E MHOXecTBa X Ha MHO-
>KecTBo Y, 3aBucsIiee ot apamerpa k n3 MHoxectsa K, takoe, uTo:
Ek, x) =y, tme
K IpUHamiexurT K;
X MPUHAMICKUT X;
Yy NPUHALIEXKUT Y.
IIpruem mst mo6oro X u3 X cylmecTByeT oToOpaxkeHue D, Takke
3aBUCsIIIIee OT MapameTpa k Takoe, 4To:
D{E (k, X)) = X1 X OTIpeIe/IsSIeTCSI OIIHO3HAYHO.
JlaHHOE YCJIOBME TOBOPUT JIUIIIL O TOM, YTO TOCIe paciindpoBaHust
D nomkeH mosyduThesl TOT 3Ke TeKCT, a He KaKoii-1100 JApyroi.
Oro6pakeHve E HazoBem mndpyommnmM orodpakeHuem, a D —
paciMbpoOBBIBAIOIIM OTOOPAXKEHUEM.
IMocMmoTpuM, Kakue BBIBOIIbI MOXKHO CIEJIATh U3 3TOTO OIpeAeIeHMUSI.
1. MomuHocTh MHOXecTBa X Bcerja He OoJbllie MOIIIHOCTA MHO-
xecTBa Y, TIOCKOJIbKY M i(hOTUBHOM CiTydae He yaacTcsl JOOUThb-

¢S OMHO3HAYHOTO OTOOpaxeHus Y B X M, 3HAYUT, TOMYIUTb:
OITHO3HAYHOTO pacIIU(GPOBAHUS.

2. Ilpm mobom dukcupoBaHHOM k oroOpaxkeHne E OGueKTUBHO
(B3aMMHO OTHO3HAYHO).

OnHako B ¢ (cHOopMyTMPOBAHHOM OTpeNeICHUM Mbl HUYEM He BbIie-
JIVTA TGP Cpey TTPOYUX peodpa3oBaHmii MHGOpMalUK, Ha-
MpUMep MTOMEXOYCTONYMBOTO WM CKUMAIOIIETO KOAUPOBAHUS.

IMosTomy cchopMynupyeM CBOICTBa, CIEyIOIIMe W3 IOCTY/IaToB
MPOCTOM JIOTUKH,

MHoxecTBo Kn0:KHO MMETh HACTOJIBKO OOJIBIIYIO MOIITHOCTb,
YTOOBI MCKIIIOUUTH BO3MOXHOCTD Ilepebopa BCeX pas3IMIHBIX
npeodpazoBaHuii E.

2. Ilo 3aBucumoctu y=E(k.X) oueHb TPYIHO OIpeNeInTh KaK X,
TaK u k.

JlonosHMB OCHOBHOE OTpezie/ieHUe JaHHBIMUA CBONCTBAMM, MOX-
HO JIM yTBepXAaTh, 4ro Imdp Oymer «xopommm»? Ilo-Bummmo-
My, MET: JaHHbIE TPEOOBAHUS SIBJISIIOTCST HE0OX00UMbIMU, HO HEOO-
cmamounbimu. Mbl He MOXeM ObITh aOCOTFOTHO YBEPEHHBIMU B TOM,
YTO T10 Y OTIPEIeIUTh K WIN X NeHCTBUTENIBHO «OUeHBTPYIHO». [laxke
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TOCJIe  OTPEETICHUS] TOITOJHUTEIBHBIX ITOCTY/IATOB OIpeneeHue
1mgpa Bee elle OCTAeTCA OYeHb «(UITOCOMCKUMY», OXBATHIBAIOLINM
CITIIKOM IIIMPOKMU KJacc TpeoOpa3oBaHMid, KOTOpHIe IpU Goree
JeTaJIbHOM PACCMOTPEHUU He sBJIsIIoTCes 1mubpamu. [lompobHee o
Mpo0sieMe CHMHTe3a HaIeKHBIX IMM(POB MBI paccKaxeM manee. A
ITOKa MPUBEIEM HECKOJIbKO TIPUMEPOB,

IIpumep 1

Mycte X = {(x,,...,X,)},
Y-KY. L ade 5 )
K-{(x, ...k,

X,, K, yi npuHamiaexart M, oroopaxenue E 3anaHo onepauueii #:
y. = k.# x (M,#) — rpynmna (cMm. [Tpunoxenue 3).
Otobpaxkenue D 3agaeTcs onepanueit # Kak:

X =K:'"#y., e K' # k = 0 — HeliTpabHBbIi1 /leMeHT.

IIpuvep 2

Ilycts x,, y. u k, npuHamexar {O}.

Onepatysi # sBJsieTcsl omnepailyeil «cymma mo momymo I» («uc-
KITIOYaloIIee WIIN»).

y =X + k(mod 2) — mmdpoBaHue;

x =Y + k(mod2) — paciudpoBaHue.

Ipumep 3

IycTh MMeeTCs] MHOXECTBO ITOICTAHOBOK MOIITHOCTH T

Kaxiasi TIOJICTAHOBKA MMeeT CTereHb I1.

X 1Y — MHOXECTBa BeKTOPOB JUIMHBI L, Kaxaasi KoopauHara Ko-
TOPBIX MPUHAMICKUT MHOXecTBY M={1, 2, ..., 1}

X-Kx»., ee-*£}

Y={C . . yvo

3amaHo TakKe MHOXECTBO MEKTOPOB IJIMHBI L

G={(g,, ---,8)}, 8 MpUHAIIEXUT {1, 2, ....T)

B nannom ciydae MHoxectBo K={P,G;j.

Onepammsa E:y = P (x,) 1=1,2, ..., L

Onepanus D: x=p/Yy)' " 1.2, ... 1

p"' - 0BpaTHEII 3/IEeMEHT IPYIIITBI MOACTAHOBOK CTENEHH I, T.e.
p*p'=E
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3nech * — omnepalys yMHOXEHUS MOACTaHOBOK, E — equHu4Has
noactaHoBka. CrienoBaTtebHO, W JAHHOM Cllydae MepBOHAYaIbHO
dopMupyeTcsl BeKTOp g IIMHBI L, 111 1mm@poBaHys mepBoro C1m-
BOJIa BBIOMPAETCs TMOACTAHOBKA C HOMEPOM 11, (MepBasi KOOpAWHA-
Ta BeKTOpa g) u T.I.

IIpumep 4
ITyctb 1= 1,1.6. MHOXECTBO P COCTOMT M3 OIHOM MOICTAaHOBKM, TOLIA

Takoil 1mmdp HasbIBaeTcs IIMGPOM MPOCTOR 3aMEHBbI U aihaBUTe
MOIITHOCTH T1.

Kimou mmcpa B npuMepe 4 — moAacTaHOBKa CTENEHH T [MX YucIo 11!
(dbaxkTopuai )] ¥ 3Ta MOACTAHOBKA BO3AEHCTBYET Ha KaXmylo OyK-
By cooOIieHus1 (Kkotopasi 6epercst u3 angasuta 1, 2, .., m). Momi-
HOCTb MHOXECTBAa MOJCTAHOBOK CTETIEHW I COBIAJAET CO MHOXe-
CTBOM BO3MOXHbIX KJTtoueli. JIerko BUIETh, YTO 3TO YUCIIO KpaiiHe
BEJIMKO, HampuMep, 11 aadaBuTa B 32 cuMBoJa (PYCCKUI SI3BIK)
oHo cocraBmster 32! (32 daxropuan). Do Gomsiue, yem 10%. Ucxo-
151 13 31oro, JleoHapn Diigep cuMTai, 4To MM@pP MPOCTOM 3aMEHBI
SIBJISIETCS] OYEHb CTOMKUM (KCTaTW, Tak TMojarajiv u Bce Te, KTO B TO
BpeMsI UCITOJIb30BaJl Takue udphl 11 nepenucku). Paccmorpum
npoiiecc ¢ poBaHusI.

IloncraHoBka p:

12345

41253

HcxonHoe coobiieHue B andasure {1, 2, 3, 4, 5}:
X=11532451134

3ammgpoBaHHOE cooOIIeHue (B TOM ke ajiaBuTe):
VY = 44321534425

MblI unnyM, 4To HamboIee YacTo BCTpevaeTcs B 3aliu(ppoOBaHHOM
TeKcTe cuMBOJI 4 — o0pa3 cuMBosia 1 Tociie BO3NeHCTBUS TOACTa-
HOBKM p. Eciu HaM M3BECTHBI CTaTUCTUUYECKHUE 3aKOHOMEPHOCTH
HMCXOHOTO TEKCTa, TO OHU COXPAHSTCS B IMM(MPTCKCTE, HO IS 00-
Pa3o0B COOTBETCTBYIOLIMX CUMBOJIOB. OIHAKO HE CTOMT CMESIThCS
HaJl TeHAAJTbHBIM MaTeMaTUKOM DIJIEpOM — OH OKaKeTCsl TIpaB, €N
HaM He yaacTcsl HabpaTh HYXXKHOIM CTaTUCTUKM Ha IMGPOBAHHOM
tekcte. [lo xakoii mpuynHe 3T0 Bo3MoxHO? IloToMy YTO CMMBO-
JIOB ¢ pTeKcTa HEMHOTro. [J1s1 Toro 4yrod CTaTMCTUYECKHEe OIeH-
KU 0Ka3aJIMCh CKOJIbKO-HUOYAbIOCTOBEPHBIMU, TPEOYeTCsI He MEHb-
11I€ CUMBOJIOB, YeM B ajichaBUTe. YBEIUYUM a(haBUT — MyCTb, Kax-
Iyl0 «OyKBy» (haiiia MpeacTaBisieT MocaeaoBaTeIbHOCTb U3 32 OaidT.
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Torma Ha peanbHBIX 00bEMax AaHHBIX MOYTH HUKOTAA HE ymacrcs
MOJYYUTh JOCTOBEPHOU CTAaTHUCTUKU. B 3Tom cocrout upest 6io4-
HO20 wupposanus.

PaccmarpuBasi mpuMepbl, 00paTUTe BHUMAHKE, YTO B KaXIOM CIy-
yae 00bEeM HEOOXOAMMOTO KJloYa COBIaJaeT ¢ 00beMOM IeperaBa-
eMoro cooOieHusi. X0oTeJoch Obl M3MEHUTh TPAAMIIMIO: HAa OCHOBE
He CJIMIIKOM JJIMHHOTO KJIoua (HO Bce jie* TAKOTO, YTOO BCE €r0 BO3-
MOXHBIC 3HaYCHU S HE yIaBajaoch repedpaTh) BhIPaOAThIBATD U1 U H-
HbIC HEMOBTOPSIOUIMECS TMOCIEeN0BaTeIbHOCTH U HCIOJb30BaTh MX
st UG pOoBaHUS.

ITpumep 5

PaccMoTpuM JNMHEHHYI0 PeKYPPEHTHYIO IMOCAeI0BaTebHOCTh Haj
noinem GF(2), 3agaHHy10 XapaKTepUCTUYECKUM MOJMHOMOM

lfrey==h x' \
Tabnuua1- 1.Mpeobpas3oBaHne, 3agaHHOE NOJIMHOMOM

x0 x| x2 x3
xl x2 x3 x0+x2

X, "x+X, ,Tt=35,6,..1 « “» cyMMa 10 MOAYJIO 2;
O 11 11— HayanbHOE COCTOSTHUE.
Tabmma 1-2. Lykn npeoOpazoBaHyist

Iar . xO x1 x2 x3
| 1 1 1 0
2 1 [ 1 1
3 1 0 | 0
Jd " i 0 1
5 1 0 \ i
6 0 !1 I {3
v 1 1 p 0
8 1 0 0 1
9 (1 0 I ?
10 11 1 (l
a1 1 0 Q 0
12 0 0 i |
L3 0 1 I 1
Ti 0 1 1
5 1 1 ] 1

Mur BUIAUM, 4YTO, 3aJaBUIMCb HadYaJlbHbBIM COCTOAHMEM U3 4 61/IT,
MOZKHO IMOJYUYHUTDb IMOCJICAOBATCIbHOCTHU C IIEPUOIOM 15. CyI_HCCTBy-
I0T OLOECHKH, COrITaCHO KOTOPBIM IJId OJHOPOIHBIX JUHENWHBIX pe-
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KyppeHTHbIxnocnenoBateabHocteit (JIPII) Ham KoHEYHBIMM TOJISI-
MU TOCTHKUMBI TIeprombl T.
e k
T=P"- 1,rme
P — umcrno anemMeHTOB 1Mo,
K — CTeIleHb XapaKTepucTuieckoro nojauaomMa JIPII.

Tak, nns Tions GF(2) P=2, cieposarenbHo, B mpuMepe JOCTUTHYT
MaKCHMaJIbHO BO3MOXHBIN Iepuo, paBHbIi 1 5 (k=4). OmHako 310
BBITIOJTHEHO He JIJISI JIIOOOTO XapaKTepUCTUIECKOTO TTOJTMHOMA.

BooGiie rosops, mmgpyroliiee mpeodpazoBaHre MOXHO ITpeacTa-
BUTb KaK HEKOTOPBIN KOHEUHBIN aBTOMAT A,

A={1, S, 0, X(I, S)-S, Y(S, 1)-O}, e
I — MHOXECTBO BXOJHBIX CJIOB,

O — MHOXKECTBO BBIXOIHBIX CJIOB,

S — MHOXECTBO COCTOSTHUIA;

X — orobOpaxkeHue nekaproBa npousBeneHus (I, S) Bo MHOXe-
CTBO S — (YHKIIUS TEPEeXOl0B aBTOMATa;

Y — orobpaxkeHue nexaproBa npousBeaeHus (I, S) Bo MHOXe-
ctBo O — (pyHKIIMS BBIXOIOB aBTOMATa.

OueHKa KayecTBa
KpunTorpadunyeckmnx npeodpasoBaHui

OuenurBasl KauecTBa IMGppyIoero oroopaxeHus: E, Mbl 1OJKHBI
3a7aThCsl HEKMMM KOHKPETHBIMM YCIOBUSIMU. 2KeaTeIbHO TOOUTh-
Cs1 BBITIOJIHEHUSI YCJIOBUST 2 OTpeieieHrsl rdpa, a MMenHo, YTo-
OBl TI0 Y — IMMPTEKCTY WIN Y U X — 3aIndPOBaHHOMY U OTKPBI-
TOMY TeKCTy HalTH TapameTp IpeoOpa3oBaHMsI k oka3aioch n0c-
TaTOYHO TPYIHO.

MoxHo C(I)OpMyJIHpOBaTB HECKOJIBKO THUITOBBIX KJIaCCOB 3a1aM;

*  HaxoXIeHWe Koda 1o MG PTEKCTy, a 3HAYUT, B CUITy 00paTy-

MOCTH oTOOpaxkeHus1 E M OTKpBITOro TeKcTa X 1Mo ypaBHEHUIO
x = D(k, y);

HaXOXJIeHNe OTKPBITOTO TEKCTA IO IHUMPTEKCTY 6e3 HaxoXie-
HUSI KTIo4a MG poBaHs;

* HaxoXJIeHWe KimoJya k no mape X Uy, CBSI3aHHOM COOTHOIIICHUEM
y = E(k, X) W1 HeCKOJIbKIM TaKM Hapam;

*  HaXOXIEHUE HEKOTOPLIX X IJIA M3BCCTHBIX COBOKyHHOCTCﬁ ap

(X, y) Takux, 4TO:
y = E(k, x), T.e. s 3amm@poBaHHBIX T1a OMHOM KITIOUE.
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IlosicHuM chopMyIMpoBaHHbIE 3adadu IIPUMEpPaMU.

Ipumep 6

Haubonee HEMOHSTHON C TOYKM 3PEHMS 3APABOT0 CMbICIA KaXKeT-
ca 3amada 3. Hy, oTkyma, ckaXkuTe Ha MUJIOCTb, MOXET B3SITHCS X
sy = E(k, y)?

IIpenmnonoxum, ogHaKo, YTO TEKCT X U3BecTeH, Hampumep, cpenu
3aIM@poBaHHbIX Ha OMHOM Kitoue (aitioB umeercs yruiauta DOS,
KOTOpasi ecTb ¥ BceX (OTKPBITHI TEKCT M3BECTEH), CIENOBATEBHO,
HalAs B 3TOM CJIydae KJIlo4y, Mbl BOCCTAaHOBMM Bce haiiinl. [Ipu me-
pemavye TaHHBIX MO KaHATY 1::OM MOXET BOZHUKHYTb CUTYaIlusl,
KOraa 0osibiliast YacTh TEKCTa TAKXKe M3BECTHA — HaIMpuMep, nepe-
JaeTcsl TUIaTexXHasl BEIOMOCTb HHOJIHE OTNpENETeHHOW CTPYKTYphI
Jmbo 3ampoc tuna «Ha Bain ucxomsimii — Halll BXONSIIMIA...».
3HauuT, B OOJIBIIMHCTBE CUCTEM XpaHEHUS U Tepenadynd uHgopMa-
LIMM HEOOXOMMMO OOECTIeYUTh BBICOKYIO TPYIOEMKOCTh PElIeHUSs
3amauu 3.

IIpumep 7

Ipennonoxum, TpeOyeTcss HaTU OTKPBITHII TEKCT IJIsl IBYX Tejie-
TpaMM., 3allM(pPOBAHHBIX HA OTHOM KJIIOYE METONOM HATOXEHUS
KJTI0YaIIpy MOMOIIM KOMMYTaTMBHOM TPYIIIIOBOM orepauuu («CyM-
Ma 1o Momayso 2»). B aToM 1 mocienyromuyx mpuMepax ucroib3y-
ercsa ASCII-konupoBka.

Paccmotpum cxemy mmpoBanuss 13 IpuMmepa Ipumepa 2.
y =k + x(mod 2)

Kimou puHoit 21 Gaiir:

K=5c177fede 37d294 109 2c 22 57 ffc8 b 'b2 70 54
Tenerpamma 1.

T1=H aBawmucxonsmuinor 1204

Ti=8d a0 82 a0 e8 a8 el c5 ae a4efc9 a8 a9 ac e2 31 32 30 34
Tenerpamma 2.

T2=BCeBepHbitbunuanbank

T2= 82 91 a5 a2 a5 eO ad eb a9 e4 a8 ab a8 aO ab 81 a0 ad au
YI=T1 + K=

88 ac 95 df ¢6 €6 d6 37 3a b4 e6 ¢7 8a fe 51 2a 3a 80 40 60
Y2= T2+K -

87 9d b2 dd ab ac 92 39 3d f4 a1 85 8at'7 54 49 ab I fda 4
PaccmotpumM Z-Y1+Y2=T1+ K+ T2+ K=TI + T2
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Z=YI+Y2=
£312724d484ce7404742095639199a 94 O
Ipenmonoxum, 4to TelerpaMmMa HauMHAETCS CO CJIOB:
«HaBam..»

8d a0 82 a0 e8

CJI0X1M T10 MOIYJIIO 2 3TO COOOIIEHNE C TEKCTOM Z.:
+1f31 2724d

mod 2 8d a0 82 a0 e8

82 91 a5 a2 a5
BCeBe

[Mo-BummMomy, ‘310 citoBo «CeBepHBIIT*, TOTa, NEWCTBYST OTMCAH-
HbIM 00pazoM B T1, Moay4ynm «uexo», BEPOSITHO, — <«UCXOMASILIUI»,
B T2 yuraem: «bunma» — «buimais.

JleiicTByst TaKUM 0Opa3oM, MBI, CKOpee BCero, MpoduTaeM obe Te-
JIETPaMMBI.

BosHukaer napagokcajbHas CUTyallyd, Koria, HE 3Hasd KiIroya U1 HE
CTPEMACH €ro OMNpe€aCJInTb, Mbl UUTACM 0be TEJIETPAMMBI.

BBenem Ternepb MHTYMTHBHO SICHOE TTOHSTHE CTOMKOCTH IUGpa,
ONUCHIBAIOIIIEEe CIIOXKHOCTh TTpeobpa3oBanus E UTs 3amaum HaXxox-
JeHWs mapamMeTpa rpeobdpazoBanust. Tak, cmoiikocms wugpyroueco
npeobpazosanus — TPYIOEMKOCTb 3alayd OTBICKAHMS TapameTpa
npeoGpa3oBaHus Kimova K JImbo TeKCTa X B ONpeeTeHHBIX YCIOBU -
X (HampuMep, TeX, KOTopble C(OPMYTMPOBAHBI BHIIIE).

IMoHsaTHe mpydoemkocmu CBSI3aHO C TIOHSITHEM AITOPUTMA, T.€. TI0-
JlaraeTcs, 4To IS TIOVCKa KITioya K CTpOMTCSl HEKOTOPBIN arOpUTM
U CTOMKOCTh OLICHMBAETCS €10 TPYIOEMKOCThIO. ONHAKO Jajiee Mbl
MOKaXXeM, YTO MHOIIA W pe3y/bTare JEUCTBHsI aJlfOPUTMa HAXOX-
JEHUST KITIoYa WM UICXOITHOTO TEKCTa MOSIBIISIIOTCST HECKOJIBKO KITIO-
Yell WM OCMBICIIEHHBIX TEKCTOB, M3 KOTOPBIX MPUIETCS BHIOUPATh
HYXXHBII (a MHOLIA 3T0 TPOCTO HEBO3MOXKHO). PaccMotpum ude-
anvHbLl cauyail — MAdP ABJISIETCS aOCOMOTHO CTOMKKM, T.€. TEKCT
X He ynactest Haiitu Hukorna. Kion IlleHHoH cchopmymupoBan yc-
JIOBUSL 1T TAKOTo Im@pa. DTU YCIOBUS B OOIIEM-TO JOCTATOYHO
JIOTUYHBI: TIPH TIepexBaTe HEKOTOPOTO TEKCTa Yy TIPOTMBHUK HE 0TI~
JKeH MOyYMTh HUKAaKOW MH(MOPMAIIUY O TIepeIaHHOM X.

BeeneM cienyroime o603HaUYEHUS:

* p(x/Y) ~~ BepOSTHOCTb TOTO, YTO 3alTM(DPOBAH TEKCT X MpH TIe-
pexBaTte TeKCTa v,
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* p(Y/") — BeposSITHOCTH TO!'i YTO MpM YCJIOBUM 3alIU(DPOBAHUS
XITOJTydeH ObUT UMEHHOY WM CyMMapHast BEPOSITHOCTD UCTIONb-
30BaHUST BCeX KITIOYEH, KOTOPBIE TIEPEBOMST X B Y;

*  P(Y) ~~ BepoSTHOCTb ITOJYYEHHSI KPUIITOTPAMMEI Y,

* p(X) — BEpOSITHOCTb OTOOPATH [J151 3alIM(POBAHUS TEKCT X U3
BCE€X BO3MOZKHbIX.

YtoObl MPOTUBHUK He TOTYyYMJ HUKAKON HMHGOPMAIMH O KITIOYe
WU 00 OTKPHITOM TeKCTe, HeOOXOMUMO W JOCTATOYHO CIIEyolee
yCJIOBHE:

p(X)=p(x/y)
T.e. BepOsATHOCTD BbIOOpA TeKCTa ISl IMM(POBAHMS U3 MHOXKECTBA
BO3MOXHBIX TeKcToB HE nmoT5KHA MEHATHCS MPU TTOJyYeHUH KPUTI-
TOrpaMMBI, COOTBETCTBYIOL €ii JaH HOMY TEKCTY.
ITo dpopmyne Baiieca:

Px)p(y/x)
P&/y=—

p(y)

H3 pasencrBa p(x) = p(x/y) cnenyer, uto p(y) = p(y/X), T.e. CyM-
MapHasi BEpOSITHOCTb BCeX KITIOUEi, MEepEeBOISIINX X B Y, JTOJDKHA

OBITb paBHa BEPOATHOCTU ITOJIYUYECHUA KPUIITOIPAMMBI Y 1 HE I10JI-
2KHa 3aBUCETH OT X.

W3 a1010 PaBCHCTBA MOKHO BBIBECTH TAKXKE IBA BAXKHBIX CJICACTBUA:

*  YKCJIO BCEBO3MOXHBIX KITIOUEH HE OJKHO ObITh MEHbIIIE YKC-
J1a COOOIIECHWIA;

* IS KaKIOro y TpeOyeTcsl KIIod K, KOTOpEIi ITepeBOIUT JII000i1
X B JAHHBIN y (TaK Ha3bIBa€MOE YCJIOBUE TPAH3UTHUBHO CTH), B
IIPETIE HOM CITydae, TIOJTyYUB KOHKPETHBIN IMMPTEKCT Y, MOX-
HO UCKJIIOUMTb U3 PACCMOTPEHUSI HEKOTOpbIe KIFOYM WU OT-
KDBITbIE TEKCThI.

Bt ycnosus sieisiorcss HE 06XomuMbIMuU, T.e. HEBBITIOJTHEHHUE XOTS
OBl OHOIO W3 HUX JeacT Imbp He aOCOMIOTHO CTOMKUM.

Iycts x, y, U mpuHamnexar (O, 1}
y = x k(mod 2) — umcposanue;
x =y + k(mod 2) — pacumdpoBaHue.

PaccmotpuM coolliiieHus1 1JIMHbL 1, Bce MEHbILKE COOOIIEHUS A0~
MOJTHSIIOTCS 10 JUIMHBI 1 XaoTHdecKoil HH(opMAaLIUei.

Kmou K — nBowuHBIN BEKTOp WIMHEI L, OH BBIOMpaETCs CJIydaitHo
PHBIIONCPOSTHO Uy MHOXECTBa BO3MOXHBIX BEKTOPOB UTMHBI L
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Taxast cucrema mmdpoBaHus OyneT abcoaromuo cmoiikoii ho lllen-
HOHY.

Bo3MOXKHBII OTMIITOHEHT BO3PA3uUT: a UTo, €C/ s Tiepebepy Bce KITIo-
yy maHO# 1? Benp 51 ke moityqy Hy:KHOE COOOIICHUE.

Jla, HO OHO OyZeT IajieKo He eMUHCTBEHHBIM OCMBICIIEHHBIM CO00-
IEHWEM CPemy TIOMyJYeHHBIX MepebopoM KITIoUeit.

PaccmoTpuM mpumep.

Ilpnvep 8

Bor xmou LlenTpa:

5c¢177fede 37 cl294 109 2e 22 57 fic8 b b2 70 54 If

A Bot coobmienue LleHrpa:

IMtupaun-BuIlepoir!!

98 €2 a8 eO ab a8 6 20 2d 20 82 eb 20 83 a5 eO ac a9 21 21
Takas KpuriTorpaMma ronaia B pyku Mromiepy;
Y=T+K(mod 2)=

9d ee bf IITa5e6 d 11t B9 30 8b c5 2 d4 5a 28 a5 1b 51 75
JenmcpoBaibIIIKU ITONPOOOBAIM K04 1:
5¢,177fede37d294 109222754 837bbfc54I1f

U TIOJTYIVMITA TEKCT:

98 e2 a8 eO abal8ed 20 2d 20 82 eb 20 a1 ae ab a2 a0 ad 21
INITupauu-BeiGoaBau!

Tenepp nemmdpoBaIbIIMKY ITOMPOOOBAIN KITIOY 2:

cce 1231 7d7dd2la9 2f 6b ae f8 fe c8 46 be bd 9a If
W TIOTyYMJTH TEKCT:

91 20 ad ae a2 cb ac 20 a3 ae a4 ae ac 2c a4 eO e3 a7 ee ef
CHOBBIM TONOM,APY3bs

ITpoOyst HOBbIE KJTIOYM, OHW OYIyT TOJy4YaThb BCe HOBBIE M HOBBIC
(pasbl, MOCIOBUIIBI, CTUXOTBOPHBIE CTPO(DBI, TeHUATBHBIE OTKPO-
BEHUs — CJIOBOM, BCEBO3MOXHBIE TEKCThI 3aJaHHOM ITTUHBI.

Anamm3upys ycnousi [IleHHOHA, CTAaHOBUTCS SICHO, YTO CTPOTOE
MX BBIMTOJTHEHWE YIACTCSl peaTM30BaTh TOJBKO TS IIMOPOB C 00be-
MOM KIJTIOYa, paHHBIM TlepenaBacMoOMy TeKCTy. B mipenpimyiiem pas-
JIeTie Mbl YITOMUHAJIM O TOM. UTO TaHHAs CUTYallMsl Ha TPaKTUKE MaJlo
MPYMEHNMA B CBA3U C TEXHUUECKUMM TpymnHocTsIMU. [IpumeHsie-
Mble CXeMbl IMMPOBAHUS C OTPAHUIEHHBIM 0O0BEMOM KITIOUa, TIpe/-
Ha3HAYeHHBIM [T BBIPAOOTKM TICEBIOCTYIaiHBIX TTOCIEI0BATEIb-



12 MpviknagHas kpuntorpadpus

HOCTei, He OymyT abcooTHO cToilkuMHM 110 IlleHHOHY (B yeM Jjer-
KO yOenuThes caMocTosITeNIbHO). Kosib CKOpO MBI CHENanu Takoi
BBIBOJI, TO Y€M CJIeyeT PYKOBOJACTBOBAThCs MPU BHIOOPE CUCTEM C
orpaHuYeHHOM amrHoi Kmovya? (Heckonbko omnepexasi COObITHS:
peyb 0 cuHTe3e UG PYIOIINX TPeodpa3oBaHUIl MOMIET B CIemyto-
1LIeM paszene).

1. st mmcpoB ¢ HATOXEHUEM TICEBIOCTyYaiiHOM ITOC/Ie0BATE b~
HOCTM TIPH TOMOILY KOMMYTATHBHOM TIPYIIOBOI OMepaLyu He-
00NnyCcmumMo UCnOAb308aHUE 00HO20 U MO20 Jice KAloua 06a u bojee

paz o5 pazauyHsix mexcmoe (CM. IIpUMep 7 3TOro paszelia).

2. TlceBmociyyaitHasi MOCJEIOBATEILHOCTb JOJDKHA UMETh OOJb-
LLIO¥ MEPUO/IL.

3. BeposSITHOCTM BCTpEYaeMOCTM 3HAKOB B IMOC/IENOBATEIbHOCTU
TTOJXHBI OBITh TPUMEPHO OAUHAKOBBI.

4. TlceBmocnyyaitHasi TIOCI€I0BATEIbHOCTD JOJKHA OBbITh TAKOM,
YTOOBI IO TPOU3BOJIBLHOMY OTPE3KYTPYAHO ObLIO MTPOTrHO3MPO-
BaThb € CIIEAYIOIIMI U MPeabIIyInii (GparMeHThI.

B o011iem, BbIBOA OYEBUIEH: €CIU MPOTUBHUK OyIeT ¢ MpUOIU3U-
TEJIbHO PAaBHOM BEPOSITHOCTBIO MOJIy4aTh HIMGPTEKCThI M3 BCETO
MHOXECTBA BO3MOXKHBIX, TO ycioBusi LLleHHOHa OyIyT BBITIOTHSITHCS
C BBICOKOM CTETIEHbIO TOYHOCTH.

Venosus IlleHHOHA TOCTATOYHO CJIOXKHO OLIEHUTH KOJUYECTBEHHO,
C IpYroi CTOPOHBI, /s AenPOBaHUS UCTIONB3YETCs, KaK rpa-
BWJIO, KOHKPETHBI aITOPUTM, B OTPOMHOM CTENEHU 3aBUCSIIIIUI OT
mudpyolero npeodpa3oBaHus. B ¢Bs3K ¢ 3TUM JIOTMYHO OLIEHU -
BaTh CTOMKOCTb B OMEpALMsX, HEOOXOMUMBIX ISl PEICHUsT TOH WK
HMHOI 3a1a4¥ HAXOXAECHMS KITI0Ya WM OTKPBITOrO TEKCTA ISl KOH-
KPETHOTO aJiIrOpUTMAa.

J11s1 3TOr0 HEOOXOIUMO:

* chopMyIMpOBaTh AITOPUTM (ITPH 3TOM HAJIO MOMHUTh, YTO MO-

CTPOCHUE CTATUCTUYECKMX TMIIOTE3 CBSA3aHO C OLIMOKAMU -
MPOITYCKOM KJTIOUa JTMOO HAXOXIEHUEM JIOKHBIX KITIOUeH, crie-
IIOBaTeIbHO, HAMO 33/1aTh BEPOSITHOCTh HAXOXKICHUSI UICTUHHO-
TO KJII0Ya U OTOPAchIBaTh BCE T€ aJITOPUTMBI, IS KOTOPBIX OHA
CJIMILIKOM MaJia);

chopMynMpoBaTh MOHSATUE 3JIEMEHTApPHBIX OINEpalyii 3TOro
ajJiropuTMa (CM. gajee);

OIIPEACINUTD YUCIIO 3THUX or[epaum‘/'l JJId HaXOXKIOCHUA KIIro4a,

ONpEIeIUTh HEOOXOAMMYIO MaMsITh JJIST alropuT™Ma (aJropuT-
MBI C OY€Hb OOJIBIION MaMSIThIO TOXE CJIeAyeT OTOPAKOBATh).
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Bepaemcs k mpumMepy 7. B KauecTBe xapaKTepruCTUUECKOTO IO~
HOMa BbIOEpEM MPUMUTUBHBIN TIOJMHOM JI-Oii CTEeTIEHU HaJ ToJieM
GF(2). KimoyoM no-mpexHeMy OyneT 3amojiHEHME y37a peaau3a-
LIMY JTMHEUHBIXPeKYPPeHTH | bIXTiocaenoBareibHocTeil (m 6ut). Om-
peaenuM 3TOT KITIoY IO T OUTaM OTKPBITOTO U COOTBETCTBYIOIIIETO
eMy LM(dPOBaHHOrO TeKcTa. TpynoeMKocTs nojHoro nepedopa T,
paBHa:

T,=2"-1
OnHako HETPYAHO 3aMETUTb, YTO BBIXOJHAS IMOCJEI0BATEIbHOCTD
M KJTIOY CBSI3aHBI CUCTEMOM JIMHEMHBIX ypaBHeHUN. TpynoeMKoCTh

T, peleHust CUCTEMBI U3 T yPaBHEHUS OT I HEM3BECTHBIX METOIOM
Taycca:

T, = 0(1°)

JIerko BUAETh, YTO NPK OOJIBILMX IT TPYAOEMKOCTh T’ 3HAYMTENbHO
npesbliaet T, ciienoBaTeabHO, CTOMKOCTb HAlO OLEHUBATh BEJIU-
yuHo# T,. Kpome Toro, npu 0onblumx 1 3P GeKTUBHBI aITOPUTMbL
Iltpaccena misl pellleHUs] CUCTEM JIMHEHHBIX YpaBHEHUU C ellie
0osiee HU3KOM TPYIOEMKOCTHIO.

HTak, CTOWKOCTBIO B omnepanusx 0yaeM Ha3bIBaTh MUHUMAJILHYIO
TPYAOEMKOCTh IO BCEM W3BECTHBIM ISl TAHHOTO IIM(MPYIOIIETo
Mpeodpa3oBaHUsl ATOPUTMaM HaXOXAECHUS KJIIoYa WM OTKPBITO-
TO TEKCTa.

CuHTe3 Ka4yeCTBEHHbIX LUM(PPOB U 6rouHbie WndpbI

3agagumcs Terepb BOMPOCOM: Kak XK€ CTPOUTb HaleXHbIE, CTOM-
kue mmdper? [MoyTn Bce CIIOXXKHOE BOKPYT HAC MOXHO Pa3ieivThb
Ha Oojiee TpocThie 2eMeHThl. [lo-BuaMMoMy, 3TO cooOpakeHue
MOXHO NMPUMEHMTh U B Kpurrorpaduu. Hanpumep, Oynem npume-
HSITh IIPOCThIE TIPeodpa30BaHusl HECKOJILKO pa3. Ho xopoiiio i 310?
IMpennonoxuM, Mbl Ba pa3a IPUMEHWIN JUIA IUMPPOBAHUA Kaxk-
Joit OYKBBI TEKCTA IBE Pa3Hble MOACTAHOBKM OMHAKOBOM CTENIEHU
(MM make MHOTO pa3HbIX MOACTAHOBOK). IIpu 3TOM MbI BO3nei-
CTBOBAJIM Ha KaXIylo OYKBY BCEro OMHOM IOJICTAaHOBKON, KOTOpast
SIBJISIETCSI MPOM3BEICHUEM BCEX, MCIOJIb30BAaHHBIX ISl M poBa-
Hus (cm. Ipunoxenue 3). C Apyroit CTOpOHBI, TOACTAHOBKU TOXE
OBbIBAIOT pa3HblE, U UX BCEBO3MOXHBIE MPOU3BENEHUE B KOMIIO3M-
LMY AAI0T JIUILb HEKOTOPbIE U3 MHOXECTBA BCEX BO3MOXHBIX. ITO,
KaK MbI yX€ BBISICHUJIH, TUIOXO, MOCKOJIbKY HEKOTOPbIE CHMBOJIbI
ajihaBUTa HE UCMONB3YIOTCSI B KOHKPETHOM IMdpTeKcTe (T.e. mmdp
He OymeT TpaH3UTUBHBIM).
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C KavyecTBEHHOI TOYKM 3pEHMsI METOI CUHTEe3a CTOMKUX IIH(POB
onmcal, Kak yxe ropopwioch, Kion IllenHon. OToT MeTon moapoOGHO
pPaccCMOTpPEH B IJIaBe 5.

OnHaxko 6J104HbIe T (GPBI PACHPOCTPAHSIIOT UCKAXKEHUS , IPOU30-
mesive u nrdpoBaH HOM TEKCTe MPU ero Tiepeaaye v XxpaHEeHWH, a
TaKKe OTJIMYAIOTCS JOCTATOYHO HU3KOM CKOPOCTBIO MMM pOBaHUS
3a cyeT OOJIBILIOro Yyucia UTepaluid.

B cBsI3M ¢ 3TUM YacTO MPUMEHSIIOTCS CUCTEMbl C MCIIOJb30BaHUE
TICEBAOCTYyYaiHBIX MOC/IEN0BaTebHOCTEN (TaK Ha3blBaeMblE CHUC-
TeMBbI noOMo4H020 wugposarus). B ipenbiayiieM pa3aesie Mbl yIo-
MUWHAQJIU, YTO MCIOJIb30BaTh NCEBAOCTyYaiiHbIE TTOCIEI0BATEIbHO-
CTU C IMHEHOM 3aBUCUMOCTBIO B HUX He peKoMeHayeTcs. [1oato-
MYy K JIMHCHMHOU pCKyppeHTe HYXXHO MPUMEHSTbH YCJIOXHEHUE —
BHOCHUTD HeJIMHEHHOCTb, TIPUMEHSISI T€ XK€ UTepaTUBHbIE Mpeodpa-
30BaHUs Hal 0710 KaM UITOC/Ie10BaTeIbHOCTU WU HaJl OTIEIbHBIMU
eeajieMeHTaMu (HalpuMep, CYMMUPYS 3JIEMEHTHI [OCIIe0BATEb-
HOCTH B apu(pMETUIECKOM CyMMaTope).

I1pu 3TOM BaxkHO:

*  COXpaHUTb TMEPUOA YCIOXHEHHOW TOCIen0BaTeIbHOCTA He
MEHbIIIe, YeM TIepHOI MCXOIHOIA;

*  MOJIyYUTbPABHOBEPOSITHYIONIOCEIOBATEILHOCTD MOCIIE YCIIOXK-
HEHUS;

*  MOJIYUUTb CUJIbHYIO HEJIMHEHHYIO 3aBUCMMOCTb OT MHOTHX TIe-
PEMEHHBIX KITI0Ya M OT OOJBIIOr0 YKcjia 3HAKOB YCIOXHSIEMOM
TIOCTIeIOBATEIbHOCTH.

Llenb, KOTOpYIO HaM XOTEIOCh Obl TOCTUYb: CTOMKOCTD JUISI METO/IA
C HaUMEHbIIEN TPYIOEMKOCTbBIO J0JI)KHA ObITh HE HAMHOIO XYK€,
YeM CTOMKOCTh METOMA ITOJIHOTO Ilepedopa KITIoUeid.

CucrtemMbl OTKPBLITOrO pacnpenenieHnst Kmoven
M OTKpPbITOro wndposaHus

o cux 1mop MbI paccCMaTpUBaIld CUCTEMbI IIM(MPOBAHUS, OCHOBAH-
Hble Ha KJTI0Ye, KOTOPBIi 3HAIOT W OTHPABUTENb, U TIOTyJaTelh Ci)
oOLIeHMS.

YtoOb! OTMpaBUTENb U TOMYYaTeNb Y3HATU CIOM KITIOY, €10 HYKHO
UM docmasump, TPUYEM TaK, YUTOOBI COXPAaHUTD €TI0 B TalTHE OT BeeX
npyrux. KpoMe Toro, xenaTeabHO I KaKI0ro COOOIIEHUS UCTIONb-
30BaTh HOBBIM K04, OueHb NPUBIEKATEIHHO CO BCEX TOUYEK 3pe-
HMSI BBIpaOaThIBaTh KIIIOY JJIST K&XKIOTO COOOIIEHMSI, OMHAKO MOTISIT-
HO, YTO JIETEPMUHUPOBAH HoE JITOPUTMBI ISl 3TOTO HE TOASTCS:
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IIPOTUBHUK MOXKET IIPOrHO3UPOBATh KIIIOYM. Ecma mbr 6y,I[CM BbI-
pa6aTI>IBaTb KJTI0YM KaXIbIA pas3 CHY‘IafIHO, TO KaK OIMOBECTUTDL 00
39TOM CBOCTO KOppCCHOHI[eHTa?

Pemienne mpoGieMbl — n 00HocmoponHux (OTHOHAIIPABICHHBIX)
dyukiuax. @yukumio y = f(X) Ha30BeM OIHOCTOPOHHEM, €C/IN BbI-
YUCJIEHUE Y TI0 X MMeeT Malyto mpydoemikocms (cM. Tlpunoxenue 3),
a BBIYMCJIEHHE X 110 Y — BBICOKYIO.

K onmHOCTOpOHHMM (DYHKITUSIM OTHOCATCS: BO3BENCHUE B CTETICHD,
oOpartHast GyHKIIUS — JIoTapu(pMUIpoBaHUe) B KOHEUHOM (Yallle Ipo-
CTOM) TIOJIe JTMOO B APYTOi airedpandeckoil CTpyKType (Harmpumep,
K TPYIIe TOYeK SIUTUTITUUECKON KPUBOI), passiokeHHWe Yucesl Ha
MHOXWTEIH (TTpsiMast 3a1a4a — YMHOXEHHE), 3a1aui KOMUPOBAHMSI-
JEKOAVMPOBAaHUSUIMHENH bl, KOOB (TUMA KonoB Puna — Manepaninm
Puma - Comomona). Hamo oTmeruThb, 4TO IONaraemas M3 OOIIMX
COO00paXkeHU «OTHOCTOPOHHOCTE» (DYHKIIMH YacTo BITOCIIENCTBUU
HE TTOATBEPXKAAECTCS. DTO CBA3AHO JTMOO C TIOSIBJIEHWEM HOBBIX Ma-
TEMaTUYECKMX METOIOB, JIMOO C TOSIBJICHWEM MOIIHOW BBHIYMCIIU -
TeqbHOM TexHUKU. Kpome Toro, ;HeodpaTuMocTh (YHKIIMM 4acTO
CHJIBHO 3aBHCHT OT ITapaMeTpOB 3TOM (GYHKIINH.

Hrak, monpobyeM MCIONIb30BaTh OAHOCTOPOHHUE (YHKIIUU TIPU
BbIpaboTke Kimoueii. Hampumep, umetorest nee dyHkuuu f(a, x) u
g(a, x). OTnpaBuTeslb A COOOIIEHNUST BRIPA0ATHIBACT CITy9aifHOE 3Ha-
JeHue X, BormciEieT t —f(a, x), moayyarenb B Toxke BeIpabaThIBacT
cllydaiiHOE 3HaYeHHe y, BRIUMCIISIeT I = g(a, ). Jlamee A moirydaerr,
aB-t

IIpenmonoxum, uro f(r, x)=f(g(a, y), X) coBmamaer c
gt, y) " g(f(, ¥), y) (MHaye y KOPPECITOHAEHTOB HE TONYYUTCS
OITHO M TOXe 3HAUYEHME KITI0Ya).

Kakwue cBoiictBa He0OXOMMMBI 1id QYHKIMMA f 1 g, YTOOBI TIPOTUB-
HUK HE CMOT OTPEICITUTh KITIOY

K=g(l, y) =g(f(a, x), y) =f(r x) =f(g(a, :> x)?

M3 caMbIX TPOCTBIX COOOPaKEHUH CIIeMyeT, YTO CBOMCTBO JOJDKHO
OBITb TAKMM, YTOOBI HO 3HaUeHUIO f(a, X) 1 g(a, X) 6e3 3HAHMS X U Y
CJIOXHO ObLIO Obl BBIUMCIUTH K.

C apyroit CTOPOHBI BaXKHO, YTOOBI caMy QYHKIIUM 1 g JIETKO BBI-
YUCIISUINCH, a paBeHCTBO g(f(a, x),y) = f(g(a, y), x) BbIIOJHAIOCh
OBl 151 JIIOOBIX X U Y M XOTsI OBl TSI HEKOTOPBIX a.

MmenHo Takoil Meron ObUT IpemioxkeH B pabdore Huddu m Xen-
iMaa | 2], oH moay4yul Ha3BaHMe OmKpbimoe pacnpedeseHue K-

yeii (OPK).
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JleiicTBUTEIbHO, NaHHBIA METON OMMUCHIBAET JIMILL MPOTOKON BBI-
pabOTKU KJTIOYa JJIsI MPOM3HOJIBIITO aJITOpUTMA IM(PPOBAHUM.

IToHsITHO, YTO (DYHKIIM C YKa3aHHBIMU YCJOBUSIMU OKaXKETCS 3HA-
YUTEJIbHO MeHbllle, YeM IIPOCTO HeoOpaTuMbIx. [lo3mHee ObUIO I1O-
KazaHo, 4To Jr00ass HeoOpaTuMasi (PyHKIIMS ¢ TAKMMU YCIOBUSIMU
CBOIUTCS K BO3BEACHUIO B CTEIEHb (MOHMMAaeMylo B 00OOIIIEHHOM
CMBICJIE KAaK MHOTOKPATHOE BBIMOJTHEHUO MYJIbTUTUTMKATUBHOM Orle-
pauun).

Henb3s i mocTpouTth airopuT™ IM(ppoBaHUs Tak, YTOObI OTIIpa-

BUTEJb COOOILIEHMSI MMEJT BO3MOKHOCTD JIMIID 3all(poBaTth €ro, a

pacumgpoBaTh €0 CMOI TOJbKO IoiaydaTens? YToObl 310 cTajio

BO3MOXHBIM, HEOOXOIMMO CJIeyIolee:

*  OTIpaBUTEb W TMOMydaTelb COOOIIEHUsT JOKHBI MOJb30BaTh-
¢s1 pa3HbIMM KJIIOYaMU WM Pa3HBIMU alrOpUTMaMu (MHaye Mpu
MPUMEHEHUU OMHOTO KJTIoYa OTIIPAaBUTENb CMOXET JIETKO TPO-
YUTaTh COOOIIEH 1e);

*  KIIOYM OTIIPaBUTENS] W TOJIy4arTesisl JOJKHbI ObIThb CBSI3aHBI
OIHO3HAYHbBIM cooTHOLIIEHUEM;

*  HeoOXOomUMMO, YT0O0 HO OJHOMY M3 KJIIOUel ObLIO KpailHe CJIOX-
HO OIIPEACIUTh IPYTOM KITIOY.

Oka3bIBaeTcsl, TaK IMOCTPOUTH CxeMy ITM(poBaHus BO3MOXHO. Jljist

3TOTO TaKXkKe IMOTPeOYIOTCSl OMHOHAMPABIEHHBIE aIrOpUTMbL. Takoit

CroCco0 11 (pOBaHMST HA3BIBAETCA omKpblmbim wugposaruem (OLLL),

TIOCKOJIbKY B JAaHHOM CJly4yae OJHOHAIpaBieHHas (PYHKLUS cylle-

CTBEHHO Y4YacCTBYeT H CaMOM Ipoliecce UG poBaHUsl, a He TOJbKO B

BBIPA0OTKE KJTIOYa.

Paccmotrpum cucremy OPK Ha ocHOBe TUCKPETHOI 3KCIOHEHTBI 11

cucremy OIIl RSA (Ho umenu aBropoB — PaiiBecra, Illavmpa u

AlieMaHa).

Cucrema Iuddu — XciimarnaHa 0CHOBE TMCKPETHOM —KCTIOHEIIThI.

3anmaHo npocToe uyucio P, u nekomopoe yucino a < P.

Ilyctb umeercs nBa KoppecroHaeHTa. Kaxaplii U3 HUX BbIpabaThl-

BaeT CJIyyailHOE YUCIIO X U Y COOTBETCTBEHHO, a 3aT€M BBIUMCIISIET

r = a* (mod P) — nepBbIii KOPPECTIOHIEHT;

t = a'(mod P) — BTOpoii KOPPECIIOHIEHT.

B manHom ciydae pynkuus f(a, x) = a* (mod P).

3areM KOppeCNOHAEHTbl OOMEHUBAIOTCS 3TUMU YUCIaMU U BbIpa-

GatbiBatoT 0Ol kmod K.
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K= (a’(modP))* (mod P) = (® (mod P))'modP)
[TpOTUBHKMKY MOTYT OBbITh JOCTYITHBI TOJIBKO YMCIa t W T, W JJIs Ha-
XOXKIEHU X M Y eMy TIPUIETCS BBITTOJHUTH OMepalrionorapumm-
posarus a npocmom nosae (cMm. Ipunoxenue 3). CienoBaTenbHO,
TPYAOEMKOCTBIO TAHHOM OIlepaliii M OTIPeleNsIeTcsl CTOMKOCTh 3TO-
ro Bapuanta OPK.
Hnst paccMoTpeHust cucmemst RSA BBeneM HECKOIBKO ITOJIOKEHUIA.
1. acpaBHuMO c b mo mMomymo 7 (oGo3Hauaercst a = b(mod n))
O3HAYaeT, YTO YKMCJIIO I AEJIUT pa3HOCTh a - b.
2. Yucna a u b umerorT HaubosbiMii oot neaurens (HOM) d,
ecau d IeUT Kak a, Tak U b U ABISIeTCST MaKCUMaJTbHBIM Cper
BCEX JEJIUTENIEN.

O6o3nauenue HO/l(a, b) =d
3. Yucna a u b B3aumHo nipoctsl, ecii HOJL (a, b) = 1

Yucio p Ha3bIBaeTCs MIPOCTBIM, €CJIA OHO JAEJIATCS TOJIBKO Ha 1
M Ha camo ceds (p).

5. Ecm p — npocroe ub < p, To HOJI(b, p) = 1
Majas Teopema @epma, p — mpoctoe unciao, HOJI(a, p) = 1
a™ = l(modp)

Omucanne cucrembl OLII RSA

[TycTh JaHBI YKCTIA P ¥  — MPOCTHIE.

O6o3HauumMm =pq, k= (p-1)(q- 1).

BreIpaboTaem 4ucio e ciydaifHeiM odpasom, € < .

Boraricium d u3 cootHomenust ed = 1(mod k)

PaccMmorpum Tenepn uncia cud. [penmnonoxuM, 4To Mbl 3HaeM
OJTHO U3 HUX U COOTHOIIEHUE, KOTOPHIM OHU CBsI3aHbI. MOXHO ¢
JIETKOCTBIO BBIYMCIIUTD BTOPOE YMCIIO KaK 0OpaTHBIN 3JIEMEHT MYJIb-
TUTUIMKATMBHOM TPYNIbl C Orepalyeil YMHOXEHUsS! 1Mo momymo k
(oH cyllecTBYeT M OJHO3HAYHO OIPENesieTCsl MO OIpeNeIeHUIO
rpynmnbl). OqHAKO MBI He 3HAeM YMces p U ( (4TOObI HAWTH UX, He-
00XOIMMO PA3JIOKUTh YMCIIO T HA MHOXKWTENIU; €CJTU P U  IIPUMEp-
HO paBHBI U YHMCJIa TIPOCTO TiepeOrpaTh, MPOBEPsIs UXIETMMOCTb, TO
MPUIETCS CAeaTh OTepalvii MopsiaKa KOPHS KBaJIpaTHOTO U3 IT).

Bor BbIpaxkeHue mjs k:
P-Hx@-1)=pg-p-q+trm+tl-p-q
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CJ'ICHOBE[T@J'[I)HO, OTHO 13 YHCEJI Mbl CMCJIO MOXEM ITOAAPUTH KOMY-
HI/I6yI[I> uMeere ¢ YMCJIOM IT U ITIOITPOCUTDH €TI0 I1oChllaThb HaM €000
MECHWA CIICAYIOLIIUM 06p330M.

1. CooOlieHYsT MpeacTaBuTh KaK BEKTOPHI JTMHBI L:
X=X,..,X,)
O<x.<k,
2. Kaxmoe x BO3BECTU B CTeleHb € 110 MOAYJIIO 11,
3. IIpucaare Ham Y = Xf* (mod n), x* (mod n), ..., xLe(mod n))
Boiienum t, =y
Bossenem nonyuyeHHOe yKciio t B cTerneHb d
BTOPOI'O YMCTIa U3 Maphbl:
R=1t" (mod n) = (x" (mod n))‘ (mod n)
KakoB Oymer pesynbrar?
Yro 3HaumMT, 4To ed CpaBHMMO C €OIUHMIICH O Momy/o K?
ed- lgemurcsiHa (p- 1) x(q- 1)Te.ed=1+a(p-1)(q- 1),

e a — LEJI0C YUCITIO, Or€palvsa YMHOXKEHMUW A BbITIOJTHACTCA B KOJIb-
1€ LEJIbIX YUCEIL.

PaccMoTpuM BbIpakeHUe:

Yreepxmaercs, uro U(mod m) = x.

HeiictBuTenbHO, 0 Majoii Teopeme Depma:

x"" = 1(mod p)

x ¥ = I(mod q)

BosgeneM nepBoe cpaBHeHUeE B CTeIEHb - 1

(xI")'"= 1" = KKim»l pi

Bosgenem Bropoe cpaBHeHUE B CTETIEHb p - 1
("D"-1=I5"=1(,0dq)

Coeposarenio, X cpaBHUMO ¢ 1 1 IO MOYITIO P
¥ TIO MOIYJIO (, a 3HAYUT,

PN = 1o pa)

TIEPEMHOXWM a pa3 U MOJTYyYUM TpeOyeMOoe pareHCTBO.

Tem cambiM MBI JoKasaJi, 4TO IMpU BO3BCACHUU ITOJTYYCHHOIO CO-
0o01IeHnsT B cTeleHb yncia d Ho MOOYJIIO IT ITOJYy4Ya€TCsda UCXOAHOE
coobiieHue X. Ecmu ke OTIPaBJIATH COOOIICHUST HEOOXOMMMO BJIa-
ACIbIy CEKPETHOI0O KJIro4ya, TO OH 6y)1€1' T10JIB30BATLCA IJIA I]_II/I(b-
POBaHUA OTKPBITbIM KIIIOUOM CBOCTO KOPPECIIOHACHTA.
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Ommcannas cucreMa HasbiBaeTcsl cucteMoit RSA wiu Hecummer-
pw4aHoOI cucteMoii mudpoBanus Paiieecma — Illlamupa — Adrema-
Ha. YacTo mpuUMeHsIeTcsI TEPMUH <«CUCTEMA C OTKPBITHIM KJTFOUOM».
Hano npu3Hath ero He COBCeM yIadyHBIM — MbI BCETIA UCXOIUM HA
TIPEATTONIOXKEHUST CEKPETHOCTH XOTs Obl YacTu Kimova. Boree kop-
PEKTHO MMEHOBATh TaKME CUCTEMbI CUCTEMAMM HECUMMEMPUHHOZO
wugpoeanus. Yucaa é nape (e,d) Ha3bIBAIOTCA: € — OTKPBITOI Ya-
CTBIO KITF04a, d — CEKpPEeTHOI YacThIo KITIoYa.

BHUMaTeIbHO PacCMOTPEB OIMUCAHHYIO CHUCTeMy IMU(pOBaHMS,
MOKHO 3aMETHTb ellle OMHO e LICHHOe KAaYecTB0 — OHa 00ecrieyr-
BaeT aymenmu4HoCcmsb TiepeaaBacMoii MHMGOpMaIy MPU YCJIOBUM
3HAHUS CEKPETHON YacTW KIIoYa TOJBKO OTIIPABUTENIEM COOOIIIE-
HMS ¥ UGPOBAHUU COOOIIIEHNE Ha CEKPEeTHOM YacTh Kimova. [Tpu
5TOM MBI TTOJIaraeM, 4To JUTS TIPOBEPKU ayTeHTUIHOCTU UCTIONb3Y-
eTcsl OTKPBITast YacTh Kimova. [IeiiCTBUTEIbHO, aBTOPOM TaKOTO CO-
OOIIIEHUSI MOXKET OBITh TOJNLKO BJIaNeliel] CEKPETHOM YacTh KITiova.
KoHeuHo, mpy 3TOM He T0CTUTaeTcsl KOHMUACHIIMATbHOCTD Mepe-
Jauu.

OcTaHoBUMCs 0oJiee TIOAPOOHO Ha CTOMKOCTH PACCMOTPEHHBIX CH-
creM. OHa B KOHEYHOM MTOIC OIPEAEISICTCS TPYIOEMKOCTBIO 3a1a-
YU, TTOJIOKEHHOM ~# OCHOBY CHCTeMEIL.  ClienoBaTebHo, pedb WIET O
TPYIOEMKOCTH 33[1a4 Pa3JIOKEHUI HAa MHOXWUTEIU U JUCKPETHOTO
JorapupMupoBaHUS.

DKCnepThl MOJIaralT, YTO Ha CETOAHSIIHUI NeHb CUCTEMbI THIIA
Huddn — XcimmaHa JODKHEI paboTaTh ¢ YKMCIaMU JJIMHOM He
meHbIre 1024 6ut, a cuctema R SA — He meHbie 2048 Owur.

AnekTpoHHas udpoBas nognuch U xelu-pyHKLMUS

PaccmarpuBasi cucremy RSA B mpempyaymem raparpacde, Mbl OT-
METWJIM, YTO 3amm(poBbIBATh HA OTKPBHITOM YaCTU KJTOYa MOXKET
110001, a pacimdpoBaTh Ha CEKPETHO — TOJIBKO TTOJTydaTesb CO-
obmieHust. Ha mpakThke oyeHb 4acTO BO3HMKAET MOTPEOHOCTh B
obOpaTHOM: 3aldpoBaTh HEKOTOPYIO WHOOpMaIio (HampuMmep,
CBOE MMsI) Ha CEKPETHOM KITIOYE TaK, YTOOBI OMpele/ieHHbIE NI
MOTJIY pacivdpoBath ero (MCIoJIb3ysl pa3ociiaH Hl blif paHee OTKPbI-
THIA KIJTIOY).

OueHb MeHHO TO, 4TO B cucTeMe RSA He mpumeTcss HUYero MeHsm —
HYXHO TIPOCTO WCIIONB30BaTh ISl MUGPOBAHKS CIOK0 CEKPETHYIO
YacTh KJTI0Ya, TOLIA B CHIIy CUMMETPMYHOCTH KiTrodei ¢ u d (KoTo-
pasi B CBOIO 0Yepe/ib BOBHUKAET U3-32 KOMMYTATUBHOCTH OTIEpAIl
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MOIYJIbHOTO YMHOXEHUST) Tpoliecc paciindpoBaHus MolydareaeMm
BBITIOJTHSIETCS] aHAJTOTUYHO.

Kpome Toro, Mbl mojrydum HeoXKuAaHHBIN 3(heKT — 3aippoBaH-
HYI0O Ha CEKPETHOM KJTIoue MH(MOPMAIIUIO MOUYTH HEBO3MOXHO OC-
MBICJIEHHO U3MEHUTb, BEIb ISl 3TOTO HY:KHO CHayasa ee HaTH (T.e.
nenmdponath cucreMy RSA), a yk motom uMcrnpaBuTh. Takum 00-
pa3oM, IoIyJyaTes i COOOIIeHUsT MOIYT ayTeNTU(MUIIMPOBATHOTIIPA-
BUTEJISA, T.€. OHM TIOJIYalOT TAPaHTHIO TOTO, YTO OMepalmio 3anmd-
POBaHUSI BHITTOJHWII OTIIPaBUTENb, a He KTo-To eile. C Kpunrorpa-
(UYeCKUM aHaJIOrOM OOBIKHOBEHHOI MOMIMCH Tom HEKOTOPOI MH-
dopmaleli 6osee WM MeHee SICHO, A KakK XKe * OBbITb C COIePXKUMBIM
nocianus?

Benp HekoTOpble MTOKYMEHTBI TPOTUBHUKY OYE€Hb XOUeTCsl MCITpa-
BUTb, OCTABUB IOl HUMU OPUTMHAIBHYIO TOAINMCH (HapuMmep, 0-
KYMEHTBI Ha BBITLIaTy AeHer). [1o3ToMy BMOJIHE JIOTMYHO B Kaye-
CTBE OTKPBITOTO TEKCTA UCTIOIb30BaTh MHMOPMALINIO, B 3HAYUTEb-
HOI CTETNEeH! 3aBUCSIIIYIO OT COMEePXKaHUsI TTOCIaHMsl, HO 3HAUNTEb-
HO MeHbllIero oobeMa. Takyio nHGpopMalnio, Kak MpaBUIo, Ha3bl-
BAIOT Xelll-3HaYeHUEM COOOLIEHUS, a Coco0 (aIropuT™) Moiyde-
HUS Xell-3Ha4eHUsT — Xell-(yHKIMel (oT aHrauiickoro hash).

Takum 00pazoM, Mbl MOXEM YKa3aThb OCHOBHbIE KOMITOHEHTBI 3/1€K -
mpouHoil yugposoii noonucu (DLIT): xem-dyHKIMs (aIrOpUT™M
«CBOpaYMBaHUsI» TEKCTa B 0oJiee KOPOTKUIA) U HEKOTOPBIA KpUII-
Torpaduyeckuii anroput™ (Ludpylolee rpeodpa3oBaHue), KOTO-
Poe BO3IEHCTBYET Ha Xelll-3HAYEHHUE.

IlocnenoBareIbHOPACCMOTPUM 3TH KOMITOHEHThI. HauHeM ¢ xerm-
poBaHMs AaHHBIX. [Ipeamnonoxum, uyTo uMmeercst TekeT F — moce-
JOBaTEeJbHOCTh 3HAKOB HEKOTOPOro ajdaBUTa U aIrOPUTM A, TIpe-
obpasyromuii F B TekecT M MeHbl1eit JJIMHBI (B 3TOM CITy4ae MOXET
HCTIONIB30BaThCS APYToi aigaBuT).

DTOT aropuT™M TaKoOB, YTO INMPU CIAyYailHOM PaBHOBEPOSITHOM BbI-
6ope JBYX TEKCTOB M3 MHOXECTBAa BO3MOXHBIX COOTBETCTBYIOIIUE
UM TeKCThl M ¢ BBICOKOI BEPOSITHOCTBIO pa3IvuyuHbI. Torna nmposep-
Ka LEeJOCTHOCTH TaHHBIX CTPOMTCS Tak:

* Mocjie TIePechbUIKU WM XpalleHMsl TeKcTa F mosydeH HeKOTOpbIii
TekcT T;

paccMmarpuBaeM TekeT T (ampuopHO moJjarasi, yTo TeKeT F Obut
U3MEHEH);

* 1o usBecTHOMy ajroputmy A ctpoum K = A(T);
* cpaBHuUBaeM M, 3apaHee BeruucieHHoe Kak M = A(F) ¢ K.
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Ipu coBnageHUM CYNTAEMTEKCT HEM3MEHHBIM. AJTOPUTM A Ha3bl-
BaloT, KaK MPaBWJIO, Xelll-(hYHKIMei WY peXe, KOHTPOIbHOMN CyM-
MO, a Ynciio M — Xelll-3HaueHUEM.

‘{pe3BquaI71H0 BAXHO B JAHHOM CJIyda€ BBLIINIOJHATL CICAYIOLINC
yCJI0OBUA:

*  OueHb TPYIOEMKOW 3amaueil CTaHOBUTCSI HAXOXIECHUE M0 U3Be-
crHomy uucity M = A(F) apyroro Tekcta G, He paBHoro F, Ta-
koro, uto M = A(G) (apyrumu cioBaMH, 3a1ada KOMIICHCAIIUK
Xelll-3HaYeHUsI, WIX 3aj1aya MOCTPOCHUSI KOJIJTU3UI, OYEHb TPY-
JIIOEMKa);

» 4ucio M HOKHO ObITh HEIOCTYITHO JUTSI U3MEHEHMUS.
IMosichum cMbIc 3TuX yciaoBuu. [1ycTb 3710yMbIIIUIEHHUK (TTPOTUB-
HuK) m3MeHwt TekeT F. Torma, BooOIe roBopsi, xelr-3HadyeHue M
JUISI JAHHOTO TeKcTa U3MeHUTCsA. Ecam 3710yMBIIUIEHHUKY JOCTYTI-
HO 4MCI0 M, TO OH MOXET IO M3BECTHOMY &JTOPUTMY A BbIUKC-
JIUTh HOBOE Xelll-3HaueHUue JJIs1 U3MEHEHHOTO MM TEeKCTa M 3aMmec-
TUTh UM UCXOITHOE.

MIMeHHO ¢ 3TOi 11eNblo Xelll-3HaYeHre TIomBepracTcsl M(ppOBaHUIO,
KaKTpaBUJIO, C UCTIOJIb30BAHMEM CUCTEMBI OTKPBITOTO MG POBAHUSI.
C 1pyroil CTOpOHBI, TYCTb CaMo Xelll-3HaYeHHEe HEMOCTYITHO, TOrIa
MOXKHO TIOTIBITAThCS TaK IMTOCTPOMTD U3MEHEHHBIN (hailsl, YTOOBI €ro
Xelll-3HaYeHe He W3MEHWIOCh [IMPUHIUITHAAIBHO 3T0 BO3MOXHO,
MTOCKOJTbKY OTOOpakeHMe, 3aaBacMoe aJITOPUTMOM, A He OMEKTUBHO
(HEOOHO3HAYHO)].

Bri6op xopoiiiero xeni-ajJroputMa, Kak M MOCTpOeHUE KaueCTBEH-
Horo mudpa, — IOCTaTOYHO CJIOXKHAs 3a/1aya.

TpebGoBaHUsI HECOBITAIEHNS C BBICOKOI BEPOSITHOCTBIO XeIlI-3Ha4Ye-
HMIA 1151 pa3HbIX (DAIOB TIPUXOIUT B OTpPENesIEeHHOE MPOTUBOpPE-
yye ¢ TpeOOBaHMEM TPYJOEMKOCTH KOMITEHCAIIMM WX 3a CUET IO~
0Oopa Tekcra.

[ToroBopum Temnepsb 0 XOPOIIUX U TUIOXUX Xenl-yHKiusx. [Ipen-
CTaBUM XEUI-AITOPUTM KaK KOHEYHbI aBTOMar 0e3 BbIXOaa
A={1,S.X(, 1)-S},

rae | — MHOXeCTBO BXOIHBIX CJIOB, S — MHOXECTBO COCTOSTHUIA,
X(S, I) => S — dyHKIMA TIepeXomoB aBTOMATa A — OTO0PAMCTHHE
nekapToBa npou3Benenusa S x 1 B S.

INporuiecc XemmpoBaHUsT MPOUCXOIUT TaK: TEKCT TPEACTABISIeTCS B

aJ'[(I)aBI/ITe BXOOHBIX CUMBOJIOB, aBTOMAT YCTaHABJIMBACTCA U HECKO-
TOPOC ACTCPMHUHNUPOBAHHOEC HAa4YaJIbHOE€ COCTOAHUEC, TEKCT ITOAACT-
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Csd Ha BXOI aBTOMara 0 €ro ncuepriaHusd, Xeu-sHa4Y€HUE — COCTO-
SHHWE aBTOMaTta IIOCJIE IMoaayu TEKCTa Ia MXOoId.

C TOUKM 3peHUsT HECOBMANCHUS XellI-3HAaUEHUI1 IOTUYHO TIOTpedo-
BaTh, YTOOBI OTOOpaxkeHUe X P (PUKCUPOBAHHOM S 3 S OBLIO OBbI
OMEeKTUBHEIM, T.c. X(s, 1) mpencraBisuio U3 cedsl IMOICTAHOBKY.

Ilycts 1Ipy (MKCHPOBAaHHOM COCTOSIHUHU S (DYHKIIMSI IIEPEXOI0B
X(s, 1) mepeBomUT 1Ba HEOOWHAKOBBIX I M i, B OMWH U TOT X CHM-
BOJI t.

BOT0 03HaYaeT, 4To Mpu xemrpoBaHuu Tekcros Buma T, i, u T, i,
Xelll-3HaueHue OyleT OMMHAKOBBIM, UTO, BOOOILE TOBOPSI, HE OYE€Hb
XOPOLIIO.

C npyroii cTOpoHbl, ecu Haiineres takoit i, YTOX(S,, i) = X(s,, 1),
IIe S, U S,, €CTECTBEHHO, HEOAMHAKOBBI, M €CJIM JBAa PAa3HBIX TEKCTa
T,u T, pnunsel I -1 UMEIOT OOHO U TO K€ Xelll-3HAYCHHEe

h =X(s,, T)=X(s,, T,). TouTekcror T,, i u T,, i Toxxe OymyT UMETH
ONMHAKOBbIe Xelll-3HayeHUst. ClenoBaTeIbHO, M OTOOpaXkeHue
X(S, i) Toxe DOKHO OBITh IMOACTAHOBKOIA.

HakoHer1, 10JKHO ObITh TOCTMXXUMO TIOKPBITUE BCE TPYIIIBI MO~
cTaHOBOK. T.e. paccMaTpuBasi BCEBO3ZMOXKHbBIE TTPOU3BEICHUS IO/~
craHoBOK X(i, S) /ist pasHbIX i AyMHOI p (KOTOpoe HAa30BEeM JUTU-
HOI TIOKPBITHUS), MBI IOJKHBI TTOJyYUTh BCE BO3MOXHBIE TOJICTA-
HOBKU cTenenu |S]. [pudyeM Yucio p JOKHO ObITh HE OYEHD GOJIb-
muM. D10 Oymer o3HayaTh, YTO aBTOMAT A MOXET TepexXOnuTh U3
JIIO0OTO COCTOSTHUS B Jit00OE (B MPOTMBHOM ClIydae HEKOTODBIE Ci;
CTOSTHUSI OKaXYTCS TIPUHLINIL{; KVHD HEIOCTUKUMBIMMU).

Htak, MBI BUIUM, YTO XelI-TTpeoOpa3oBaHe B KAKOW-TO CTENICHU
€CTh aHaJIor MM(PYIOIIETo Mpeodpa3oBaHMsI.

Ha camom nietie xopotiryto Xeu-(yHKIMIO TTOCTPOUTh OYEHb CIIOXK-
HO, U €€ Halle)XHOCTbI0 B KOHEYHOM UTOTE OMpEesIsieTCs] HalexX-
HOCTb Beeil moanucu. O pocCUiicKoOM cTaHaapTe Xel-(pyHKIMKY Mbl
paccKaxkeM B IaBe S.

PaHee MbI TOBOPWJIM, UTO TIOC .JIe TIOJYYEHUST U3 TEKCTa Xelll-3Haye-
HMSI €T0 HaJllo 3aIlUTUTh OT U3MEHEHMSI, TIPUMEHSISI CUCTeMY I (-
poBanus (Harpumep, RSA, mepecTaBUB TpY 3TOM MECTaMK OTKPbI-
TBIIA M CEKPETHBIN KJTIOUU, T.e. 3alindpoBaB Xell-3HAYEHHEe Ha CEK-
PETHOM KJTIOYe M TIPOBEpsisl €f0 Ha OTKpHITOM). Temepb paccMOT-
PUM MHTEPECHYIO CHCTEMY 3JIEKTPOHHOM TMOMMUCH, KOTOpasi He MO-
KeT OBITb TOJydeHa Kak IIpocTasg Momudukamms cuctembl Ol
(npennioxeHa Db Famanem 1 1985 romy).
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Ilycts mmerotcst mpoctoe ynciao P u yncino a. OrmpaBuTeb coob-
LIEHMST BbIpaOaThIBaeT ciiydaitHoe yucio X, npuueM 1<x<P. Kpome
TOTO, JIJIST TIPOBEPKM CBOCH ITOMIIMCH OTIIPABUTENh PACCHUIAET CBO-
WM KoppecrioHaeHTaM yuciio T.

T =a’ (mod P)

Mg coobmenns M BeIpabaTbIBaeTcd Xelll-3HaueHUE h, mpuyeM
Kh< P.

Kpowme Toro, renepupyetcs ciaydaitHoe wneiao k (1 < k < P), ymos-
Jie'BopsItoliiee JOMOJHUTEIbHOMY YCIoBHIO: yncia P - 1 u k B3a-
VIMHO TPOCTbI, a 3aTeM I1a €r0 OCHOBE BBIIMCII CTed ynciio R.

R =2a" (mod P)

Beracrmmmv S=k- ' (h-xR)mod P- 1)

151 IpoBepKM KOPPECTIOHIEHTY BBICHLIACTCS:

*  ¢comepKaTeNbHBIN TeKCT M (caM TOKyMEHT);

* ygpema R u S.

KpomeToro, IpoBepsIIoninii KOppeCTIOHACHTIMEES T 3 Pilll

* anroputm xemmpoBaHusg (h = A(M)),

*

yucno T.

YT10o0bI MPOBEPUTH MOAMKUCH, HEOOXOAUMO BBITIOJHUTD CJACIYIOLINE
orneparuu.

1. Beruncmurs Z = T°* R'(mod P) = (a)**(a)**(mod P), nposons
aHAJIOTUYHBIE BBIKIIAIKH, YTO WIS cucTeMbl RSA, MoXHO yoe-
JUTHCSI, YTO TIPY HeM3MeHHOCTH 4Kcen h, R, S uncno Z paBHO
a" (mod P).

2. BuramcnuTh 1o Tekety M xerr-3HaueHue h.

3. BbluncauTs HesaBucuMo Y = a" (mod P).

4. TlpoBeputb Ha paBEeHCTBO Yrcia Y u Z.

B CJ1yda€ COBIIaJACHUA IMMOAJTMHHOCTD (HpI/IHa,UJ'Ie)KHOCTI: TEKCTa BJ1a-
JCbIy CEKPETHOIO Kimo4da M €ro HEM3MEHHOCTD ITOC/IE TOro, Kak
OH ITOCTaBUJI HO,Z[HI/ICB) TIOATBEPXKIACTCA.

Kaxk onpenenmuts HageXXHOCTh JaHHOM cUcTeMbl? MOXHO Tpearo-
JIOXXUTh, YTO B PACNOPSDKEHHH TMPOTHBHUKA OKA3aJIMCh XelI-aJio-
pumm, caMm TekcT M, uncna T, R, S (T oH nepexBaTi IIpy pacChUIKe).

JIeiAcTBUSI TPOTUBHUKA, BEPOSITHO, TAKOBBI:

* moT OIIpeaCInTDb X, YTOOBI TIOJTYYUTb BO3MOXHOCTb CaMOCTOA-

TEJTbHO U3MEHUTh U 3aHOBO ITOJAIUCATh M3MEHEHHOE COOOIIIe-
i11¢ — 3amada IUCKPETHOTO JIorapuMUpPOBaHUS;

2-4775
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ucxomsd U3 S, MOMBITaThes omnpeneuTh X [h, R m3BectHsl, a B
yPaBHEHUH IIPUCYTCTBYIOT TONIBKO onepaimy *u + monsa CP(p)|;
9Ta 3a7aya ¢ BOAUTCS K MOMCKY kK, a OHO HEM3BECTHO U IMPUCYT-
CTBYET TOJIbKO B BHAe R — cHOBa OuCKpeTHOE Jiorapudmupo-
BaHUeE;

ncxond U3 XCll-ajJiropurmMa, M3MCEHMUTL TEKCT Tak, YTOOBI IS
HOBOI'O TEKCTa N, HE paBHOI'O M XCII-3HAYEHUEC OCTaJIOCh IIpE-
2KHUM.

0oo03uaunm F(DLOG, X) — TpyI0eMKOCTb IMCKPETHOTO Jiorapud-
MUpoBaHU yncia X B Hoie, F(=,A) — TpymoeMKocTb KOMIIEHCa-
LMK XelI-3HAYEHUS! [Tl aJlTOPUTMa XeIIUPOBAHUS A.

Torma TpynoeMKOCTb TONICIKY IOAIMCH Dib-I'amMans (CTOKOCTB)
T = min { F(DLOG.T), F(DLOG,R), F(=,A)}
Anroputm DIII TOCT P 34.10-94

Ipexne yeM MpHUBECTM KPATKOE OMMCAHME IAPAMETPOB U AJITOPUT-
moB I'OCT P 34.10-94, BBemeM HeoOXOmMMEbIe OOO3HAYCHMS:

* g== b (modre) — memble yncia a u b IMeroT OMMHAKOBBIE OCTAT-
KU TIpY JeJICHUH HAIIENIO Ha HaTypaJbHOE YKMCIIO 71 (TOBOPSIT, UTO
qyuciaaa 1 b cpaBHUMEL IO MOIYJIIO 71);

* a (mod n) — OCTaToK OT JeJCHMS YMCIA @ Ha YUCTIO IT\

* <5 >4 — cTpoKa AJMHOM U OWT, coaepaKalliast IBOUYHYIO 3aMUCh
Yyuciax;

* \A — mmHa CTpOKU OUTOB A;

* JIR? — xoHkareHaiust 6UTOBBIX CTpoK JI 1 B (cTpoka MIvMHbBI

+\B\Out, BKOTOpOIiIeBbIe \A\CHMBOJIOBOOPA3yIOTCTPOKYA,
a mpaBble B\ cMMBOJIOB 00pa3yioT CTpOKy B).

[Mapamerpst DLUIT I'OCT P 34.10-94

B kauectBe KpunTorpacdpuieckoi Xau-QyHKIIUN /1 periaMeHTHPY-

eTcsl UCIOJIb30BaTh Xell-(PYHKIMIO POCCUICKOTO CTaHmapTa

TOCT P 34.11-H4 [2]. /lasnee nepeynciieHbl €€ TTapaMeTphl:

*  mpocroe YUCJIOP\ 27" < p < 2 mi6o 2'™ < p < 2"w;

i

*  mpocroe yucio (y: 2" < ¢ = 2™ u g apndgeTca neauTeIeM YUCIa
(P-1;

* yenoeuucnoa: 1 “a <p-1, npustom *V (mod /?) = 1.

I'OCT P 34.10-94 comepXuT TOYHO OMUCAHHYIO TPOLEIYpYy TeHe-

palMnyKa3aHHBIXITApAMETPOB,
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{CeKkpeTHBIM KJIIOUOM TI0JIb30BaTe sl 11 GOPMHUPOBAHUS MOAMUCH
BeiOupaercst ynciox O < x < gq.

OTKpLITBIﬁ KJII0Y moJib30BaTEe A /1)1 ITPOBEPKU MOAINMNUCU €CThb YUC-
111y, KOTOPOEC BBIYUCITACTCSA TaK:

y = a'(mod ;?).
Boruuciaenue DIIIITOCT P 34.10-94
[Moanucs ayist coobeHusi M BoipabaThiBaeTCsl CIAEAYIOIIUM O0pa3oMm;

1. BeramcanTb (M) — 3HayeHue X311-GYHKIWHU /4 OT COOOIIEeHUS
M, ecnmu h(M) (mod g) = 0, npucsouth h(M)znauenue 0751
(6UTOBAs MOCJAEOBATENBHOCTb, COCTOSIIIAST U3 255 Hynelt u ox-
HOTO €IMHUYHOTO OUTa);

2. BBIpabOTaTh LIEJIOE€ YHUCIIO k.__ 0 <k<uy\
3. BBIYMCIIUTH JABa 3HAYECHHUS:
e=d"(modp) ue =e(modq);

4. eciu e =0, mepeliTu K 3Tany 2 U BbIpaboOTaTh APyroe 3HauYeHUeE
qucna k;

5. € UCIOJIb30BaHUEM CEKPETHOTO KJIIoYa .T MOJIb30BaTe s, MOMIU-
CBIBAIOIIIETO COOONIeHNE, BBIYMCIUTD 3HAUEHU E

s = (xr + kh(M))(mod q)\

6. ecaus =0, mepeiTu K 3TAIy 2, B MIPOTUBHOM CJIy4yae 3aKOHYHTH
paboTy ajropuTMa.

[oanuchio cooBIIEHUAMSBIAETCS CTPOKa 6UToB < ' ~  SS<s >,
ITpoBepka DIIIITOCT P 34.10-94

[Mpouenypa NpoBepKy moanucu < 2 =~ . 55< 5> coobweHus M,

UCIIOJIB3YET OTKPBITBIA KIIIOYY U COCTOUT Ha CJICAYIOIUX ITAIlOB:

1. mposeputs ycnoBus: 0 <5< qu0< r < g; eciiu XoTs OB OTHO
W3 3TUX ycaoBUM Fe BBIMOJTHEHO, TO MOAMUCH CYUTAETCS HeNew-
CTBUTEJIbHOW;

2. BBIYUCIUTH A(M") — 3HaueHue X21I-(GYHKUUU A OT MOJYYEHHO-
ro coobuenusa M,;

ecm h(M,)(mod ¢/) = 0, npucsouts /*.M"3HaueHue 0°''1;
BBIYUCIUTL 3HaueHue v = (h(M)y -(mod g);
BBIYMCIUTL 3HAUeHUs e. =1 (mod ¢) ue, = (q - r)v(mod ¢q);

BBIYUCIUTD 3HaueHue u = (a” -yt!(mod /))) (mod ¢);

- & Lok W

TMPOBEPUTH YCIOBUE T = u\ €C/i YCIOBUE BBIMTOJHEHO, MOANUCH
CUUTAETCS NeUCTBUTEIbHOW, B MPOTUBHOM CJllydyae — HeAeUCTBU-
TEJAbHON.
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Anroput™ 1dposoit momarmucu F'OCT P 34.10-2001

Tenepp TiepeiiieM K OINMMCAHUIO TapaMeTpoB M aJrOPUTMOB
T'OCT P 34.10-2001. IMoHATHE 3IMIITAYECKON KPUBOU OIperese-
HO B MaTeMaTH4YeCKOM IPUJIOXKEHUU.

ITapamerpsl DIIII T'OCT P 34.10-2001

B kavectBe KpunrorpaduniaecKom Xa1-¢hyHKIU h perjiaMeHTUpy -
eTcsl MCIMOJIb30BaHMe XelI-QPYyHKIMKU POCCHMUCKOTO CcTaHIapTa
T'OCT P 34.11. Jamee mepedunclIieHBI ee TTapaMeTpHhl:

*  [POCTOE YMCIIO p — MOIY/b DJIIUIITUYECKON KPUBOWA, YIOBJIET-

o Sz,
BOPSIIOLLIMIT HEpaBEeHCTBYp > 275;
*  syuMnTUYecKas KpuBas E, 3amaBaeMasi CBOMMM KON
Tamu a, be GF(p);

IPOCTOE YUCJIO ¢ — TIOPSIAOK HUKINYECKONW TIOATPYIIIBI TPYIT-
IThI TOYEK DIUTUTITUYECKON KpUBOM S, ABJISIONIEECS AeTUTEIEM
MOPSIIKA TPYIITBI TOYeK KPUBOM Eu yIOBJICTBOPSIOIIEE YCIO-
Buio 2% <g< 25

* touka P(x $) Ne O saa.1 unrtmyeckoit KpuBon E, ymoBIeTBOPSI-
o1asi paBeHCTBY gP = O.

\ \a mapamMeTpbl CXeMbI MOAM HEMl HaJIaraloTcsl CICAYIOIINe YCIOBUS:

*  IOJDKHO OBITh BBITTOJTHEeHO yciaoBue" * 1 (mod ¢g) mist Beex 1ie-
JbeIX ¢ = 1,2,... B, tne B ynoBieTBOpsieT HepaBeHCTBY B -~ 31;

*  KOJIMYECTBO TOYEK KPpUBOU EHe NOJKHO OBbITh PaBHOp,
* /-AHBaApMAHT KPUBOM £, BBIMUCIISAAEMBII 110 (hopmyte

J(Ey=1728———— _

- (mod j»)
A+ 274
JOJI>KEH yAOBJIETBOPSITH yciaoBusam/(£) @ 0 uJ(E)* 1728,
B kauecTBe (CEKpETHOTO) KJIo4a MOAMUCHU BBIOMpPAETCs 1IeJ10e YUC-
J10 d, ymoBJieTBOpsIiolee HepaBeH cTBy 0 < d < g.

OTKpPBITBIM KJIIOYOM MNPOBEPKM TOANMCU SIBIsAETCA Touka Q(X,y,)
SJUIMIITUYECKON KPUBOM E, YIOIIM *T 10151 19 paBeHCTBY Q = dP.

dDopmupoBanue 111 poBoit mommucu 'OCT P 34.10-2001

Jns nomydennss 1mdpoBOi TOANMMCU Z WOI coodbiieHueM M ¢ uc-
TMOJIb30BaHMUEM KiTI04a MoaImrcy d HEOOXOAMMO BBIHIOIHUTD CJICITY-
IOLIME NECTBUA:

1.  BBIUMCIUTH XelI-Kom (>1'111-iH:i'l(-H1ue) coolImeHusiM: h =h(M);

2. BBIYUCIIUTH LIEJIOC YHCIO a. ABOMYHBIM IMPEICTABICHUEM KOTO-
poro sBJisieTcss BEKTOp /4 , ¥ olpenenTh e ¢ a (mod ¢g)\



OCHOBHbIE MOHATUS 1 anropPUTMbl KpunTorpadum 27

ecm e = 0, To onpenenuTb e = 1;
3. creHepuMpoBaTh ciyuyaiiHoe (IICeBIOCIyYaiiHOE) 1eJ0e YUCIIO fr,
ynoBieTBopsolniee HepaBeHCTBY 0< &k < ¢\

4. BBIYMCIWUTB TOYKY 3JUIMNTHUYECKOH KpuBoil C = kP u ompene-
mt?, r=x, (mod g),
e x_ - A" — koopam Hata Touku C;
ecnu e = 0, TO BEpHYTbCS K ITary 3;
5. BBIYMCIWUTH 3HaYeHUe s = (rd + ke) (mod ¢)\
ecuu 5 = 0, ToO BEpHYTbCS K 11ary 3;

6. BBIYMCIUTDH IBOWYH ble BEKTOPHl , 4 , , COOTBETCTBYIOLINE &
s, W OTPENENUTh MUGPOBYIO MOAMUCh £= 11 5| ok onkarenn

U0 ABYX NBOUYHBIX BEKTOPOB.
[Mposepka nudposoit moagnucu F'OCT P 34.10-2001

st mpoBepkn IMOPOBON MOAMUCHU Z TIOM TOJYYEHHBIM COOOIIIe-
HUeM MHeo6X0OIUMO BBIMMOJHUTH CJEAYIONINe NeHCTBUS:

MO TOJYyYEHHOMW MOAMUCU & BBIYUCIUTH LEJbIEe Yuciaa ! U s;

ecJiv BbINOJHeHbI HepaBeHCTBA 0 < 2 < g, 0 <5< #,; TO IepeUTH K
cjaeAyolleMy IIary; B IMPOTUBHOM Cilydyae IMOANUCH HEBEPHA;

BBIUMCJIUTD X3LI-KOJ MOJYy4YeHHOTO coobdwenust M: h = A(M);

BBIYMCIUThL LEJIOE YUCAO a, IBOMYHBIM MNPEACTABIEHHEM KOTOPOro
siBJisieTCs BeKTop h, m ompenenuts e —a (mod </);

ecin e =0, TO ompenenuTh e = 1;
>
BBEIYMCIIUTD 3HaUeHne ¢ s e (mod 4):
BBIYUCJIUTD 3HAUEHUS I, = si; (mod ¢) u ,a~,= -1l (mod q);

BBIYMCIIUTL TOUKY 3JUIMNTUYeCKON KpuBoit C = z+ 7,0 u ompe-
neauTb R =\ (mod <?);

€CJIN BBITTIOJTHEHO PaBEHCTBO R = r. To moanuck IIpUHUMACTCA,

B IIPOTUBHOM cCJjiydya€ nmoArnuchb HEBEpIIA,
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Kpuntorpadpunyeckue uHrepdencsl

O6Lwme NonoxeHms

Iloncuctema 6e3onacHocTu kKomnvtomeproii cucmemsi (KC) Hyx-
JaeTcsl H peau3aliviy psiia oolmX (GyHKIIMMA, CBI3aHHBIX C IIPeod-
pazoBaHueM conepxkaHusi oobekToB KC (chaitioB, 3armceil 6a3bl
JNaHHBIX) JTUOO C BBIYMCIEHUEM HEKOTOPBIX (DYHKIIMIA CO CIIeLaIb-
HbIMU CBOWCTBaMM, KOTOpbIE CYIIECTBEHHO 3aBUCIT OT Coaepxka-
HUS 00beKTOB. K TakuM (yHKIMAM OTHOCSATCSI aJITOPUTMBI KOHM -
poas yeaocmuocmu (K1) oobexToB KC, anroput™Mbl ayTeHTU U -
KaluuMyu WIM aBTOpU3aLMU CyOBEKTOB (WMJIM TOJIb30BaTeNeil, KOTO-
pble YIPaBISIOT CyObeKTaMu), aJTOPUTMbI MOAAEpKaHUSI KOH(U-
JNEHIIMaTbHOCTU coIepKaHUsI 00beKTOB ((PYHKIIMM TG POBAHUS).

MexayHapoHble M HallMOHAJbHBIE CTAHAAPTHI OIMUCHIBAIOT DS
XOPOHIO U3Y4eHHBIX (DYHKIMI 3alIUTHOTO XapaKTepa, B YaCTHOCTU
anroputMbl xemupoBanusi MD2, MDS5, SHA, TOCT P 34.11-94,
anroputMbl TeHepaiuu 1 poBepku DL RSA, DSS, T'OCT P 34.10-
94 (I'OCT P34.11-02). Bce 3Ti ajJropuTMbl UMEIOT Pa3IMYHYIO
crienMbUKAaIMIo BBI30BOB (B YACTHOCTH, PA3IUYHYIO IUIMHY apry-
MEHTOB) U, €CTECTBEHHO, JIOTHYECKM HECOBMECTHUMbI MEXITY COOOIA.

Ilpu opraHu3alMK TEPPUTOPUATIBHO PACTIPEAEICHHBIX 3allUILECH-
HBIX KOMITBIOTEPHBIX CMCTCEM MOXKHO HMCTTONTBb30KATh (DYHKIIMOHAb-
HO OIMHAKOBbIE, HO CEMaHTUUYECKU pasHble (DYHKIIMM JIOTUYECKOM
3alUThl (HampuMep, BeIYUCIATH GyHKuun Kl ¢ mpumeHeHuem
pPa3IUYHBIX aIropuTMoB). OCOOEHHO aKTyalabHOM 3Ta mpobiema
CTAaHOBUTCSI, KOTJA JIEJI0 KacaeTcsl CTaHAapTU3UPOBAHHBIX U Cep-
TUGULIMPOBAHHBIX aNMapaTHBIX MOMYJIEH.

3amaya MCIONB30BAHUS BHEIHMX DYHKIIMI JIOTMYECKOM 3aIlyThl
Ba)KHA HE TOJIBKO JIJIS 31U THBIX CYOBEKTOB, HO U LTSI IPOM3BOJI b-
Troro cyonekTa, Bxomsiero B KC (Hanpumep, mpuMeHeHue CyObeKTa
BeruuciaeHus: DI aist pukcauu 1eJOCTHOCTU U aBTOPU3ALlK
uH(opMalmu, TiepeaaBaeMoii BO BHEIIHIO CeTh). B cBsI3M ¢ aTUM
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B3auMoecTBYE C (hyHKIMSAMM JTIOTUUECKOM 3aIIUThI MBI pPACCMOT-
puM 0e3 TIPUBSA3KU K KOHKPETHBIM (DYHKIIMSIM CyOBeKTa (MCKITIO-
YyeHUsl OymIyT oTMeuaTbcsi 0co00).

Ocob6eHHOCTM BHELLHEro pasaensaemMoro
cepBuca 6e30MacHoOCTH

CyOBeKTHI (ITIpOTrpaMMBI, IIPOIIECCHI) KOMITHIOTEPHOI CUCTEMBI, CBSI-
3aHHBIE C BBITIOJTHEHUEM 3alIUTHBIX GYHKIIMIA, KaK TOBOPUIIOCH pa-
Hee, MOTYT MCIOJIb30BaTh HEKOTOPOE 00I1ee MOIMHOXECTBO (DYHK-
LM JIOTUYECKOro TipeoOpa3oBaHusl 00BEKTOB (B YACTHOCTH, aJlro-
PUTMBI 1IM(POBAHUS M KOHTPOJIS LIENIOCTHOCTA 00beKTOB). [lpum
TPOEKTUPOBAHUM U peanusauuu cyobektoB KC, kak nmpaBuio, pe-
aMM3yeTcsl UCTOPUYECKU CIOXMBIIMKICS TOAXON OTHOCUTEIBHO
HUCTIOJIb30BaHUS OOILETO pecypca — TPUMEHEHUE pasaessieMbIX
CYOBEKTOB, BBIMOJHSIOMIMX (DYHKIUU, OOILIME IS HEKOTOPOTO MO/~
MHOXECTBA GHeWHUX TI0 OTHOIIEHUIO K JaHHOMY CYOBEKTOB (hyH-
KM (IMHAMUYECKU 3arpykaeMbixonomorekmist Microsoft Win-
dows). JlormyHo pacmpoCTpaHWTh MAaHHBIM IMOMXON Ha (YHKIIUU
peanuzanuu 3amuThl. Cpem MHoxecTBa YHKIUM, OTHOCSILMXCS
K 3aiuTHON KoMroHeHTe KC, MOXHO BbIIENUTh TPU Kilacca: ¢gyH-
Kuyuu, ceazaHHule c pabomoii cpedcme uoeHmuuKayuy U agmopu-
3ayuu noavzoeamenell, cyoseKmog u 006eKmos; YyHKuuu, C8s13aH-
Hble ¢ KOHMPOoAeM HeU3MeHHOCMU 006eKmMo8,; YHKUUU, C8A3AHHbLE C
n02uyeckum npeoodpaszosaruem obsekmos KC u nodoepcanuem gpym-
Kuuli konguoenyuarvnocmu (kpunmoepagpuueckuedhyrnkyuu). 11 Hn
Jla OTNIEJIbHO BBIACISIOT QYHKIIU U 2eHepayuu CAy4atiHblX nocaedo-
eéamenvbHocmeli, HEOOXOOUMBIX, B YaCTHOCTH, Uit (DOPMUPOBAHUS
VHAVBUAYAIbHBIX ayTEHTU(DUKAIITMOHHBIX MPU3HAKOB WU KITIOUen
TOJIb30BATENEH.

anee Mbl OyneM ToBOpUTH O 3ammmHbIX ¢yHKIMIXx KC. oobenu-
HsISl B JTaHHOM TePMMHE BCe TpW Kiacca (YHKIIMN W YTOUHSS TIO
Mepe HeOOXOIMMMOCTH Te OCOOCHHOCTH TIPM WX peaiu3allui, KOTO-
pble CIIeMyIoT M3 WX CBOICTB,

[TpobeMy MPOeKTUPOBAHUSI CYOBEKTOB, PEATM3YIOIINX (DYHKIIMK
JIOTUYECKOM 3aIIUThI, MOXKHO PaCCMAaTPUBATh B HECKOJIBKMX acTIeKTax:

* onmumaavHyro peaiusauyuio cy6seKmos B paMKax HEKOTOPO-
ro cyobekra KC. K KOTOpoMy 00palliaroTCst OCTaIbHBIE CYOBbeK-
Thl 32 BBITIOJTHEHUEM COOTBETCTBYIOLUIMX (DYHKUMI (M JaHHOM
cllydae peub MIET O 3aavye ONTHMU3ALNUU TapaMeTPOB «ObICT-
PpONeiCcTBrE — MaMATh» P PeaTM3aliiy 3alUTHBIX (DYHKIINI);
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» MOOUABHOCHb CYOBEKMOE, UCTIOb3YIOIIUX 3allIMTHBIE QYHK-
UM TIPU U3MEHEHUU BHYTPEHHEro HAMOJHEHUsI, KOTOpOe pea-
JIN3yeT 3allUTHbIe YHKLIUMU CyObeKTa (MMeeTCsl B BUIY 3ajada
MaKCUMaJIbHOU NEPEeHOCHMOCTH CYOBEKTOB, WCIOJIB3YIOIINX
3allUTHbIEe (GYHKIUY Ha MHbIE aJITOPUTMBbI, HAaIIpUMep Ha UHOMN
aJITOpUTM M DPOBAHUS);

* KOppeKmnHoe UChno/1b306aHue cy65elcma, pcajin3yrouicro 3a-
IIHUTHBIC (byHKI_II/II/I CO CTOPOHBI BBI3BIBAIOIIUX €TI0 MO)IyJ'[Cﬁ.

Ternepb onpenesuM, 4To TaKoe pasielisieMasi TeXHOJOTUsl MpUuMe -
HeHUst GYHKIMNA JJOTUYECKOU 3alIUThI. DTO MOPSIA0K UCITOJIb30Ba-
HUS CPEACTB JIoTUYecKoi 3amuThl nHGopMauuu B KC, npu KoTo-
poMm:

*  He TpeOyeTcss U3MEHEHU B TIPOrpaMMHOM OOecriedeHUH (B CO-
aepxkanuu 1 coctaBe cyobekToB KC) TIpn UI3MEHEHUU aJlrOpuT-
MOB 3alllNThI;

* B KC omHO3HA4YHO @bidensiemcsamooynbpearu3ayuu3auyumublx
¢dyuxyuit (MP3D).

Omxpoimoim unmepgheiicom(OH) MP3® HazoBeM AeTalbHYIO CIie-

nudpukanuio GyHKINN, peain30BaHHBIX B MP3®, mo3BoJIsonyio

OPraHu30BaTh UCIIOJTHEHUE 3TUX QYHKIIUI U3 BHEITHUX CYyOBEKTOB.

<« «OTKpBITOCTE» MHTEpdeEiica MOHUMAETCsI KaK ero MmoJIHOe oIunca-
HUE [UIS MCHONb30BaHMsA peanu3yeMbix B MP3® dyHkiuit BHe-
IIHUMU CcyObeKTamMu. JIJIsi mpoeKTHpoBaHMs cxeM WHdOpPMAIMOH-
HbIX TTOTOKOB KC, B TOM 4McJie UMEIOIINX OTHOIIEHNE K obecriede-
HUIO 0E30TMacHOCTHU, TAKOE OIMMCAHWE UTPACT KIKOYEBYI0 DOJTb.

B HacTos11Iee BpeMs CylecTBYeT I0BOJIbHO MHOTO Kpurtorpadu-
YecKuxX uHTepdeiicoB. 110 MBI pacCMOTPUM TOJIBKO 0A30Bble KPUII-
Torpadudeckue npeodpa; opanusa. Hac Gynyr nHTepecoBaTb KpuI-
I Torpacuyeckre MHTepdENUCH, B SIBHOM BUE peaau3yloline B cede
OCHOBHBIE KpunTorpaduyeckue ornepaiuu: CUMMETPUYHOE (-
poOBaHNeE, XelIMpoBaHue-, 111 (| EJo MOANYCh U HECUMMETPUYHBIN
o0MeH KiatoyaMu. OIWH U3 HUX, TTOJYYUBIIUM CAMOE IIIMPOKOE pac-
npoctpaHenne, — NMicrosoftCryploAPT 2.0. Pac iipoctparicii
(_'typl.oJl PI cBsI3aHO He TOJBKO C €ro ynoOCTBOM, TOKYMEHTUPOBAH-
HOCTBIO U IPYTUMHU 00 eKTUBH bl MU hakTOpaMu. BaxHeimum dak-
TOpPOM sIBIsieTCs, TO, 4To Microsoft caMbiM aKTMBHBIM 00pa3oM
MHTErpupoBaja ero B CBOM OMepalMOHHbIE CUCTEMBl U TPUKIAL-
Hble porpaMMbl. CoBpeMeHHBbIe ON ' PallMOHHbIE T cUcTeMbl Microsoft
(Windows 2000, Windows XP, Windows ME) comepxat MHOXe-
CTBO KPUMTOTpaUUECKUX MOJCUCTEM Pa3IUIHOTO Ha3HAYeHUS KakK
MPUKIAJHOTO YPOBHS, TaK M YPOBHS spa, U, KaK yXe OTMeYaiocCh,
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KITIOYEBYIO POJib B pEIM3alMU 3TUX MOJCUCTEM UIrpaeT uHTepdeic
CryptoAPI. Pazymeercs, B momcuctemax YpOBHSI siipa 0a3oBbIC
Kpunrorpaduyeckue rnpeodpasoBaHus MPOUCXOISIT HETIOCPCII TIeH-
HO B JIpaiiBepax, peau3ylolux 311 noacucteMbl. @ynkiuu Crypto-
API B Takux ciydassX MCHOJIb3YIOTCS 111 BCTIOMOTaTeIbHbIX OIle-
pauuii Ha MPUKIATHOMYPOBHE.

Hanee MBI MOAPOOHO pPacCMOTPUM pabOTy MMEHHO HHTepdeiica
CryptoAPI, TouHee, Habopa 6a306bix Kpunmoezpaguueckux QyHk-
yuii (base cryptography functions), KOTOpbIii Ha3bIBalOT TaKXe
uHrepdeiicom CryptoAPI 10.

Microsoft Cryptographic Application
Programming Interface (CryptoAPI)

Hurepdeiic Microsoft CryptoAPI 2.0 comepxur Kak (yHKLMH,
OCylLIECTBIsIIOIINE 0a30Bble KpUMTOrpaduueckue npeodpasopa HU S,
TaK 1 (YHKIMH, peaTu3ylollye mpeodpa3oBaHust 6oee BHICOKOTO
vponis — paodory ¢ ceprudukaramu X.509, paboty ¢ KpunTorpa-
duueckumu eeOmeHnami PKCS#7 u npyrue dhbyHKLIMM, Ioaaep-
JKUBAIOIIUE TaK HA3BIBAEMYIO LHDpACMPYKMYPY OMKPbIMbIX KA~
yeli (Public Key Infrastructure). Kakyxe orMeuanoch, Habop ¢GyH-
kuuii u3 CryptoAPI 2.0, peanu3yroniux 6a30Bble KpUITorpaguyec-

Kue Tipeo, OpasoBaHusi, HasbiBatoT Takke CryptoAPI 10. MmenHo
3TOT HaOOp (DYHKIIMI U CTAHET TIPEIMETOM Halllero pacckasa.

Jeno B TOM, 4TO (hyHKIIMU BBICOKOTO YPOBHSI, TIpelHa3HAUYEHHbIE
JUTSL peayii3aliiy KpunrorpacbudeckKux npeodpa3oBaHuil, BbI3bIBa-
ot uMeHHO GyHKIUU CryptoAPI 10. Takum obpa3oM, UMEHHO
unHtepdeiic CryptoAPI 10 siBasieTcs: KpuntorpauyecKuM simpoM
MPUKJIATHOTOYPOBHSICOBPEMEHHBIXOMEPAIIMOHHbIXCHCTEM Micro-
soft. Eciu ubl HayuyuTech MOJb30BATHCSI BCEMU BO3MOXHOCTSIMU
0a30BbIX KpUNTOrpaduiecknx GyHKIIMIA, TOHe: TOJIbKO 0ojee Iy-
06oKoO Oyznere moHUMAaTh paboTy Becero nHTepgderica Crypt 0APT 2.0,
HO U caMU CMOXeTe CO3/1aBaThb KpUIITOrpaduveckue MOoICUCTEMbI
JIIO0Oro ypOBHSI.

Haunem ¢ o63opa yHK1mit Kpunropaduueckoro unrepdeiica Cryp-
toAPI 10.

0630p PyHKLMN CryptoAPI 1.0

[pesicie dea nepeli Tl K pacckaszy 0 KpUITouHTepdelice, Mbl Mo-
3HAKOMHM Bac C €ro (PyHKIMOHAIBHBIMH BO3MOXXHOCTSIMH. DTO
MO3BOJIUT BaM COCTaBUTb OOIlee MPEACT; IMeHUe O Min 1ol
CryploAPI 1.0u moMoxeT npy U3y4eHUU MaTepUasIOB CIEIYIOIINX
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naparpadomM. B Tex mectax KHUTH, TAe 3TO HEOOXOMUMO, OymyT HaHbI
ccbUiKY Ha [TpusioxxeHue 2 — MOJHBIN ¢ TPaBoY H UK GYHKIIUNA KPUTI -
Torpacduvyeckoro wuHTtepdeiica.

B naToM paszmene Mbl MPUBOAUM KpaTkoe omucaHue 31 ¢byHKIUU,
coctaBiswomux uHtepdeiic Microsoft CryptoAPI 10. duasa yno6-
cTBa YHKIIMKM pa3MellleHbl B Pa3HbIX TA0AMIAX, B 3aBUCUMOCTU OT
Ha3Havyenusa. B tabnuie 7 -1 mepeuunciieHbl GYHKIUU yIIpaBIeHUS
KpUNTONpoBaiaepaMu M KOHTEKCTAaMU KPUINTONPOBalaepoOB
(cm. pasnmen «[IpuHUUNBI peanu3alnuu UHTepdelica BBIZOBOB
CryptoAPI 1.0»), B Tam. 111~ 2-2 — QYHKIKMU, KOTOPbIE TIPUMEHSI -
I0TCSI IPUJIOXKEHUSIMU JJIs1 CO3AaHusl, KOH(PUTYPUPOBAHUS U YHUY-
TOXEHUS] KpUNTorpaduyeckux Kilouel, a Takxke sl Tepenayu
KJIIoUell ApyruM MpUIoXeHUusiM, B Tabnuue 2-3 — dyHKUIUU, pea-
JI3YIOlIMe onepaluu 3alu@poBaHUs U paciiudpoBaHUS C UCHOJb-
30BaHHEM CUMMETPUUYHBIX KJlouyeil, B Tabnuue 2-4 — dyHKUUU,
KOTOpbIE MCMHOJb3YIOTCS TPUJIOXEHUSIMU JJIsI BBIUMCICHUS] 3HaYe-
HU Xeur-PyHKIMI, a TAKXKe CO3MaHUsI U MPOBEPKU 1IUGbPOBOI MOMA-
MUCU COOOIIEHUIA.

Tabnuua 2-1. OyHKUMK yNpaBneHus KpMNTonpoBaiaepamm
M KOHTEKCTaMM KPUMTONPOBaiaepoB

DyHKups KpaTtkoe onucanme

CryptAcquireContext Hcnoan3yercst 1151 cO3MaHUsI JeCKPUTITOPa
ONpeIeJICHHOTO KITIOUeBOro KOHTEelHepa B
paMKax oIpe/ie;IEeHHOTo KpUIITOIIpoBaiiaepa.

CryptContextAddRef YBeNMMuMBaeT Ma eaMHHILY CYETUYUK CCBHIJIOK
HaJIeCKPUNTOPKPUIITONIPOBAiIEpa.
CryptEnumProviders Hcnonb3yetcst s OJIydeHUsl TepBOro 1

CJIEMYIOIIErO JAOCTYITHOTO KPUITONPOBAiiIepa.
CryptEnumProviderTypes Vicnionw3yeTcs 1l TIOJIyY€HUSI TIEPBOTO U
CJIEMIYIONIEeTo TUTIA JOCTYITHBIX KPUITTOTIPO-
BaiiIcpoB.
CryptGetDefaultProvider Haxonut KpunTtompoBaliiep, HUCIOJb3ye-
MBI TT0 YMOJTYaHUIO, TSl yKa3aHHOTO TUTIa

KpUITONpoBaiinepa.
CryptGetProvParam BosBpaiiiaer mapaMeTpbl KpUIITONpoBaiinepa.
CryptReleaseContext Hcrnonbayercs a5t 0CBOOOXKIEHUS AECK-

pUNTOpa KPUMTONpOBaiinepa, CO3MaHHOTO
CryptA cquire Context.

CryptSetProvideru HWcnonb3yercs Uis1 3aJaHus UMEHU U TUTA

CryptSetProviderEx KPUITOIPOBaiiaepa, MCIOIb3YyeMOro 10
YMOYaHUIO.

CryptSetProvParam Veranarmaer TapaMeTpbl KPUTITONPOBAii-

nepa.
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Ta6nuua2-2. PyHKUUKN co3aaHNUA, KOHOUTYPUPOBAHUS , YHUUTOXEHUS
KkpunTorpadpuyeckmx Kinioyei, a Takxke o6MeHa Ko4yaMu ¢ Apyrumu

NpUNoXeHuaSmMn

DyHKuusa
CryptDerive Key

CryptDestroy Key
CryptDuplicate Key

Crypt ExportKey

CryptGen Key
CryptGen Random

CryptGetKey Param
CryptGetUserKey

CryptimportKey

CryptSetKeyParam

KpaTtkoe onucanue

Cosnaer cecCUOHHBbIE Kpuntorpaduyeckue
KJIIOUY U3 KII0YeBOro Marepuaa.
OcBOOOXIaeT ASCKPUIITOP KJTIoYa.

JlenaeT TOYHYIO KOIMUIO KJIIoYa, €ro rnapaMeTpoB
U BHYTPEHHErO COCTOSIHUSI.

HMcnonb3yercsi [Wisi 9Kkenopra kpunrorpaduyec-
KUX KJTIIOYEel U KIIIOUEBbIX Map U3 KIIIOYEBOIO
KOHTEelWHepaKpUuIITONpoBaiaepa

I'eHepupyer ciryyaiiHble CECCUOHHbIE KJIIOYU U
KJTIOYEBBIE Taphbl.

BripabaTbiBaeT ciay4yaiiHylO IIOC/ieaoBaTeIb-
HOCTb U cOXpaHsieT ee B Oydep.

Bo3sBpaliaeT napaMeTpbl KJtouya.

BosBpalaeTr necKpunTop OgHON U3 MOCTOSIH-
HbIX KJIIOYEBbIX ITap.

Hcnionb3yeTcst ajisi uMmnopra Kpurrorpadudec-
KOro KJjiroya M3 KJIH4yeBoro 6;j106a B KOHTeHEp
KpUIITOIpoBaiiaepa.

YcraHaBiuBaeT InapamMeTpbl KJltoua.

Tabnuua 2-3. PyHKuMK, peanusyiowime onepauum 3alwmdppoBaHus
M paclumdpoBaHns C UCNONb30BAaHUEM CMMMETPUYHBIX KIllouyel

C_D YHKUUS
CryptDecrypt
CryptEncrypt

KpaTkoe onucanue

Ucrnionbsyercst Wisi paciunudpoBaHUsl TaHHBIX.
Hcnonb3yeTcs mia 3aivdpoBaHus JaHHBIX.

Tabnuua 2-4. @yHKLUKN, Ucnonb3yeMble AJ1F BblYMCIIEHUS 3HAYEHWI
xew-PyHKUMIA, a Take CO34aHUS U NPOBEPKU LMPPOBOV NOANUCH COOBLLEHNI

DyHKumst
Crypt Create Hash

CryptDestroy Hash
CryptDup Ucate Hask
Cryp tGetHaskParam
CryptHask Data

CryptHashSession Key
CryptSetHask Param

CryptSign Hash

Crypt Verify Signature

KpaTkoe onucanue

Hcnonb3yercs A58 MHULMAAU3al MU XeIUPOBa-
HUSI TOTOKA JaHHbIX.

YHUUTOXAET OOBEKT XelI-(PyHKIIUU.

JlenaeT TOYHYKO KOITHIO OObeKTa Xell-(OyHKIIUU.
Bo3Bpamaer napaMeTpbl OObeKTa XeLI-(QYHKIIUU.
Hcnonb3yeTtcst 1is1 100aBaeHust TaHHBIX K
00BEeKTY Xell-(hyHKIIMU.

Hcno b3yeTcsa nis 1o6aBIeHUsT K OOBEKTY

el -DYyHKIUU 3HAYEHUSI CECCUOHHOTO KJTl04a,
YcraHaBIMBaeT napameTpbl OObeKTa Xel-(hyHKIMu.
Broruucisier 3HayeHue DI oT 3HaueHus xeuia,
OMNpPeAeIEHHOTO AeCKPUIITOPOM OOBEKTa XCIIIH-
pOBaHWsI.

OCyIIEeCTBIISIET TTPOBEPKY TMOMITUCH, COOTBET-
CTBYIOLLE OOBEKTY XeLIMPOBAHMUSI.
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MpuHumnel peanu3aumn nHtepdenca Bui3osos CryptoAPl 1.0

[MpyHLMMIBI peanu3anum 1 HTCpdencaBbI30BOB (hYHKIIMIA TIPOIEMOH-
CTPHMpPYeM C TIOMOIIIBIO BOCCTAHOBJIEHHOTO Koma dbyHKuuu Crypt-
AcquireContextA (ANSI-BapuanT pyHkunu CmypAcquire Con-
text)

Oomas apxutektypa CryptoAPI 10 moxazana Ha puc. 2-1. Bec
by uHTepdeiica, onucaHHble B pazaene «O030p GYHKIIUK
CryptoAPI 1.0», conepxxarcsi B 6ubnuoreke advapi32.dil. 3a wuc-
KITIOUEHNEM HECKOJIbKUX CEPBUCHBIX (hyHKLMI (Hampumep, Crypt-
SetProvider),5™v Tipolienypbl BBITIOJTHSIIOT Psiji BCTIOMOTATeIbHbBIX
OMEPALIVA U BBI3BIBAIOT OMOIMOTEKY, B KOTOPOW HEMOCPENCTBEHHO
peam30BaHbl COOTBETCTBYIOIIME KPUTITOTpaduecKye mpeodpaso-
BaHus. Takue OMOIMOTEKM HA3BIBAIOTCS KpUnMOonposaioepamu
(Cryptographic Service Provider, CSP). Kpunronpogaiinepbl nme-
10T CTaHAApTHBINA HaOop (YHKIIMI, KOTOPbIi cocTouT U3 23 00s13a-
TEJIbHBIX U 2 HeoOsI3aTebHBIX TpoLieayp (CM. JMCTHT 2-1).

Mpraweting 1 [ I panpeesme 3

—— -

Wirepdent CryptodF

WrTeppeit KpriTcnposaiepa I

[ Kommonposainzep 3
(CSP3.dl)

Kiicuesof
KoiTeswEp 2

[

et
h. 'C‘I-'a"M
KOHTEFHE |

hnrca ]
I koRT=iakEn 3§
— -

Krkrsenig
_KOHTERAED 3

Puc. 2-1. ApxutekTypa CryptoAPI 1.0

IIporpammucr, padotarommii ¢ uatepdeiicom CryptoAPI 10, mo-
KeT TOJIYYUTh BCIO HEOOXOMMMYIO MH(pOPMAIUIO 00 OIpeaeIeHHOM
Kpunronposaiiiepe, cpencrsamu (GyHkuuu CryptGetProvParam.
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Camoe I71aBHO€, YTO HeOOXOIMMO IPY 3TOM 3HaTh, — HAOOPBI KPHUII-
Torpapuueckux cTaHmapToB (IIugpoBaHMSsI, XEIIMPOBaHUSI, 1Hd-
pofSoii MoANMMCH 1 HECUMMETPUYHOTO OOMEHa KJII0UaMM ), KOTOphIe
peaM3yloT KPUMNTONPOBAiAephbl, YCTAHOBIEHHbIE B cUCTeMe (CM.
paznen «IlomyyeHrnenHpopMauy 0 KpUITONpOBaiiepax, yCTaHOB-
JICHHBIX B cUCTeMe™).

Kpome paznuuusi B peanusyeMbliX CTaHAApTax, KPWITTOIIpOBaiiie-
pPbI OTJIMYAIOTCS CITOCOOOM (bM3UYECKOM OpraHu3alliy KITI04eBOi
6a3bl. C TOUKM 3peHMsI TTPOrpaMMMPOBAHUS, CIIOCO0 (PU3MUIECKOM
opranuzauuu kmodeBoit BA3bI 3HaueHus He umeeT. OLIHAKOoH Bech-
Ma BaKeH C TOUKM 3PEHMS IKCIUIyaTAIMH 1 OE30MacCHOCTU CHUCTe-
Mmbl.  CylecTBylole KpurTorpoBaiiaepsl Microsoft XpaHsT CBOIO
KJII04eBylo 0a3y ma xkecTKoM nucke (B Peectpe wiu B daiinax), a
kpunTomnposaiinepsl ¢upm Gemplus, Schlumbcrger u Infenion,
KoTophle BKIOYeHbl B moctaBKy Windows 2000, Windows XP u
Windows ME, — Ha cmapT-KapTax.

B 10 BpeMs Kak criocoObl (hU3MYECKOI OpraHu3aliy KiIo4eBoi 0a3bl
Pa3HbIX KPUIITOIPOUANHACPOB OTJIMYAIOTCS, JIOTUYECKasi CTPYKTY-
pa, KoTopasi onpezaefsiercss caMUM uHTepdeiicom, /17151 BCceX OrHa-
koBa. KioueBas 0asa mpeacTaBiseTcss HAOOPOM K1 I0YEBBIX KOH-
TeliHepoB. KaXnblii KII0YeBOil KOHTEHEep MMeeT UMsI, KOTOpOe
MPUCBAMBAETCA €My TIPU CO3JaHUM, a 3aTeM UCIIOJIb3YeTCs ISl pa-
00Tbl ¢ HUM. B KIlloueBOM KOHTeliHepe coXpaHsIeTCs JOJTOBPEMEH-
Has KimodeBast nuHGopmalus. B xpunrompoaiinepax Microsoft
JIOJITOBPEMEHHBIMU SIBJISIIOTCSL KITIOYEBble Mapbl LIM(MPOBO moanu-
CM U HEeCHMMETPUYHOr0 OOMEHa KJII0YaMHU, KOTOpbIE TAaKXe TIeHe-
pupytorcst ¢pynkuusimu CryptoAPI.

Tenepb paccMoTpyM MoApOOHO, KakKuM obpazoM ¢yHKuii Crypto-
API u3 ouomoreku advapi32.dil BbBbIBAIOTIANPOIIEHHBII T10J1H30-
BaTesieM KPUIITOMPOBaiep 1 Kakue orepaluy MPOUCXOST, TIPExXIe
YEM BBI3bIBACTCS KOHKPETHBIM KpUIITONpOBanaep.

Kaxnplii kpunronpoBaiaep XapakKTepu3yeTcsl COOCTBEHHBIM HMMe-
HeM 1 TuTioM. Ero mMsi — mpocTo cTpoka, Mo KOTOpOii chcTeMa pac-
Mo3HaeT KpunTorposaiiaep. Tak, 6a30BbIii Kpunronponaiiacp Mic-
rosoft HazBaH «Microsoft Base Cryptographic Provider v1.O». Tun
[i111TornpoBaiinepa— westoe yueno (B Hotauuu s3pika C - DWORD),
3HAYeHHe KOTOPOro MACHTU(MUIIMPYET HAOOp MOIIepKMBAEMbIX
aJITOPUTMOB IM(POBOIi MOMMMUCH M HECUMMETPUYHOTO OOMEHaKITIO-
yell. Yke ynoMsiHyThIid KpuritorpoBaiinep «Microsoft Base Crypto-
graphic Provider v 1.0? umeer tun 1 (B daitne WinCrypt h onpene-
ageHa kKoHe mma PROV RSA FULL), aror v wpuirronponal
JICPOB peajiM3yeT B KadecTBe aIrOPUTMOB LUGPOBOM TOMNMUCUA U
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HEeCUMMETpUIHOro obMeHa Kimodeit cranmapT RSA. Jlpyroii 6azo-
BbIii KpunronpoBaiinep Microsoft — «Microsoft Base DSS and
Diffie-Hellman Cryptographic Provider» mveer tunt 13 (B ¢aitne
WinCrypt.h onpenenena koncranta PROV_DSS DH), aror tun
KPUIITOITPOBAMIEPOB pean3yeT B Kide CTBE alropuTMa IMbpOoBOit
noanuvcu craHaapt DSS, a ang peanuzauuu KiIoueBOro odMeHa
ucnonn3yer amroput™ Jduddu — Xemmmana.

Pazymeercst, B cucteMe MOIYT CYIIIECTBOBATh HECKOJBKO Pa3iny-
HBIX KPHUITOIPOBANIEPOB OIHOTO UTOTO e ThTa. Kpunro mpoBaii-
nepbl hupM Gemplus, Schluinbergeru Infenion mmeror ToT Xe T,
yro u KpumnTtomposaiinep «Microsoft Base Cryptographic Provider
vl.O» u peammsyloT LM(POBYIO IOANKMCH 1 KIIOYeBOi OOMEH IO
amroputMy RSA.

Takum obpa3om, Wit pabOThl ¢ HAOOPOM KPHUIITOIIPOBAICPOB B
CHCTEMHOM pEeCcTpe CONEPKUTCS CITMCOK MMEH BCeX KPHUITOIPO-
paiicpoB. C KakXImbIM MMEHEM CBsSI3aH THMIT KPHMIITONpPOBaiiiepa
UMST GUOTMOTEKU, PEUTU3YIOIIEeH KPUTITOTIpOBaiaep.

Kpome Toro, B cucteme comepkuTcs WHGOPMAIIMS O TOM, KaKOM
KPUITOTIPOBAep MPUMEHSTh, €CJIY TI0JIb30BaTeNlb TP BbI30BE HE
ompeieyl KOHKPETHOE MMsI, a 331l TOJIbKO TUI HEOOXOTUMOTO
eMy KpMITTONpoBaiinepa. Takve KpUITONpOBAinepbl Ha3bIBAIOTCS
Kpunmonpoeaiioepamu, ucnoav3yemvimu no ymoauanuro (default
cryptographic service provider) mist manHoro tuma. s tuma 1
KPUITOTIPOBAMiIepOM HO yMomvaHuio siBisiercss «Microsoft Base
Cryptographic Provider v1.O», a mnst Tuna 13 — «Microsoft Base
DSS and Diffie-Hellman Cryptographic Provider». [dns omnpene-
JIEHUST UMEHM KPUTITONpoBaiizepa Imo YMOTYAHMIO MOXKHO BOCIIOJNb-
3oBatbesa dyHkuueit  CryptGetDefaultProvider(cm. Ilpunoxe-
HUe 2), a1 U3MEHEHMsI 3TOro MmapaMeTpa — (yikimany Crypt-
SetProvideruau CryptSetProvider Ex(cm. Ilpunoxenue 2). U3
ONMCaHMs 3TUX (PYHKIU CIIeyeT, YTO KPUTITOIIPOBAMAEP TIO yMOJI-
YaHWIO 3alIaeTCsl KakK I meKkyueeo noavsogamens (current user),
TaK 1 isd cucmemsl 6 yeaom (local computer). Bropeie 3amarorcst
JUIST BCEX TUIIOB YCTAHOBJIEHHBIX KPUMTONMPOBANIEPOB TPU ycCTa-
HOBKE OTIEPAIIMOHHON CHUCTEMBI M COXPAHSIIOTCS B KITIOUE peecTpa
HKEY LOCAL MACHINE. B ganpHefiiemM MOXHO U3MEHUTh 3T
TapamMeTpbl WIM HABHAYATH KPUITTOIIPOBAIEP 0 YMOIYAHUIO TOJb-
KO TS TEKYIIIETO ToJb3oBatesst. [1apaMeTphl VI TeKymero Tojb30-
BaTesisi UMEIOT TIPUOPUTET Tiepes] OOIIECUCTEMHBIMUA U COXPaHSITCS
B xmoue peectpa HKEY CURRENT USER. Pazymeercs, ecimm
TapaMeTphl VTSl TEKYIIIETO TIOb30BaTeN sl B IBHOM BHIIE OTCYTCTBY-
10T, TO TIPUMEHSTIOTCS OOIIeCUCTEMHBIE.
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Ternepy pa3depeM, KakMM 0Opa3oM MOJb30BaTelb HAUMHAET pabo-
Ty C KPUIITOIPOBANIEPOM. KOTOPBI eMy HEOOXOIUM, U KaKUM 00-
pa3oM CUCTeMa BbI3bIBAET KOHKPETHYIO OMOIMOTEKY, COOTBETCTBY-
OIIYI0 BHIOpAaHHOMY KpUIITOTIpoBaiaepy. st aToro paccMoTpyum
neiictBue yHkuuu CryptAcquireContext(cm. Tlpunoxenue 2),
C ce'BbI30Ba HaUMHaeTCs JTobast mporpamma, padoraroias ¢ Cryp-
to AP 1. UmeHHO B 3T0ii (hyHKITMHU MOJTH30BATEIb 391a€T UMSI UCTIONb-
3yeMOr0 KPUIITOIpOBaiiaepa, ero TUIl U UMsI paboyuero KioyeBoro
koHteitHepa. Dynkuus CryptAcquireContext BO3BpalllaeT TOJIb30-
Bartemo deckpunmop kpunmonposaiioepa (handle of a cryptographic
service provider), KOTOpBIil B AajbHEMIIIEM TOJIb30BaTe/ b Tepena-
€T B TIPOLIEMYpPHI JJIs1 TIPOBEACHUS BCEX HEOOXOMMMBIX OTEpalvii ¢
KPUIMTOMPOBANIEPOM.

J1j1s1 TOro 4toObl BbI TIOJYYWJIM TIOJIHOE TPENCTABICHUE O CTPYKTY-
pe KOHTEKCTa KpUMNTOIpoBaiiepa, Mociea0BaTeIbHOCTH ero: (hop-
MMPOBAHUS U AaJIbHE1Iei paboTe ¢ HUM, PACCMOTPUM BOCCTaHOB-
JieHHbli Ko byHKimK CryptAcquireContextA. TlonHOCTBIO MCXOM-
HbIe TEKCThI TIPOLIEAYPHI U TIPUMED €€ UCTIOIb30BaHUS HAXOMSTCS B
(aiine Chapter2/CpContext/CpContext.c nHa Web-caiite usna-
TeabcTBa «Pycckas Pepakuus».

Jinctunr 2-1. TekeT npoueaypsl OwnCryptAcquireContextA

// CM. kommeHTapuin 1

// KoHcTaHThl, onpepensiowme Bepcuio ucnonb3yemoint 0G

// OT 3Toro 3aBWMCWUT CTPYKTypa KOHTEKCTa KpuntonpoBaiaepa
// W €ero uHMumanM3aums

// Onpepensetcs ana Windows NT 4.0

«define _WIN32_ WINNT  0x0400

// Onpepensietcs ana Windows 2000 wu craplie

// (Windows 98 wu crapue)

//ftdefine _WIN32_WINNT 0x0500

// OnpepeneHne MakCMManbHOrO 3HAYeHUs Tuna KpunTonpoBaraepa
fidefine ~ MAX_PROV_TYPE 999

// OnpepeneHve wnaeHTUdMKATOPa KOHTEKCTA  KpuUnTOmpoBaiiaepa
tfdefine  PROVIDER.CONTEXT Ox11111111

// CM. KOMMeHTapuin 2
// Onpepenenne npototrna ¢yHkummM CPAcquireContext
typedef BOOL (WINAPI *PFN_CP_ACQUIRE_CONTEXT)(

HCRYPTPROV *phProv,

CHAR ~pszContainer,
DWORD dwFlags,
PVTabLeProvStrucpVTable

):

(cm. caed, cmp.)
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// CM. KoMMeHTapuii 3

// OnpeneneHuwe CTPYKTYpbl KOHTEKCTa KpunTOnmpoBaipepa

//  (CTpyKTypa 3aBUCUT OT OMEPELMOHHOM CUCTEMbI)

typedef struct _PROV_CONTEXT_ {
// MaccuB ykasateneii Ha (YyHKIMM KPUIITONIpOBaiigepa
FARPROC CSPFuncPtr[24];

#if (_WIN32_WINNT >= (x0500)
// MaccuB ykasaTeneii Ha HeoOsi3aTenbHble (YHKLMK
// xpunTonpoBaiipepa(ucnonb3yetcsi, HadinHas ¢ Windows: 2000
// m Windows 98)

FARPROC CSPOptionalFuncPtr[3];
ffendif

// Heckpunrop OMOIMOTEKM KpUITOIpOBaiimepa

HMODULE hCSPDII;

// JeckpunTop KITIOYeBOTO KOHTEKCTa, KOTOPBI BepHYJa
// ®oyakuusa kpunromnpoBaiinepa CPAcquireContext
HCRYPTPROV hCSP;
// Wnentndukatop KOHTEKCTa
DWORD Contextld;
// CdeTuMKk WCIIOJIb30BaHUSI  KITIOYEBOTO KOHTEKCTa
DWORD dwContextUseCount;

«if (_WIN32_WINNT >= 0x0500)
.// JLOTIONHWTENbHBI CYETYUK MCTIOJB30BAHUS KITIOUYEBOTO
// KoHTekcTa, wHKpeMeHTUpyeTcs GyHkumeii CryptContextAddRef
// (ucmomb3yetrcsa, HaumHas ¢ Windows 2000 m Windows 98)
DWORD dwContextRefCount;

«else '
Il Kputuyeckas CeKIIMS KIOYEBOr0 KOHTEKCTa
CRITICAL_SECTIONCSPLock;

ttendif

} PROV_CONTEXT, *PPROV_CONTEXT;

// CM. KoMMeHTapmii 4

// Ormpenenenne MaccuBa WMeH GYHKIMI KPUIITONIpoBaiinepa
LPTSTR FunctionNames[]={

"CPAcquireContext", "CPReleaseContext",
"CPGenKey", "CPDeriveKey",
"CPDestroyKey", "CPSetKeyParam",
"CPGetKeyParam", "CPExportKey",
"CPImportKey", "CPEncrypt",
"CPDecrypt", "CPCreateHash",
"CPHashData", "CPHashSessionKey",
"CPDestroyHash", "CPSignHash",
"CPVerifySignature", "CPGenRandom",
"CPGetUserKey", "CPSetProvParam",
"CPGetProvParam", "CPSetHashParan’,

(cmrscnenm, cTp. }
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"CPGetHashParam”, NULL};
// OmpepneneHue MaccuBa WMMEH Heo0s3aTeNbHbBIX (yHKumi
// KpuntonpoBangepa
LPTSIR OptionalFunctionNames[]={
"CPDuplicateKey", "CPDuplicateHash"”, NULL};
// Cm, KOMMeHTapuii 5
// Wma xmouya peectpa (6a3oBbiii kmod HKEY CURRENT USER},
// B KOTOPOM XpaHSTCSI MMEHa KPUITONPOBAAEPOB, MCITOJb3yeMbIX
// TIO YMOJYAHHIO,IISI TEKYIIEro ITOJb30BaTEeJs
LPTSTR szUserType=
"SOFTWARE\\Microsoft\\Cryptography
\\Providers\\Type";
// Wmsa xmoua peectpa (6a3osbiii kmou HKEY TOCAL MACHINE),
Il B KOTOPOM XpaHSITCA MMeHa KpPUITONPOBAAEPOB, WCIOIb3yEMBIX
// TIO YMOJYAHHUIO,III CUCTEMbI
LPTSTR  szMachineType=
"SOFTWARE\\Microsoft\\Cryptograpfiy\\Defaults
\\Provider Types\\Type";
// P xmoua peectpa (6a3osbiii kiou HKEY LOCAL MACHINE),
// B KOTOPOM XpaHSTCS MMEHa BCEX KPUITOINPOBAaiiiepoOB,
// YCTaHOBIEHHBIX Ha KOMIIBIOTEPE
LPISTR szProvider=
"SOFTWARE\\Microsoft\\Cryptography\\Defaults
\\Provider\\";
PBYTE pbContext!nfo=NULL;
DMORDcbContext!nfo=0;
// C™m, KommeHTaouin 6
// Ormpenenenue pekoHcTpyupoBaHHoOU ¢yHKumMKu CryptAcquireContextA
BOOL
WINAPI
OwnCryptAcquireContextA(
HCRYPTPROV  *phProv,

LPCSTR pszContainer,
LPCSTR pszProvider,
DWORD dwProvType,
DWORD dwFlags
)
i
BOOL LResult=TRUE;
LPTSTR pszRegStr=NULL, pszDllName=NULL,
pszProvName=NULL;
LPWSTR pwszD1 1Name=NULL;
DWORD dwRegError=ERROR_SUCCESS;
DWORD dwCryptError=ERROR_SUCCESS;
HKEY hkResult=0;
DWORD dwRegType, dwGueryProvType;

(cM. criem, cTp.)
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DWORD cbData=0;
HMODULE hProvDII=0;
PPRGV_CONTEXT pProvContext=NULL;
DWORD dwFuncCount=0:

VTableProvStruc Viable;
// Ecmu 3HaYeHMe TuIla KPUITONPOBalmepa He IONalaeT
// EI 3amaHHHe TPAaHUIE, TO BOBBpallaeM OUMOKY
if (dwProvType==0 || dwProvType > MAX_PROV_TYPE)
Result=FALSE;
EJwCryptError=NTE_BAD_ PROV_TYPE;
goto ReleaseResource;

if (pszProvider== NULL) {
// CM. xowmmenTapwmit 7
// ECcimM mMsi KPUIITONPOBaiimepa He ONpemeneHo, To
// THTaeMCsi OIPeNeNnnTh KPUIITONPOBAaMIep, WUCHONb3YeMsIt
,// TIO yMONYaHMI0 BAA YKa3aHHOTO TUIla
pszRegStr=LocalAlloc (LMEM ZEROINIT,
lstrlen(szUserType)+4);
if (IpszRegStr) {
Result=FALSE;
dwCryptError=ERROR_NOT_ ENOUGH_HEHORY;
; goto ReleaseResource;
// OopMmpyeM CTPOKYy peecTpa IUIS TuUlla KPUITOIPOBaiIepa
// TEKymETo MONb30BaTEIs
IstrcpytpszRegStr, szllserType);
sprintf (pszRegStr+lstrlen(szUserType),
"X03d",dwProvType) ;
// THTaeMCsi OTKPHTE KJIOY peecTpa Ijisd Tulla
// XpumTompoBaZepa TeKYyIEero II0Jb30BaTeNs
dwRegError=RegOpenKeyEx (
HKEY_CURRENT_USER,
pszRegStr,
0,
KEY_READ,
ShkResult);
if (dwRegError != ERRORSUCCESS) {
I Cm. xoMMmeHTapuii 8
// Ecim xmod OTCyTCTByeT TO oOpaliaemcst
// K CHCTEMHOMY KIIOUy peecTpa
LocalFree(pszRegStr);
pszRegStr=LocalAlloc(LMEM_ZEROINIT,
Istrlen(szMachineType)-H);
if {IpszRegStr) {
Result=FALSE;
(cM.ic mexg, cTp.)
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I Cm.

dwCryptError=ERROR_NOT_ENOLIGH_MEMORY;
goto ReleaseResource;
1
// DdopmMupyemMm CTpOKYy peecTpa misa Tuna
// KpuntonpoBahgepa, OnpeneneHHoro B cucteme
Istrcpy(pszRegStr,szMachineType);
sprintf(pszRegStr+Istrlen(szMachineType),
"X03d",dwProvType);
// MbiTaemcs OTKPbLITL KAOY peecTpa ana tuna
// KpuntonpoBapepa, OMpefeNeHHoro B CUCTeEMe
dwRegError=RegOpenKeyEx(
HKEY_LOCAL_MACHINE.
pszRegStr,
o!
KEY_READ,
&hkResult);
if (dwRegError != ERROR SUCCESS) {
Result=FALSE;
dwC ryptEr ro r=NTE_PROV_TYPE_NOT_DEF;
goto ReleaseResource;

KOMMeHTapuii 9
// Tlo OTKpbITOMY KAO4y OnpenenseM umsa
// KpuntonpoBangepa, WCNONb3YEMOro nNO YMOMYaHUIO
dwRegError=RegQueryValueEx(
hkResult,
"Name",
NULL,
SdwRegType,
NULL,
ScbData);
if (dwRegError != ERROR.SUCCESS) <
Result=FALSE;
dwC rypt E r ro r=NTE_PROV_TYPE_ENTRY_BAD;
goto ReleaseResource;
}
// Bbipensem namatb nNoA CTPOKY C MMEHEM
// Kpuntonposangepa
pszProvName=LocalAlloc(LMEH_ZEROINIT,cbData);
if (! pszProvName) {
Result=FALSE;
dwCryptError=ERROR_NOT_ENOUGH_MEMORY;
goto ReleaseResource;
t
// CuuTbiBaeM M3 peectpa CTPOKY C MMEHEM

(cm. caed, cmp.)
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// KpvnTonposanaepa
c)wRegError=RegQueryValueEx(
hkResult,
"Name",
NULL,
JdwRegType,
pszProvName,
ScbData);
if (dwRegError !'= ERROR SUCCESS)
Result=FALSE;
dwCryptError=NTE_PROV_TYPE_ENTRY_BAD;
goto ReleaseResource;
f
// OcBoboxIlaeM BHIEJIEHHHE pPeCypPCH
LocalFree(pszRegStr); pszRegStr=NULL;
RegCloseKey(hkAesult);, hkrResult=0;
1
else {
// Ecmm umsi KpunTornpoBaiiiepa ONpPENeJeHO SBHO,
// To KomupyeMm ero B paGoumii Oydep
pszProvName=LocalAUoc(LMEM_ZEROINIT,
Istrlen(pszProvider)+1);
if (!pszProvName) {
Result=FALSE;
dwCryptE r ro =ERROR_NOT_ENOUGH HEHORY,
goto ReleaseResource;
y
1strcpy{pszProvName,pszProvider);
}
// Cm. kommeHTapuii 10
// opvupyeM CTpPOKY IJIsl JTOCTyNa K 3alKUCH O BbIOPaHHOM
// <pvnTonposangepe
pszRegStr=localAlloc(
LMEH.ZEROINIT,

Istrlen(szProvider)+Istrlen(pszProvName)+1);
if (IpszRegStr) {
Result=FALSE;
dwCryptError=ERROR_NOT_ENOUGH_MEMORY;
igoto ReleaseResource;
I
lstrcpy (pszRegStr,szProvider) ;
lstrcpy{pszRegStr+lstrlen(szProvider) , pszProvName) ;
// OTKpeEBaeM KJodY peecTpa C wuHOOpMammein o
// BHOpaAHHOM KPUIITOIIPOBalinepe
dwRegError=RegOpenKeyEx {
(en*,cnen, cTp. )
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HKEY_LOCAL_MACHINE,
pszRegStr,
0,
KEY.READ,
ShkResult);
if (dwRegError != ERROR.SUCCESS) {
Result=FALSE;
dwCryptError=NTE_KEYSET_NOT_DEF;
goto ReleaseResource;
}
LocalFree(pszRegStr); pszRegStr=NULL;
// Tlo OTKpbITOMY K04y CHMTbIBAEM TWUM  KpUATONpoBangepa
cbData=sizeof(DWORD);
dwRegError=RegQueryValueEx(
hkResult,
"Type",
NULL,
SdwRegType,
(PBYTE)SdwQueryProvType,
&cbData);
if (dwRegError != ERROR SUCCESS) {
Result=FALSE;
dwC ry pt E r ro r=NTE_PROV_TYP E_ ENTRY_BAD;
goto ReleaseResource;

// Ecim CcUMTAaHHBI TUN HE COBMANAeT C 3aJAHHBIM TIpU
// BbI3OBe (YHKIMU, TO BO3BpAILAEM OIIMOKY
if (dwQueryProvType != dwProvType) {
Result=FALSE;
dwCryptError=NTE_PROV_TYPE_NO_MATCH;
goto ReleaseResource;
}
// Cm. kommeHtapuit 11
// Tlo OTKpHITOMYy KIIOUY CUMTbIBaeM UMs OUOIMOTEKU
// KpuInTomnpoBaiaepa
dwRegError=RegQueryValue Ex(
hkResult,
"Image Path",
NULL,
SdwRegType,
NULL,
&cbData);
if {dwRegError != ERROR SUCCESS) <
Result=FALSE;
dwCryptError=NTE_PROV_TYPE_ENTRY_BAD;
goto ReleaseResource;
(cm. cred, cmp.)
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pszRegStr=LocalAUoc(LMEM_ZEROINIT,cbData);
if (IpszRegStr) {
Result=FALSE;
dwCryptEmor=ERROR_NOT_ENOUGH_MEMORY;
goto ReleaseResource;

§

dwRegError=RegQueryValueEx(
hkResult,
"Image Path”,
NULL,
&dwRegType,
pszRegStr,
icbData);
if (dwRegError != ERRORSUCCESS) ({
Result=FALSE;
dwC rypt Er To =NTE_PRQV_TYP E ENTRY BAD;
goto ReleaseResource;
}
// Tlo cunTaHHOMY WMEHW OMpeaensieM MoNMHOe UM BnbnMoTeku
cbData=ExpandEnvironmentStrings(pszRegStr,NULL,0);
pszDHName=LocalAlloc(LMEN_ZEROINIT,cbData);
if (ipszDIlIName) {
Result=FALSE;
dwCryptEr-ro=ERROR_NOT_ENOuGH_MEMORY;
goto ReleaseResource;
1
cbData=ExpandErwironmentStrings(pszRegStr,
pszDHName,cbData);
// TlpoBepsieM Hamuuue NAHHOW OMOMOTEKM B KoLle
if (!CSP3nCacheCheck(pszDIIName,&hProvDIl)) {
// Eam Oubiaumoreka OTCYTCTBYeT, TO 3arpykaem ee...
hProvDIl=LoadLibrary(pszDHName);
if (IhProvDIl) {
Result=FALSE;
dwCryptError=NTE_PROVIDER DLL_FAIL;
goto ReleaseResource;
)
// TpoBepsieM IMOPOBYD TONMUCEH OUOIUOTEKN
/] KpumTOIpoBaiIepa

// ... ¥ TIOMENaeM NECKPUIITOP B K3l
AddHandleToCSPCache (nProvDll );
I
" OcBOOOKHaeM BHIETEHHHE PECYPCH
LocalFree(pszRegStr); pszRegStr=NULL;
(cM. cmex, cTp/
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LocalFree(pszDIlIName); pszDUName=NULL;
RegCloseKey(hkResult); hkResult=0;
// CM. KomMeHTapmii 12
// BbloenseM namMsatb NO4 CTPYKTYPY KOHTEKcTa
// xpunTonposanaepa
(PBYTE)pProvContext=LocalAlloc(LMEM_ZEROINI.T,
sizeof(PROV_CONTEXT));
if (!pProvContext) {
Result=FALSE;
dwCryptError=EfifiOR_NOT_ENOUGOEMORY;
goto ReleaseResource;
t
I/ CoxpaHsieM B KOHTEKCTe agpeca 00s3aTenbHbIX
// ®yHKuMiA  KpunTonpoeapepa
for (dwFuncCount=0; ; dwFuncCount++) {
pProvContext->CSPFuncPtr[dwFuncCount]=

GetProcAddress(hProvDIl,FunctionNames[dwFuncCount]);
if ( !FunctionNames[dwFuncCount]) break;
if (!pProvContext->CSPFuncPtr[dwFuncCount])
Result=FALSE;
dwCryptError=NTE_PROVIDER_DLL_FAIL;
goto ReleaseResource;
}

// Cm. kommeHTapuin 13
#if ((WINS2_WINNT >= 0x0500)
// CoxpaHfeM B KOHTEKCTE ajpeca Heo0sS3aTeIbHHX
// OYHKUMI KPUIITOIPOBaiIepa
// (#auymast ¢ Windows 2000 1 Windows 98)
for (dwFuncCount=0; dwFuncCount++)" {
(FARPROC) pProvContext->CSPOpt ional FuncPtr [dwFuncCount]=
GetProcAddress (hProvDll,
OptionalFunctionNames [dwFuncCount]);
if (!OptionalFunctionNames[dwFuncCount]) break;

iendif
// CoxpaHsieM B KOHTEKCTE IECKPUIITOD OMOIMOTEKN
// KpumTompoBainepa
pProvContext-s>hCSPD11=hProvDll;

// CM. xoMMeHTapwmit 14
// 3amonHseM CTPYRTYpy VTableProvStruc Bepcum 3
Viable.Version=3;
Viable.FuncVerifylmage=FuncVerifylmage;
Viable,FuncReturnhWnd=FuncReturnhWnd;
Viable.dwProv!ype=dwProvlype;

(cm. caed, cmp.)



46 NlprknagHas Kpunrorpabus

Viable.pbContextInfo=NULL;
Viable.cbContextInfo=0;
Viable. pszProvName=pszProvNanie;
// CM. xomMenTapuit 15
// BmsuBaeM Oyukuun CPAcquireContext wu3
// BHODPAHHOTO KpMUITOIpOBalzepa
if (! (PFN_CP_ACQUIHE.CONTE>TT) (pProvContext->CSPFuncPtr[0]) (
ipProvContext->HCSP,
(CHAR*)pszContainer,
dwFlags,
&VTable)) {
Result=FALSE;
dwCryptError=GetLastError() ;
goto ReleaseResource;

}
//  Ecma ycraHosnen ¢aar CRYPT DELETEKEYSET,
// TO 0CBODOXIAaeM pecypchl M Bo3Bpamaemcs 13 (pYHKIMU
if (dwFlags == CRYPT )ELETEKEYSET) {
FreeLibrary{hProvDlIl);
LocalFree (pProvGontext);
goto ReleaseResource;
}
// CoxpaHsieM B KOHTEKCTEe JIEHTUOMKATOD
pProvContext->Context Id=PROVIOER_CONTEXT;
// Cu. xomMeHTapmit 16
ttif (_WIN32_WINNT >= 0x0500)
// VIHMLIManu3upyeM B KOHTEKCTe 3HaYeHye CueTyyKa
/] n OOIIONIHUTENBHOI'O CYeT4YlMKa CCEJIOK
// (Hawmas ¢ Windows 2000 m Windows 98)
pProvContext->dwContextllseCount=1;
pProvContext->dwContextRefCount=1;
«else
// VinmmamsBapyeM B KOHTEKCTe CYETYMK CCBHUIOK
pProvContext->dwContextl)seCount=0;
// VimmmamsBupyeM B KOHTEKCTE KPUTHYECKYIO CEKLIMIO
InitializeCriticalSection(&pProvContext->CSPLock);
ttendif
// BosBpaiaem ykasaTelb Ha KOHTEKCT
+ phProv=(HCRYPTPROV)pProvContext;
ReleaseResource:
// OcBOOOXIAEM BbIEJieHHbIE PECYPCHI

return  Result;

Temeph NPOKOMMEHTHpYeM TIOKa3aHHBIM (parMeHT.
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1.

3HaueHue KoHcTtaHTel _WIN32 WINNT onpenensier Bepcuio
OINEPALIMOHHOM CUCTEMBI, Ui KOTOPO KOMIMJIUPYETCS Mpo-
rpamma. OT 3HAY€HUSI KOHCTAHThI 3aBUCUT CTPYKTypa KOHTEK-
CTa KpUNTOMNpoBaiiepa 1 HEKOTOPbIE 1AM 110 ero hopMupo-
BaHUIO.

Onpeaensiem tun st GyHkin CPAcquireContext. Dynxuus
CPAcquireContext —onHa u3 23 00s13aTe/IbHBIX (DYHKIIUH,
KOTOpbIE TOJKEH 3KCIIOPTUPOBATh KPUMTOMPOKAKIED.

OrnpenensieM CTPYKTypy KOHTEKCTa KpUITOMNpoBaiinepa. Yka-
3aTejib Ha 3Ty CTPYKTYpYy BoaBpaiaercs ¢yHkuueir Crypt-
AcquireContext yepe3napameTpphProv 1 ucnoJib3yeTcs nmpu -
JIOKEHMEM B KayecTBe eCKpUITopa KpumnTonposaiiiepa. UHu-
LManu3alusl U UCMOJIb30BaHUE MEPEMEHHBIX CTPYKTYPhI OymyT
PaccMOTpEHBI B COOTBETCTBYIOIIMX MecTax itporpamvbl. Kak yxke
OTMEYaJIoCh, COCTAaB CTPYKTYPbl KOHTEKCTa 3aBUCUT OT BEpCUU
WCTIONB3YEMOM OMEPALIMOHHON CHUCTEMBI,

OrnpenensieM qHa MaccuBa UMeH GyHKuui. Maccmn Function-

Names conepxut uMmeHa 23 00si3aTe/TbHbIX (QYHKIIMM, KOTOPbIE

JIOJDKEH 9KCIOPTHUPOBaTh Kpurronpoaiinep. MaccuB Optional-

Puu'HonNeamexcod,epycu iMeHa 2 HeoO0s13aTeIbHbIX (DYHKIIWIA.
3HaueHUsI TEPMUHOB « 00sI3aTeJIbHBIN* U «HeoOs13aTeIbHbIN»

OymyT OOBSICHEHBI Jajiee.

OnpenensieM 0asoBble CTPOKM JUIsT paboumX KJIKOYei peecTpa,

Crpoka szUserTypeconep:XuT CIpoKy, Ha 0a3e KOTOpoil B IIpO-
rpammMe opmupyercs 3anpoc K kmnody peectpa HKEY CUR-
RENT_USER\SOFTWARE\Microsoft\Cryptography\Pro-
viders\Type NNN. Kitou conepXuT nHGOpMAaIIO O KPUMTOI-
poBaiinepe, MCIOIb3yeMOM IO YMOJYaHMIO TEKYIIMM IOJb30-
BatesieM. NNN - Tpu fecsITUIHbIC MG PBI, ONPeaesIsIONe TUIT
Kpurronposaiinepa. Hanpumep, nHdopmaius 0 KpUnTonpoBaii-
JIepc, WCIOJIb3yeMOM TEKYIIMM MoJb3oBaTesieM, /ISl TuIla
PRC)V_RSA FULL( umeer 3HaueHue 1, cM. daitn WinCrypth),
conepxurcsa B kmodye HKEY CURRENT__USER\SOFTWA-
RE\Microsoft\Cryptography\Providers\Type 001.

Crpoka szMachine "ypecoepXuT CTpoKy, Ha 6ase KOTOpoOii B
nporpamme dopmupyercst 3ampoc K kimouy peectpa HKEY
LOCAL_M AC HINE\SO FTWARE\ Microsoft\Cryptograp hy\
IDcfaulls\ProviderTypes\Type NNN. Krmou conepxkut nunhop-
MalUIoO O KPUITTOIIPOBAKAEPE, KOTOPHIA MO YMOTYAHUIO UCTIOJb-
gyercst cucteMoii. NNN — Tpu necsiTuuHble LMphI, ONpenesi-
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IOIIMEeTUTIKpUTITONpoBaiinepa. MHdopmaliys o KpunroHpoBai-

Jepe, MCIONb3yeMbIM cuctemoil mwra tuna PROV_DS5H [

(nmeer 3nagenme 13, cM. daiit WmCrypt.h), comepxxurcs B KIo-

ye H KEY,JOCAL, tf ACH INE\SO FT WARE\Microsoft\ Cry-
ptography\Defaults\ProviderTypes\ Type 013.

Crpoka zProvidercodepicum CTpoKy, Ha 06a3ze KOTOpOWi B IpO-
rpamme dopMmupyercsa 3ampoc K kmody peectpa HKEY LQ-
CAL_MACWNE\SOITWARE\MKTO5ofi\Cryptography\De-

faults\Provider\ Provider Name. Kmou comepxut mHdpopma-
L1100 KpUIIToIpoBaiinepec nmeHeM «ProviderName». Harpu-
Mep, nHdopmalnio o Kpunronposaiinepe «Microsoft Base Cry-
ptographic Provider v 10> comepxxut xmou peectpa HKEY LO-
CAL_MACHINE\SOFTWARE\Microsoft\Cryptograp}iy\De-

faults\Provider\Microsoit Base Cryptographic Provider v 1.O.

Onpenensiem dyHkauio OwnCryptAcquireContextA.Ona pe-
KOHCTpyupoBaHa M , GyHkuuu CryptAcquireContextAWin-
dows 2000. Pazymeercs, peKOHCTPYKIIMS He SIBJISIETCS] aOCOMIOT-
HO TouHO#i. VmeHa GyHKIIMI M IIOOAIBHBIX ITEPEMEHHBIX CO-
OTBETCTBYIOT OTJIAMOYHOW WH(OpPMAIUU ISl JaHHON Bepcuu
OTepallMOHHON cUCTeMBl. B (YHKIMIO Takke BKITIOYEHBI OCO-
o6enHocty, xapaktepHbele mist Windows NT 4.0. Kak yxe orme-
4aJioCh, IPY KOMITUJISIIIA Y BepCHsi OTIEPALIMOHHOM CCTEMBI O~
penensicress KoHcTanToil _ WIN32  WINNT. ITockoiabKy Haira
3ajaya — I10Ka3aTh CTPYKTYpPY KOHTEKCTa KPUITONpOBaiiiepa
1 TIOCJIEIOBATEIbHOCTD €r0 (POPMUPOBAHUSI, a HE TIOJTHOCTHIO
BoccTaHaBIMBaTh GyHKIMIO, TOo npouenypel CSPInCackeCheck,
AddHandleToCSPCacke, CheckSignaturelnFile, FuncVerify-
Jmageonpenenensl mycteiMu. Omucanve gyHkumii CkecksSig-
naturelnFile, Func Verify Image cmotpute B 11aBe 3.

Ecma mapamerp pszProvider HyneBoii, TO IPWIOXEHUE 3arpa-
LLIMBAET KPUIITOMPOBAIED, UCTIONB3YEMbIi 110 YMOJTYAHUIO, 1JIsT
TUIA, OIpeneeHHOro mapamerpoMm dwProvType, Ilostomy Ha
6ase ctpoku szVserType B nepemeHHOl pszRegStr hopmupyer-
¢ UM Kimoda peectpa (cM. KomMMeHTapuii 5). Yepe3 BEI3OB
dyukuun  RegOpenKeyExc mnapamerpamu HKEY CUR-
RENT TUSER u pszRegStr nenaercst momnbiTKa OTKPBITh KITIOY
peectpa ¢ uHdopMaImMeii O KPUIITOIIpOBaiimepe, KOTOPHIA Ha-
3HA4YeH MO YMOJIYaHUIO, ISl TEKYIIEro IMoJb30BaTesl.

3anpaiuMBaeMblii KJIIOY peecTpa He HaioeH, cleloBaTeNlbHO,

SIBHBIE TIapaMeTphbl, 3adaHHbIe UISI TEKYIIEro I0Jb30BaTels,
OTCYTCTBYIOT, M BBI3OB OymeT oOpaboTaH C MHCITOJIb30BaHUEM
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oO1ecrcTeMHbIX apaMeTpoB. Ha Gase ctpoku szMachine Type,
B uepeme\toupszRegStrpopmupyercss umsi kimoua peectpa (Cm.
KoMMmeHTapuii 5). Yepe3 Bbi3oB (pyHKluM RegOpenKeyExc
napamerpamu  HKEY LOCAL MACHINE npszRegStr oTKpbI-
BaeM KJTIOY peecTpa ¢ MH(popMalieil o KpUIITonpoBaiaepc mu
YMOJTYaHUIO IS CUCTEMBI B LIEJIOM.

9. HeszaBrucumo OT TOro, Kakoii K04 peecTpa OTKPBIT, OH COAep-
KUT ABa napametrpa. IlepBoiii mapamerp (ums1 «Name», TUIT
REG_SZ) — crtpoka ¢ uMeHeM KpunTomnpoBaiiaepa. Bropoii
mapametp (ums1 «TypeName», Tum REG SZ) — crpoka ¢ Ha-
3BaHMEM TUIa KpunTomnpoBaiinepa. Hac uHTepecyeT TOIbKO
TIEePBBIii MapaMeTp, OH U SIBJISIETCS] MCKOMBIM UMEHEM KPUTITOTI-
pogaiinepa o ymoayanuto. CoxpaHsieM UMsI o anpecy pszProv-

10. Ha 6a3e ctpoku szProvidere nepemeHHoiipszRegStrdhopmupy-
eTcs UM KiItoya peectpa (CM. KOMMeHTapuii 5). Uepe3 BbI30J
by RegOpen Key Ex c napamerpamu HKEY LOCAL ~MA-
CHINE wupszRegStr oTKpbiBaeM KIIIOU peecTpa ¢ MHGbopMalu-
eli 0 BIOpaHHOM KPUIITOIIpOBaiiiepe.

11. HaGop mapaMeTpoB, KOTOpbI€ COAEPKUT OTKPHITBIM KITIOY, 3a-
BHMCUT OT UCITOJIb3YeMOl onepalimoHHO# cuctembl. Ho nBa Hau-
OoJjiee BaxKHBIX MapaMeTpa MPUCYTCTBYIOT Bcerna. IlepBuiii ma-
pametp (ums « Image Paths-, Tum REG_SZ) — crpoka ¢ nme-
HeM OMOJIMOTeKM, B KOTOPOI peaJM30BaH JaHHBIA KPUUTOIPO-
uaiincp. Bropoii napaverp (ums «Type», tum REG_ DWORD) —
3HaueHUe TuMna Kpunronposaiinepa. IlocieqHee coxpaHsieM B
nepeMeHHoi dwQuery Prov Type,amom napaMeTp HEOOXOMUM TSI
CpaBHEHMSIC3aAIIPOIIIEHHBIMTUIIOMKpUIITONIpoBaiinepadwProv-
Type. Mg 6MOAMOTEKM KPUNITOMNpPOBaiiaepa CoOXpaHsIeM HO afi-
pecy pszRegStr. Ha ocHoBaHuM 3TOro rapamMeTpa Npou3BOIUM
BbI30B OyHKUMU LoadLibraryu 3arpyxaem OMOIMOTEKY KPUII-
ToIpoBaiiiepa B maMsTh Ipoiiecca. B ¢aitne CpContext.c co-
NePKUTCSATAKKE TIPOBEPKa IMOANUCU OUOJIMOTEKM, 3TOT BOIIPOC
OyzeT paccMOTpes B CEyIOIlel IJIaBe, IMOCBEIIeHHOH pa3pa-
0OTKE KPHUIITOMPOBaiIePOB.

12. IMoayynB HeoOXoaMMYIO0 MH(MOPMALIMIO O KPUIITOIIpOBaiiaepc,
HauMHaeM (HOpMUPOBATh CTPYKTYPY KOHTEKCTA KPUMTOMPOBAki-
nepa. Ha ocHoBammM MaccuBa MMeH 00sI3aTeJIbHBIX (DYHKIIUM
kpunronposaiinepaFunctionNameshopMupyem MaccuB yKa3za-
TeJeil Ha o0si3aTesibHble (DYHKIIMM KpUMTompoBaiiaepa pProv-
Context->CSPFuncPtr. ObpaTute BHUMaHME, YTO €CIM KakKasi
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60 U3 (PYHKIIMI OTCYTCTBYET B KpUMTOIPOBaiiiepe, TO MHU-
IIMaJIn3allvs mpepbiBaeTcss W Bo3Bpalnaercsl ommboka. MMeHHO
TTO3TOMY JIaHHBIN Habop YHKLMI ABIsSIETCS 00s3aTeTbHBIM.

Ha ocHOBaHMM MaccrBa IMeH HeoOs13aTeTbHbIX (DYHKLINI KPUTI-
TolipoBaiinepa OptionalFunction Namesghopmupy m Maccus
yKazaresieil Ha HeoOs3aTeIbHble (YHKIIMKM KpUMTOMpoBaiaepa
pProvContext->CSPOptional Func Ptr.9mom 4neH cTpyKTypbl U
€ro MHUIIMATU3aIUs MPUCYIIU TOILKO ONPeauyuontbiM cucme-
mam (OC), HaunHasg ¢ Windows 2000. B ommrume ot 06pabor-
KU 00s13aTeJIbHBIX (DYHKIIWI, B OTCYTCTBMM HeOOsI3aTeTbHOMN
WHUIMATU3AINsI He TIpephIBacTCs.

Nummamusupyem ctpykTypy V7Table. Ununipanuzanus Ipous-
BOJIUTCS B COOTBETCTBUM C Bepcueil 3 cTpyKTypbl ViableProv-
Stntc. HeoOXomMMO OTMETUTH, YTO BepCHs 3 MCIONB3YeTCs,,
TonbKo HaumHast ¢ Windows 2000. Bonee mompo6HO IapaMmerp
paccmotpeH VTable B tiane 3.

BoisbiBaeM (pyHkuuto CPAcquireContext 13 3ampolieHHOTO
kpuntonposaiinepa. B mapamerpe/?Praa'Cou(:exr->ACS5Pcoxpa-
HSIEM TIECKPUIITOP, KOTOPBIA BO3BpAINAETCS KPHIITONPOBAiine-
poM. CYIIHOCTb 3TOr0 JAECKPHUITOPA OTpeessieTcs] KOHKPETHBIM
KPUITONUPOBAAAECPOM.

Ecimn npunoxenue ycraHoBwio ¢uarCRYPT _DELETEKEY-
SET, To paboTa pyHKIIMK Ha 3TOM 3aKaHIMBaeTcs. B mpoTuB-
HOM cilyyae MHMLManu3upyem mapamerppProvContext- >Con-
t'x ld3nauenuem Ox11111111. OHo rmoka3sbl KacT, 4TO 3TOT KOH-
TEKCT sIBJISIETCS] KOHTEKCTOM KpumTonposaiiepa. [1pu nepena-
ye ykaszaresiss Ha KOHTEKCT KPUNTOIpoBaiilepa B Kakyl JIMOO
dynkumio CryptoAPI npoBepsiercss 3HaueHWe TaHHOTO TOJS, U
ecmn oHo He paBHO 0Ox11111111, To Bo3BpamiaeTcs olIMOKa.
AHaJIOTUYHBIE TIOJISI UMEIOTCSI TAKKe B KOHTEKCTE 00beKTa KITHo-
ya, ¥ 00beKTa XelI-(yHKIINU, OTINIAIOTCS TOJIBKO UAEHTU (U~
kartopsl. JI1st o6bekTa Kimoda oH paBeH 0x22222222, anist 00beK-
Ta xem-pyHkuun 0x33333333.

MHUIMa 1 31 pyloTCsI apaMeTphl KOHTEKCTa KPUIITOITPOBaliIe-
pa, oTBevaroliye 3a cueTdynka oopamieHuii. B Windows NT 4.0
n Windows 2000 peann3oBaHHBbIE MEXaHU3MbI OTJIMYAIOTCS,
COOTBETCTBEHHO OTJIMYAIOTCSI M TTapaMeTphl.

B WindowsNT4.0 nmpu uaMeHeH!M cYeTYMKa OOpaIeHuiip Prrw-
Context-"dwContext UseCountsuizvieaemes pyukuus Enter-
CriticalSectionc napamerpompProvContext->CSPLock. T1oc-
Jie U3MEHEHMSI KpUTHYeCKast CEKIINST OCBOOOXIAETCS,
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B Windows 2000 1151 u3BMeHeHMsI cdeTYMKa OOpaIlleHUii UCTIOJb-

3ytotrcst  dyHkuuunlnterlockedincrementu InterlockedDecre-
ment, I KpUTUYECKOI ceK1iuu He Tpeoyercs. Takke B Windows

2000 mosiBUJIaCh BO3MOXHOCTb YBEJMYMBATh CYETYMK OOpalle-

HuUil 06e3 BbizoBa ¢yHKIMU CryptAcquireContext. [1ns1 3TOrO

ucnonbsyercss pynkuus CryptContextAddRef(c M. Ilpuaosnc,-

Hue 2). OgHako CryptContextAddRefyseaunueaem ne oCHOB-

Hoii CAerdHK p ProvContext- >dwContext Usf>Count,a 1OTIOTHU -
TenbHbIU p ProvContext- >dwContextRef Count.

B ¢dyukuuu CryptReleaseContext(cm. Ilpunoxenue 2) cyer-
YUKW OOpalleHUil NpoBepsiOTCs, M €CJIM OHU HAaxOIsITCSl HE B
HCXOIHOM COCTOSIHUM, Bo3Bpaluaercs oiumoka ERROR_BUSY
(koHTekcT 3aHsT). Kpome toro, 6 Windows 2000 ¢yHKIus
CryptReleaseContext ne kpemeT K pyer cder 4 K Kk pProv Cont ext -
>dwContextRefCount. [1o5momy, 4r00bl OCBOOOIUTH KOHTEKCT,
Heo0xoaMo BeBHATHL hyuKiinio CryptReleaseContextcm i
Ke pa3, CKoJIbKO BbBbBaerca GhyHKIUsI Crypt ContextAddRef.

Hrak, MBI paccMOTpesr CTPYKTYPY M MOCIeI0BaTeIbHOCTh (Pop-
MUPOBaHUSI KOHTEKCTa KPUUTO Mposaiinepa. Kak BuaHo U3 rporpam-
MBI, IECKPUIITOP KPUMTOIIpOBaiiiepa, KOTOPhI Bo3BpallaeT (pyH-
kuust CryptAcquireContext,aeasemc s yKazareJleM I1a KOHTEKCT
Kkpunromnposaiinepa. Kormambl FOHOpUM «1€CKPUNTOPKPUTITONPO-
Baliiepa» WM « KOHTEKCT KPUIITONPOBAiiiepa», 3TO HE COBCEM TOY-
Ho. C nomorpio dyukuuu CryptAcquireContext co3nactcsi KOH-
TEKCT HE BCEr0 KPUMNTOMpPOBalepa, a ONpele/ieHHOro KJI0UeBOro
KOHTeiiHepa KpummmonpoBaiinepa. KoHeuYHO, MCHOJb3ysl IOJydYeH-
HBII IECKPUTITOP, Mbl MOXKeM MO Ty4aTh NapamMeTpbl KpUIITOIIPOBaii-
Jlepa 1 YCTAHABIMBATH MApPaMeTpbl, KOTOpble OyayT pacnpocTpa-
HSITBCSI Ha BCe Kmo4eBble KOHTEKCThI. Ho, mocytu, pyHkumsCrypt-
Acquire Context 3amichIBaeT KIO4eBOi KOHTEITHEp U MaMsITh U
BO3BpalllaeT MPUWIOKEHUIO JECKPUITOP, MTO3BOJISIONINI paboTaTh
C 3THUM 00pa30M KIII04eBOro KOHTelHepa,

Korna Bbl BbI3biBaeTe ¢yHKImMo CryptReleaseContext T0 paspy-
111aeTCs TOJIBKO 00pa3 KJIIOUCBOI'O KOHTEMHEPA, CaM KIIH0YeBOid KOH-
TeiiHep OcTaeTcsl B (DM3MUYECKOM XPaHWJIMILIE KPHITTONpoBaiinepa
(cm. puc. 2-1). ns ynajeHus KIO4eBOro KOHTeliHepa U3 (husu-
YECKOTO XPaHWJIMIIA Heo0X0mMMO KCTiomb3oBath (y}\ kimio Crypr-
AcquireContext ¢ ¢dnarom CRYPT _DELETEKEY ‘ET. Hckuiwo-
YeHMEe COCTaBJISET KJIIOUEBON KOHTEKCT, CO3MAaHHBIM ¢ ¢arom
CRYPT_VERIFYCONTEXT. OH He siBAsIeTCS OTpaxKeHHeM KJIIO-
4YeBOro KOHTeliHepa. B TakoM KOHTEKCTe Helb3d CO3[aBaTh 10JTO-
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BpEMEHHBIE KJIIOUEBbIE Mapbl MOANMUCU W oOMeHa. OH rpeaHa3Ha-
YeH JJI TIPOBEPKU TOJIKUCU COODLIEHHIA, TOCKOJIbKY B 3TOM CJIy-
Yyae HeT HeOOXOIMMOCTH IOCTYIa K CeKpeTHOMY KiTtody Hapbl. Kpome
TOTO, €CJIM Bbl pabOTaeTe TOJIBKO C CUMMETPUYHBIMU KJIIOYaMU, TH
TaKkke HeT HeoOXOIMMOCTH CO3[aBaTh KJIIOYEeBbIE KOHTEHHEDPHI (CM.
paznen «Mcronb3oBanue CryptoAPI 10 mist peanu3amuy cxeMbl
CUMMETPUYHOTO IIU(POBAHMS»).

Ipu coznanum oobekToB Kimoueit (byHkuus CryptGenKeylu xeiii-
dynkuuit (pyuxkuus CryptCreate Hash}cozdaemcsa KOHTEKCT ¢
aHAJIOTUYHON CTPYKTypoil. OmHAKO aHajomMs He MOJHasl, eCTh He-
CKOJIBKO OTJINYMi. B KOHTeKCTe KiTroua Wi Xell-(yHKIIUKA COXpa-
HSIIOTCST yKa3aTeJIn TOJIbKO HaTe (YHKIIUU, U paboTe KOTOPHIX MPH-
HUMAIOT yJ4acTHhe JeCKPUIITOPHI 3TUX 00BbEeKTOB. OTCYTCTBYET JI0-
MOJTHUTEJIBHBINM CYeTUMK oOpareHuit. KpoMe T oro, Kax yxe oTMe-
4yaJioch, OTIMYAIOTCS MIEHTU(UKATOPbI OOBEKTOB (CM. KOMMEHTa-
puit 15).

Tenepb, Mbl HaJieeMcs, BbI TIOJTYYMJIN TIPEICTABICHKE O MPUHIUIIAX
BbB0BOB (pyHKIIMIT CryptoAPI, a Takke o TOM, YTO Takoe Kiroye-
BOI1 KOHTEIHEp, KOHTEKCT KpUTTONpoBaiiiepa (MM KJIoYeBOi KOH-
TEKCT) W JeCKPUIITOP KPUNTOINpoBaiaepa (WIn AeCKPUTITOP KITIO-
YEeBOTO KOHTEKCTA).

MonyyeHre nHdopmaumm o0 KpunTonpoBaraepax,
YCTaHOBJIEHHbIX B CUCTEME

Terneph 3aiiMeMcsl HEITOCPEACTBEHHO MPOrPaMMMUPOBAHUEM C UC-
noab3oBaHreM uHTepdeiica CryptoAPI 10.

INpexnme Bcero HeoOXomuMa TIPOTPaMMa, KOTOpask TMOMydaeT TIOJ-
HYyI0 MH(OpMAIIMIO 000 BCeX KPUITOMpOBaiiaepax, YyCTaHOBIEHHBIX
B cucreme. s atoro Bocnoms3yemess ¢yHkuussmu CryptEnum-
Providersu CryptGetProvParam(cm. Tlpunoxenue 2). ®yHK-
uus  CeypeEnumPeoubleexiozeonskn mocienoBaTeibHO Tepevmc-
JIUTh BCe KPUIMTOMPOHAIEPhI, YCTAHOBIEHHBIE Ha pabovyeM MecTe,
a dynkuus CryptGetProvParam — TIONyYuTh HEOOXOIVMMYIO WH-
dopmanuio o Kpumronposaiinepe. M cXomHbIil TEKCT MPOTrpaMMBbI
Haxomutcs B ¢aiiie Chapter2/EnumCSP/EnumCSP.c.

JNnctuer 2-2. Tekct nporpammel EnumCSP

// Cm. \oueHTiipuid 1
// Onpenenenve npototvna ¢yHkumn CryptEnumProvidersU

// w3 ~momym Crypt32.dil
typedef BOOL (WINAPI -PFN_CRYPT ENUH_PROVIDERS_U)(

(cm. caeo, cmp.)
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DWORD dwlndex,
DWORD *pdwReserved,

DWORD dwFlags,

DWORD D*pdwProvType,
LPWSTR pswzProvName,
DWORD *pcbProvName

PFN_CRYPT_ENUM_PROVIDERSJJ pfnCryptEnumProvidersU=NULL;
// CM. XoMmMMeHTapuii 2
// Onpeaeilenne MaccuBa HMEH THUIIOB KPHUNTONPOBAiiEePOB
LPTSTRszProvType[]={

NULL,

"RSA Full (Signature and Key Exchange)",

"RSA Signature",

"DSS Signature"”,

"PROV_FORTEZZA",

"PROV_MS_EXCHANGE",

"PROV_SSL",
NULL, NULL, NULL, NULL, NULL,
"RSA SChannel",

'DSS Signature with Diffie-Hellman Key Exchange",
"PROV_EC_ECDSA _SIG",
"PROV_EC_ECNRA_SIG",
"PROV_EC_ECDSA_FULL",
"PROV_EC_ECNRA_FULL",
"Diffie-Hellman  SChannel",
NULL,
"PROV_SPYRUS_LYNKS",
"PROV_RNG",
"PROV_INTEL SEC"};
// OnpeneneHre MaccuBa WMEH THUIIOB WCITOJTHEHUST
// KpUITONpOBaiiiepoB
LPTSTIR  szIrnpType[]={
NULL,
"Hardware",
"Software",
"Mixed",
"Unknown",
"Not define", "Not define", "Not define",
"Removable",
"Type 9", "Type 10", "Type 11"};
// OmpenelleHne MaccuBa HWMEH KJIacCOB aJrOPUTMOB
LPTSTR szAlgClass[] ={
NULL,
"Signature",
"Encrypt ¥,
(cMm. caed, cmp.)
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" Encrypt

"Hash

"Exchange ", .

"AlL g
// Ompenenenve ¥ UHULMANU3ALMUS [TeDEMEHHHX
HMODULE hD11=0;
DWOHD dwCount. cbtJame;
DWORD dwDatalLen, dwlndex=0;
WCHAT1 swzProvName[100] ;
CHAR szName[100] ;
PROV_ENUMALGS Alglnfo;
PROV_ENUMALGS_EX AlglnfoEx;
CHAR «pszAlgType = NULL;
LPWSTR pswzProvName=NULL;
LPWSTR ps zProvName=NULL;
DWORD dwProvType, dwCryptError,

dwVersion, dwImpType;

DWORD dwFlags=0;
HCRYPTPROV hProv = 0;
DWORD dwSigKeySizelnc, dwXchKeySizelnc;

void main(void) {
// CM. kOMMeHTapwuit 3
// 3Barpyxaem 6ubmorTery Cryptd2.dll
hDll=Loadlibrary( "Crypt32.d11");
if (IhD1l) {
printf( "Error: LoadLibrary=0xU.\n",GetLastError()) ;
goto ReleaseResource;

// TMonyyaem appec yHkumm CryptEnumProvidersU
pfnCryptEnumProvidersll=
<PFN_CRYPT_ENUM_PROVIDERS_U}GetProcAddress(hDU,
"CryptEnumProvidersU");
if (IpfnCryptEnumProvidersU) {
printf("Error:GetProcAddress=0xXX.\n",
GetLastErrorO);
goto ReleaseResource;

.// CM. KomMeHTapuit 4

// Uukn nepedvcneHvs kpuntonposanaepoa

while  (pfnCryptEnumProvidersUC
dwlindex,
NULL,
0,
&dwProvType,
NULL,
icbName)) {

(co(. caed, cmp.)
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if  (pfnCryptEnumProvidersU(
dwindex++,
NULL,
01
SdwProvType,
swzProvName,
&cbName)> {
ZeroMemoryCszName, 100) ;
// KousepTupyeMm Unicode-CTpPory
if {WideCharToMultiByteC
CP.ACP,
WC.COMPOSITECHECK,
swzProvName,
-1,
szName,
wcslen(swzProvName),
NULL,
NULL

prin)t)f{ﬁError:WideCharToMuItiByte=0xSiX.\r’,
GetLastErrorO);
break;
>
// CM, kommeHTapuii 5
// OTKpblBaeM KOHTEKCT KpurnTonpoBaipepa
if (! CryptAcquireContext(
SnProv,
NULL,
szName,
dwProvType,
CRYPT_VERIFYCONTEXT)) {
printf ( "Error: Crypt AcquireContext=0xXX.\n",
GetLastErrorO);
break;

// CM. KOMMeHTapuin 6
// Tonysaem wms  KpunTonpoBsanaepa
dwDatalLen=100;
if (!CryptGetProvParam(
hProv,
PP_NAHE,
szName,
&dwDatalen,
0)) {
printf("Error:CryptGetProvParam=0xXX.\n",
GetLastErrorO);

(cm. caed, cmp.)
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goto ReleaseResource;

// TloiydaeM BepCUIO KpUNTONpOBaiinepa
dwDatalen=sizeof(DWORD);
if (!CryptGetProvParam(
hProv,
PP.VERSION,
(PBYTE)&dwVersion,
SdwDatalen,
0)){
printf("Error:CryptGetProvParam=0xKX.\n",
GetlLastErrorO);
goto ReleaseResource;
}
// TomydyaeM TN JCIIOJHEHUS KPUMITOIPOBajiZepa
dwDatal_en=sizeof (DWORD);
if (!CryptGetProvParam(
hProv,
PP_IMPTYPE,
(PBYTE) &dwImpType,
SdwDatalen,
0)) {
printf("Error:CryptGetProvParam=0xXX.\n",
GetLastError0);
goto ReleaseResource;

// PacmieyaTpiBaeM MOJYy9eHHYIO HMH(MOPMALIIIO
printf("Provider name; Xs\n", szName);
printf("Provider version: Xd.Xd\n",
HIBYTE( LOWORD(dwVersion)),
LOBYTE(LOWORD(dwVersion) ) ) ;
printf("Proviber type: Xs\n",
szProvType[dwProvType]);
printf("Provider implementation type:
Ks\n",sz'mpType[dwImpType]);
J/ PacnedarbiBaeM 3arojloBOK TaOIWIbI aJITOPUTMOB
printf(” [Length info (bits)I\n"};
printf("Alg!d|Type Def [Max |[Min [Name \n");

// CM. KomMMeHTapuii 7

// TlepeuncrsieM aJrOpUTMBbI KpPUIITOIIpOBaiinepa
for(dwCount=0 ; ; dwCount++) {

// YcranaBmmBaem ¢uiar CRYPT FIRST

// TIpA miepBOM OOpallieHMd B ITUKJIIE.

if{dwCount == 0) dwFlags = CRYPT.FIRST;

else dwFlags = 0;

// Tlomysaem vHopMaIIo 00 anropuT™Max

(cm. caed, cmp.)
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dwDatalLen = sizeof(PROV_ENUMALGS_EX);
dwCryptError=ERROR_SUCCESS;
// 3amnpammBaeM cTpykTypy PROV ENUMALGS EX
if (!CryptGetProvParam(
hProv,
PP_ENUMALGS EX,
(PBYTE)&AIgInfoEx,
&dwDatalen,
dwFlags» {
dwCryptError=GetLastError();
if (dwCryptError == ERROR NO_HORE ITEHS)
break;
if (dwCryptError == NIE BAD FIAGS
| | dwCryptError==
NTE_BAD_TYPE) {
II CMm. xomMmeHTapuii 8
dwDatalen = sizeof(PROV_ENUMALGS);
// Ecm kpuntompoBaiizep He TOIIepKUBaeT
// 3ampoc, TO 3ampaliuBaeM CTPYKTypy
//  PROVENUMALGS
if (!CryptGetProvParam(
hProv,
PP_ENUHALGS,
(PBYTE)4Alginfo,
(VdwDatalLen,
dwFlags)) {
dwCryptError=GetLastError() ;
if (dwCryptError ==
ERROR_NO_HORE_ITEMS) Dbreak;
printf ("Error %x reading
algorithm! \n",GetLastEr rorf));
goto ReleaseResource;
1
AlgInfoEx, aiAlgid=AlgInfo.aiAlgid;
Alginf oEx.dwDefaultLen=Alg!nfo.dwBitLen;
AlginfoEx.dwMaxLen=0;
Alginf oEx.dwHInLen=0;
1strcpy(AlginfoEx.szLongName,
Alglnfo.szName);
}
else {
printf("Error Xx reading
algorithm!\n",GetLastError());
goto Releaseflesource;

(cm. caed, cmp.)
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Il PacrnievaTsiBaeM MOMYYEHHYIO MH(DOPMAIMIO
printf{
"X4.4xh|Xs|X-4d |X-5d |X-4d |Xs\n",
AlginfoEx.aiAlgid,
szAlgClass[GET_ALG_CLASS(Alg!nfoEx.aiAlgid)
»2 13,
AlgIinfoEx.dwDefaultLen,
AlgIinfoEx.dwMaxLen,
AlginfoEx.dwHinLen,
AlgIinfoEx.szLongName);
}
// CM. KommeHTapuii 9
// 3ampamuBaeM MHMOPMALUIO O 3HAYEHUU IlIara
// MHKpEeMeHTa Kmoya MOAMUCH
dwDatal_en=sizeof( DWORD)
if (CryptGetProvParamf
hProv,
PP_SIG_KEYSIZE_INC,
(PBYTEJ&dwSigKeySizelnc,
&dwDatalen,
dwFlags)) {
if (dwSigKeySizelnc)
printf("Number of bits for the increment
length of
signature key - I-
4d\n", dwSigKeySizelnc);
)
// 3ampamuBaeM MH(OOPMALIMIO O 3HAYEHUHU Ilara
// VMHKpeMeHTa KiIoya oOMeHa
if  (CryptGetProvParam(
hProv,
PP_SIG_KEYSIZE_INC,
(PBYTEJ&dwXchKeySizelnc,
idwDatalen,
dwFlags)) {
if (dwXchKeySizelnc)
printf("Number of bits for the increment
length of
exchange key - k-
4d\n",dwXchKeySizelnc);

i
printf("\n");

// OceoboXOgeM [eckpunTop KpunTonposainaepa
CryptReleaseContext{hProv, 0); hProv=0;

(cm. caed, cmp.)
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ReleaseResource:

)

// OcBOOOXO@EM BblENEHHbIE PECYPChI

return;

Terepb TPOKOMMEHTpPYEM TTOKa3aHHBIN (PparMeHT.

I

Onpenensem npototun ¢byHKuuu CryptEnumProvidersU'. K
VKe OTMEUaIoCh, IS TIOCIEMOBATEIMIITO TIEPEYUCTIEHUST KPUTT-
TONPOBalIEePOB, YCTAHOBJIEHHBIX B CUCTEME, WUCIOJIb3YeTCs
dyukiusa CryptEnumProvidersuz oubnuorekn advapi32.dil.
OnHako, 3Ta QYHKIIMS HOCTyIHA ToiabKo mist OC, HaumHas ¢
Windows 2000 u Windows 98. BooOliie roBopsi, MaTepuai, MU3-
JIOKEHHBI B MpeAbIIyIeM Taparpade, Mo3BOJsIeT peain30BaTh
NOI00HYI0 (DYHKIIMIO CAMOCTOSITEIbHO, HO B 3TOM HET HEOOXO-
mumoct. B Windows NT 4.0, kak u Apyrux orepalmoHHBIX
cucreMax, B oubmoreke Crypt32.dll umeercss pyHkums nepe-
yucJieHus KpunrorposaiinepoB Crypt Enum ProvidersU. T1po-
TOTHIT 3TOM (DYHKIMM TTOJHOCTBIO COBMAfAeT ¢ MPOTOTHIIOM
Unicode-Bepcun yukiuu CryptEnum Providers(cm. nporo-
mm dyHkuuu CryptEnumProvidersW n daiine WinCrypt.h).
[TosToMy [UI1 YHMBEPCATLHOCTH B TIPOrpaMMe WCIIONb3YeTCs
dynxkuus  CryptEnumProvidersU m oubmuorekun Crypt32.dll.

Jlst ynoOcTBa BeIBoAa MHGOPMALMY Ha SKPaH OIPEIENSIEM CTPO-
KOBBIE MAacCHBBI I Ha3BaHWN TUIIOB KPUIITOIPOBAIEPOB.
Ha3BaHWI TUIIOB MCIIOJHEHUS KPUIITONIPOBANIEPOB U MMEH
KIaccoB. MHIEKC B 3TUX MacCHMBaX COOTBETCTBYET YMCIIOBOMY
3HAYEHUIO TUIIA, TUTA UCIIONHEHUS WIK KJIacca.

st momywenus anpeca nipouenypbl CryptEnumProvidersU
3arpyxkaem 6uommoreky Crypt32.dll m BEI3BIBaeM (QYHKIIMIO
GetProcAddress.

PeanuzyeM MK TiepeynclieHrs KpUNTomnposaiiaepoB. b kaue-
CTBe MHIEKCa UCMONb3yeTcsl MepeMeHHasi dwlndex, KoTopas
WHULIMATIU3UPYETCST HyJeM M MHKPEMEHTUPYETCS B KakIOM
LIMKJIE.

Ha ocHOBaHWY TIOJTy4eHHOTO MMEHM ¥ THITa KPUIITOMPOBaiiie-
pa BbI3bIBaeM GyHKUMIO CryptAcquireContext.Ilocko bky Mbl
ucnonb3oBasin Unicode-dynkumio CryptEnumProvidersU,mo
npeasaputenbHo Unicode-ctpoky swzProvName ¢ MMeHEM
KpUIITOTIpOBaiinepa KoHBepTupyeM B ANSI-ctpoky szName.
[TockoJIbKY MBI He HaMepeHbI paboTaTh ¢ KITIOYEBBIMH TTapaMu,
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to npuMeHUM ymar CRYPT _VERIFYCONTEXT (CM. puiio-

XKeHue 2).

6. Vcronb3yst TIOMydeHHBIN TeCKPUTITOP KPUIITONpoBaiiaepa, Bbl-
3piBaeM GyHkuuio CryptGetProvParamoas monydyeHus: He0O-
XOIMMBIX TTapaMeTpoB 3arpaliiBaeM 0a30Bble MapaMeTphl
KpUIMTOMpOBaiiepa: NUMs, BEPCHIO M TUTT UCTIOTHEHUSI. Pasyme-
eTcsT, UMST KpUTITOIIPOBaiifiepa y Hac yXe MMeeTCsl, HO MbI /¢
Ke 3arpammBaeM W 3TOT TapaMeTp UT IEMOHCTPALK pabOThI
¢ dyukuueit CryptGetProvParam.

7 PeamusyeM LMK MepeYMCIICHUST AITOPUTMOB, KOTOpBIE TIOIEp-
>KUBaeT Kpunronposaiinep. HauGonee nonHyto nHdopmaiimio
MOXHO ITOIy4UTh Yepe3 3ampoc mapamerpa PP ENUMALGS
EX, xotopeii Bo3pamaer crpykrypy PROV_ENUMALGS EX.
OpnHaxko crapble Ilepcum KpunTorpoBaiiziepoB He MOAIEePKUBA-
10T 3TOT [apaMeTp, B HUX BO3MOXEH 3arpoc napamerpa PP_ENU-
MALGS, oropsiit Bosppawaer ctpykrypy PROV ENUMALGS.

8. Ecmu 3ampoc mapamerpa PP ENUMALGS_ EX He ymaetcs, 1o
zanpamuBaeM napameTp P P ENUMALGS. 3amaeM misd Bo3-
MOXHBIX TIoNiell CTpYKTypbl AlgInfoEx3HadeHus1, ToydeHHbIE
B 9TOM 3arpoce. OcTalibHbIe TIOJST MTHUIIUATU3UPYIOTCS HYJIEM.
B Hosle MOTHOrO MMEHU AITOPUTMAa KOMTMPYEM KOPOTKOE UMSI.

9. 3anpaimBaeM 3HAUYE€HUSI 11ara MHKPEMEHTa [Tl KIJIIoueil Imoji-
MYCU ¥ 0OMeHa. JIaHHYI0 BO3MOXKHOCTD MOIIEPXKI BACTCST KPUTI-
TorpoT3aiinepamu (1 To He Beemn ) st OC, HaumHast ¢ Windows
2000. moToMy eciu 3arpoc He oOpabaThIBacTCsl, TO MHMOpPMa-
LIS TIPOCTO He BBIBOAMTCS Ha TeyaTh,

INpuBenemM MHMbOPMALIUIO, KOTOpasl MOJTyYyeHa C TOMOIIBIO 3TOM
nporpamMMbl Ha Windows 2000 ¢ ycTaHOBJIEHHBIM ITakeToM «Mic-
rosoft Windows 2000 High Encryption Pack». BOror maker HeoO-
XOIMM JIJISl YCTAHOBKU B JIBYX JOTIOJTHUTEIBLHBIX KPUTITONPOBakiie-
poB «Microsoft Enhanced Cryptographic Providervl.O» (6u6mo-
teka rsaenh.dll) u «Microsoft Enhanced DSS and Diffie-Hellman
Cryptographic Provider» (6u6mmoteka dssenh.dll). OcH o0 BHOe nx
OTJIMYME 3aKJTI0UYACTCS 8 TIOIIEPKKE AITOPUTMOB CUMMETPUYHOTO
g poBaHUs ¢ [UIMHOM Kiroda cBhiiie 56 our. B Windows XP u
Windows ME 311 kpuntonpoBaliniepsl BKIIIOYEHBI B COCTaB OIepa-
LIMOHHOM CHCTEMBI.

JNucTtunr 2-3. Mpumep pabotbl nporpammel EnumCSP

Provider name: Gemplus GemSAFE Card CSP vI.O
Provider version: 0.0

(cm. cned, cmp.)
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Provider type: RS Full (Signature and Key Exchange)
Provider implementation type: Type 11
I Length info (bits)|

Algid | Type |Def I Max JMin  |Name

6602h|Encrypt 140 | 128 140 | RSA Data Security's RC2

6801n | Encrypt | 40 [128+ 140 |RSA Data Security's RC4

6601h| Encrypt |56 I56 156 IData Encryption Standard
(OES)

6609h| Encrypt [112 | 112 | 112 |1Two Key Triple DES

6603h|Encrypt 1168 | 168 1168 (Three Key Triple DES

8004h|Hash | 160 1160 | 160 ISecure Hash Algorithm
(SHA-1)

8001h|Hash 1128 1128 1t 128 (Message Digest 2 MDD

8002h|Hash 1128 128 | 128 (Message Digest 4 (MD4)

8003h|Hash 1128 118 | 128 [Message Digest 5 (MD5)

8008h|Hash 1288 1288 [288 ISSL3 SHAMDS

8005h|Hash 10 0 o [Message Authentication
Code

2400h|Signature|1024 11024 512 RSA Signature

a400h| Exchange [512 |52 512 | RSA Key Exchange

8009h|Hash 0 0 0 THugo's MC (HMAO

Number of bits for the increment length of signature key - 512

Number of bits for the increment length of exchange key - 512
Provider name: Microsoft Base Cryptographic Provider v1.O
Provider version: 2.0
Provider type: RSA Full (Signature and Key Exchange)
Provider implementation type: Software

|Length info (bits)!
Algid | Type | Def |INBx [Min IName
6602h | Encrypt 140 156 140 |RSA Data Security’'s RC2

6801h |Encrypt [140 156 | 40 | RSA Data Security's RC4

6601 | Encrypt |56 |56 156 | Data Encryption Standard
OES)

8004h |Hash [r6o 11160y 160 | Secure Hash Algorithm
(SHA-1)

8001h|Hash [128 [128 [128 IMessage Digest 2 (MDD

8002h | Hash [128 [128 [128 IMessage Digest 4 (HD4)

8003n|Hash [128 128 [128 [Message Digest 5 (MD5)

8008h |Hash 1288 1288 1288 |SSL3SHAMDS

8005h |Hash 0 6} 10 [Message Authentication
Code

2400h|Signature | 5122 1163841384 JRSA Signature

a400h | Exchange [512 11024 1384 |RSA Key Exchange

8009h | Hash 10 10 10 [Hugo's MAC (HMAO

Number of bits for the increment length of signature key - &

Number of bits for the increment length of exchange key - 8§
(cm. caed, cmp.)
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Provider name: Microsoft Base
Cryptographic Provider

Provider version: 1.0

Provider type: DSS Signature
Exchange

MpviknagHas kpunTorpadus

DSS and Diffie-Hellman

with Diffie-Hellman Key

Provider implementation type: Software
|Length info (bits) |
Algid | Type IDef Tlax | Min( Name
660ch|Encrypt |40 |40 4] ICYLINK Message Encryption
Algorithm
6602M|Encrypt 140 | 56  UD [RSA Data Security's RC2
6801h|Encrypt |40 | 58 140 |HSA Data Security's RC4
6601h|Encrypt |56 156 |56 IData Encryption Standard
(DES)
8004h |Hash [160  |160  [160 ' [Secure Hash Algorithm
(SHA-1)
8003h |Hash | 128 |128 1128 |Message Digest 5 (HD))
2200h| Signature 11024 11024 IDigital Signature
152 Algorithm
aa0lh|Exchange 512 [104 I Diffie-Hellman Key
512 Exchange Algorithm
aa02h|Exchange [512 11 024 |512 [Diffie-Hellman Ephemeral

Algorithm

Number of bits for the increment length of signature key - 64
Number of bits for the increment length of exchange key - 64

Provider name:
Provider version: 1.0
Provider type: DSS Signature

Provider implementation type:
|Length info
Algid |Type [Def  |Max
8004h|Hash 160 1160
8003h|Hash 128|128
2200h|Signature | 1024 | 1024

512

Microsoft Base DSS Cryptographic Provider

Software
(bits) |
[Min  |Name
[160 ISecure Hash Algorithm
(SHA-1)
(Message Digest 5
(Digital Signature
Algorithm

|128

(MD5)

Number of bits for the increment length of signature key - 64
Number of bits for the increment length of exchange key - 64

Provider name: Hicrosoft: DH
Provider version: 1.0
Provider type: Diffie-Hellman
Provider implementation type:
[Length info
|Def  [Max
W Ko

Algid[Type
660ch | Encrypt

4o

SChannel Cryptographic Provider

SChannel
Software
(bits)|
[Min  |Name
ICYLINK Message Encryption
Algorithm
(cm. caed, cmp.)
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6602h|Encrypt 140 1128 140 fISA Data Security's RQ
68Q1h|Encrypt [40 |18 140  |RSA Data Security's RG4
6601h|Encrypt |56 156 156 |Data Encryption Standard

(OES)
6609H|Encrypt [112 |112 1112 |Two Key Triple DES
6603h|Encrypt  [168 168 |168 | Three Key Triple DES
8004hlHash 1160 |160 | 160 | [Secure Hash Algorithm
(SHA-1)
8003h |Hash [ 128 1128 1128 [Message Digest 5 (MD5)
11024 [Digital Signature
2200h|Signature| 1024 11024 Algorithm
|512  [Diffie-Hellman Key
aaOth | Exchange |512  |4096 Exchange Algorithm
(512 |Diffie-Hellman Ephemeral
aa02h|Exchange |512  [4096 Algorithm

Number of bits for the increment length of signature key - 64

Number of bits for the increment length of exchange key - 64

Provider name: Microsoft Enhanced Cryptographic Provider

vl.O

Provider version: 20

Provider type: RS Full (Signature and Key Exchange)

Provider implementation type: Software

|Length info <bits) |

Algid|Type |Def  |Max | Mair IName

6602h|Encrypt 1128 [128 140  [HSA Data Security's RQ

6801h|Encrypt [|18 [[18 140  [RSA Data Security's RCG4

6601h|Encrypt 1% 156 15 IData Encryption Standard
Ok

6609h] Encrypt [112  |112  [112  |Two Key Triple DES

6603h|Encrypt (168 | 168 [188  |Three Key Triple DES

8004h |Hash [160  [160 [ 180 |Secure Hash Algorithm
(SHA-1)

B0O1h|Hash (16 [126  [18  |Message Digest 2 (MDD

8002h|Hash (128 [128 [128 1 Message Digest 4 (MDY

8003h|Hash (128 |18 [128  |Message Digest 5 (MDY

8008h|Hash |288  |288 |288  |SSL3 SHAM(S

BOOSh|Hash 0 10 10 |Message Authentication
Fede

2400h| Signature [1024 [16384 1384 | RSA Signature
a400h| Exchange [1024] [16384 |384 |RSA Key Exchange
8009h |Hash [0 [0 0 IHugo's KAC (HMAC)
Number of bits for the increment length of signature key - 8§
Number of bits for the increment length of exchange key - 8
Provider name: Microsoft Enhanced DSS and Diffie-Hellman
Cryptographic  Provider
Provider version: 1.0

(cm. caed, cmp.)
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Provider type: DSS Signature with Diffie-Hellman Key Exchange
Provider implementation type: Software
|Length info (bits) |

Algid|Type |Def 1Max |HIn IName .
660ch|Encrypt 140 140 140  ICYLINK Message Encryption
Algorithm

6602h|Encrypt HO [128 140 |[RSA Data Security's RC2

6801h | Encrypt |40 |18 140  |RSA Data Security's RC4

6601h|Encrypt |56 156 156 |Data Encryption Standard
(DES)

6609h|Encrypt [112 |112  |112  |Two Key Triple DES

6603h|Encrypt  [168 168 1168  IThree Key Triple DES

8004h|Hash (160 (160 [160 1i|Secure Hash Algorithm
(SHA-1)

8003h | Hash [128 |18 [128  IMessage Digest 5 (MD5)

2200h|Signature| 1024|1024 |1024 512 |Digital Signature
Algorithm

aa01lhjExchange |52  140%6 |52 I Diffie-Hellman Key
Exchange Algorithm

aa02h|Exchange [512 (4096 [512  |Diffie-HellmanEphemeral
Algorithm

Number of bits for the increment length of signature key - 64

Number of bits for the increment length of exchange key - 64

Provider name: Microsoft RSA SChannel Cryptographic Provider

Provider version: 2.0

Provider type: RSA SChannel

Provider implementation type: Software

[Length info (bits)|

Algid|Type |Def | Max |[Hin |Name

6602h| Encrypt 128 1128 | @1 |RA Data Security's RC2

6801h| Encrypt (128 (128 |40  IRSA Data Security's RC4

S601h I Encrypt 156 I 56 156 |Data Encryption Standard

(DES)
6609h| Encrypt 112 | | 112 |Two Key Triple DES
6603h|1 Enc rypt (168 [168 |168  IThree Key Triple DES
8004h | Hash 1160 (160 160 ISecure Hash Algorithm
(SHA-1)
B003h | Hash | 128 |18 [128  (Message Digest 5 (MD5)
8008h|Hash [288 |288 |288 |SSL3 SHAHD5
8005h |Hash |0 [0 [0 [Message Authentication
Code

2400hI Signature 11024 116384 [384 |HSA Signature
a400h|Exchange 1024 116384 |384 |RSA Key Exchange

B8009h | Hash [0 [ 0 [ Hugo's MAC (HMAC)

Number of bits for the increment length of signature key - 8
Number of bits for the increment length of exchange key - 8
Provider name: Microsoft Strong Cryptographic Provider

i(cM, cnex, cTp. )



Kpuntodpaduueckne uHtepdeiicobl 65

Provider version: 2.0
Provider type: RSA Full .(Signature and Key Exchange)
Provider implementation type: Software
ILength info {(bits)]
Algid | Type |Def 1 Max |Hin IName
6602h|Encrypt 140 (128 1 40 |RSA Data Security's RC2

6801h| Encrypt 140 (128 | 40 TR Data Security's RCG

6601h| Encrypt |56 156 |56 I Data Encryption Standard
(DES)

6609h|Encrypt 1112|112 [112 |Two Key Triple DES

ee03h|Encrypt 1168 |18 (168  |Three Key Triple DES

8004h|Hash 160|160 [160  |Secure Hash Algorithm
(SHA-1)

8001h|Hash [128 [[128 [128 | Message Digest 2 (M)

8002h|Hash [128  |128 [ 128 | Message Digest 4 (MD4)

8003h|Hash 128 [128 (128 | Message Digest 5 (MDO)

8008hjHash [288 |288 1 288 JSSL3 SHAMDS

8005h | Hash O 0 |0 |Message Authentication
Code

2400h|Signature|512 [16384| 384 |RSA Signature
a400h | Exchange |512 116384 ([384 | | RSA Key Exchange
8009h|Hash 10 |0 10 [Hugo's MAC ((HMAC)
Number of bits for the increment length of signature key - &
Number of bits for the increment length of exchange key - 8
Provider name: Schlumberger Cryptographic Service Provider
Provider version: 5.0
Provider type: RSA Full (Signature and Key Exchange)
Provider implementation type: Type 11

|Length info (bits) |
Algid |Type I Def | Max |wiin [ Name
6602h | Encrypt : «. [128 140 |RSA Data Security's RQ2
6801h|1 Encrypt 140 1128 140 |RSA Data Security's R
6601h | Encrypt | 56 | 56 156 |Data  Encryption Standard

(DES)
6609h|Encrypt 1112 1112 [112 [Two Key Triple DES
6603h| Encrypt 168 1168 168 IThree Key Triple DES
8004h|Hash | 160 | 160 160" jSecure Hash  Algorithm
(SHA-1)
8001h|Hash [128 | 128  [128 I Message Digest 2 (MD2)
8002h|Hash 128|128  [128 | Message Digest 4 (MD4)
8003h|Hash 18, | 128 [128  |Message Digest 5 (MD5)
8008h|Hash 1288 1288 1288  |SSL3 SHAMDS
8005h|Hash 0 0 0 |Message Authentication
Code

2400hlSignature|1024 11024 [1024 [RSA Signature
a400h|Exchange J1024 1024 11024 IRSA Key Exchange
8009h |Hash 10 10 10 (Hugo's MAC (HMAC)

' (cM. cnex, CTp.
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3 pe3ypTaToB paboThl TPOrpaMMBl BUIHO, UTO -«enhanced»Kpur-
TompoBaiiaepbl Microsoft OmIEPKMBAIOT YEThIpE aIrOpUTMa CHUM-
METPUYHOTrO G POBaHUs ¢ JUIMHOM KiTtoya CBbIiIe 56 out: RC2 --
nrHa kmoda ot 40 mo 128 our, RC4 — mmna xmoya or 40 mo
128 6ut, Triple DES ¢ qBOMHBIM KII0UOM — JUTMHA Kimoda 1126uT
u Triple DES ¢ TpoiiHBIM KITI0YOM — JUTWHA Kimioda 168 6ut. Takue
BO3MOXKHOCTH eCTh U y KpunTtonpoBauaepoB «Gemplus GemSAFE
Card CSP v1.O» 1 « Sch 1imi bc rger Cryptographic Service Provider*.
Ho B neliCTBUTETBHOCTH [UTS peaiu3alliy MPOoLenyp b poBaHUsT
kpuntonpoBaiiaepsl Gemplus ' Schlumberger BBI3BIBAIOT WK
«Microsoft Strong Cryptographic Provider» wimm «Microsoft Base
Cryptographic Provider ..O». Takum o06pa3om, ecau y Bac ycra-
HoBileHa OC Windows 2000 m He ycraHOBJIeH MakeT «Microsoft
Windows 2000 High Encryption Pack*, To kpunrornpoBaiinacpst
Gemplus u Schlumberger OyayT NoaaepKUBaTh TC XK€ aJITOPUTMBbI,
KOTOpbIe TIOIIepKMUBaeT KpunTomnpoaiinep «Microsoft Base Cryp-
tographic Provider vl .Op.

MHorna oueHb MoJie3HbIMU OKa3bIBAIOTCS TAHHBIE O TOM, B KaKO
OMOIMOTEKe pean30BaH JaHHbII KPUTITOITPOBaliaep, HO QYHKIIMU
CryptoAPI He mo3BosTIOT ¢ € ToydnTh. [lojaraeM, 4to Tpu U3y-
YeH UM MaTepuajioB TIpeNbIayIlero naparpada, Bbl MPOCMOTpENU
KJIIOYM peecTpa cO CIMMCKOM KPUIMTOIPOBAUICPOB U COOTBETCTBY-
JOIIMX UM OMOIMOTEK. 31eCh TOJIBKO OTMETUM, YTO HE BX- KPUH-
TO MpOBAEPHI, MOKA3AHHbIE B JTUCTUHTE 2-3, peaJn30BaHbl B pas-
JIMYHBIX OnbmoTekax. Tak kpunrornpoBaiiaepsl «Microsoft Enhan-
ced Cryptographic Provider v 1.0», «Microsoft Strong Cryptogra-
phic Provider» 1 «Microsoft RSA SChanncl Cryptographic Pro-
vider» peanuzytorcst omgHolt O6ubnnotekoii rsaenh.dll, a kpunTor-
posaiinepsl «Microsoft Enhanced DSS and Diffie-Hellman Crypto-
graphic Provider» u «Microsoft D" SChannel Cryptographic
Provider» — B 6ubnuoteke dssenh.dll. HamoMHuM, 4to mist mosty-
YeHUSsT TIOJTHON WMHGOPMAIIMU HEOOXOIMMO OOpaTUThCS K KITHOUYy
peectrpa HKEY_ LOCAL MACHINE\SOFTWARE\Microsoft\
Cry ptograp hy\Defaults\ Provider.

Mcnonb3oeaHune CryptoAPI ons obmeHa
3alNLLLEHHBIMN COOBOLLLEHNAMM

B mipenpinyiieM naparpade ObUTo ToKa3aHo, KakK MOMYYUTh MOJTHYIO
MHGOPMALIMIO O BO3MOXKHOCTSIX KPUTITOITPOBAUIEPOB, YCTAHOBJICH-
HBIX Ha BalleM paboyeM Mecte. Terepb Mbl pacCKakeM O TOM, KakK
ucronb3oBath CryptoAPl 10 mnst peanuzaiiMu pa3TuvHBIX CXeM
obMeHa KpurTorpadmyecky 3aluIleHHBIMA JaHHBIMM.
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Pasymeetcs, cxeM oOMeHa 3alMIIEHHbIMUA JAHHBIMM OY€Hb MHOTO,
U OTMcaTh UX BeC B TaHHO# KHUTe MbI He b cocTosxuu, 1" 3TOM 1
HeT HeoOxoauMocTd. [loaToMy mocTaBuM 3amady Ooniee y3KO: Ha
npuMepax (GOpMUPOBAHUSI HECKOJBKUX BUIOB Kpunmoepaguuec-
Kux coobuenuti (cryptographic message) nmokaszaTb HO3MOKHOCTH
U MpUHIUIB paboTtsl ¢ uHTepeiicom CryptoAPI 10. IMox kpur-
TorpapmuecKnuM COOOIIEHUEM MBI MOHUMAaeM IM@PTEKCT (ecn
coobuieHue mmdpyercs), arakxke HEHO coBOKyIMHOCTh KpUTTOrpa-
duryeckoil nHbOpMaK, OTIPABISIEMON TTOTyYaTeIo.

JIBa mosb30BaTeNIsl, OMJHOTO M3 KOTOPBIX OyleM Ha3bIBaTb omnpa-
eumesns (Originator), a apyroro noayuamens (recipient), yqacTBy-
10T it oOMeHe coobieHnsiMu. HeobxomuMo obecrieunTsb KoHpuder-
yuaavuocmas (privacy), yearocmuocms (integrity) u aymenmuunocmso
(authentication). D10 03HAYaeT, 4YTO IMOIy4yaTesIb JOJDKEH OBITH C
8bICOKOLL CMEeNneHbro eeposamHocmu yBEPEH, 4YTO OH IIOJYYUJ]T UMEH-
HO TO COOOIIIeHHEe, KOTOpoe eMy MpeaHa3HavYaaoCh (1IeJI0CTHOCTD),
YTO MOC/aJT 3TO COOOILEHUEe UMEHHO OTIIPABUTENb (AyTEHTUYHOCTD)
U YTO HUKTO KPOME HETO HEe MOXET BOCCTAHOBUTH OTKPBITHIN TEKCT
JaHHOTOCOO00IeHUs (KOHGUICHIIMATBHOCTE). PaccMoTpuM, Kakue
W3 3TUX 3a0a4 U KaK MOXHO PEelIUTb CpelcTBaMu MHTepdeiica
CryptoAPI 10.

OtnpaBuTeNb M MOJydYaTelb MOTYT DasessTh OOIIMIA «CeKpeT*,
HaIpUMep 3apaHee C eHEPUPOBAHHBIM OOLIMII K104 WIM NapoJb,
Ha OCHOBE KOTOPOTO TeHepupyeTcsl oOLMid Kimod. B 3ToM ciydae,
KaKIpaBWJIO, PeaTN3yeTCATIOIHOCThIO CHMMETPUYHAS cXxeMa -
poBaHUs, KOTopasi obecreuynmBaeT U KOH(MUIEHIMAIBHOCTb, U 1ie-
JIOCTHOCTb, U ayTeHTUYHOCTb. B paznene «McnonbzoBanue Crypto-
API 10 mns peanuzanuu cXeMbl CUMMETPUYHOTO UG pOBaHUS»
paccMOTpeH MpUMeEpP peasTu3ali TOJOOHOM CXeMbl, B TOM YUCIie U
BOMNPOC TeHepaly KiIoya U3 mapoJis.

Ecim oTmpaBUTENb M TIOJIydaTe]lb HEMMEIOTOOIIETO «CeKpeTa», TO
IUIsT obecriedeHnsT KOH(GUIEHINAILHOCTH HEOOXOAMMO MCIIOIb30-
BaTh HeCMMMETPHUYHbIE KJTIOUEBbIe cXeMbl. B 3TOM citydae, 4ToObI
MOCJIaTh Al POBaHHOE COOOIIEHNE, OTIIPABUTE JIb TOJIKEH ITOJTY-
YUTh OTKPBITHII KJTIOY KJIFOUEBOM MapbloOMeHamnosydaress. B pas-
nene «Mcnomp3oBanue CryptoAPI 10 mis peanusanuu cxeM He-
CUMMETPUYHOTO mM(poBaHNs» PACCMOTPEH TIPUMED peau3aliuu
CXeM bl IIM(PPOBAHUS C KCITOIH30BaAHIEM HECUMMETPHUIHOTO 0OMe-
Ha KJIIO4en.

J1Jia peleHust TpooIeMbl IIEIOCTHOCTH B CTydae HECUMMETPUYHOMN
KITI0YeBOii CXeMbl HEOOXOIMMO HCITOJTB30BaTh IM(PPOBYIO TTOAMKUCH.
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JIJ1s1 3TOT OTMPABUTENIO CJIEAYET TTPUMEHUTD CBOIO KITIOUEBYIO TTapy
1MbPOBOI TIONMKUCH, a Il TIPOBEPKU TIOAMMUCH OTIPABUThH CBOM
OTKPHBITHIA KJTIOY BMecTe ¢ coobieHreM. B pasnene «Mcrmonb3oBa-
Hue CryptoAPI 10 mist peamuszanmy cxeMbl IU(PPOBOIA TTOITACH»
paccMOTpPEH MpUMEpP peaar3aluy Mogo0HOI cxeMbl. MBI He cTanu
00BEAMHATH HECUMMETpUYHOE 1M poBaHUe U LIM(MPOBYIO MOAMKUCH
B OIHOM TpUMEpe M3-3a er0 TPOMO3IKOCTH, XOTSI 4acTo TpeOyeTcst
OTIPaBUTH 3alIM(pOBaHHOE COOOIIIEHNE BMeCTe ¢ 1MdpoBoii moa-
muchblo. OObENVHUTD 3TH HO3MOXKHOCTH B OIHOI MporpaMMme He-
TPYIHO, €Cc Bbl pa3bepeTech B MPUBEICHHBIX ajiee MpuMepax.

B 370i1 I71aBe MBI MOKaxkeM T PU yIeOHBIX TPUMepPa UCTIOTb30BAHMS
CryptoAPI 1.0mmst o6MeHa KpumiTorpadnIeCKUMU COOOIIEHUSIMU.
Js1 HarAsATHOCTUM BCE 3Tarbl OOMEHA COOOILEHUSMU, a TakKKe pa-
00Ta OTMPaBUTENIS U TONyJaTeNiss OObEAVHEHBI B OJHOM MPOrpaM-
Me. CooOuieHus 1ist mudpoBaHUs W TOAMKUCH TIPEICTaBIeHbI B
(aiine, 3ammbpoBaHHOE COOOILEHUE WM TOMIUCH TakKXkKe COXpa-
HS10TCH B haitne. Imu npumepul He yHUMbIEAIOM PeanbHblX YCAOBULL
nepedauu OaHHbIX 8 pacnpedeseHHblX cemsax. Umenno nosmomy 6
Kaxcooii enase Ml 0208apuaem mpebo8aHust, npuU KOMopsvix 6yoym
8bL NOJNHAMBCA YCA08US KOHPUOCHUUANHOCIU U (UAU) UeAOCIHOC-
mu u aymeHmu4HOCMU.

Ucnonb3oBaHue CryptoAPl 1.0 gna peanusauum
CXeMbl CUMMETPUYHOro wndpoBaHus

B 3TOM pasfene MBI pacCKaXeM O peaTi3allii CXeMbl CUMMETPIY-
HOTO IMW(POBAaHKS, HCHOIb3YIOMEH B KauyecTBe KITIOUYEBOrO Mare-
puana mapoyib. McXomHBIN TEKCT MporpaMMbl HaXOOUTCS B aiiie
Chapter2/CrMsgPswd/CrMsgPswd.c.

[TpoGnema reHepal KpunTorpabudecknux KIouei U3 OCMbICTICH-
Holt mHbopMauuu (TIaposisi) SIBJSIETCS BecbMa aKTyaJbHOM st
MPaKTUYECKOTO UCTIOIB30BAHUS MEXaHU3MOB KPUTITOTpadruuecKoi
3aIIUTHI,

C TouKM 3peHusT KpunTorpachnieckoro aHajam3a 3agada (popMysm-
pyetcs ciaeayromuM obpazoM. HeoOxoauMo M3 OCMBICIEHHOW WH-
¢dopmaly epeMeHHOM AJWHBI ¢ HU3KOM 3HTpOIUeid (CUJIBHO He-
PaBHOBEPOSITHBIE ITTOCIIEIOBATEIbHOCTH) TOIYYUTh OTHO3HAYHBIM
JNETEePMUHUPOBAHHBIM 00pa30oM KITIOUEBYIO TOCJIEA0BATEIbHOCTD
3aJaHHOM MIUHEL. [Ipy 3TOM HEOOXOIMMO YYMUTHIBAThH, UTO ITAPOJIh
MMeeT MepPeMEeHHYIO JJIMHY, KaK MPaBUJIO, MEHBIIYI0, YeM IJINHA
Kpunrorpadyeckoro Kiroua.
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ITaposb, BooOIIIE TOBOPSI, HE OUYEHD XOPOIIH # KITIOYEBOM MaTepHa.
YacTo B KauecTBe MapoJisi NCIIONb3YIOT 3HAYMMBbIE CJIOBA, U B 3TOM
cJTydae OH GoJiee MJTM MeHee XOPOIIIO TTOIaeTCsl CIOBAPHOI aTake —
riepebopy BCeX OCMBICTIEHHBIX TT-OYKBCHHBIX coueTaHuil. Kak mpa-
BUJIO, TIepe6Op TI0 Pa3TUYHBIM CIIOBAPSIM UMEET TPYITOEMKOCTD TT0-
psanka FO'— fianemMeHTapHBIX omMepaluii TUIA «ONpoboBaHKe Of-
Horo maposs*. CremoBaTelbHO, MEXaHW3M TeHepalMH KIToda U3
TapoJIsl JOJDKeH 3aHMMATh JUTUTEIbHOE BpeMsT — B 9TOM cJlydae ofl-
HOKpaTHas reHepalusl Koya U3 1mapois, TpoBOANMAsT JIeTaJTbHbIM
OJTb30BaTEIeM, 3aHUMAET XOTs JJTUTEIbHOe, HO MPaKTUIECKH He-
3aMeTHOe IS TTOJTb30BaTellsl BpeMs, a Tepedop yKa3aHHOTO 4Kciia
TapoJIbHBIX KOMOWHALIMN TIO CJIOBapIO BBIXOAUT 3a PaMKH pealib-
HOTO BPEMEHH.

Ecmu mpenmnonaraemast MOITHOCTD ciioBapst N. , TpeOyemoe BpeMst
COXPaHHOCTH KJTIOYa, TOMY4eHHOTO 13 mapond. — T, To Bpems t,,
HEoOXOMMMOe Ha TeHEepalvio KIoya M3 Taposisd, pacCUMThIBAETCS
o ¢opmyiie

t,=2T/(N.)

Ipenmnonaraercsi, 4to mepedbop B CpemHeM TPOVICXOINT IO TOTOBH-
HbI cioBapsi. Takum obpasom, e, i T = 30 cytok = 2 6* 10°cexyHz,
aNT = 10", 10 t) coctaBuT 5,2 ceKyHnbl. Ilpu 3TOM nenaercs mpen-
TOJIOKEHWE, YTO Tapojib 00s3aTeIbHO HaiimeTcsl B cioBape (3To
OOBSICHSIET TTAPATOKC, 3aKTIOYAIOIITUIICS BTOM, UTO TIPU MaJIOM CJIO-
Bape pacTeT BeJIMYMHA t, — nepebop Mo MaloMy CJI0Bapio MPOKC-
XOIUT OBICTPO, HO TPY 3TOM TIOHMKAETCST BEPOSITHOCTD MPUCYTCTBUS
B HEM MCKOMOTO TTapoJist).

OnHako, 1axe ey MPUMEHSIETCSIXaOTUIHBII HAOOp CMBOJIOB, BCE
PaBHO KOJIMUYECTBO TIEYaTHBIX CHMBOJIOB KpaliHe OrpaHU4eHOo W He
MTO3BOJISIET TOOUTHCSI BBICOKOW CTENeHM CTOMKOCTM Ha pa3yMHOM
IJIMHE apoJis. Pazymeemcsi, ecau 8bicoKas cmoikocms uu@posa-
HUSL UHGOPpMAYUU 51615€MCs ON51 8AC ONPEOeNsIOWell, Mo 6Mecmo
napoas Heo6xo0uMo UCN0Ab308aAMb CAYHALIHYI0 OUHAPHYIO NOCAed0-
8amenbHOCMb OAUHbBL, PAGHYIO ONUHE UCHOAB3YEMO20 KAI0UA WUUPPO-
eanus. Ee moxcno ceenepuposamo nocpedcmeom ¢hynxuyuu CryptGen-
Random uau 63amo ¢ dpyzoeo docmynnoeo éam damuuka cay4aii-
Hoix yucen (JCH).

Tak Kak ke CreHepupoBaTh KoY MUOPOBAHUS U3 TIAPOJIs, YTOOBI
MaKCUMaJIbHO 3aTPYTHUTH BO3MOXKHOMY 3JIOYMBIIIICHHUKY 3a1a-
qy nemmdpoBaHusa? CriocoObl reHepalluy KIo4a 13 Mapojsl Moa-
pobHo paccMoTpeHsI B [35]. MEI 1ie Oynmem 3mech nyOamMpoBaTh Ma-
TepHUaJIbl 3TOr0 UICTOYHMKA, a MEPEIHCIIIM JIHIIIb OCHOBHBIC MOMCH-
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Thbl, HA OCHOBE KOTODBIX peayin3oBaHa (HyHKIMSI TeHepaluyd B Ha-
LIE mporpamme.

WTaK, ncrosb30BaHKe MapoJis HAMIPSIMYIO B KaYeCcTBe KITFoUa 10 YKe
YIOMSIHYTBIM TIPMYMHAM HeBO3MOXHO. CrienoBaresibHO, HEOOXOIM-
MO TIpUMEHEHHE Pa3METHHAIOIICTO Pe0Opa3oBaHusl, OTOOpaKal-
1IIEro KOMITaKTHYIO 00JIacTh TMapoJjiell B pacnpee/ieHHYI0 00/1acTb
NpPOCTpaHcTBa Kitoueit. Tak, «OJIM3KUe» Mapoin «<MOPC» U «MOpe»
JOJDKHBI OTOOpaXKaThesl B «IalekKue™- KITIOUM BO M30eXaHWs TpU-
MEHEeHUSI MeToNoB MuddepeHINaTbHOTO KpUNToaHaIU3a (MCTOb-
3yIOILIETO 3HAHWSI O TOM, YTO IIMGPTCKCTHI a1 poBaHbl Ha O3~
KYX Kimovax). Haumydimm KaHaIuaaToM Ha pa3velMBaromiye mpe-
o0pa3oBanmsi, OTOOpaXKAIOIIMEe TEKCT MPOU3BOJIBHOMN IJTMHBI B BEK-
TOpbl (DMKCUPOBAHHOM JUIMHBI, SBJISIOTCS Xell-(pyHKuuu. B Kaue-
cTBe 0a30BBIX (DYHKIIMiII TIpU IMpeoOpa3oBaHUM KITIOYa HCITOJNB3Y-
10TCS pa3InyHble aropuT™MBI xetl-pyHkuuii (MD2, MDS5, SHA-1,
HMAC-SHA-1). KpomeToro, mmeercsi HECKOJIBKO CIOCOOOB YITyd-
IIEHUST KAaYeCTBa cXeM Wu@pposanus, 0CHOBAHHbIX Ha napoe (pass-
word-based encryption).

[TepBoIit ciocod — BBemeHne mModuguxamopa Karoua (salt). Dro
cydaiiHasi OWHapHasi TIOC/IeNOBaTeIbHOCTh, KOTOpas <«3aMelMBa-
eTca» B (DYHKIIMIO Mpeodpa3oBanus BMeCTe ¢ MapoyieM. BBeneHue
MoaM(pHKaTOpa KiToya YCIOXKHSET CJIOBAPHYIO aTaKy, OCHOBAHHYIO
Ha Tepebope 3apaHee BHIYMCIEHHBIX XelI-(QYHKIMIA OT (GUKCHPO-
BaHHOTO Habopa maposieit (rmoapo6Ho o 6 3toM B [24]). OnHako, eciau
IOYMBIIUIEHHHK 00.J1a1aCTHEOOXOAUMBIMUBBIYMCITUTETbHBIMUPE-
cypcamMu, TO OH MOXET MPOHECTH CIIOBAPHYIO aTaky W 0e3 TpeBbi-
YKCNIEHHBTX XeI-(PYHKIINIA, TOCKOIbKY MOIU(MUKATOP KITIOYa SIB-
JIIETCST OTKPBITOM MHbopMalueil. Vcnonb3oBaHus TOJTBKO MOIU-
(rkaTopa Kmodya B 3TOM CJlydaec HeAOCTaToyHo. B HacTosinee Bpe-
M MUHUMaJbHasl peKOMeHAyeMasl IJIMHa MoarduKaTopa Kioda
cocTaBisieT 8 GailT.

Bropoii criocod - BBeneHUe cuemuuka umepayuii (iteration count).
CdeTyuK UTepaluii — 3T0 TO KOJMYECTBO pa3, KOTOPOE MOJDKHA
TTOBTOPUTHCS (DYHKIIUS MPeoOpa3oBa iH's, yJacTBYIOIIasi B TeHepa-
i Kimoda. PekoMeHayemMoe 3HaYeHNe cueTYrKa UTepaluii — He
meHee 1000. Takoe KOIMYECTBO UTEpALIiA MPAKTUYECKU HE CKaXKeTCsl
Ha CKOPOCTY BBIYMCJIEHUI [IJIST JIETAJIbHBIX TI0JIb30BaTesieil, OMHAKO
3JIOYMBIIIUIEHHUKY TIpU Tiepebope MmapoJieil, moTpedyroTcsl OrpoM-
Hble BEIYUCINTEIbHEIC MOITHOCTH.

Dynkyus eenepayuu kawoua uz napoas (password-based key deri-
vation function) CryptPBKD Function,ucnoaszyemas B HpOTpaM-
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Me, MoKas3aHa, B JuctuHre 2-4. Ilpolemypa He sIBIsieTCsl peanusa-
nueit ¢pyskumii PBKDF1 wim PBKDF2, omucannbixs [351.anuinb
MOKA3bIBAET TIPOCTEHMIIINIT BApMAHT MCHOIB30HANMS BCEX TEpPEeYrC-
JIEHHBIX criocoboB ¢ nomouibio ¢pyHkiuii CryptoAPI 10.

Juctuur 2-4. Teket npouepypbl CryplPBKDFunction

// CM.  KoMMmeHTapuit 1

BOOL

CryptPBKDFunction (
HCRYPTPROV hCryptProv,
ALG_ID aiCryptAlg,
DWORD dwKeyFlags,
HCHYPTKEY «phPBKey,
PDATA_BLOB  pPassword,
PDATA_BLOB pSalt,
ALG_IDaiHashAlg,
3D/\():D dwHashCount

BOOL Result=TRUE;

HCRYPTHASH ~ hHash=0;

DAORD dwDataLen=0, dwCount=0;

DMORD  dwKeylLen=0;

DATA BLOB HashVal={0,NULL}, IV={0,NULL};

// Co3maeM 00BEKT Xell-(YHKIMK

if {!CryptCreateHash(hCryptProv,aiHashAlg,0,0,&hHash)) <
printf("Error:

CryptCreateHash=0OxJEX.\n",GetLastError());

Result=FALSE;
goto  ReleaseResource;

// (X KxomMeHTapmii 2
// Ecm Momidukatop KIloya OTCYTCTBYET, TO BbIpabarhlBagM €ro
if (!pSalt->pbData) {
// BoimenseM mamsATh 11 MoIM(MKATOpa KJI04a
pSalt->pbData=LocalAlloc(LMEM_ZEROINIT,
pSalt->cbData);
if (!pSalt->pbData) {
printf("Error: Out of memory. \n");
Result=FALSE;
goto ReleaseResource;
}
// TeHepupyem ciydaiiHoe 3HaueHHMEe MOIMGbMKATOpA KIHOua
if  (CryptGenRandom(hCryptProv,pSalt->cbData,
pSalt->pbData)} {
printf("Error:

(cm. cned, cmp.)
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CryptGenRandom=0xKX. \n", GetLastError());
Result=FALSE;
goto ReleaseResource;

// CM. KOMMeHTapwmit 3
// XeuypyeM 3HauYeHVE Mapoyst
if  (!CryptHashData (hHash,pPassword->pbData,
pPassword->cbData,0)} {
printf ("Error:
C ryptHashData=0x)IX. \n". Get Last Error());
Result=FALSE;
goto  ReleaseResource;
\
IT CvM. xKOMMeHTapwit 4
// UMK XemmpoBaHMS MOEMOMEKATOpA KiINYa
for (dwCount=1; dwCount <= dwHashCount; dwCount-m- }
// XemypyeMm MOmMOMKATOD KJoya
if (ICryptHashData(hHash,pSalt->pbData,
pSalt->cbData,0)) {
printf ("Error:
CryptHashData=0xKX.\n",GetLastError());
Result=FALSE;
goto ReleaseResource;
>

\
II CM. KOMMEHTapumii 5

// Ha ocHOBaHyM Xem-QyHKI BHpabaThHBaeM KIOY

if (! CryptDeriveKey(hCryptProv,aiCryptalg,
hHash.dwKeyFlags.phPBKey)) {
printf("Error:

CryptDeriveKey=0x?!X.\n",GetLastError());

Result=FALSE;
goto ReleaseResource;

I
// CM. KOMMeHTapwmii 6
// TomydaeM pasMep KIoya
dwDataLen=sizeof (DWORD) ;
if (! CryptGetKeyParam(*phPBKey,KP.KEYLEN,
(PBYTE) &dwKeyLen, &dwDataLen,0)) {
printf ("Error:
CryptGetKeyParam=0xS;X. \n", GetLastErrorC));
Result=FALSE;
goto ReleaseResource;

I
dwKeyLen »= 3;

(cm.caeo, cmp.)
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// Tlomyyaem pa3mep 3HayeHWsS Xell-(DYHKIMH
if  (!CryptGetHashParam(hHash,HP_HASHVAL,HashVal. pbData,
iHashVal.cbData.O» {
printf("Error:
CryptGetHashParam=0xXX.\n",GetLastError());
Result=FALSE;
goto ReleaseResource;
il
if (dwKeyLen< HashVal.cbData) {
// CM. xoMMeHTapwmit 7
// BupenseM IaMsTb Ui 3HAUEHMS Xel-QyHKINM
HashVal.pbData=LocalAlloc (LHEM_ZEROINIT,
HashVal.cbData) ;
if (!Hashval.pbData) {
printf ("Error: Out of memory. \n");
Result=FALSE;
goto ReleaseResource;
}
// TonydaeMm 3HadeHMe xel-OyHKLINU
if  (!CryptGetHashParam(
hHash,
HP_HASHVAL,
Hashval.pbData,
AHashVal.cbData,
0» {
printf ("Error:
CryptGetHashParam=0xXX. \n", GetLastError());
Result=FALSE;
goto ReleaseResource;
}
// Tonysaem pa3mep O6roka LUMDPOBAHIS
dwDataLen=sizeof (DWORD);
if  (!CryptGetKeyParam(
«phPBKey,
KP_BLOCKLEN,
(PBYTE)SIV.cbData,
&dwDatalen,
0)){
printf("Error:
CryptGetKeyParam=0x!(X.\n",GetLastError());
Result=FALSE;
goto ReleaseResource;

}
IV.cbData »= 3;
// BuOenseM NaMsITh O CUHXPOIOCHUIKM
IV.pbData=LocalAlloc{ LMEH ZEROINIT, IV. cbData);
(cM. ceg, CTD.
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if (HV.pbData) ({
printf("Error: Out of memory.\n")i
Result=FALSE;
goto Releaseflesource;

>

// Konvpyem 3HayeHve CUMHXPOMOCHLINKN

CopyMemoryC
IV.pbData,
HashVal.pbData+dwKeyLen,
(HashVal.cbData >= (dwKeyLen+lV.cbData)) ?

IV.cbData : (dwKeyLen+IV.cbData)-
HashVal.cbData);

// YcTaHaBnMBaemM CUHXPOMOCHLISIKY

dwDatal en=sizeof(DWORD);

if (!CryptSetKeyParam(*phPBKey,KP_IV, IV.pbData, 0}) {
printfC'Error:

CryptGetKeyParam=0x!iX.\n",GetLastError());

Result=FALSE;
goto ReleaseResource;

|

}
ReleaseResource:

// OcBoGOXOAEM  BbiOENEHHbIE  PECYPChI

return Result;
}

Tenepb MPOKOMMEHTHPYEM MMOKAa3aHHBIN (hparMeHT.

1. Tlapamerpel pynkuuu CryptPBKDFunction:
hCryptProv
| in | JecKpunrTop KpUIITONpOBaiinepa.
aiCryptAlg
fin] Unentuduxarop ajroputMma, reHepMpyeMoro Kioua,
om Key Flags

fin] HaGop ¢uiaroB, vcrnojib3yeMbIX MpM TeHepaluy KiIroya.
®naru nepepaiorcst B pyHkuuio CryptDeriveKey(cm. Tlpuno-
XeHue 2).
phPBKey

[in/out] VYkasarenp Ha geckpunrop Kioda. Yepes 3TOT ykasa-
TeJib (DyHKLMST BO3Bpa LIAET JE€CKPUIITOP, CreHEPUPOBAHHOIO
KJTIoYa.

i

pPassward
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[in] VYxazarenr Ha ctpyktypy PDATA BLOB, conmep:xariyo
yKasaTeJib napoiib (pPassword->pbData) u ero pasmep (pPass-
word->cbData).

pSalt

[in/out] VYkazarenr Ha ctpykTypy PDATA_BLOB. conepxa-
11Iy10 yKazareJib Ha Moaudukatop Kioua (pSalt- >pbData)u ero
pasmep (pSalt- >ch Data). Ynen cmpykmypoipb Data,MoxeT ObITb
paBHBIM NULL. Torma ¢yHKIMs caMma TeHepHpyeT ClIydaifHoe
3HaueHUe MoAuGUKaTopa KiToya W BO3BpamiaeT yKasaTelb B
pSalt->pbData.

aiHashAlg

fmj Unentudukarop anroput™a xeui-QyHKIUU, HCIIONb3ye-
MOii B (OYHKIIMU TeHepaluy Kioyva.

dwHashCount

[in] 3HaueHue cyeTuMKa UTEpaLMil, UCTIONB3YEeMOTO B (pyHK-
1IUY TeHepalyy KToya.

[Tpu ycrienmHoM 3aBepmiennn GyHK1MsT Bospainaer TRUE, B
MPOTUBHOM ciydae BosBpatiaercss FALSE. Ecnmu BosBpariiaer-
cs1 BemmanmHa FALSE, cooTBeTCTBYOIIMIA KOI OITMOKU MOXKET
ObITh TTONy4YeH uepe3 ¢byHK1UIO GetLastError.

2. Tlepen TeM Kak HayaTh XeIIMPOBAHKE C TIOMOLIBIO CO3NAHHOTO
o0beKTa Xel-byHKIMY, TIPpOBepsieM yKas3artesb Tla MoanbuKa-
Top Kimoua. Ecim ykaszatenb HyseBoif, TO BbluesieM MamsITh,
pasMepapSalt->cbData. 3arem ucnionbdyeM dyHkuuwo Crypt-
GenRandomod s reHepalMy CIy4yallHOW MOC/IENOBaTEIbHOCTH.

3. Cxavana xemmpyem Gydep, comepxKaluii 3HaYeHUe MapoJis.

3aTteM B TOM Xe 00beKTe XelI-(DyHKIMH XelpyeM Oydep, co-
JepXalvii 3HaveHwe Moaudukaropa kmoda. [Ipumem xemm-
poBaHue MoamdurKaTopa Kioya UMEHHO TeM TpeoOpa3oBaHM-
€M, KOTOpOe MOBTOPSIETCSI B COOTBETCTBUM CO 3HAUEHMEM CUET-
yyKa uTepalnii. B HalleM ciiydae cueTyMK UTepalnii — 310 ra-
pametp dwHashCount. TloaToMy TOBTOpSIEM XELIMPOBAHUE Oy-
gepapSalt- >pbData dwHashCount emie pas.

5. Jlns momydeHMs KmoYa Ha OCHOBAHUM Xell-(OyHKIIMN VCIIOJb-
3yeM Tipouienypy CryptDeriveKey. ATTopuTM HOBOTO KJTIOYa
onpezaensiercss napametrpoM aiCryptAlg,a JUiHa Kioya cTap-
1M cJIOBoM Ttapametpa dwKey Flags,

6. Kpunronposaitnepsl Microsoft mpy MONydeHUN KITIOYa U3 Xelll-
GYHKIMU B KayecTBe KIoYa JUIMHBI N OUT UCTIONB3YIOT Tep-
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Bble N OUT OT 3HaYeHUs Xell-QyHKIuU. [1oaToMy 3amanum oc-
FABLIECCH 3aateiie xoin -(YHKIMM B KQUECTBE CUHXPOITOCHLI-
KM K Kimody. JIJIsi 3Toro mojiyduM U CpaBHUM JUTMHBI KITIOYa U
Xelll-(DYHKIIH.

7. Ecim Ha K104 MCIOJIb30BAaHO HE BCE 3HAYEHHE XCH_I-(I)YHKIII/II/I,
TO yCTaHABJIMBAacM OCTaBIIMECA OMTBI Xell -(byHK]_[I/II/I B Ka4y€CTBC
CHUHXPOIIOCBLIIKH,

Ha ocHoBaHuYM paccMoTpeHHOii HaMy (DYHKIIMM TIOJYYeHUST KITtoua
U pealn3oBaHa MporpaMma odMeHa KpUINTorpahuyecKuMHU COo0-
IIEHUsIMU, C UCTIOb30BaHMeM mapoiisd. [IporpamMa rmokasaHa B
suctuHre 2-5. Tlaponb, KOTOPBI UCTIONB3YIOT OTIIPABUTENb U T10-
Jydyatenb, onpeneneH KoHcrtaHToii CRYPT PASSWORD. /s
obecrieyeHrs LEJNOCTHOCTM M ayTeHTUYHOCTU pPACCUMTHIBAEM 10
anroputMaM CBC-MAC mwm HMAC cekpeTHBIH Xelll 1 BKITIOYaeM
B Kpunrorpaduueckoe coodiieHune. Kimou mjsi ceKpeTHOU Xell-
(yHKIIMM TakKe TeHepUpyeTcsl U3 Maposis C UCTOIb30BaHUEM (hyH-
xuuu  CryptPBKDFunction./[1a TIpOCTOTbI CUYMTaeM, 4YTO Yy4acT-
HUKU OOMEeHa 3apaHee YCIOBWJIMCH 000 BCeX KPUMTOrpadudecKux
rapaMeTpax U B COOOIIEHUE BKIJIIOYAIOTCSI TOJBKO MOIUGUKATOD
KJTIoYa M CYETYMK UTepallnii JUTsl Kimoda G poBaHUs U KITi04a CeK-
peTHolXen-(PyHKIUN.

B 3TOM U1 Beex OCTaTBHBIX IIpUMepax sl paboThl ¢ GJOKaMU TaH-
HBIX IIMPOKO wucnonb3yercsa crpykrypa DATA BLOB (cm. daiin
WinCrypt.h). OHa comepXuT yKazaTelb Ha OJOK JAHHBIX THIIA
PBYTE (4neH crpyktypbl/?60a/.i1) 1 pasMep maHHbIX Thra DWORD
(aneH cTpykTypbl cbData), TO3TOMY ee OYeHb YIOOHO WCIIONb30-
Bath U XpaHEHUST M MaHUMYJIALUKU Oydepamul TaHHBIX ¢ HePUK-
CUPOBaHHBIM pa3MepoM. [IIsT coxpaHeHUsT B (aiiie ¥ CYUTHIBAHUS
n3 (aitma ctpykryp DATA BLOB B mporpaMmax HCITOJIB3YIOTCS
dyukuuu WriteFile Blobu ReadFile Blob. Ony TpuHUMAIOT B Ka-
YecTBe MapaMeTPOB yKasaTellb Ha (haill M yKa3aTelb Ha CTPYKTYpY.

Jucturr 2-5. Tekct nporpammbl CrMsgPswd

L Cm. kommeHTapuin 1

// OnpeneneHve nmeHn 1 Tuna paboyero nposangepa

ttdefine  PROVJAME MS_DEF_PROV

«define PROVJTYPE PROV_RSA_FULL

// OnpeneneHve anropuTMOB, MCMNOMb3YEMbIX MPU MOAYYEHUN KITIOHA
// w3 napong

«define KDF HASHALG CALG.SHA
«define KDF_SALT_LEN 12
«define KDF_HASH_COUNT 1000

(cm. cned, cmp.)
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// Omnperernenyie anTOPUTMOB MNOPOBAHNUS M CEKPETHOTO Xella

«define CRYPT.ALG CALG_RC2

«define CRYPT CIPHER_HODE CRYPT_HODE_CFB
«define BLOCK_SIZE 160

«define BUFFER_SIZE (BLOCK_SI2E+16)
«define MAC.ALG CALG.HMAC

«define HHAC_HASH ALG CALG.MD5

// Onpenernenve mMHE Kioda mudpoBaHus M raros
«define CHYPT KEY LEN 56

«define CRYPT HC2_EFFECTIVE_LEN CRYPT KEY LEN
«define CRYPT KEY.FLAGS 0

// Onpenelienne CTPOKM UIsi IIMMPOBAHUSI U CTPOKM TapoJist
fidefine CRYPT_MBG "The data that is to be

encrypted and MAC'ed.”
ttdefine CRYPI_PASSWORD L"Test password"
Il OnpepesieHUue MMEH MCIIOJb3yeMbIX (aiiioB
«define ORIGINATOR_PLAINTEXT FILE "Plaintext.org"
«define CIPHERTEXT_FILE "Ciphertext.msg”
«define RECIPIENT_PLAINTEXT FILE "Plaintext, rep"
void tmain(void) {

BOOL Result=TRUE;

FILE shOriginator=NULL, +hCipher=NULL,
*hRecipient=NULL;

DWORD Final=0;

fpos_t fSavePos=0, fSetPos=0;

DATA BLOB OriginatorHsg={strlen((char*)CRYPT_MSG}+1,
(PBYTE)CRYPT_MSG};

DATA.BLOB Password={wcslen((wchar_t*)CRYPT_PASSWORD)+2,
(PBYTE)CRYPT_PASSWOROY};

DATA BLOB Salt={KDF_SALT_LEN, NULL};

DATA BLOB MACVal=<0,NULL};

DATA.BLOBMACValChecked={0,NULL}; HMAC_INFO HMACInfO=

{HHAC_HASH_ALG,NULL, 0, NULL, 0};
ALG_IDaiKDFHashAlg=KDF_HASH,A G;

DWORD dwKDFHashCount=KDF_HASH_CQUNT;

DWORD dwCipherMode=CRYPT CIPHER_MODE;

DWORD cfwEffectiveLen=CRYPT RC2_EFFECTIVE_ LEN;
DWORD dwDataLen=0;

DWORD LONG dwlEncryptDatalLen=0, dwlfleadDatalen=0;
HCRYPTPROV hCryptProv=0;

HCRYPTHASH hHash=0, hMAC=0;

HCRYPTKEY hCryptKey=0, hMACKey=0;

DWORD dwKeyFlags=(CRYPT_KEY LEN « 16) |
CRYPT_KEY_FLAGS;

BYTE pbBuffer [BUFFEH_SIZE];

DWORD dwCount ;

(cM. creg, CcTp.



78

MpuknagHasa kpuntorpadus

/] TepBuit 3Tamn

// OTmpaBuUTeNnb Ha OCHOBAHMM [ApPOJS BHPAOATHBAET KIIOUM

// mmdpoBaHMS M ayTeHTVOVKAIWy ¥ OTHPABIAET 3alMOPOBAHHOE
// coobmeHne C @YTEHTUOUUUPYOWMM XeleM [OJyYaTeln

/] Cu.

KOMMEHTapWil 2

// OTKpeBaeM ¢aill C OTKPHTEM TEKCTOM OTIPABUTEINS

if

L

((hOriginator=fopen (ORIGINATOR_PLAINTEXT FILE,
‘rb"))==NULL) {
£ ((hOri ginator=fopen(ORIGINATOR_PLAINTEXT_FILE,
"wb'1) )-NULL) {
p rintf{ "Erron Opening Sis
file.\n",ORIGINATOR_PLAINTEXT_FILE);
Result=FALSE;
goto FirstPhaseReleaseResource;

}
fwrite(OriginatorMsg.pbData, OriginaterMsg.cbData, 1,
hOriginator) ;
if (ferror(hOriginator)) {
printf("Error: Writing data to file.\n");
Result=FALSE;
goto FirstPhaseReleaseResource;
}
fclose(hOriginator), hOriginator=0;
if C(hOriginator=fopen(ORIGINATOR_PLAINTEXT FILE,
"rb"))==NULL) {
printf("Error: Opening Ks
filB.\n",ORIGINATOR_PLAINTEXT_FILE);
Result=FALSE;
goto FirstPhaseReleaseResource;

1
f

// OTkpbiBaeM aitn ana 3anucu wmdprekcTa
if((hCipher=fOpen(CrPHERTEXT_FILE, -wb"»==NULL) {

)

printf<"Error: Opening <:s file.\n" GCIPHERATEXT_FILE);
Result=FALSE;
goto  FirstPhaseReleaseResource;

// OTIKpbBaeM JIECKPUIITOP KITIOUYEBOTO KOHTEWHepa OTIpaBUTENsI

if

(! CryptAcquireContext(
&HCryptProv,NULL,PROV.NAHE, PROV_TYPE,
CRYPT_VERIFYCONTEXT)) {
printf("Erro r: CryptAcqui reContext=0OxXX.\n",
GetLastErrorO);
Ftesult—=FALSE;
goto FirstPhaseReleaseResource;

(CM.I,'ied. cTp.)
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// CM. KoMMeHTapuii 3
// Ha ocHoBaHMM MapoJisi M JOTOJTHUTEIBHBIX MapaMeTpoB
// cosmaeM Kmod HI(poBaHUs
if  (!CryptPBKDFunction(
hCryptProv,
CRYPT_ALG,
dwKeyFlags,
ShCryptKey,
&Password,
&Salt,
aiKDFHashAlg,
dwKDFHashCount)) {
Result=FALSE;
goto FirstPhaseReleaseResource;

// CM. xomMmeHTapuii 4
// YcraHnaBnuBaeMm 3bdeKkTUBHYI0 IJIUHY s kmoda RQ
if (CRYPT == CALG RC2 {
if (!CryptSetKeyParam(
hCryptKey,KP_EFFECTIVE_KEYLEN,
(PBYTE)&dwEffectiveLen,0)) {
printf("Error: CryptSetKeyParam=0xU.\n",
GetlLastErrorO);
Result=FALSE;
goto FirstPhaseReleaseResource;
}
I
// YcraHaBnuBaeM pexuM IMdpoBaHUsl Kmova MbpoBaHUS
// coOLIeHUsT
if (ICryptSetKeyParanKhCryptKey. KP,ODE,
(PBYTE)&dwCipherMode,0)) {
printfC"Error: CryptSetKeyParam=0xXX.\n",
GetLastErrorO);
Result=FALSE;
goto FirstPhaseReleaseResource;
}
'/ CM, xoMMeHTapuii 5
// CoxpansieMm B (paitie 3HaueHHe MomurKaTopa KIoua
// I Kmoda 1mgpoBaHyst
if ('WriteFileBlob(hCipher,&Salt)) {
printf("Error: Writing data to file,\n");
Result=FALSE;
goto FirstPhaseReleaseResource;

/

jI CoxpaHsieM B oOaie 3HadYeHMe CUeTYMKa xell-QyHKINI

(cM. crren, CTp.
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// Ana wmoda wmdposanmus
fwrite(&dwKDFHashCount,1,5izeof(DWORD), hCipher);
if (ferror(hCipher)) {
printf("Error: Writing data to file.\n");
Result=FALSE;
goto FirstPhaseReleaseResource;
>
LocalFree(Salt.pbData); Salt.pbData=NULL;
// CM. KOMMeHTapuii 6
// Ha ocHOBaHMM MapoJjsi U JOMOJHUTENbHBIX MapamMeTpoB
// co3maeM KIO4 CEKPETHOTO Xellla
if  (!CryptPBKDFunction(
hCryptProv,
CRYPT_AG,
dwKeyFlags,
ShMACKey,
&Password,
&Salt,
aiKDFHashAlg,
dwKDFHashCount)) {
Result=FALSE;
goto FirstPhaseReleaseResource;

// CMm. KommeHTapuin 7
// BbIpabaTbiBacM CEKpeTHBIA Xelll
// Cosmgem o6bekT xew-dpyHkuvn ns anroputmMa MAC ALG
if  (!CryptCreateHash(hCryptProv, MACALG,
hMACKey, 0,&hMAC)) {
printf( "Error: CryptCreateHash=0x*X.\n",
GetLastError0Q);
Result=FALSE;
goto  FirstPhaseReleaseResource;
P2
if (MAC.ALG == CALG_HHAC) {
LlYcTtaHaBnuBaem napameTpbl anroputma HVIAC
if  (!CryptSetHashParam(hMAC,HP_HHAC.INFO,
(PBYTE)&HMACInfo,0)) {
printf("Error: CryptSetHashParam=0x!IX.\n",
GetLastErrorO);
Result=FALSE;
goto  FirstPhaseReleaseResource;

}
1l CoxpaHsieM TIO3WLIMIO B chaiifie Ui 3amMCH JTMHBI
// 3anmdbpoBaHHBIX JaHHBIX
fgetpos(hCipher, SfSavePos);
(cm, caed, cmp.)
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if (ferror(hOriginator)) {
printf("Error: Get file position.\n");
Result=FALSE;
goto  FirstPhaseReleaseResource;
>
// VcTaHaBmMBaeM MO3MIMGD B Qaiile OIS 3amicu
//  3aImMQPOBAHHEX NAHHHX
fseek (hCipher,sizeof (DWORDLONG), SEEK_CUR);
if (ferror(hCipher)} {
printf("Error: Set file position.\n");
Result=FALSE;
goto FirstPhaseReleaseResource;

IT CM. KOMMeHTapwmit 8
// 3auudpoBEBaeM IaHHHe 13 Galtna OTIPaBUTENsS
do {
// UnTaem u3 Qaina OTHPaBUTENS IaHHEE Da3MepoM
// BLOCK_SI2E baitT
dwCount = fread(pbBuffer, 1, BLOCKSIZE,
hOriginator) ;
if(ferror(hOriginator)) {
printf("Error: Reading data from file.\n");
Result=FALSE;
goto  FirstPhaseReleaseResource;
1
Final=feof(hOriginator);
// 3aumdpoBbiBacM JaHHbIC M PACCUMTHIBACM 3HauYeHUE
// CEKPETHOIO  Xellia
if (I CryptEncryptC
HCryptKey,
VVIAC,
Final,
O’
pbBuffer,
SdwCount,
BUFFER.SIZE)) {
printff"Error:  CryptEncrypt=0xXX.\n",
GetLastErrorO);
Result=FALSE;
goto  FirstPhaseReleaseResource;

/
1] 3anuceiBaeM 3anmppoBaHHbEe NaHHBIE B (hailn
fwrite(pbBuffer, 1, dwCount, hCipher);
if(ferror(hCipher)) {
printf ("Error: Writing data to file.\n");
Result=FALSE;
(CM. cneg, cTp.)
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goto Fi rstPhasefieleaseResource;
I
dwlEncryptDataLen+=dwCount;
) while(!Final);

// Cu. xomvenTapwmi 9
// 3BampamvBaeM pa3Mep BHAYEHMA Xel-OyHKINm
if  (!CryptGetHashParain(hMAC,HP ASHVAL,NULL,

SMACVal.CbData,0)) {

printf("Error: CryptGetHashParam=0xXX.\n",
GetLastError0);

Result=FALSE;

goto FirstPhaseReleaseResource;

// BHIenseM MaMaATb OIS 3HauYeHus xem-QyHKIMM
HACVal. pbData=LocalAlloc (LMEM_ZEROINIT,6HACVal.cbData);
if (IMACVal.pbOata) {

printf ("Error: Out of memory.\n"};
Result=FALSE;

goto FirstPhaseReleaseResource;

// 3ampamvBaeM 3HauyeHMe Xxem-QyHKIIm

if (I CryptGetHashParam(hMAC,HP_HASHVAL, MACVal.pbData,
&MACVal.cbData,0))

printf ("Error: CryptGetHashParam=0x!fX.\n",
GetLastError0) ;

Result=FALSE;

goto FirstPhaseReleaseResource;

// CoxpanseM B Qaille 3Ha4YeHMe MOEMOMEKATOPA KIoua
// NS CEeKpeTHOTO Xella
if ("WriteFileBlob(hCipher,&Salt)) {
printf ("Error: Writing data to file.\n");
Result=FALSE;
goto FirstPhaseReleaseResource;

// CoxpauseM B Oalle 3HAyeHMe CyUeTdyKa Xel-(QyHKI
// IONs CEeKpeTHOTO Xela
fwrite (&dwKDFHashCount, 1, sizeof<DWORD), hCipher);
if (ferror(hCipher)) {

printf ("Error: Writing data to file.\n");

Result=FALSE;

goto FirstPhaseReleaseResource;
Il CoxpansieM B (aiie 3Hau€HME CEKPETHOIO Xellla
if  ('WriteFileBlob(hCipher.& MACVal)) {

printf( "Error. Writing data to file.\n");

(cm. caed, cmp.)
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!l
Fi

Result=FALSE;
goto FirstPhaseReleaseResource;

1
!

// YcraHaBiuBaeM TMO3WLIMIO B ailie Uit COXpaHeHUs
// nnuHbL 3ami(pPOBAHHBIX JaHHBIX
fsetpos(hCipher, SfSavePos);
if (ferror(nCipher)) {
printf("Error: Set file position. \n">;
Result=FALSE;
goto  FirstPhaseReleaseResource;
1
// CoxpansieM B daitie 1IrHY 3anbpoBaHHbIX JaHHBIX
fwriteC&dwlEncryptDataLen, 1, sizeof( DWORDLONG),
hCipher);
if (ferror(hCipher)) {
printf ("Error: Writing data to file \n");
Result=FALSE;
goto FirstPhaseReleaseResource;

Cm, xommenTapuit 10

rstPhaseReleaseResou rce:

// OcBoboXZaeM OTKDHTHE Ha I[IEDPBOM 3Talle DEeCYDPCH
// u ObHyTdeM NepeMeHHHe

if (IResult) return;

Bropoit artan

[Monyyateslb Ha OCHOBAHMU MapoJisi  BbIpAOATHIBACT — KITIOYU

mubpoBaHUss W ayTeHTH(MKAUMHM, 3alIM(bpPOBLIBACT

coo0llieHre U MPOBEPSIET €ro IeJ0CTHOCTh

CM. kommeHTapmii 11

// OrtkpbiBaeM aitn ¢ nmpprekcroMm

if «hCipher=fopen(CIPHERTEXT_FILE, "rt"))==NULL) {
printf("Error: Opening Xs file.\n",CIPHERTEXT_FILE);
Result=FALSE;
goto SecondPhaseReleaseResource;

// OTtkpbiBaeM ail Ajsi 3aMMCH OTKPBITOrO TEKCTa IMOJydaTesst
if  ((hRecipient=fopen(RECIPIENT_PLAINTEXT_FILE,
"wb"))==NULL) <
printf("Error: Opening Xs file.\n",
RECIPIENT_PLAINTEXT_FILE>;
Result=FALSE;
goto SecondPhaseReleassResou rce;

// OTKpHBaeM IECKPUIITODP KIOYEBOTO KOHTENHepa IONydaTens
(cM.'ciieg, cTp.

—
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if (! CryptAcquireContext(
&hCryptProv,NULL,PROV_NAME,PROV_TYPE,
CRYPT.VERIFYCONTEXJ}} {
Result=FALSE;
goto SecondPhaseReleaseResource;

// CuutbiBaeM 3HavyeHWe MomM(pukaTopa Kmodya Id  KToda
// WmbpoBaHA  COOOLLIEHVSA
if (!ReadFileBlob(hCipher,&Salt)> {
printf("Error: Reading data from file.\n");
Result=FALSE;
goto SecondPhaseReleaseResource;
}
// CuuTbiBaeM 3HAYeHHME CYSTYMKA XelI-(PyHKIIIA
// U1 Kmodya IM(POBAHMS COOOIIEHMST
fread(&dwKDFHashCount, 1,sizeof(DWORD),hCipher);
if (ferror(hCipher) || feof(hCipher)) {
printf("Error: Reading data from file.\n");
Result=FALSE;
goto SecondPhaseReleaseResource;
}
// O. xomMeHTapuit 12
// Ha ocHOBaHWM TIapojisi M IOTIONHWTENBHBIX TMapaMeTpoB
// co3gaeM Kmod4 IM(POBaHUS
if  (!CryptPBKDFunction(
hCryptProv,
CRYPT_AG,
dwKeyFlags,
&hCryptKey,
&Password,
iSalt,
aiKDFHashAlg,
dwKDFHashCount)) {
Result=FALSE;
goto SecondPhaseReleaseResource;
if (CRYPT.ALG== CALG RC2) {
if  (ICryptSetKeyParamC
hCryptKey,KP_EFFECTIVE_KEYLEN,
(PBYTE)&dwEffectiveLen,0)) {
printf("Error: CryptSetKeyParam=0xJ!X.\n",
GetLastErrorO);
Result=FALSE;
goto FirstPhaseReleaseResource;

(cm.cned, cmp.}
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// YcTaHaBmMBaeM pexum LWMbPOBaHMUS KoY  LWMGPOBaHKS
//  coobLueHuns
if (! CryptSetKeyParam(hCryptKey, KP MODE,
(PBYTE)&dwCipherMode,0)) {
printf("Error: CryptSetHashParam=0xi6X.\n",
GetLastErrorO);
Result=FALSE;
goto  SecondPhaseReleaseResource;

}

LocalFree(Salt.pbData); Salt. pbData=NULL;

// CunTbiBaeM [nvHY 3aWMPPOBaHHBIX  [AHHBIX

f read(&dwlEncryptDatalLen, 1,sizeof(DWORDLONG), hClpher);

if(ferror(hCipher) || feof(hCipher)) {
printf("Error: Reading data from file.\n");
Result=FALSE;
goto SecondPhaseReleaseResource;

¥

Il CoxpaHsieM To3uLIMIO B paitie Uit CUMTHIBAHUS

// 3aumdpoBaHHBIX JTAHHBIX

fgetpos(hCipher, AfSavePos);

if (ferror(hCipher)) {
printf("Error: Get file position.\n");
Result=FALSE;
goto SecondPhaseReleaseResource;

// YcraHaBmvMBacM nNOMMO B (ailie 1T CYMTHIBAHMS
// TapaMeTpOB CEKPETHOIO Xellla
fSetPos=fSavePos+dwlEncryptDataLen;
fsetpos(hCipher, AfSetPos);
if (ferror(hCipher)) {
printf("Error: Set file position. \n");
Result=FALSE;
goto  SecondPhaseReleaseResource;

// CunTeBaeM 3HaueHMe MOIMOVKATOPa KiIondYa IS KiIodya
IT CEeKpeTHOro Xela
if (!ReadFileBlob(hCipher,&Salt)>
printf{"Error: Reading data from file.\n")
Result=FALSE;
goto SecondPhaseReleaseResource;
»
// CunThBaeM 3HauUeHMe CUETUMKa Xem-QVHKIWA IUIS KIoua
// CEKPeTHOTO Xema
f read (&dwKDFHashCount, 1, sizeof (DWORD) ,hCipher);
if (ferror{hCipher) || feof (hCipher)) {
printf("Error: Reading data from file.\n");

85

(cM. cren, CTp.
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Result=FALSE;
goto SecondPhaseReleaseResource;
}
// Cm.  KomMeHTapmii 13
// Ha ocHoBaHMM TapoJis M JAOTOJHUTEIbHBIX MapaMeTpoB
// co3gaeM KIOY CEKPETHOTO Xella
if  (!CryptPBKDFunction(
hCryptProv,
CRYPTJVG,
dwKeyFlags,
ShMACKey,
SPassword,
iSalt,
aiKDFHashAlg,
dwKDFHashCount)} {
Result=FALSE;

goto  SecondPhaseReleaseResource;

// BbipabaTbiBaeM CEKpPEeTHBIN Xelll
// CosmaeM 00beKT Xew-yHKuuMM i airoputma MACAIG
if (! CryptCreateHash(hCryptProv, MAC ALG,
hMACKey,0,&hMAC)) {
printf("Error: CryptCreateHash=0xXX.\n",
GetLastErrorO);
Result=FALSE;
goto SecondPhaseReleaseResource;
}
if (MAC.ALG == CAl G HMAC) {
// YcraHaBnvBaem napameTpbl anroputva HVIAC
if  (!CryptSetHashParam(hMAC,HP_HMAC_INFO,
(PBYTE)iHMACInfo,0)) {
printff "Error:  CryptSetHashParam=0xXX.\n",
GetLastErrorO);
Result=FALSE;
goto SecondPhaseReleaseResource;

)

// CuuTEBaeM 3HadeHMe xem-OQyHKUNM BHUUCIIEHHO!
// oTmpaBuTeneM
if (!ReadFileBlob(hCipner,&MACVal)) {
printf ("Error: Reading data from file.\n"};
Result=FALSE;
goto SecondPhaseReleaseResou rce;
}
// CpaBHMBaeM ONVHY 3HaYeHN Xel-QYHKIMM OTIpaBUTENsS
// w momydaTens

(cM. cnen, cTp. )



Kpunrorpaduyeckue nHTepheiich

if (MACVal.chData != HACValChecked.chData) {
printf("Ciphertext file is corrupt\n");
Result=FALSE;
goto  SecondPnaseReleaseResource;
// YcraHapiuBaeM mosumMi0 B bailie U CUMTHIBAHMS
// 3amndpoBaHHBIX TaHHBIX
fsetposfhCipner, &fSavePos);
if (ferror(hClpner)) {
printf("Error: Set file position.\n");
Result=FALSE;
goto  SecondPhaseReleaseResource;

// [v. KommeHTapuii 14
// PacumdposbiBaeM  daiin
do {
// CuutbiBaeM u3 ¢aiina 610k pazmepom BLOCK SIZE. 6Gaiit
dwCount = fread(pbBuffer,1,BLOCK_SIZE,hCipher);
if(ferror(hCipher}) {
printf("Error: Reading data from file.\n");
Result=FALSE;
goto  SecondPhaseReleaseResource;
I
// PacumOpOBHBaeM [LaHHHE I PaCCUUTHBAEM 3HadeHue
// CEKpeTHOTO xema
dwlReadDataLen+=dwCount;
if (dwlReadDataLen > dwlEncryptDataLen) {
Final=TRUE;
dwDataLen=dwCount-(DWORD)CdwIReadDatalLen-
dwlEncryptDataLen);
>
else
dwDatalen=dwCount;
if(!CryptDecrypt(
hCryptKey,
fMAC,
Final,
0,
pbBuffer,
AdwDatalen)) {
printf("Error: CryptDecrypt=0x!(X.\n",
GetLastErrorO);
Result=FALSE;
goto SecondPhaseReleaseResource;
}
// 3BammceBaeM IaHHHE B ¢ail I[OJIydYaTess COoOOleHMs
(cm. caeo, cmp. !
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fwrite(pbBuffer,1,dwDatalLen.hRecipient);
if(ferror(hRecipient)) {
printf( "Error: Writing data to file.\n");
Result=FALSE;
goto SecondPhaseReleaseResource’,

} w}hile(!Final);
/] BampamBaeM pa3Mep 3HaueHMS Xell-DYHKIMN
if (!CryptGetHashParam(hMAC,HP HASHVAL,NULL,
&HACValChecked.cbData,0)) {

printf("Error: CryptGetHashParam=uxU.\n",
GetlLastErrorO);
Result=FALSE;
goto SecondPhaseReleaseResource;
|
// Bbloensem namstb 49 PacCYUTLIBAEMON XeLl-DyHKLMM
HACValChecked. pbData=LocalAlloc(LMEM_ZEROINIT.
MACValChecked.c bData);
if (IMACValChecked.pbData) {
printf("Error: Out of memory.\n");
Result=FALSE;
goto SecondPhasefleleaseResource;
}
// CuutbiBaeM 3HaYeHUE Xell-(YHKIUU
if  {!CryptGetHashParam(
hMAC,HP_HASHVAL,MACValChecked.pbData,
&MACValChecked.cbData,0)) {
printf("Error: CryptGetHashParam=0xJX.\n",
GetLastErrorO);
Result=FALSE;
goto SecondPhaseReleaseResource;

II Cm. kommeHTapuit 15

// CpaBHMBaeM pa3mepbl XeLlu-OyHKLN

if (MACVal.cbData !'= MACValChecked.cbData) {
printf("File MC failed to validate!\n");
Result=FALSE;
goto SecondPhaseReleaseResource;

1

// CpaBHVBaEeM 3HaYeHVe Xem-QyHKLWA OTIPaBUTENN

// n monyyaTens

if (memcmp(MACVal.pbData,MACValChecked.pbOata,
MACValChecked. cbData)) {
printf("File HAC failed to validate!\n");
Result=FALSE;
goto SecondPhaseReleaseResource;

(cm. caed, cmp.)
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i

printfC'File MAC validated Ok!\n");

SeccmdPhasefleleaseResouroe:

>

// OcBobGOXaaeM OTKpbITble Ha BTOPOM 3Tare pecypchbl
// n OBHynsieM rnepemMeHHyto

return;

Ternepb TPOKOMMEHTUPYEM TTOKAa3aHHBIN (parMeHT,

1.

OnpezesieHre KOHCTAHT, UCIIONb3YeMbIX B miporpamme. [Tomu-
MO KpUITOrpa)MuecKrx MapaMeTpoB, 3[AeCh OMpenccHbI Clie-
QYIOLLIME KOHCTAHTHI:

* CRYPT_MSG — cTpoka ¢ OTKPBITBIM TEKCTOM. BTa CTpO-
Ka UCMOJIb3YeTCsI, €CIM OTIPABUTENIb 3apaHee He COo3aall
(aiis1 ¢ OTKPBITHIM TEKCTOM;

*  CRYPT_PASSWORD - crpoka mapous;

* ORIGINATOR_PLAINTEXT_FILE - ums caiina, B KO-
TOPOM HAXOIWUTCS OTKPBITBINA TEKCT;

* CIPHERTEXT_FILE — wums ¢aitna, B KOTOPBIA TTOMeIIa-
eTcs 3amn@poBaHHOE COOOIIEHUE, 3HAYCHUE CEKPETHOIO
Xellla ¥ TOMOJHUTEIbHBIC MapaMeTphl;

* RECIPIENT PLAINTEXT FILE - ums ¢aiina, B KOTo-
PBIF TTOJTydaTesb TIOMEIIAeT paciiMdpoBaHHOE COOOIIEHNE.

Hauunaercs niepBblIii 3Tan — 3Tan GOpMUpPOBaHUs OTIPABUTE-
JeM Kpunrorpacduyeckoro coobiieHus. OTnpaBUTEb OTKPbI-
Baer (daitt ORIG!NATOR_ PLAINTEXT FILEc oTkpbITEIM
TeKCTOM. Eciiu OH OTCYTCTBYeT, TO CO31aeTcs HOBBIM (aiin 1 B
HeM coxpansiercs ctpoka CRYPT MSG.

Tenepupyem kimou 1udpoBanust coobiueHus. [apamerpamu
TeHepaly SBJISIOTCS:

*  CRYPT ALG — amroput™m Kimoua 1mmdpoBaHus;

» dwKet/Flags — crapiiiee CI0BO 3TOI II€peMEHHOM, B KOTO-

POM CONEPXUTCS IUTMHA KITI0Ya, MHUIIMATU3UPOBaHA KOH-
crantoii CRYPT _KEY LEN;

* Password— ctpykrtypa Tiiia DATA B LOB, nauinanuiu-
poBaHa yKazaTeJieM Ha TapoJib U ero JJIMHOM;

*  Salt — crpykrypa Tuma DATA BLOB. Ununuanu3upoBaH
Tonbko mapamerp Sall.cbData koHctanToit KDF SALT
LEN, mosromy MommdukaTop Kiroda OyneT creHepupoBaH
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B ¢yukuuu CryptPBKDPFunction,u ykazateib OyneT BO3-
BpallleH B mapameTpe Salt.pb Data;

* aiKDFHashAlg— nepeMeHHasi, MIeHTU(UIIMPYIOIIAsT aaro-
PUTM XelI-(GYHKIIMU, UCTIONB3YEMOI MPU reHepaluy KiTto-
ya M3 MapoJjisd, WHULIMaIu3upoBaHa KoHcTaHToii KDF
HASH_ALG;

* (KvKDFHashCount - nepeMeHHasi, uaeHTUGULIMpPYOIIas
CUETYMKUTEPpALM, MHUITHAIM3UpoBaHaKOHCTaHTO K DF
HASH_COUNT.

JleckpuIitop Co3maHHOro Kioya Iu@poBaHus BO3BpalllaeTcs
B TniepemeHHoit ACryplKey.

Yepes Bo1zoB ¢yHKiuKM CryptSetKeyParam(cm. Ilpunoxe-
HMe 2) ycTaHaBIMBaeM IapaMeTphl Kiroua I poBaHusl.

Ecmu ucnonbsyercs aaroputM RC2, To ycraHaBiMBaeM 3Hayve-
Hue 3ypeKTUBHOI TIMHBI U1 Kimoda murdposanHust RC2. Bnu-
siHAe 3HadyeHUs1 3¢h@EeKTUBHON JUIMHBI KIOYa Ha CTOMKOCTH
1dpoBaH u 51 1o aroputMy RC2 1oy HOCTBIO U3/I0KEHO B OIK -
caHMu anropurMa (cM. |25]).

3nech OTMETUM IJIaBHOE. PeasibHast CTOMKOCTD 1M pOBaHUSI HO
anroputMy RC2 skBuBajileHTHA HauMEHbILIEMY 13 3HaYeHUN
JUIMHBI KModya U 3¢ @eKTUBHON IMHBL Kioya. B kpurmrorpo-
paiinepax Microsoft, B ToM umcie u «enchanceuV Kpumronpo-
Baiiiepax, KOTOpbIe MOAIEPKMBAIOT MM(pPOBAHKE 110 AJITOPUT-
My RC2 ¢ mymHoii xi1toua 10 128 6uT, 1o yMoI4aHuIo 3HaYeH1e
3¢ dEeKTUBHON IIMHBI KJtoya paBHO 40 OutaM. DTO O3HAYaeT,
yto npu TreHepaiuu kiaoda RC2 ¢ momonibio pyHkimii Crypt-
GenKeyuau CryptDeriveKey(cm. TlpuioxeHue 2), 1ake eca
BbI 3a0alM MakKCHMaJIbHYIO [UIMHY Kimoda 128 out, 3ddekTus-
Hasl JUTMHAa Kmoda panHa 40 OuTaMm U peajibHasi CTOMKOCTD I G-
pOBaHUs Ha 3TOM Kilroue Oyrmer akBuBajieHTHAa 40 Outam. s
M3MEHEeHMs 3Ha . Yeril 3(GEKTUBHON UIMHBI KITIouya HEOOXOMM-
MO BbI3BaTh GyHK1LMIO CryptSetKeyParam W 3amath 1151 T1apa-
merpa KP_EFFECTIVE_K EYL EN 3HayeH vie He MEHbIIIe 111 -
HbI CaMOTO KJTIOYa.

B Hameii mporpamve 3HaueHue 3G@EKTUBHON MJIMHBI KiI0Ya
yCTaHABIMBAeTCS TepeMeHHoUl dwkEffectiveLen,unuyuanu3zu-
poBaHHoli KoHcTtaHToii CRYPT RC2_EFFECTIVE_ LEN, ko-
topast akBuBaieHTa koncmaume CRYPT _KEY LEN. 910 o3Ha-
YaeT, YTO B Halllel MporpaMme 3HaueH ue3(pPeKTUBHOM IJTUHBI
kmoua st anroputMa RC2 paBHO IMHE caMoro Kiiroua,
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Bropoii yctaHaBIMBaeMBbIii TapaMeTp — pexXnMa ImdpoBaHus.
3amacTcs I BceX aropuTMOB ImdpoBaHus. Boobiie roBopsi,
B «00OEBBIX» MPOTPaMMaxX PEKOMEHIYETCSI UCTIONB30BaTh PEKUM
nipocToit 3amensl ¢ 3auemenreM (CRYPT_MODE_CBC), no-
CKOJIbKY OH 00J1afaeT HauIydIIMMU XapaKTepUCTUKaMU. DTOT
K€ PeXUM YCTaHaBIMBAETCS IO YMOTYAHWIO TPW TeHepalyuu
kmovya. Ho TocKosbKy paccMaTpuBaloTCsl Bce BO3MOXKHOCTH UC-
nojb3oBaHus GyHkimii Crypto API, To u pexxum mmmidpoBaHmst
MOoxHO m3MeHsITh yepe3 koHcTanty CRYPT CIPHER MODE.

5. IlepBoe, uTo MBI coxpaHseM U (ailie ¢ KpUnTorpahuIecKuM
COOOIIIEHNEM, — TTapaMeTpbl, HEOOXOMUMBIE /TS TeHepaliy KiTio-
ya mudppoBaHusd u3 napojst. C nomorsio pyukiuu WriteFile-
Blob coxpansieM MomugukaTop Kimoda mm¢poBaHUs, a 3aTeM
3aIyCchiBaeM cueTuMK urepaiuii. Kak yxxe ormMeyanoch, Mbl CUM-
TaeM, 4YTO AJITOPUTM, JUTMHA KJTI0Ya U PeKUM IM(PPOBAHKUST CTO-
pPOHaMM COTJIaCOBaHBI 3apaHee.

6. TeHepupyeM KITIOY CeKpeTHOTo Xela. IlapameTpsl reHepaluu
AHAJIOTUYHBI MCTIOIB30BAH MHBIM TIPY TeHEpAIMy Kirtova -
poBaHusA. Moaudukarop Kioda CeKPeTHOTO Xellla Takke TeHe-
pupyercst B dyukunu CryptPBKDFunction,u ykazarenb Oy-
JIeT BO3BpallleH B Iapamerpe Salt.pbData.

HeCKpI/IHTOp CO3JaHHOI'o KJIro4ya BO3BpallacTCAd B HCpCMCHHOﬁ
hMACKey.

7. Ha ocHoBaHMM CreHEepUPOBAHHOTO KJTIOYa CO3aeM OOBEKT Xelll-
¢yskun. OOBEKT CEKPEeTHOM XelI-(pyHKIMU CO30acTCs aHa-
JIOTMYHO OOBIYHOM XelI-(PYHKIINY, Yepe3 BbI3oB pyHKIiu Crypt-
CreateHash(cm. Ilpunoxenue 2). Omimane 3aKII09aeTCs B TOM,
YTO yCTaHABJIMBAETCS NECKPUTITOP CEKPETHOTO Kitoua hKey. B
HallleM ciiydae B QYyHKIIUIO Itepenaercs neckpuntop AMACKey.

Ecmu ucnonbiyercst anroputM cekperHoro xema HMAC, mo-
TpebyeTcst BBITIOJTHUTH TOTIOTHUTEIbHOE NeiicTBuE. [leno B ToM,
yro a1 anroputma HMAC (cMm. [29]) TpeOyercst onpenenuthb
0a30BbIil AITOPUTM XeIlI-DYHKIIMH, KOTOPBIA OH OYIeT UCITOIb-
30BaTh. B Hacrosimiee Bpemsi B KauecTBe 0a30BbIX, KaK MPaBUIIO,
npuMeHsior SHA-1 wim MDS, Torma aaroputM HMMEHYETCS
HMAC-SHA-1 wmu HMAC-MD)5 cootserctBeHHO. Kpome Toro,
y aJlfOpUTMa MMEIOTCS mapaMeTpsl ipad (inner pad) u opad
(outer pad), KoTOpBIe TakKe pa3pelraeTcs M3MeHATh. JImsa yc-
TAaHOBKM 3THX MapaMeTpOB TOCTIe CO3MaHUs 00beKTa Xell-(pyH-
KM HeoOXomuMo BbI3BaTh GyHKIMI0  CryptSetHashParam
(cm. TIpunoxenue?) ¢ mapamerpom HP_HMAC_INFO nyka-
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3aresieM Ha cTpyktypy HMAC _INFO. B crpykrype H MAC _IN-
FO (cm. ¢aitn WinCrypt.h) criemyer yCTaHOBUTH allTOPUTM
6a30BOro xellla, B Halllel TporpaMMe OH OTpe/ieSieH KOHCTaH-
Toii HMAC_HASH ALG. Tlapamerpsl InnerString, Outer-
Str'ngMoXXHO He MHULMATU3UPOBATH, TONIA GYIyT UCIIONbL30-
BaTbCsl 3HAYEHUSI TI0 YMOTYAHUIO, 3TU 3HAYEHUSI OTMCaHbI B [29]
u B crpaBouHuke Microsoft Platform Software Development
Kit (SDK).

Bemonnsercs nuki 3aU.II/I(I)p0BaHI/IH OTKPLITOro TEKCTA OTIIpa-
BUTCJIA.

HanHple cunMThIBatoTCSI M3 (aitma B Oydep pasmepom BUF-
FER_SIZE6aiir 6nokamu pazMepoM BLGCK_SIZE 6Gaiit. Pa3-
mep BUFFER SIZE ycranosnen 6onpiie, yem BLOCK_SIZE.
TTOCKOJTBKY B OJIOUHBIX peXKMMax MMGPOBaHUS (PEKUM TTPOCTOM
3aMEHBI, PEXMM TIPOCTOM 3aMeHbI C 3alleTIEHUEM) TTOCTCIHWIA
OJIOK TaHHBIX MU(PYeTCs ¢ ucnoav3osanuemdonornenus (pad-
ding). B xpuntomnposaiiacpax Microsoft uConb3yeTcs: pexKum
nomnonnenus: PKCS5 PADDING, onucannbiii B [35]. TTpu sTom
MaKCUMAaJbHBII pa3Mep MOTIOJHEHMSI paBeH pasMmepy Oioka
¢ poBaHMSL.

3areM Oydep nepemaercs Ha mudpoBanue. Kpome neckpunro-
pa KIIoJa ¥ pa3MepoB JaHHBIX U Oydepa mrcppoBaHus, B GyH-
kumio mmdpoBanusa CryptEncrypt(cm. [lpunoxenue 2) mepe-
JaeTcsl AeCKPUMTOp 00 eKTaceKpeTHoxen-OyHKIMU. B atom
cayyae dyukumsa CryptEncrypt iepen 3amm@poBaHUEM XeIld-
pPYeT OTKPBITHII TEKCT.

C Bbxoma GyHKIIMA MMGPOBaHUS IMMGPTCKCT 3aITMChIBAETCS
B (haiin Kpunrorpapuyeckoro coodbieHus. Kpome toro, yse-
JmanBaeTcs nepeMeHHast dwlEncryptDatalen, Kotopas Hakar-
JIMBaeT pasMmep 3ammdpoBaHHBIX JaHHBIX. Eme pa3 otMeTnm,
4TO pasMep MM@PTEKCTa B OJIOYHBIX peXkMMax MH(ppoBAHKS
OoJTbIlIe, YeM MCXOMHBIN OTKPBITHIN TeKCT. TToCKONbKY MakcH-
MaJIBHBIN pa3Mep OTKPBITOTO TEKCTa OMPENessieTcs] MaKCUMaIlb-
HBIM pa3MepoM haiijia, TO HCHOJb3yeM TEepEeMEHHYIO THUIa
DWORD LONG.

3aBepiraeM (opMUPOBaHNE KPUTITOTPaUIECKOTO COOOIICHUSI.
YcraHaBnMBaeM pa3Mep Xell-(GyHKIIUM, BBIIENsIEM MaMITh U
cuutbiBaeM B 0ygep MACVal.pb Dat aznauenue CeKpeTHOM Xelll-
dynkuu. Tlocne aToro coxpaHseM B (aiisie mapaMeTpsl reHe-
paluMM KJToya CEKpeTHOro xema (MoaudukaTop KiIoua, Cyer-
YUK WTepanmii) 1 3HaYeHNe CaMOTo Xellla.
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10.

—

12

13

14.

11.

IlocnenHee, yto MBI 3arMchIBaeM B (aii1, — pa3vep mmgprek-
cra. [TockonbKy TekyllMii yKasaTelslb yKa3bIBaeT Ha KoHell (aiina,
TO TIPEABAPUTETIHHO CMEIIaeM yKasaTesb Ta 3apaHee COXpaHeH-
HYIO JUTST 3TOTO TTO3UIIMIO.

®aitni ¢ KpunrorpaduuecKuM coobleHre chopmuposan. B
urore COPMUPOBAHHBIN (ailsl CONEPIKHUT:

*  pasMep M 3HaYeHHe MoOUdUKaTopa KiIova, 3HaYeHUE CYeT-
YWKa WTeparvii IUTs TeHepalyi Koya b poBaHus;

*  pa3mep mM@pPTEKTa, camM MHpPTEKCT;

*  pa3Mmep M 3HaueHMe MoIMMUKaTOpa KIIoya, 3HAYEHHe CUeT-
YuKa UTepalyii 1j1sl TeHepaluy Kioda CeKpeTHOM xel-(hyH-
KIIWY;

* pa3Mmep M 3HaYeHUE CEKPETHOU Xell-(MYyHKIIUM.

3nech HaUMHAETCsT BTOPOU 3Tar pabotsl. [lorydaTtenb MpuHM-
MaeT Kpunrorpadpuyeckoe coodIeHre ot otrpaButens. OH pac-
TIoJTaraeT MapojieM M HEKOTOPBIMU 3apaHee COTVIACOBAHHBIMU TIa-
pameTpaMu M pOBaHUS M CeKpeTHOM Xell-(yHKin. U3 daitia
¢ kpunrorpadu4ecKuM COOOIIEHHEM MOMUMO IIMGPTEKCTa OH
TIOMydyaeT MapaMeTphl, TiepeurcieHHble B KomMmeHTapuu 10.

CuyuraB u3 daitia MogudUKaTop KiIoda W CYETIMK UTepalidii
JUTSI TEHepaIuK KITiova rdpoBaHus, TIOIyJaTeNb, Kak 1 OTIpa-
BUTENb, BbI3biBaeT pyHKuuw CryptPBKDFunction.Toavko B
MAaHHOM CJlyJae CTpyKTypa Salt MHMIMAIM3MPOBAHA yKa3aTe-
JeM Ha Oydep M pasmepoM MomudUKaTopa Kioda.

JIecKpUIITOp CO3MaHHOTO TIONydJaTesieM Kimoda HIMbpoBaHUs
Bo3Bpaiaercsi B IepeMmeHHoiut hCryptKey.

CuuraB 13 (aina MomuduKaTop KIoda U CYSTIYMK UTepaliuii
JUTST TeHepalMK KJTIoYa CeKPeTHOI XelI-QyHKIINI, TolyJareb,
aHAJIOTMYHO OTIPAaBUTENO, BbI3bIBaeT ¢yHKIuo CryptPBKD-
Function. Tonbko B maHHOM cCiIydae CTpykKTypa Salt mHMIMA-
JIM3MpOBaHa yKaszarejieM Ha Oydep M pasmepoM MomM(UKaTo-
pa Kimoua.

JIeCKpUIITOp CO3MaHHOTO TOydaTesieM KITiouya BO3BpAIaeTcst
B nepemeHHoir kMACKey.

BrimonnsieTcst MK pacimdpoBaHys IM(ppTeKCTa.
CuutbiBaeM mmdprekct Onokamu BLOCK_SIZE 6Gaitr. Ilo-
CKOJIbKY (haiil KpumnTorpaduueckoro coooIeHrs He 3aKaHIU-
BaeTcs MMUGPTCKCTOM, TO Tla OCHOBE pa3mepa ImdprekcTa 1
HaKOTUIEHHOM JTMHBI paciMdpOBaHHBIX TaHHBIX OMpeessieM
pa3Mep OJIOKa JaHHBIX, TIepenaBaeMbIX Ha paciindpoBaHue.
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Kpome neckpuritopa kimoya M pa3MepoB JAHHBIX B (DYHKIIMIO
pacumdposanust CryptDecrypt(cm. Tlpunoxenue 2) mepena-
eTCsT TeCKPUITOp O0BEeKTa CEKpeTHOM xell-(pyHKImu. B stom
ciyyae byHkius CryptEncryptnocae paciimdpoBaHusl Xel-
pYeT OTKPBITHIA TEKCT.

PacimdpoBaHHbIe JaHHBIC 3amichbiBaeM B (Gaill ¢ OTKPBITHIM
TEKCTOM TTOJTydaTeis.

15. CpaBHMBaeM 3HAUYCHMSI CIMTAHHOM M3 (paiiia M BEIYUCICHHON
CEKPEeTHBIX Xell-(pyHKuMit. CHadala CpaBHUM pa3Mephl Xelll-
(byHKIIMI: ecM OHM He COBMATAloT, TO KOHTPOJb LEJIOCTHOCTU
He TipoiineH. [lanee cpaBHUBaeM HETIOCPENCTBEHHO 3HAUEHUS
xel-(yHKIIWA: eC/i 3HAYeHUs] COBMAIAIOT, TO KOHTPOJIb 1IEJIO-
CTHOCTH TIPOMIEH YCTIEITHO.

Taxum obpazom, popmar JaHHOTO KPHUIITOTPahUIECKOro COOOIIe-
HMSI obecTieunBaeT KOH(DUICHIIMAILHOCTD ¢ TTOMOIIIBIO IIH(hpoBa-
HMS, a TaKKe IeJIOCTHOCTh U ayTeHTUYHOCTD C TIOMOIIBIO CEKpET-
Hol Xem-pyHKIKU. Pazymeercst, yCIOBUS 3TH BBITIOTHSIIOTCS TOJb-
KO B CJTyJae JOBEPUTEIBHBIX OTHOILICHUM TOJydaTesss U OTIPaBU-
Tens. Ecam BBI MCITONb3yeTe TPEACTaBIEHHYIO CXeMY TPOCTO IS
mmbpoBaHus (aiioB Ha Taposiie, TO ecTh CaMu SIBISIETeCh U OT-
MPaBUTENIEM U TIONTyYaTesieM, TO Pe3y/IbTaT ONpaBaaeT Kallll HalexX-
nbl. KpoMeToro, HEOOXOAMMO ObITh YBepeHHbIM, YTO NAPOJIb HE ObUT
TepexBadeH MpOrpaMMHBIMU WU TEXHUIECKUMUCPEICTBAMU (TIPH
TTOMOIIIMITPOTPAMMHOM 3aKJTaK! WJIU CPEICTB BU3YaTbHOTO HAOIIO-
neHust). [Ipy MHOTOCTOPOHHMX OTHOINECHUSIX YIACTHUKHU OOMEHa
JOJDKHBI OBITBYBEPEHBI, YTO pabouMii K04 (B JaHHOM CiTydae Tia-
pOJIb) TIO TeM WJIM WHBIM MTPUYMHAM He CTA JOCTYITHBIM TPEThEMY

JIVITY.

Ucnonb3oBaHne CryptoAPl 1.0 gna peanusauun
cXeM HeCUMMEeTpPUYHOro wundposaHuns

Tenepb paccMOTpUM 3a1a4M peaM3alil CXeM HECMMMETPUYHOTO
mudpoBaHus. B maHHOM maparpacde Mbl pacCKaxkeM O Mporpamme,
peaM3yIoeii IBe CXeMbl: HECUMMETPUYHOTO MG POBAHUSTIO al-
roputMy RSA nHecMMMeTpUYHOTO OOMEHA KITI0UaMK TTOaJITOPUT-
my dudpdpu — Xennmmara. VIMeHHO 3TH IBE CXeMBI IIPUMEHSIOTCS
yaiie BCero, KpoMe TOro, MMEHHO OHY MOMIEPKUBAIOTCA B HACT( )
ujee BpeMsi KpunroHpoBaiinepamu Microsoft. 3a ocHOBY 1151 pea-
Im3anuy npuMmepa Mbl B3summ craHmapT Cryptographic Message
Syntax n3 [30]. ITockombKy MBI ucnonbsyem Crypto API 10, To
BMECTO CepTH(HUKATOB B Halllell MporpaMMe peau3yeTcss oOMeH



|Kpuntorpadpuyeckme nHrepdeicol 85

OTKPBITBIMU KIJTIOYAMM KJTIOUYEBBIX TTap OOMEHA M CTPYKTYpa caMoro
KpUNTOrparyeckoro cooOIeHnsT OueHb yrpoleHa. HecMoTps Ha
9TO, B TIpUMepe OTpabOTaHbI BCe HEOOXOMMMBIE STAIThI IS Peajv-
3alMd OOMeHa KPUIITOrparuecKMMK COOOIICHUSIMM Ha OCHOBE
anroput™MoB RSA u dudpn — Xenmnmana. McXomHbIN TEKCT mpo-
rpammbl Haxomutesl B (aite Chapter2/CrMsgKeyX/CrMsgKeyX.c
Ha Web-caitte m3narenbcTBa ‘Pycckas Pemaxims*-.

Xotenoch ObI, YTOOBI, TPEXIe YeM MPUCTYIIaTh K M3y9eHUI0 Mare-
pUaIoB TaHHOTO Taparpada, YuTaTe]lb O3HAKOMMJICS C ONTMCAHUS -
mu anroputMoB RSA n ludou — XemmmaHa, ITOCKOIBKY MBI IO/ -
POOHO pacCKaXeM JIMIITL O peann3alii oOMeHa Ha 3THX aJTOpUT-
Max B pamkax mHTepdeiica CrypmAP! 10. Wx ommcanmne mmeercs
BO MHOTHX MCTOYHMKAX, PEKOMEHIyeM BaM oOpatuThesa K [33], [34)
uu [24)].

Ipexne Heero, pacCMOTPUM TIPOLIEAYPY TeHEpAIMK KTIOYeBbIX Tap,

KOTOpasi MpUMEHSIETCS ¥ B 3TOM, U B ciemytonieM maparpacde. [1po-

uenypa Hocut HaszBaHue CryptAcquireContextEx. W3 Ha3zBaHus

BUIIHO, YTO OHa sBjsieTcsl pacipeHuem dyHkuuu CryptAcquire-
Context (cM. Tlpunoxenivie * 2). JleficTBUTEIbHO, OHAa OTKPHIBAET WK

CO3MaeT KJII0YeBOil KOHTEHHEep, €C/IM TAaKOBOTO ellie HEeT, U BO3Bpa-

1IaeT IECKPUTITOP 3TOTO KIOYeHOro KoHTekcra. [1pu aTtom ycraHas-

JIUBAeTCS HaJIu4KMe B KOHTEHEPE COOTBETCTBYIOILEH KITHOUEBOM

Tapbl M B C/lydyae HEOOXOOUMOCTH ee TeHepaliusi. TeKCT Tpoleayphl

CryptAcquireContextEx moxka3zaH B JUCTUHTe 2-6.

JlvctuHr 2-6. TekcT npouepypbl CryptAcquireContextEx

// Cm. kommeHTapuii 1

BOOL

CryptAcquireContextEx(
HCRYPTPROV *phProv,
LPTSTR pszContainer,
LPTSTR pszProvider,
DWORD dwProvType,
DWORD dwFlags,
DWORD dwKeySpec,
DWORD dwReyFlags

]

BOOL Result=TRUE;
DWORD dwError;
HCRYPTPROV  HCryptProv=0;
HCRYPTKEY hKey;
DWORD dwDataLen=0, dwKeyLen=0;
(cn. cnea, c1p.)
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/" CM, xomMerTapwi 2
// TIHTaeMCst OTKDHTH KJINUEBOVW KOHTENHED
if  (!CryptAcquireContext (
ihCryptProv,
pszContainer,
pszProvider,
dwProvType,
dwFlags)) {
dwError=GetLastError();
if ( dwError!=NTE_BAD_KEYSET) {
printf( "Error: CryptAcquireContext=0xXX.\n",
dwError) ;
Result=FALSE;
goto ReleaseResource;
}
else {
// ECmu KOHTeNHED He CYNECTBYET, CO3[aeM HOBHI
if ( !CryptAcquireContext (
ShCryptProv,
pszContainer,
pszProvider,
dwProvType,
dwFlags | CRYPTJIEWKEYSET)) {
printf("Error: CryptAcquireContext=0xXX.\n",
GetLastErrorO};
Result=FALSE;
goto ReleaseResource;

1
// CM. KoMMeHTapuii 3
if (dwKeySpec} {
// TlblTaeMcsi OTKPBITH KIIOYEBYI® Mapy, 3adaHHYIO
// mapametrpom dwKeySpec
if (!CryptGetUserKey(hCryptProv,dwKeySpec, &gy )} |
Il Ecmu xioyeBasi mapa B KOHTEWHEpe OTCYTCTBYET,
// TO co3maem ece
if ( !CryptGenKeyChCryptProv,dwKeySpec,
dwKeyFlags,&hKey» {
printf( "Error: CryptGenKey=0x*X.\n",
GetLastErrorO) ;
Result=FALSE;
}
goto ReleaseResource;

(cu. cmex, cTp!
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// CMm, koMMeHTapuii 4
// ECnM ypanocb OTKPbITb CYLLECTBYIOLLYIO KIIOYEBYIO Napy,
// TO CpaBHMBAEM [JIMHY K042 C OMNPEOENIEHHON B CTapLUeM
// cnose napameTtpa dwKeyFlags
dwDatalen=sizeof(DWORD);
if (! CryptGetKeyParam(hKey, KP_KEYLEN,
(PBYTE)&dwKeyLen,idwDatalLen,0))  {
printf("Error: CryptGetKeyParam=0xXX.\n",
GetLastErrorO);
Result=FALSE;
goto ReleaseResource;
>
if (dwKeyLen != (dwKeyFlags & KEY LENGIHHASK) » 16)

CryptDestroyKey(hKey); hKey=0;
// ECnmM pavHa  Kioda Me  COOTBETCTBYET
// 3anpalmBaeMON, TO CO3O3EM HOBYIO KIOYEBYIO Mapy
if  (!CryptGenKey(hCryptProv,dwKeySpec,
dwKeyFlags, &nKey)) {
printf("Error; CryptGenKey=0xKX.\n",
GetLastErrorQ);
Result=FALSE;
goto ReleaseResource;

I
}

ReleaseResource;

// OcBoGOXIaeM MeCKPUNTOP KIToYa

if (hKey) CryptDestroyKey(hKey);
if (IResult) {

// OcCBOOOXIAEM KITIOYEBOI KOHTEKCT

if (nCryptProv) CryptReleaseContext(nCryptProv, 0);
riCryptProv=0;

// Bo3sBpaiaeMm JECKPUNTOP KIOYEBOTO KOHTeliHepa
*phProv=hCryptProv;
return Result;

Teneps NPOKOMMEHTHPYEM NOKa3aHHbI parveHT.
1. Tlapamerpsl bynkuuu CryptAcquireContextEx:
phProy
[in/out] YKa3aTenb Ha JeCKpUNTOP KPUNITONPOBaiiaepa.
pszContainer

[in| iMs1 K/HO4E€BOro KOHTEiiHepa.
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pszProvider
|[in] MM kpunronpoBaiigepa.
AwProvType
[in] 3HayeHMe THIa 3ampallIMBacMOro KPUITTOIpOBaiepa.

Yome) T o
L COagEs

[in] 3nauenue ¢aroB, nepenaBaembix B (GyHkuuo Crypt-
AcquireContext(cm. Ilpunoxenue 2).

dwKeySpec

[in] Mnentuduxarop kmodeBoii mapel (AT _SIGNATUREwm
AT KEYEXCHANGE). ®yHKiys NMpoBepUT HaIu4KMe B KOH-
TeliHepe KITIOUEBOM Mmapbl, COOTBETCTBYIOIIECH MIeHTH(hUKATO-
py, ¥ B Cllydae ee OTCYTCTBUSI CTEHEPHPYET HOBYIO.

dwKey Flags

[in] Kmouesbie dnaru. Ilepenatorcst B gyukyuro CryptGenKey
(cMm. IIpunoxenue 2), ecmi HEOOXOIMMO T'€HEPHPOBATH HOBYIO
KJTIo4eByto napy. B crapmem ciioHe uiarvt 1oJKHBI B IBHOM BUJIE
coziepkaTh 3HaUEHUE 3arpanivBaeMoi [UIMHBI Kioya. DTo He-
00X0IMMO, €Cli B K OHTEHHEpe YXe CYILIECTBYeT TpeOyemasi
kmoueBasi riapa. MyHKIMS CPaBHUT 3amnpaldBaeMylo JUTHHY
KJII0Ya C JUIMHOW KIII0Ya U CYLIEeCTBYIOWIEH KJIIOYEBOM Iape U B
cJTydyae HECOBITQICHUSI CTEHEPUPYET HOBYIO.

IIpu ycnemmrHoM 3aBepiienun pyHkius BosBpamaer TRUE, u
NpoTUBHOM ciiydae Bosspamiaercss FALSE. Ecnu BosBpariiaer-
cst BenmmunHa FALSE, cooTBeTCTBYIOIIMIA KO/ OIMOKM MOXKET
ObITH moutydeH yepe3 byHkiuio GetLastError.

ITbITaeMcsl OTKPBITh KITIOUEBON KOHTelHep. BbI3biBaeM (hyHK-
uto CryptAcquire Context c iepeJaHHBIMU TapaMeTpaMu
pszContainer, pszProvider, dwProv Typeu dwFlags. Ecnv Bo3Bpa-
maercs ommbka NTE BAD KEYSET, To ximo4eBoii KOHTEIH-
Hep, onpele/eHHbI TapaMeTpoM pszContainer, OTCYTCTBYeT.
JInst co3maHusl HOBOTO KITIOUEBOTO KOHTEWHepa CHOBA BbI3bIBA-
eMm dyHKiuo CryptAcquireContext,npu 3TOM K TiapaMeTpy
dwFlags depe3 orepanio mopaspsimHoro MJIN mpucoennnsiem
dnar coznanus HoBoro KoHteliHepa CRYPT _NEWKEYSET.

Eciu mapamerp dwKeySpec He HyneBoi, TO HEOOXOAUMO TIPO-
BEpPUTh HAIMYME COOTBETCTBYIOINE KITHOueBOil mapwl. [lnst mo-
JIy4eHUS] JEeCKPUTITOpa KIIOYEBOW TMapbl., COOTBETCTBYIOIICH
uneHtudukaropy dwkKeySpec,BbizbiBaeM ¢yHKIM0O Crypt-
GetUserKey(cm. Tlpunoxenue 2).
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4. Ecm ¢yHKIMs Bo3BpallaeT OlIMOKY, TO 3aIpalliiBaeMasi KITo-
YyeBasl Mapa B KOHTelHepe OTCYTCTBYeT. B aToMm ciydae mist re-
HepalMM HOBOHM KIIIOYeBOM mapbl BbI3biBaeM ¢yHKUMIO Crypt-
GenKeyc napamerpamu dwKeySpecu dwKeyFlags.

5. Ecmm 3ampariuBaeMasi KJtodeBasi rapa MpUCyTCTBYET B KONTEeM-
Hepe, TO HeoOXOAMMO CPaBHUTH JUTMHY KJIoua C 3ampalivBae-
Moi. 3ampaivBaeMasl JUIMHA KIoYa CONEPKUTCA M CTapiieM
cjioBe mapamerpa dwKeyFlags. InvHy Kimo4ya CyIIECTBYIOIIEH
KJII0YEeBOM Tapbl mojydaem 4depe3 3ampoc (yHkiuu CryptGet-
KeyParam(cm. Tlpunoxenue 2) ¢ nmapametrpom KP__KEYLEN.

6. Ecau mosydeHHbIE JUTMHBI HE COBMAAlOT, TO TeHepupyeM HO-
BYIO KJTIOYEBYIO MapyC HeOOXOMMMbIMH TTapaMeTpaMu.

MmenHo u3-3a cpaBHeHMs JmHbI Kmodeil mapametp dwKeyFlags
JIOJDKEH COfIepXaTh 3HAU€HMWE 3arpalivMBaeMoOi IJIMHBI KIO4Ya B
ssBHOM Buze. Crapiiiee cJIoBO (piaroB MOXET ObITh U HYJIEBBIM, TOT-
J1a TEHEpUPYETCS KII0Y C JNTMHOM, UCITOIb3yeMOM T10 YMOJIYaHUIO.
Ho B pasnuuHbIX KpUnToMpoBaiiepaxmyiiHa, 3aaaBaeMasi o yMo-
YaHUIO, pa3inyHa. [1sycTaHOBKU ee MPULLIOCh Obl CTEHEPUPOBATh
HOBYIO KJIIOYEBYIO Mapy C HYJEBbIM CTaplIMM CJIOBOM (piaroB u
TI0CJIe 3TOr0 3aMpPOCUTBUIMHY KJII0Ya WM BBITIOJIHUTH MOCIEI0Ba-
TEJIbHOE MepeynceHre ajJropuTMOB KpUIMTOIpoBaiiaepa (cM. pas-
nen «[lomyyeHue wH@oOpMaIMyu 0 KPUIITONpoBaiinepax, yCTaHOB-
JIEHHBIX B cucteMe»). M 1o, 1 apyroe 10BOJILHO IPOMO3IKO U B JaH-
HOM CJlyyae He aKTyaJbHO, TO3TOMY Mbl HE CTaJli peaiu30BbIBATh
3Ty BO3MOXHOCTb.

Teneps paccMOTpUM 00ILIKE TTPUHIMITBL (POPMUPOBAHMS KPUIITOT-
padrvecKux COOOIIEHWI B paMKaX HECUMMETPUYHBIX KITHOYEBBIX
CXeM M OCOOEHHOCTU peanu3ainuu aaroputMoB RSA u Iudpdpu —
“Xewmvana. HanmoMHUM, YTO'3TH MPUHLIMIIBI TOJUOCTHIO U3TOXEHbI
B [30].

Tun xpuntorpaguyeckoro cooOlleHrs, KOTopoe hopMUpyeTcsl B
nporpaMMe, HOCUT Ha3BaHUE Koneepmupoeannvte danuble (Enve-
loped-data). Kpunrorpadguueckoe cooblieHne 3TOro TMHa couep-
XKUT 3amugpposannoe cooouerue (encryptedcontent) u sauwugppo-
eanHble Karouu wiugposanuscoobuenus (encrypted content-encryp-
tion keys) ISl OMHOTO WJIM HECKOJbKMX mosydareneir. KomOuHa-
1I1s1 3aIMPOBaHHOIO CofepXKaHUe COOOIIeHMsT 1 OIMH 3aIudpo-
BaHHBIN KTOY IIMMpoBaHUs COOOIIEHMS LI TOoaydaTeas U ecTb
yugposoii koneepm (digit a 1 envelope) s aToro nosyyaress. s
MPOCTOTHI H HAllleM TMpUMepe MokKa3zaHo (HOPMUPOBAHUE KPUIITOT-
paduyeckoro cooOIileHre TOJIbKO ISl OMHOIO ToJrydyaTess. SIcHo,
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YTO HECUMMETPUYHBIE AJITOPUTMBI TTPUMEHSTIOTCS 310ech sl hop-
MUPOBaHUS 3aIIM(PPOBAHHOTO KITIoYa IMIM(MPOBAHKS COOOIEHUS U
MMEHHO B 3TOM YacTW OTIMYAloTCS (hopMaThl COOOIICHUS IS -
roputMoB RSA u ludpdu — Xemwimana.

B nipenpinyinemM nmpumepe MpearoiaraeTcs, YTo OTIPaBUTENb U TI0-
JIydatesib 3apaHee CONIACOBAM TapaMeTphbl aropuTMa IrdbpoBa-
HMsI, KOTOPBIA OHM WMCHOJNB3YIOT. IJIT TeKyIlero mpumepa Mbl He
JeaeM TIOMOOHBIX MOMYIICHUI W BKITIOYMM B COOOIIIEHUE BCIO He-
obxomrMyt0 MHMOPMALIMIO 00 MCITONIb3YEeMBIX aJITOPUTMaX IK(po-
BaHMs. C 3TOM LIeJIbI0O HEOOXOOMMO OTPENESUTh CTPYKTYpY, OTH-
CBHIBAOIIYIO AJITOPUTM HIMGPOBAHAS CO BCEMU COITYTCTBYIOITUMU
rmapamMeTpaMM, W TIPOIEAYPHl 3alMCH 3TOM CTPYKTYpHI B (haitn u
CUMTHIBAaHUS ce M3 (aitaa Kpunrorpadudeckoro coodiieHus. B
HallleM TpUMepe CTPYKTYPOi, MACHTU(DUIIMPYIOIIEH aJIrOpUTM
mmdpoBanus, saBasiercs crpykrypa CIPHER ALGORITHM
IDENTIFIER (cm. muctunr 2-7). Kak BUTHO 13 OIMCcaHusT CTPYK-
TYpBI, OHA CONEPXKUT TOJHBII HabOp TapaMeTpoB, OMUCHIBAIOIIMX
JITOPUTM MG POBAHMS: MACHTU(MUKATOP aJIrOpUTMa I (MPOBaHMS,
pexuM mmdpoBaHMs, IIMHY Kimoda, tapaMeTp 1V (initialize vector)
tna DATA BLOB. a Takke mmHy 1 yKaszaTeldb Ha Oydep cumx-
poriockiikK. KpoMe Toro, omnpeneneHsl MpoLenyphl 3aicy CTPYK-
Typel CIPHER_ALGORITHM _IDENT 1FIERB daiin Write-
FileA/Du cunteiBanus u3 daiina ReadFileAID. B xadyecTBe mapa-
METPOB 00¢ DYHKIIMY TPUHUMAIOT yKa3aTes b Ha (hail U yKa3aTelb

ma oOpabaTbIBaeMylo CTPYKTYpY.

B Hairlem mpuMepe Bce 3Tarmbl, KOTOPbIe HEOOXOIMMO BBITIOJTHUTD
OTMPABUTEIIO U TIOTYYaTeNTio IUTsl OTIIPABKM U TTpHeMa COOOIIEHUS
B paMKax CXeM HECMMMETPUYHOTO 00MeHa KJII0YaMU, O0beTUHEHBI
B OImHY TMporpamMmy. OmHAaKO I yIoOCTBa MBI OylieM paccMaTpu-
BaTb U KOMMEHTUPOBaTh KaXXAblil 3TaK oTmeibpHO. OmpeneneHue
KOHCTAHT M CTPYKTYp, MCITOJIb3YeMBIX B TIpOrpaMMe, TIPUBEICHO B
scTrHre2-7. UxHa3HaYeHUEH NCITOIb30BAHUEMBITIOSICHUM,, KOM-
MEHTUPYST 3TaITbl.

JiucTudr 2-7. OnpepeneHne KOHCTaHT, CTPYKTYP U NepeMeHHbIX NPorpaMmbi
CrMsgKeyX

// OnpepeneHve vMeHn WM Tuna pabodyero KpunTonposaiaepa

«define PROV_NAME MS_DEF_PROV
ttdefine PROV.TYPE PROV_RSA_FULL
// Onpepenenve [MvHbI Ktosa obmeHa M ero dnaros

«define EXCHANGE_KEY_LEN 512

ttdefine  EXCHANGE KEY ALAGS 0

// Onpepenenve wupeHTUUKaTopa anroputma  LndpPOoBaHMA
(cm. caed, cmp.)
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// coobmeHMa, IIMHE KiOYa, pexmva UmopoBaHMS ¥ (rIaros

ttdeflne CQNTENT ENCRYPT ALG CALG_RC2
«define CONTENT_ENCRYPT MODE CRYPT_MODE_CBC
«define CONTENT.ENCRYPT LEU 56

«define CONTENT-ENCRYPT-FLAGS CRYPT. EXPORTABLE

// Ompenenenne WNEHTUOUKATOPA A&ATOPUTMA, UCIOIBL3YEMOTO
// mns umOpoBaHMS KJoua COODMEHNMsi, MJIMHE KJouYa, DeXuMa
// mmopoBamms u OIArOB

«define KEY_ENCRYPT ALG CALG_RC2
«define KEY ENCRYPT HODE CRYPT_MODE_CBC
«define KEY ENCRYPT LEN 56

«define KEY_ENCRYPT_FLAGS 0

// Ompemenerye CXeMH mQPOBAHWS [T airOpuUTMa RSA
«define RSA_ENCRYPT_FLAGS 0

// Pa3mep Onoka cuWThIBaeMbIX W3 aiila TaHHBIX

// u pabouero Oydepa

fdefine BLOCK_SIZE 160

«define BUFFER SIZE (BLOCK_SIZE+16)
// OrmpeneneHue CcOOOIIEHUSI, MCIONb3YEMOTO M0 YMOTYAHUIO
#define CRYPT_MSG "The data that is to be encrypted.”
// OmpeneneHue uMeHH hailla C OTKPHITHIM KITOYOM TIOJTyYaTesst
«define RECIPIENT PUBKEY FILE "PublicKey.rep"

// Onpenenenne uMeHn ailla ¢ OTKPHITBIM TEKCTOM

«define ORIGINATOR PIAINTEXT FILE "Plaintext.org"

// Ompenenene wMeHM ailla ¢  KpunTorpagyecKuM COOOILICHIEM
«define CIPHERTEXT FILE "Ciphertext.msg"
J/ OmpeneneHue WMeHW (aila ¢ TEKCTOM, MOJYYEHHBIM T1OCIe
// 00paboTKM MojydYaTeaeM KpPUITOTPadUIeCKOro COOOIIEHHUS
«define RECIPIENT PLAINTEXT FILE “Plaintext. rep"

// OrmpeneneHue WMeHM KpUNTOrpadMyeckoro KOHTeiiHepa

// Toy4atens

«define RECIPIENT CONTEXT "Recipient”

// OrmpeneneHue CTPYKTYpbl, WICHTU(MUIMPYIOIIEH alIrOpUT™M

// umbpoBaHUSA CO BCEMHM HEOOXOMMMBIMU IapaMeTpamMu

typedef struct _CIPHER_ALGORITHM_IDENTIFIER_ {

ALG_ID aiAlgorithm: Il Wpenrtnduxarop amropurma
DWORD dwCipherMode; // Pexum mudpoBaHus
DWORD dwKeylen; // Jnusa ioua

DATA BLOB 1v; //  CMHXpONOChUIKA

} CIPHER_ALGORITHM_IDENTIFIER, *PCIPHER_ALGORITHM_IDENTIFIER;
// OmpegmeneHye CTPYKTYP KDPUITOIPAGMYECKOTO COODmEHIST
typedef struct _KEY_TRANS_RECIPIENT_INFO_ {

DATA BLOB EncryptedKey;
} KEYJ"RANS RECIPIENT INFO, *PKEY TRANS_RECIPIENT_ INFO;
typedef struct _KEY AGREE_RECIPIENT INFO_ <

DATA_BLOB OriginatorPublicKey;

(cM. crnem, cTp.)
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CIPHER_ALQORITHH_IDENTIFIER ~ KeyEncryptionAlD;
DATA BLOB
RecipientEncryptedKey;
} KEY_AQREEJtECIPIENT_INFO. *PKEY_ AGREE_RECIPIENT INFO;
typedef union _RECIPIENT INFO_ {
KEY_TRANS_RECIPIENT"INFO KeyTransRecipientlnfo;
KEY_AGREE_RECIPIENT"INFO KeyAg reeRecipientlnfo;
} RECIPIENT_INFO, ,PRECIPIENT_INFO;
typedef struct _ENCRYPTED_CONTENT_INFO_ {
CIPHER_ALGORITHM_IDENTIFIER ContentEncryptionAID;
} ENCRYPTED JJONTENT.INFO, *PENCRYPTED_CONTENT_INFO;
typedef struct _ENVELOPED DATA_ {
ALG_ID aikeyXxAlg;
RECIPIENT.INFO Recipientinfo;
ENCRYPTED_CONTENT_IN FO EncryptedContentinfo;
} .ENVELOPED nATA, *PENVELOPED_DATA,
/I OnpepeneHve W MHUUMANU3aLMS NEPEMEHHbIX

BOOL Aesult=TRUE;
FILE «hOriginator=NULL, «hCipher=NULL,
*hRecipient=NULL;

HMODULE hDII=0;

DWORD Final=0;

fpos_t fSavePos=0, fSetPos=0;

DATA.BLOB
OriginatorMsg={strlen((char*)CRYPT_HSG)+1,(PBYTE)CRYPT_MSG};

ENVELOPED_DATA EnvelopedData;

DWORD dwDataLen=0;

DWORDLONG dwlEncryptDataLen=0, dwlReadDatalLen=0;

DATA_BLOB RecipientPubKeyBlob={0, NULL};

HCRYPTPftOV hOriginatorProv=0, - hRecipientProv=0;

HCRYPTKEY hContentKey=0, hRecipientKeyX=0;

HCRYPTKEY hOriginatorKeyX=0; hAgreedKey=0;

DWORD dwExportKeyFlags=0;

DWORD dwKeyXFlags=(EXCHANGE_KEY_LEN «: 16} |

EXCHANGE_KEY_FLAGS;
DMORD
dwContentEncryptFlags=(CONTENT_ENCRYPT_LEN « 16) |

CONTENT_ENCRYPT_FLAGS;
DWORD dwKeyEncryptFlags=(KEY_ENCRYPT_LEN

16) |

KEY_ENCRYPT_FLAGS;
DWORD dwRC2EffectiveLen=0;
BYTE pbBuffer[ BUFFER_SIZE];
DWORD dwCount=0;
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ITporpamma coctout m3 Tpex 3TaroB. Kaxmblii Mbl pacCMOTpUM &
CIEYIONIE TOCAeI0BAaTEIbHOCTU: OIpeNe/ieHde 3a1ad, KOTOphle
HEOOXOIMMO BBITIOJTHUTh Ha IAHHOM JTale, pellieHue 3amad, ¢par-
MEHT ITpOrpaMMBbI TIpUMepa U HeoOXomuMble KoMMeHTapuu. Ppar-
MEHTBI TPOTPaMMBbI, BBITIOJHSIOIINE 3Tarnbl (HOPMUPOBAHUS COOO-
IIIEHUST OTIIPaBUTEJIEM U TIpHeMa COOONIEHHsI TToTyJarTesieM, Mbl pe-
VI HEe TIPUBOIUTH TOJTHOCTBIO. [TokaxkeM TOJNBKO (DparMeHTHI
¢dopMupoBaHMs 3alIM(GPOBAHHOrO Kioya IM(pPOBaHUS COOOIIIe-
HUSA ¥ UMIIOPTHPOBAHUS 3TOTO KJTIOYA TIONydaTesieM, MOCKOJIBKY
31eCh W MCIOJB3YIOTCSI MEXaHW3Mbl HECUMMETPUYHOM KPUIITOTpa-
(un. OcraybHBIE YaCTU ITANOB BHITOJHSIOT PaboOTy ¢ CUMMETPHUY-
HBIMU KJTIOYaMU M OTBEYAIOT 3a 3alCh M CUMThIBAaHUE MH(bOpMa-
M B (paityr, 00 3TOM MBI paccKas’aim B IpeIbImyllieM Iaparpade.
Dman nepaulii.

OnpenenuM r1aBHble 3aaa4u. it +3ra 4ToObl Mosyyatesib MUMes
BO3MOXHOCTb MPUHMUMATh KpUMTOrpaduyeckue COOOLIEHUSI B paM-
Kax CXeM HECUMMETPUYHOTO OOMEHA, OH JIOJDKEH MMETh Mapy KIIo-
Yyelt (CEeKpEeTHBI ¥ COOTBETCTBYIOIIMIA €My OTKPBITHIN). OTKPBITHIN
KJTIOY 3TOUM Taphbl NoJTyvartesib JOJDKEH CeaTh TOCTYITHBIM TeM, OT
KOI'O OH XO0YeT I10JTy4aTh 3amu()poBaHHbIE COOOIIICHISI.

JleiicTBUSI, BBITIONHSIEMbIe Ha TIEPBOM 3Tarie (BHIIOJHSIOTCS TTOJTY-
yaTesieM).

1. TenepupyeM KmioueByl0 mapy oOMeHa. AJITOPUTM KITIOYEBOM
Taphbl 3aBUCHT OT MCITOJIb3YeMOTO KPUIITOIIpOBaiinepa u ompe-
nensiercss KoHctantamu PROV_NAME u PROV_TYPE. UH-
opmarmio 06 aropuTMax U MX mapamerpax, KOTOpbIe Mommep-
>KUBAIOT pa3InIHbIe KPUITTOMPOBANIEPHI, BbI MOXETE TTOTYINTh,
ucnonb3ys mnporpaMmmy EnumCSP (cm. pasmen «[lomydenue -
(opMaIu 0 KpUNToIpoBaii ie pax, ycTAaHOBIEHHBIX B CUCTEME» ).

2. DKCMOPTHPYEM OTKPBITHII KITIOY, CTeHEPUPOBAHHON KITIOUEBOI
mapbl oOMeHa.

3. CoxpaHsieM OTKDBITBIN K04 B (baiyie ¢ UMEHeM, ompenesieH-
aeiM KoHcTaHTOl RECIPIENT PUBKEY_ FILE.

®parMeHTIIporpaMMbl TIpUMepa, pealmsylonleil TIepBbIiA 3Tar, Io-

KazaH B JjmMcTuHre 2-8.

Nuctudr 2-8. dparmeHT nporpammbl CrMsgKeyX
// TlepBbii aTan
// Monyyatenb BblpabaTtbiBaeT KIOYEBYIOD Mapy oOMeHa
// W MOCbINaeT ee OTNPaBUTENIO COOOLLEHUS.
// CMm. kommeHTapuin 1
(cm. caed, cmp.)
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// OTKpblBaeM [ECKpUMNTOP KJOYEBOro KOHTEeMHepa nonyvartens
if (IC rypt Acg uireCont extex (

HhRecipientProv,

RECIPIENT_CONTEXT,

PROV_NAME,

PROV,TYPE,

0,
AT_KEYEXCHANGE,
dwKeyXFlags)) {
flesult=FALSE;
goto FirstPhaseReleaseResource;

/I OTKpblBaeM [ECKpUNTOP KJIIOYEeBOW Mapbl nosyyarens
if  (ICryptGetUserKeyC
rtRecipientProv, ,
AT_KEYEXCHANGE,
&HRecipientKeyX)) {
printf("Error: CryptGetUserKey=0xXX.\n",
GetlLastErrorO);
Result=FALSE;
goto FirstPhaseReleaseResource;

J/ Cm.  KomMmeHTapuit 2
// OrmpenenseM WICHTM(GWKATOP aJTOPATMA  KIIOYEBOH  Taphl
dwl)ataLen=sizeof (DWORD) ;
if  (!CryptGetKeyParam{
hRecipientKeyX,
KP_AU3ID,
(PBYTEJ&EnvelopedData.aiKeyXAlg,
idwDataLen.O)) {
printf ( "Error: CryptGetKeyParam=0xXX.\n",
GetlLastErrorOQ);
Result=FALSE;
goto  FirstPhaseReleaseResource;
// Ecmv ucronb3yercst aJropuTM oOMeHa KITioYamu
// Tadbdm-Xewmana, ToO TIpU 3KCIIOPTEe WCITONB3yeM  hopmar
// Gaoda Bepcuu 3
if éErwelopedData.aiKe XAI% == CALG_DH SF)
wExportKeyFlags=CRYPT_BLOB_VERS;
// OrpezensieM pa3Mep MaMsITH ISl 9KCIOPTa OTKPBITOTO
// Xmoda TIONIydaTelist
if <!CryptExportKey(
hRecipientKeyX,
0,
PUBLICKEYBLOB,
(cm. caed , cmp. )
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dwExportKeyFlags,
NULL,
ARecipientPubKeyBlob,cbData)) {
printf( "Error: Crypt Bpo rtKey=0x!SX.\n",
GetlLastErrorO);
Result=FALSE;
goto FirstPhaseReleaseResource;
)
// BbeseM mamMsimb UIsE OKCIOpTa OTKPBITOTO  KiTioda
// TIomydatenst
ReciplentPubKeyBlob. pbData=LocalAlloc(LMEH_ZEROIMn.
RecipientPubKeyBlob.cbData);
if (IRecipientPubKeyBlob.pbData) {
printf("Error; Out of memory.\n");
Result=FALSE;
goto FirstPhaseReleaseResource;

// DKCIOPTHpYeM OTKPBITHIA KoM TIOJTydaTesIst
if  (!CryptExportKey(
hRecipientKeyX,
0,
PUBLICKEYBLOB,
dwExportKeyFlags,
RecipientPubKeyBlob.pbData,
&RecipientPubKeyBlob.cbData)) {
printf("Error: CryptExportKey=0xXX.\n",
GetLastErrorO);
Result=FALSE;
goto  FirstPhaseReleaseResource;

// OrtkpbiBaeM Gaitn IJIT COXpaHEHUsI OTKPBITOTO KIToya
// TIOIMydaTemst
if ((hRecipient=fopen(RECIPIENT_PUBKEY_FILE,
"wb™))==NULL) {
printf ("Error: Opening %$ file.\n",
RECIPIENT_PUBKEY FILE);
Result=FALSE;
goto  FirstPhaseReleaseResource;

// CoxpaHsieM OTKPBITBIA KIFOd TIOJTydaTesist

if (!WriteFileBlob(hRecipient,iRecipientPubKeyBlob)) {
printf("Error; Writing data to file.\n");
Result=FALSE;
goto Fi rstPhaseReleaseResource;

FirstPhaseReleaseResource:
* (cm. caed, cmp.)
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// OcBoboxpaemM OTKpbITHIE Ha MEepBOM 3Tane pecypchbl
// n 06Hynsem nepemeHHble

if ('Result) return;
Terneps MPOKOMMEHTUPYEM MOKa3aHHBIN (PparMeHT.

1. [nst co3manust (MM OTKPBITHST) KPUIITOrpadueckoro KOHTe-
Hepa nojydaress ucrnoibsdyeM pyHkimio Cry pt Acquire Context-
Ex (cM. muctuHr 2-6). Mms kpuntorpaduueckoro KOHTeiHepa
onpenensiercs koHctaHToii RECIPIENT_CONTEXT. InuHa
KJIIo4a, KOTOpPBI OymeT creHepupoBaH (PyHKIIMEH, ompenessi-
ercsi KoHcTaHTo EXCHANGE KEY LEN(CM. nuctunr 2-7).

2. Jlnsa sKcnopTa OTKPBHITOro Kito4ya MCIoib3dyeM (yHKimio Crypt-
ExportKey(cm. Ipunoxenue 2) ¢ napamerpom PUBLICKEY-
BLOB.Onnako npu 3kcropre Kmoda RSA u [Iubdu — Xen-
JIMaHAa BO3HMKAIOT pazmyus. Jlesio B ToMm, uto oObraHbIi PUBLI-
CKEYBLOB mis kmoua Auddu — XemwmMaHa conepKuT TOMb-
KO 3HaYeHHE OTKPBITOTO KIIIOYa, B TO BPeMsl KaK B OOIIEM CITy-
yae HeOOXOIMMbI TaKKe 3HaYeHUs1 KoHcTaHT P u G. s aToro
npu 3Kkcnopre Kmoya duddu - XciamaHa, HEOOXOAMMO HC-
nojyibzoBath PUBLICKEYBLOB Bepcnu 3. TTostomy ¢ momo-
1o yakimu CryptGetKeyParam(cm. IlpunoxeHue 2) on-
penensieM UIeHTU(UKATOP aJITOPUTMa, €CJIU 3T0 UAeHTH(HKA-
top CALG_DH ® F (Diffie-Hellman Store and Forward), To
yCTaHaBJIMBaeM mepeMeH .10 ¢iaroB akcroprta dwExportKey-
Fiags unentugukaropoM Ttperbeir Bepcuu 06moda CRYPT
BLGB _VER3 U akcnioptupyeM OTKPBITBII KITIOY.

Hano ormetuts, uto dmar CRYPT _BLOB VER3 noanepxxuBaer-
cs1, HaunmHag ¢ Windows 2000. OgHako BO3MOXHA peau3aius K-
criopta kmoua Juddu — XciimMaHa U IMapaMeTpoB aJiropuTMa u
0e3 MCIOJIb30BaHMS TPEThEU BEPCUU K.1roueso2o 0100a. [1Jist aToro
HaJgo Bocmosab3oBaThes () (ymamii CryptGetKeyParam c napaver- -
pamu KPP u KP_G (cMm. IlpunoxeHue 2). D10 MO3BOJUT MOy~
YUTb 3HAYEHUS MapaMEeTPOB, CBSI3aHHBIX C OTKPBITBIM KJTIOUOM, a
3aTeM COXPaHUTh UX. BMeCTe ¢ 0JIOOOM JaHHOIO KJIioya. DTOT Bapu-
aHT — YCTapeBLIUI U JOBOJIBHO HEYTOOHBII, TTO3TOMY Mbl U MpPea-
|1 OWM BOCTIOJIb30BAaThCs CIIOCOOOM MTOHOBEE,

Dman emopoii.

OnpenenyM riaBHble 3a1a4u. VIMest OTKPBITHIN KITI0Y TIOJTydaTesl,
OTIIpaBUTEJIb JOJDKEH C(hOPMUPOBaTh KpUITOrpaduueckoe cood-
1eHre, cofepsKaiee 3; 11111 yponaiii;oc Ha CUMMETPUYHOM KITIo4e
coiepKaHue COOOIIEeHMS 1 3am upPOBAHHBIA 114 OTKPHITOM KJII0Ue
ToJIyJaTesis Kodu 1@ poBaHUST COOOIIECHMS.
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JleiicTBYsI, BbINIOJHAEMbIE Ha BTOPOM 3Tarie (BBITIONHSIOTCS OTIpa-
BUTEIIEM).

1.

T'enepupyeM ciy4daitHbIN Karou wugposarnus coobujenus (con-
tent-encryption key). /It 310r0 MCIIONB3yeM aaropuTM Imc-
POBaHUsI, €ro MapaMeTphbl ONPEAENSIIOTCS KOHCTAHTaMU:

*  CONTENT ENCRYPT ALG - anroput™ mmmdpoBaHUs;
* CONTENT ENCRYPT_MODE - pexum mmgpoBaHus;
* CONTENT_ENCRYPT_LEN — mmHa xmoda mmgpoBaHys.

st anroputma RSA xmou mmdpoBanust cooOiieHus mudpy-
€TCcsl Ha OTKPBITOM KJTIoue rmosydyartenisi. Takas cxema Ha3bIBaeT-
csi mpancnopmuposka kaoya (key transport).

I anroputMma Quddu — XeuiMaHa Ha OCHOBE OTKPHITOIO
KJTIOYa TOJTyJaTelNis ¥ CEKPETHOTO KIIoya OTIPaBUTENST (hOPMHU-
pyeTcs napHutil cummempu4Hbli Kmod(pairwisesymmetric key),
U KoY M POBaHUS COOOLIEHUS IMGPYETCs] Ha 3TOM CUMMET-
puyHOM Kimodye. Takas cxeMa Ha3bIBAeTCH C021dCcO8aHuUe KAKHYA
(key agreement). AJITOpUTM ITapHOTO KJII0Ya (€Ie Ha3hIBaeMO-
IO KJTI0YOM IMKM(PPOBaHUS KiToda ITU(pPOBaHUS COOOIIEHUST) 1
€r0 TIapaMeTphl OTNPENENAIOTCS KOHCTAHTAMMU:

*  KEY_ENCRYPT ALG — anmroput™m mm¢ppoBaHUs;
*  KEY_ENCRYPT MODE - pexum mmdpoBaHus;
* KEY ENCRYPT LEN — mmmHa kiova mmdpoBaHus.

3anmgppoBaHHBIN KITIOY (P POBaHMS COOOIIEHMS U COITYTCTBY-
fommast nHgopmMaius codrpaercs B crpykrypy RECIPIENT JN-
FO. Cocras ctpykrypsl RECIPIENT INFO 3aBucut ot uc-
rmosib3yeMoii cxeMbl. B miporpamme st cxembl RSA ompenene-
Ha ctpyktypa KEY_TRANS_RECIPIENTJNFO, a s cxe-
mbl dudpdpu — Xemnmmana crpykrypa KEY AGREE RECI-
PIENTJNFO.

ConepxaHne cooOIeHysT mugpyeTcs Ha KIodye IMdpoBaHUs
COOOILIEHUS.

Crpykrypa RECIPIENT INFO u 3ammdpoBaHHOe comepkaHue
coobuieHust cooupatotrcsi B ctpyktypy ENVELOPED_DATA,

Ipexne 9em paccMaTpuBaTh pUMep OPMUPOBaHUE 3aTbpOBaH-
HOTO KJTIoYa MMGPOBaHUST COOOIIEHUS, Pa3bhsICHUM BaXKHBII MOMEHT
B pabote ormpaButens. [locne TOro Kak OTOPABATENb CUMTAET OT-
KDPBITBIM KITIOU TIONMy4aTesiss M OMPENeSTUT aJITOPUTM IUdOPOBAHUS
COOOIIeHWS W UIMHY KIo4a, eMy CJIeAyeT OTKPBITh IECKPUIITOP
pabouero Kpunrtonposaiiaepa. ITociaeaHmii JoJKeH MONIepKBaTh
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IrOpUTM OOMEHa, YKa3aHHbI B OTKPBITOM KITIOUE TOJTyJaTesis, a
TaKXe BIOPAaHHBII aJITOPUTM MO POBAHUS U paboUyto JUTMHY KITIO-
ya. JInst BbI3oBa KPUMNTOIpOBaiiepa ¢ 3aJaHHbBIMU XapaKTepUCTU-
Kamu B GyHKIMsAX CryptoAPT 2.0 ucronbsyercst mponenypal Crypt-
GetDefaultCryptProvForEncrypt nvzonomoreku  Crypt32.d11.

HCRYPTPROV
««API
|_CrvptGetDefaultCryptProvForEncrypt(

ALG ID  aiKeyXAlg,

ALG_ID aiEncryptAlg,

DAORD dwKeylLen
| H
W3 nporotumna ¢byHKUMM BUIHO, YTO OHA MPUHUMAET B KAYeCTBE
napaMmMeTpoB HUIASHTU(UKATOp ajJropurMa oobMmeHa {aiKeyXAlg),
WIeHTU(UKATOP alroputMa wudpoBaHus (aiEncryptAlg) n pabdo-
qyl0 JUIMHY Kmoda (dwKeyLen). ®@yHKIINST BO3BpallaeT AeCKPUII-
TOp KJTI0YEBOro KOHTeKCTa. [10CKOIbKY MBI He Mepefajii HUKaKOn
uHGpOpMaLlMU O K/1H4e60M KOHTeliHepe, TO OTKPBITHIN KIIOUEBOIt
koHTeKCT sBisieTcs npoBepouHbiM (CRYPT VERIFYCONTEXT).
DTOro BMOJHE AOCTATOYHO, TaK KaK OTIIPABUTENb T€HEPUPYET TOJb-
KO BPEMEHHYIO KITIOYEBYIO Tapy, KOTOpast HE COXpaHsIeTCsl, U HaM
HET HeOOXOAMMOCTU OTKPBIBATh KIIIOYEBOU KOHTEHED.

Anpec dyukuun  I_CryptGetDefaultCryptProvForEncryptonpe-
nensieM 4epe3 BbI30B GyHKUMU Loadlibrary nns OuGIMOTEKU
Crypt32.dll u yepe3 3anpoc agpeca Be130BoM GetProcAddress. An-

pec coxpaHsieM B TIiepeMeHHOU pfnCtyptGetDefaultCryptProvFor-
Encrifpt,

®parMeHT IporpaMMmbl, peayimaymlieil hopMrpoBaHue 3amndpo-
BaHHOTO KJII04a IM(PPOBAHKS COOOLLEHMS, TOKA3aH B IMCTUHIE 2-9.

JNluctuHr 2-9. PparmeHT BTOpOro atana nporpammbl CrMsgKeyX

switch (EnvelopedData. aiKeyXAlg) {
case CALG RSA KEYX:
// CM. KommeHTapuii 1
// VIMnopTMpyem OTKPbITLIA K04  nonyyaTens
// B KpwunTonposaviaep
iff!CryptimportKey(
hOriginatorProv,
RecipientPubKeyBlob.pbData,
RecipientPubKeyBlob.cbData,
0,
0,
AhRecipientKeyX» {
(en. caed, cmp.)



KpunTorpaduyeckune uHTepdeicol 108

printf("Error:  CryptimportKey=0xXX.\n",
GetlLastError());
goto SecondPhaseRelLeaseResource;

// CM. KomMeHTapuii 2
// Onpenenasiev pasmep MaMsTH I SKCIOpPTa KIOYa
// mudpoBaHUs COOOIIEHMsSI Ha OTKPBITOM KIIOYE IOJIydaTesist
if(!CryptExportKey(
hContentKey,
hRecipientKeyX,
SIMPLEBLOB,
RSA_ENCRYPT_FLAGS,
NULL,
&EnvelopedData.Recipientinfo.
KeyTransRecipientinfo.
EncryptedKey.cbData)) {
printf("Error: CryptExportKey=OxKX. \n",
GetLastErrorO);
Result=FALSE;
goto  SecondPhaseReleaseResource
}
// Bbimensiem mnamsth mnox SIMPLEBLOB
EnvelopedData.Recipientlnfo. KeyTransRecipientlnfo.
EncryptedKey.pbData=
LocalAllocf
LMEM_ZEfIOINIT,
EnvelopedData.Recipientlnfo.KeyTransRecipientlnfo.
EncryptedKey.cbData) ;
if (! EnvelopedData.RecipientInfo.KeyTransRecipientlnfo.
Enc rypted Key.pbData) {
printf("Error: Out of memory.\n");
Result=FALSE;
goto SecondPhaseReleaseResource;

Jl Cu. XOMMeHTapuit 3

// DRCHOPTMPYEM K04 muOPOBAHMS COOBMEHMS Ha OTKPHTOM

// Xo4Ye nOnydaTens

if (!CryptExportKey (
hContentKey,
hRecipientKeyX,
SIMPLEBLOB,
RSA_ENCRYPT_FLAGS,
EnvelopedData.Recipientlnfo.
ReyTransRecipientlnfo.EncryptedKey.pbData,
&EnvelopedData.Recipientlnfo.
KeyTransRecipientlnfo.

(cM. cren, cTp. )
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EncryptedKey.cbData)) {

printf ("Exrror: CryptExportKey=0xXX.\n",
GetLastError0) ;

Result=FALSE;

goto SecondPhaseReleaseResource;

Il CoxpansieM B (paiifie 3KCIIOPTUPOBAHHBIN KIOY
// umdpoBanuss COOOIICHUS
if  (!WriteFileBlob(
InCipher, &ErwelopedData. Recipientinfo.
KeyTransReciplent Info.

EncryptedKey)) {
printf("Error: Writing data to file.\n");;
Result=FALSE;
goto SecondPhaseReleaseResource;
break;
case CALG_DH_SF:
// CMm, KomMmeHTapuii 4
// VYcraHaBnmuBaeM TmapaMeTpbl WMGPOBaHUS ISl KIOYa
// 1mmdpoBaHUSI KWOY4A COOOIIECHUS
EnvelopedData. Recipientinfo. KeyAgreeRecipientinfo.
KeyEncryptionAlD.aiAlgorithm=KEY_ENCRYPT_ALG;
EnvelopedData. Reciptentinfo.KeyAgreeflecipientinfo.
KeyEncryptionArD.dwCipherMode=KEY_ENCRYPT_MODE;
EnvelopedData.Recipientinfo.KeyAgreeRecipientinfo.
KeyEncryptionAID.dwKeyLen=KEY_ENCRYPT_LEN;
// CM  KOMMeHTapuin 5
// TlpoBomMM TIpeABapUTENbHYIO TeHepamuio Kioda
// JAndpdu-Xewmana (tun ephemerial)
if (!CryptGenKey(
hOriginatorProv,
CALG DH_EPHEM
CRYPT_PREGEN,
ShOriginatorKeyX)) {
printf( "Error:  CryptGenKey=0xXX. \n",
GetLastErrorO);
Result=FALSE;
goto  SecondPhaseReleaseResource;

// YcranasnuBaem miapamerpel (P, G) wimmya
//  Dnddu-XennHaHa
if  (!CryptSetKeyParam(
hOriginatorKeyX,
KP_PUB_PARAHS,
(or. cmem, cTp.)
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(PBYTEJ&RecipientPubKeyBlob,
0)){
printf {"Error: CryptSetKeyParam=0xXX. \n",
GetLastErrorO);
Result=FALSE;
goto SecondPhaseReleaseResource;

// TlpoBomMM OKOHYATEJIbHYI0 TEHepaluio Kioya
// Jdnddu-Xewmana
if (!CryptSetKeyPararn(hOriginatorKeyX, KP_X, NuLL, 0)) {
printf("Error:  CryptSetKeyParam=0xXX. \n",
GetlLastErrorO};
Result=FALSE;
goto SecondPhaseReleaseResource;

// CM. KOMMeHTapuii 6

// VIMmopTHpyeM OTKPBITBI KITIO4 MOJIydyaTesst

if  (!CryptlmportKeyC
hQriginatorProv,
RecipientPubKeyBlob.pbData,
RecipientPubKeyBlob.cbData,
hQOriginatorKeyX,
0

&hAgreedKey)) {
printf ("Error: CryptimportKey=0xXX.\n",
GetLastError0);
Result=FALSE;
goto SecondPhaseReleaseResource;
// VcTaHaBnMBaeM MMEHTUOMKATOD anropuTMa midpOBaHMUS
// xmoda
if (!CryptSetKeyParam(
hAgreedKey,
KP.ALGID,

(LPBYTE) &EnvelopedData.RecipientInf o.
KeyAgreeRecipientlnfo.KeyEncryptionAID.
aiAlgorithm, dwKeyEncryptFlags)) {

printf("Error: CryptSetKeyParam=0xKX.\n",
GetLastError0);

Result=FALSE;

goto  SecondPhaseReleaseResource;

// Ecim anroput™ umbpoBamma xioya RC2, TO
// ‘ycraHaBmuBaeM 5QbeXTMBHYN IIVMHY KIOuYa,
// SKBUBANEHTHYO IJIMHE KJ0Ya
if (EnvelopedData.Recipientlnfo.
(cM. cneg, cTp.)
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KeyAgreeRecipientInfo.
KeyEncryptionAlD.aiAlgorithm == CALG RC2) {
dwRC2EffectiveLen=EnvelopedData.Recipientinfo.
KeyAgreeRecipientinfo.KeyEncryptionAlD.dwKeylLen;
if  (!CryptSetKeyParam(
hAgreedKey,
KP_EFFECTIVE _KEYLEN,
(PBYTE)&dwRC2EffectivelLen,
0)) {
printf(" Error: CryptSetKeyParam=0xXX.\n",
GetlLastErrorO);
Result=FALSE;
goto FirstPhaseReleaseResource;

L
|

// YcTraHaBnMBaeM pPEXUM IMGPOBAHMS KIFOYa
if  (!CryptSetKeyParam(

I

hAgreedKey,
KP_MODE,
(LPBYTE)&EnvelopedData.Recipientinfo.
KeyAgreeRecipientInf o.
KeyEncryptionAlD.dwCipherMode,
0)) {

printf( "Error: CryptSetKeyParam=0xU.\n",

GetLastErrorO);
Result=FALSE;
goto ¢ SecondPhaseReleaseResource;

'/ OM. kommeHTapmii 7
// OrmpenensieM pa3Mep TaMsITH Ul IKCHOPTA OTKPBHITOIO
// Kmoda ToirydaTesist
if  (!CryptExportKey(

}

hOriginatorKeyX,
0,
PUBLICKEYBLOB,
0,
NULL,
SEnvelopedData. Recipientinfo.
KeyAgreeRecipientinfo.
OriginaterPublicKey.cbData)) {
printff” Error; CryptExportkey=OxKX. \n",
GetLastErrorO);
Result=FALSE;
goto SecondPhaseReleaseResource;

// BbloensieM ONOK TMamsIiTU [UIsSE 9KCMOPTa OTKPBITOTO  KITMYa

(cm. caed, cmp.)
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// muoaydarens
EnvelopedData.Recipientinfo.
KeyAgreeRecipientinfo.OriginatorPublicKey.pbData=
LocalAllocf
LMEM ZEROINIT,
EnvelopedData.Recipientlnfo.
KeyAgreeRecipientlnfo.
OriginaterPublicKey.cbData);
if (!EnvelopedData.Recipientlnfo.
KeyAgreeRecipientlnfo.
OriginatorPublicKey.pbData) {
printf("Error: Out of memory.\n">;
Result=FALSE;
goto SecondPhaseReleaseResource;

}
// DRCTIOPTMPYEM OTKPHTHI KIOY IIOJydYaTess
if (!CryptExportKey(
hOriginatorKeyX,
01
PUBLICKEYBLOB,
01
EnvelopedData.Recipientinfo.
KeyAgreeRec ip ientInfo.
OriginatorPublicKey.pbData,
SEnvelopedData.Recipientinfo,
KeyAgreeRecipientInfo.
OriginatorPublicKey.cbData» {
printf("Error: CryptExportkey=0x3!X. \n",
GetLastErrorQ);
Result=FALSE;
goto  SecondPhaseReleaseResource;

{/ CM, xomMeHTapuii 8
// Onpepensem pasMep namsT Ans 3aKcrnopTa Kioya
// WdppoBaHMs COOBLLEHUS
if (!CryptExportKey<
hContentKey,
hAgreedKey,
SYMMETRICWRAPKEYBLOB,

0,
NULL,
&EnvelopedData.Recipientlnfo.
KeyAg reeRecipientlnfo.
RecipientEncryptedKey.cbData)) {
printf (" Error: CryptExportKey=0xltX.\n",
GetLastErroro0) ;

—

(cM..men, CTp.
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Result=FALSE;
goto SecondPhaseReleaseResource;

)
// BblmensieM ONOK TaMsTH Uil 9KCMOpTa Kmoya MGbpoBaHUs
//  coobwetmm
EnvelopedData.Recipientinf o. KeyAgreeRecipientinfo,
RecipientEncryptedKey.pbData=
LocalAllocC
LMEM ZEROINIT,
EnvelopedData.Recipientlnfo.
KeyAgreeRecipientInfo.
RecipientEncryptedKey.cbData);
if (!EnvelopedData.Recipientlnfo.
KeyAgreeRecipientInfo.
RecipientEncryptedKey.pbData) {
printf("Error: Out of memory.\n");
Result=FALSE;
goto SecondPhaseReleaseResource;
]
// 9KCIOPTMPYEeM KoY IUOPOBAHUS COOLWEHMST
if (I CryptExportKeyC
hContentKey,
hAgreedKey,
SYMMETRICWRAPKEYBLOB,
0,
EnvelopedData.Recipientinfo.
KeyAgreeRecipientinfo.
RecipientEncryptedKey.pbData,
&EnvelopedData. ‘Recipientinfo.
KeyAgreeRecipientinfo.
RacipientEncryptedKey.cbData)) {
printf("Error: CryptExportKey=0xXX.\n",
GetLastError());
Result=FALSE;
goto SecondPhaseReleaseResource;

}

/Y CM. KOMMeHTapuii 9

// CoxpansieM B aiiie SKCIOPTUPOBAHHBINA OTKPBITHIA KTOY
// oOTmpaBuUTENs.
if  (!WriteFileBlob(
hCipher,
iEnvelopedData.Recipientinfo.
KeyAgreeRecipientinfo.OriginatorPublicKey)) {
printf("Error: Writing data to flle.\n");
Result=FALSE;
goto  SecondPhaseReleaseResource;
(ea*, caed, cmp.)
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1
f

I/ CoxpaHsiem B daiine uaeHTMbuKaTop anropytMa kioya
// WAppoBaH/AR KoR  LLMGPOBaHAA  COODLLIEHS
if ('WriteFileAID(
hCipher,
SEnvelopedData.Recipientinfo.
KeyAgreeRecipientinfo.KeyEncryptionAID)) {
printf("Error: Writing data to file.\n");
Result=FALSE;
goto  SecondPhaseReleaseResource;
f
// Coqarsem B (aifie aKCriopTpoBaHHbIA KoY  LLmpoBaH/A
// o000
if ('WriteFileBlob(
hCipher,
&EnvelopedData. Recipientinfo.
KeyAgreeRecipientInfo. RecipientEncryptedKey)) {
printfC'Error: Writing data to file.\n");
Result=FALSE;
goto  SecondPhaseReleaseResource;

}

break;

default:
printf("Error: Unknown key exchange algorithm.\n"/:
Result=FALSE;

goto SecondPhaseReleaseResource;
}

Tenepb MPOKOMMEHTUPYEM MOKA3AHHBINA (hparMeHT.

1. B cooTBeTCTBUM CO CYUTAHHBIM M3 01004 OTKPHITOIO KI04a
noJiydatesisi TIpOUCXOAUT (OpMUPOBaHUE 3alIM(POBAHHOTO
Kmoya g poBaHUsi CooOIIeHYs. BoT 1 mpuMeHsieTcsl alropuT™
RSA, To mepBbIii 1Iar — UMITOPT OTKPBITOrO KJIro4a IorydaTe-
JIs1 B KpunmorpauyecKuii KOHTEKCT Tosydarenst. st aToro
ucnoms3yem pynkiuio CryptimportKey(cm. Tlpunoxenue 2).
rnepenaB el B KauecTBe MapaMeTpOB yKasaresib Ha 000 U ero
mHy. OyHKIUS BO3BpAIIAET JECKPUIITOP OTKPHITOTO KITIOYa
B nepeMeHHOU A RecipientKeyX.

1. Tenepb, UMest AECKPUNTOP OTKPHITOrO KJtOYa IOJIydaTeisi, MO
>KeM 3aimgpoBaTh HA HeM K104 mmpoBaHust cooouenust. st
nmgpoBaHusl Mo aaroputMy RSA cuMMeTpMYHOro Kiwoua Ia
OTKpPBITOM KiTio4e ucronb3yercst pyHkuvst CryptExportKey(cm.
IMpunoxenue 2) ¢ mapamerpom SIMPLEBLOR. Dkcnopt ocy-
ILIECTBJISIETCS JIO OOBIYHOI cXeMme: ompene/ieHue He0OXOAUMOTO
pa3Mepa namsitu it 65100a, BbIIEIEHUE HeoO, XOMMMOI aMsITU
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M 3KCIIOPT B Oydep BeimesneHHOM maMsaTl (cM. [lpuioxkenue 2,
pasmen «IloydeHnenanHbIX HEM3BECTHOIO pasMepar). Kcrmoib-
syemble yHkuuein CryptExportKeycxemst 1mdpoBaHus Io
anroputMy RSA nonpo6no ommcansl B [33. B cooTBeTcTBUM C
STUM JOKYMEHTOM B HAcTOSIIIee BpeMsl MUMEIOTCS JHE CXEMbI
mmdpoBanus no anroput™my RSA. D1o crapas cxema RSAES-
PRCS1M 5, xotopas ucnomibdyercs pyHkuueit CryptExport-
Key o ymomganuio. M1 HoBast cxema RSAES-OAEP, koropast u
PEKOMEHIyeTCsl K UCTIONb30BaHMI0. OHAKO UMETe 11 BUILLY, UTO
oHa noaaepxuBaetcs, HaurHast ¢ Windows NT SP6. B nporpam-
Me HCITOJIb3yeMasl CxeMa ycTaHaHIMBaeTcst KoHcTaHToit RSA EN-
CRYPT FLAGS. Jl1a npuMeHeHNs HOBOM CXeMBI HIM(ppOBa-
HUS HeoOxomuMo ycTaHOBUTH KoHcTaHTy paBHoii CRYPT OAEP.

Kaxk yxxe ormedarnocs, 1 ciaydae anroputMa RSA Bes nHpopma-
1Ml 0 Kimode mudpoBaHUs KToya COOOIIEHUST OObENMHSIETCS
B ctpyktypy KEY TRANS RECIPIENT INFO. Crpykrypa
KEY TRANS RECIPIENT INFOconmepXuT eqHCTBEHHBIN
napamerp Turma DATA BLOB EncryptedKey. Dtor mapamerp
COXpaHsIeT IIPM 9KCIOPTe YKazaTesist Ha 6ydep 1 pa3Mep 3ammmd-
pOBaHHOrO Kimoda mmGpoBaHusa KI04a COOOIICHUS.

C momompto ¢yukumu  WriteFile Blobcoxpansiem 6100 B daii-
Jie KpUITOrpaIeckoro COOOIICHNS.

B ciyyae ncnonb3oBanus anroputMa duddu — Xemmvana Bes
nHdopMaIys o Kimode mu@poBaHUs KIIOYa COOOIIECHIST 00be-
nuHsietcss B Oonee cnoxHyo crpyktypy KEY AGREE RE-
CIPIENT MNFO. Haunxaem pa6ory o cxeMe dudpdpu — Xe
JIMAHA C MHUIMAJIM3AIMK apameTpa 31oil cTpykrypbl KeyErmnc-
ryplionAID — uneHTH(MKaTOpa aroput™Ma Kb pOBaHUS I
NMAPHOI0 CMMMETPHYHOIO KJIF04a, Ha KOTOPOM OyreT 3aimdpo-
BaH KITIOY IIU(MPOBaHMS COOOIICHNS.

Termepb, COMIaCHO MOCASAOHATEILHOCTHACHCTBHIA, KOTOPYIO MBI
M3JIOKWIM U1 ajropuTMa ooMmeHa kmodamu Hupdum — Xem-
JIMaHa, HeOOXOMMMO Ha OCHOBAHMM OTKPHITOTO KITIOYA TOJTyva-
TeJIsl ¥ CEKPETHOTO KITIoYa OTITPABUTEIIS TIOTYYUTh MTAPHBINA CUM-
METpUYHBINM Kimod. Hamo ckaszarbh, 4TO CYIIECTBYIOT JBE MOMIE-
M peanu3anuy anroputMa duddun — Xemmvana.

Camas pacnpoctpaHeHHass momeib — Ephemeral-Static Diffic-
Hellman. B pamkax 3Toli Mone/mm OTIIpaBUTENIb TEHEPUPYETape-
wnHyro (ephemera!) KmodeBylo mapy ooMeHa. Pasymeercs, mpu
BBIYMCIICHUHM OTKPBITOTO KITIOYa OTIIPABUTENIb MCIIONB3YeT Ta-
pametpbl P u G, KoTopble TpemocTaBieHBbl MoiydaresieM. Ha
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OCHOBaHMHU CBOETO CEKPETHOTO M OTKPBITOTO KJIOYa OTITPaBU-
TeJisl TIoJTyvaTeNlb BBIUMCIISIET MapHbIA CUMMETPUYHBIN KITIOU.
Kmou mmdpoBaHus coolieHus ImgpyeTcsi Ha 3TOM KIIIoue U
BMECTE C OTKPBITBIM KJTI0UOM OTIIPABUTEJIST BKJIIOUAETCS B KPUTI-
Torpacudeckoe coodieHue. Ilociae aToro BpeMeHHas Kiode-
Basl T1apa OTIpPaBUTEIEM YHUYTOXKAETCSI.

Hpyrast momenms — Static-Static Diffie-Hellman. B atom ciy-
Yae W y Moayyatesisi, W y OTIpPaBUTENsT UMEIOTCSl CTaTUUecKue
KJTIOUEBbIE TIapbl, KOTOPbIE OHU TTPUMEHSIOT 1JIs1 OOMeHa KpHUII-
TorpapYecKUMHM COOOIIEHUSIMU. PazyMeeTcs, 4To B 3TUX KJTI0-
YeBbIX Mapax MCIOIb3YIOTCS OJMHAKOBBIE MapaMeTphbl aJlTOpPUT-
ma P u G. Kpome Toro, mockoJibKy Mmapbl CTaTUYECKHUE, TO Tap-
HBI CUMMETPUYHBIN KITI0Y BCETa OMMHAKOB, YTO HEMpUeMIIe-
mo. [losToMy npu peanuzauuy 3TOi MOIEIM HEOOXOIMMO HC-
TOJIL30BaTh MOIU(UKATOPHI KITIOYA.

B nareit nporpamme peanusyem moaeiab Ephemeral-Static. Jlst
3TOro MpH reHepauuu KmodeBoi napsl Auddu — XennamaHa B
dyukuuo CryptGenKey (cm. IlpunoxeHue 2) nepemaercst
uneHtudukarop amroputva CALG_DH_EPHEM (Diffie-Hell-
man Ephemeral). OH Kak pa3 u npeaHa3HauyeH ISl TeHepaiuu
BPEMEHHOI KJTI04eBOil mapbl. B oTinMuMe OoT KiIIOYeBOil Iaphl,
KOTOpasi TeHepupoBaJlach IOJiyyaTeJeM Ha MepBOM 3TaHe
CALG DH_SF (Diffie-Hellman Store and Forward), BpemeH-
Hasl KJIIoYeBas Mapa He COXpaHsIeTCsl B KIIIOUEBOM KOHTeHepe,
a CyILIECTBYET TOJIbKO B OTIEPATUBHOM MaMSTH, U MOCIe YHUY-
TOXEHUST IECKPUIITOpa KMo4YeBoi mapnl dyHKuueir CryptDest-
royKey(cm. TlpunoxeHue 2) oHa Takke yHUUTOXaetcsl. Kpo-
M€ TOTO, MPU TeHEPALMKU KIOYEeBO Mapbl MPUMEHSIEM KIIIOY
CRYPT PREGEN. Ecmu ycraHapimuBaeTcst 3ToT ¢ar, To ¢hyH-
kuusi CryptGenKey creHepupyeT TOJBLKO CEKPETHBIA KIIOY, a
OTKPBITHIIA KJIIOY TTOKa He BbIUMCIeH. TakuM oOpa3oM, Bbl I0-
JyyaeTe BO3MOXHOCTb YCTAHOBUTH [IJIsl KJII0Ya HEOOXOIMMbIE
napameTpbl P u G. 115 ycTaHOBKY MapaMeTpoB UCIIOIb3YeM
dynkuuio CryptSetKey Param(cm. TlpuioxeHue 2) ¢ mapaMeT-
pom KP PUB PARAMS. B kauecTBe yKaszaTesisl Ha IapameTp
nepenaeM yKazaTesb Ha CTpYKTypy RecipientPubKeyBlobmuna
DATA BLOB. 3ra cTpykTypa comepXWT yKaszaTesib Ha Oydep
¢ 0J000M OTKPBITOTO KJII0Ya MmoJrydyaTesisi 1 pa3mep 6moba. Ila-
pamerp KP_PUB PARAMS mno3BosisieT MCHOJb30BaTh ISt
ycTaHOBKU mapamMeTpoB duddu — XemwmMaHa 6100 OTKPHITOrO
KJII0Ya TpeThel BepCrU, MPUMEHEHUE KOTOPOro Mbl O0CYXIa/In
na nepsoM atare. [1pu ncnonb3oBaHuM cTaporo criocoda rnapa-
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METpbI TiepenatoTcst otaenbHo u GyHkuuw CryptSetKeyParam
Be3bIBaOT Wi mmapamerpoB KP_P u KP_G Takke ormenbHoO.
IMocne ycranoBKM TapameTpoB [UIsl OKOHYATEJIbHOW TeHepaluu
KJIIOYEBOW Tapbl onsmb Bbi3biBaeTcs GyHKIUs CryptSetKey-
Param c napamerpom KP_X, mipu 3TOM yKazaTenp Ha mapamMeTp
nospKeH ObITh paBeH NULL. TakuM o00pa3om, nepevennad A (-
ginatorKeyXconep>Xutaeckpurrop BpeMeHHOl KITHOYeBOI Taphbl
OTIIPaBUTEJIS.

. Tenepb Ha OCHOBE TIOJTyYEHHOTO JAECKPUTITOPA KITFOYEBOI Taphl
1 O00a OTKPHITOrO KIIIOYa TONTyvaTesIsl BBIYUCISIEM TapHBIN
CHUMMETPUYHBIA Kmo4. JIJIsi 3TOr0 MMIIOPTUPYEM OTKPBITHINA
Kmod nosryyatesist uepe3 yukumo CryptimportKey(cm. Tlpu-
JIoXeHue 2), a B KayecTBe KII0Ya MMIIOpTAa YCTaHaBIIMBaeM
hOriginatorKeyX, B pe3ynvrate niepeMmeHHast kAgreedKey Oy-
JIET CollepKaTh IECKPUIITOP cozaacosannozo (agreed) mapHoOro,
CUMMETPHUYHOTO Kitoda. OHAaKo, Tepest TeM KaK MPUMEHSITb 3TOT
KJTI0Y, HEOOXOMMMO YCTaHOBUTH € TO MmapaMeTphl. [1pexne Bce-
TO, Y KJTI0Ya ToKa HeT JaXe aJToOpuTMa, JJIsl €F0 YCTAHOBKM BbI-
3biBaeM CryptSetKeyParam. Tlocne 3toro kmo4 cchopMUpOBaH
OKOHYATEJTbHO, U €r0 MOXKHO UCTOIB30BaTh. [Toapo6HO hopmu-
pOBaHMe TTapHOTO CUMMETPUYHOTO KITIOUa JIJIST PA3NIMYHBIX aJl-
TOpUTMOB U3JIokeHo B [31J. Temepsb cienyeT Ha3HAYUTh Mapa-
METpbI B COOTBETCTBUU C WIECHTH(PHUKATOPOM airoputMa Imd-
poBanus. Ycranoska napamerpa KP EFFECTIVE KEYLEN
i xmoda RC2 o6cyxmaercst B KOMMEHTapuu 4 TUCTUHTA 2-5.

7. Tlocne BBIYMCIEHUS] TMAPHOTO CHMMETPMYHOTO KIII0Ya Hamo
chopMmpoBaTh MapamMeTphl, HEOOXOMUMBIC ISl ITOydaTesisl.
CHavasia 9KCIOPTUPYEM OTKDBITBI KMOY OTIpaBUTENSI, IS
oToro BbI3biBaeM GyHKUMIO CryptExportKey(cm. [lpunoxe-
Hue 2) ¢ mapamerpom PUBLICKEYBLOB. Ceiiuac Ham He Hamo
SKCIOPTUPOBaTh MapaMeTpbl P 1 G, To3TOMy MBI He YCTaHAB-
JIMBaeM HUKAKHUX (JIaroB 3KCIopTa. biod oTKphITOro Kimova co-
xpaHsieM B mapametpe Originator Pub lie Key cTpyKTypbl
KEY_AGREE_RECI PIEMT _INFO.

8. 3arem HeobOxomumo 3ammgpoBaTh 1 SKCIIOPTUPOBATH KITHOU
mndpoBaHUs COOOILEHUS, OnKChIBaeMbliineckpuntopom,/TCosi-
tentKey. Insg atoro Takxke ucnosyibdyercs dyHkius CryptEx-

portKeyc napamerpom SYMMETRICWRAPKEYBLOB,pen-
Ha3HAYCHHBIM TSI IIUPOBaHUSI CUMMETPUYHOTO KITIOYa Ha
JIPyroM CUMMETPUYHOM Kitoue. B KauecTBe Kiroua aKCropra,
€CTEeCTBEHHO, UCTIONb3yeM deckpunmop HAgreed Key. bao6 xmoua
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mMdpoBaHusT COOOIIEHUSI COXpaHsieM B mapamerpe Recipient-
EncryptedKeycmpykmypst KEY_AGREE_RECI PIENT_INFO.
Mertonpl 1MbpoBaHus, MPUMEHsSIEMbIE MPU SKCIIOPTE Ha pas-
JIMYHBIX CUMMETPUYHBIX KJTIodax u3jioxkeHsl B [30] u [31].

9. CoxpaHsieM IIOCIEeIOBaTeIbHO B (haiiyie KpUNTOrpadpmIecKoro
coobmenus Bce mapameTphl cTpykTtypsl KEY AGREE RECI-
PTENT _INFO: cHavana OTKPHITBII KIIIOY OTIIPABUTEISI, 3aTEM
uaeHTH(hUKATOp alropUuTMAaIIMGPOBaHKUS TAPHOTO CUMMETPUY-
HOTO KJII0uau, HaKOHell, 3a11(pOBaHHBIAKIIIOY IIU(pPOBaHUS
COOOIIIeHUSI.

Iman mpemuil.

Omnpenenum riaBHble 3agaun. [lonyuuB kpunTorpacduyeckoe co-
OOIIIEHKE OT OTIPAaBUTENS, IMOJydare/ib, MCIIONb3Ysl CBOW CEKpeT-
HBIA KJTIOY, paciir@poBbIBaCT KoY IMGPOBAHUS COODILICHUSI U C
€ro MOMOIIbI0 PaCIIM(POBBIBAET COAEPXKAHNE COOOIIEHHS.

JleiicTBUS, BBITIOJNHSIEMbIE HA TPETheM 3Tarle (BBITIOIHSIOTCS TTOMTy-
gareiaem).

1. CuuThiBaeM M3 KpUIITOrpaueckKoro coooIIeHNsT MHGOPMALIIIO
u 3anonansgeM crpykrypy RECIPIENT INFO.

2. s anroputMa RSA: mcIionb3ys CBOil CeKpeTHBIM KITIOY, I10-
JIydaTtesib paciin@poBbIBaCT KIOYU IUMPOBAHUS COOOIICHUSI.

3. Hna anroputMma Auddu — XemimaHa: Ha OCHOBE OTKPBITOTO
KJTIOYa OTMPABUTEISI M CBOCTO CEKPETHOIO KJIoua IMoJIydarelib
(opmupyeT mapHbIii CUMMETPUYHbIM K04 M paciii@poBbiBa-
€T KJTou @ poBaHUS COOOIICHMUS.

4. ComnepxaHue cooOIIeHNs paciIM@pPOBBIBACTCS Ha KITode -
pPOBaHUSI COOOLLCHKSI.

®parMeHT NporpaMMbl, pealn3yrolleil UMIOPT 3alndpPOBAaHHOTO
Kimoda mmgpoBaHUs COOOIICHMS, TTOKa3aH B JIMCTUHTe 2-10.

Jiuctuur 2-10. dparmeHT TpeTbero aTana nporpammbl CrMsgKeyX

switch (EnvelopedData.aiKeyXAlg) {
case CALG RSA KEYX
// CM. komMmeHTapuii 1
// CunTbiBaeM 3alLM@POBAHHbIA KIOY LLMGPOBaHUS COOBLLIEHMS
if ([ReadFileBloK
hCipher,
SEnvelopedData. Recipientinfo.
KeyTransRecipientinfo.EncryptedKey)) {
printf("Error: Reading data from file.\n");

(cm. caeo, cmp.}
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Result=FALSE;
goto ThirdPhaseReleaseResource;

II CM. XOMMEHTapwii 2
// VIMIOPTVPYEeM B KPUITOHPOBAMZEp Kiou WndpoBaHUS
//  coobmerns
if  (!CryptIinportKey(
hRecipientProv,
EnvelopedData.Recipientinf o.
KeyTransRecipientinfo.EncryptedKey.pbData,
EnvelopedData. Recipientinfo.
KeyTransRecipientinfo.EncryptedKey.cbData,
0,
RSA ENCRYPT_FLAGS,
&hContentKey)) {
printf( "Error:  CryptimportKey=0xXX.\n",
GetLastErrorO);
Result=FALSE;
goto ThirdPhaseReleaseResource;
}
break;
case CALG DH_SF:
// CMm, KoMMeHTapuii 3
// CuuTbiBaeM OTKDBITBII KMOY4 OTHpPaBUTEIS
if ('ReadFileBlob(
hCipher,
SEnvelopedData. Hecipientinfo.
KeyAgreeRecipientinfo. OriginatorPublicKey)) {
printf("Error: Reading data from file.\n");
Result=FALSE;
goto ThirdPhaseReleaseResource;
}
// CuutbiBaeM MAECHTUGUKATOP aJrOpUTMa Kioya HudpoBaHUs
// Xmoda ITU(pPOBaHUS COOOIICHUS
if ('ReadFileAID(
hCipher,
AEnvelopedData. Recipientlnfo.
KeyAgreeRecipientlnfo. KeyEncryptionAID)) {
printf("Error: Reading data from file.\n"};
Result=FALSE;
goto ThirdPhaseReleaseResource;
)
// CunmTeBaeM 3amvOpPOBaHHHN KUY UMOPOBaHMS COODMEHMSE
if (IReadFileBlob(
hCipher,
&EnvelopedData. Recipientlnfo.

(cM. cien, cTp.)
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// Cwm.

// Cu.

KeyAgreeRecipientinfo.
RecipientEncryptedKey» {
printf("Error: Reading data from file.\n");
Result=FALSE;
goto ThirdPhaseReleaseResource;
I
KOMMEHTapuii 4
// TlonydyaeM AeCKpUNTOP KIOYeBOil Mapbl oOMeHa
if  (!CryptGetUserKey(
liRecipientProv,
AT_KEYEXCHANGE,
HhfiecipientKeyX)} {
printf("Error: CryptGetUserKey=0xXX.\n",
GetLastErrorO)
Result=FALSE;
goto ThirdPhaseReleaseResource;

\
Il VIMmopTupyeM OTKDBITBIA K4 TOJydaTesst
if  (!CryptImportKey(
hRecipientProv,
EnvelopedOata. Recipientinfo.
KeyAgreeRecipientInfo.
OriginatorPublicKey.pbData,
EnvelopedData.Recipientinfo.
KeyAgreeRecipientInfo.
OriginatorPublicKey.cbData,
hRecipientKeyX,
0,
AhAgreedKey)) {
printff" Error: CryptimportKey=0x!(X.\n",
GetLastErrorO);
Result=FALSE;
goto ThirdPhaseReleaseResource;

KOMMEHTapuil 5
dwKeyEncryptFlags=EnvelopedData.Recipientinfo,
KeyAgreeRecipientinfo.KeyEncryptionAlD.dwKeyLen «  16;
// YcTaHaBnuBaem anropuTMm Kmoda LWmMdpoBaHUS KIToHa
// wmdpoBaHUs COOBLLEHMA
if  (ICryptSetKeyParam(
hAgreedKey,
KP U.GID,
(PBYTE)&EnvelopedData.Recipientinfo.
KeyAgreeRecipientinfo.KeyEncryptionAlD.
aiAlgorithm,
dwKeyEncryptFlags)) {

(cM. crem, cTp.)
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printf(" Error:  CryptSetKeyParam=0xXX.\n",
GetlLastErrorO);
Result=FALSE;
goto ThirdPhaseReleaseResource;
i
// Ecmu anroputMm mudpoaHus kmoya RC2, To
// ycTaHaBiauBaeM ' 3¢eKTHBHYI0 IJIUHY KIO0Ya,
// SKBUBAJEHTHYIO JJIMHE KIOYa
if (EnvelopedData.Recipientlnfo.
KeyAgreeRecipientinfo.
KeyEncryptionAlD.aiAlgorithm == CALGRC?) {
dwRC2EffectiveLen=EnvelopedData.Recipientinfo.
KeyAgreeRecipientinfo.KeyEncryptionAlD.dwKeylLen;
if  (!CryptSetKeyParam(
hAgreedKey,
KP_EFFECTIVE_KEYLEN,
(PBYTE)4dwHC2EffectiveLen,
0)) {
printf("Error:  CryptSetKeyParam=0xXX.\n",
GetLastErrorO);
Result=FALSE;
goto SecondPhaseReleaseResource;

]

// YcTaHaBauBaeM pexuM Kioya Mu(poBaHUS KIoya
// mudpoBaHug COOOIIEHNUS
if (! CryptSetKeyParam{
nAgreedKey,
KP_MODE,
(PBYTE)&EnvelopedData. Recipientinfo.
KeyAgreeRecipientinfo.KeyEncryptionAlD.
dwCipherMode,
0)) {
printff "Error:  CryptSetKeyParatn=0x!SX.\n",
GetLastErrorO);
Result=FALSE;
goto ThirdPhaseReleaseResource;

// Cm. kommeHTapuii 6

// UMmmopTupyem Kmod mudpoBaHUST COOOIIEHUS

if  (!CryptImportKey(
hRecipientProv,
EnvelopedData.Recipientinfo,
KeyAgreeRecipientinfo.
RecipientEncryptedKey. pbData,
EnvelopedData.RecipientInfo.

(cm. caed, cmp.)
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KeyAgreeRecipientinfo,
RecipientEncryptedKey.cbData,
hAgreedKey,

SF\ContentKey)) {
printf("Error: CryptimportkKey=0xXX.\n",

GetLastErrorO);
Result=FALSE;
goto ThirdPhaseReleaseResource;
1
break;

>

Tenepb TPpOKOMMEHTUPYEM NOKA3AHHBINA (DPATMEHT.

1. st anroputMa RSA cuuThiBaem 3amicbpoBaHHBIN KITIOY HIHd-
poBaHus coobieHus. CoxpaHsieM pa3Mep U yKazaTelb Ha Oy-
dep 61106aB mapamerpe Encrypted Keycmpyxkmypo: KEY TRANS
RECIPIENT_INFO.

2. PacmmdpoBbiBaeM K04 G POBaHUsI COOOIIEHUST HA CEKPEeT-
HOM KJoue mojyyatens. s aToro ucnojibdyeM (yHKIINUIO
CryptimportKey (cMm. Tlpunoxenue 2). B dyHKIMIO He Hamo
nepeJiaHATh JIECKPUIITOP KJTI0Ya UMITOPTA, TIOCKOJIBKY AECKPUTI-
TOP KJIFOUEBOrO KOHTEITHEpa OMHO3HAYHO UICHTU(PUILINPYET CeK-
PeTHBIN K04 oOMeHa. JlecKpuIrop Kimoda g poBaHUs CO-
oO1IeHusT Bo3Bpamaercst H nepeMeHHoit AContentKey.

3. Hna anroputMma duddu — Xemnamara HeOOXOOMMO CUUTATh
HECKOJIbKO TtapaMeTpoB. IlepBbIM CUMTHIBAEM OTKPBITHIN KITIOY
OTMPaBUTEIST U cCOXpaHsieM ero B mapametpe OriginatorPublic Key
ctpyktypelKEY  AGREE RECIPIENT INFO. 3atemcuutsbi-
BaeM U 3anosiHsieM cTpyKtypy Key Encryption AID — wneHTu-
dukaTop anropuTManM@poBaHusI 7151 TAPHOTO CUMMETPUYHOTO
kmoua. [locienHuM cunThiBaeM 3aiMdpOBaHHBIN KTIOY U d-
pOBaHUsI COOOIICHUS M COXpaHsieM €ro B TMapameTpe Recipien -
EmryptedKeycmpykmypot KEY _AGREE_RECTPIENT_INFO.

4. Ha ocHoBe OTKpPBITOrO KJItoYa OTIIPABUTENSI U CBOETO CEKpeT-
HOTO KJTIOUaBbIpabaThIBaeM MapHbIN CUMMETPUIHBIN KITIo4. J1J1st
a10ro ¢ nomoisio Gyakmm  CryptimportKey vMmrioptupyem
OTKPBITHIN KITIOY B KJIIOUEBOI KOHTEMHED moaydaTeis. B otim-
Yue OT UMITOpTa OTKPHITOro Kimovya RSA, nmpu ummopre kioda
HIupdpu — XemnmmaHa HEoOXOAMMO yKaszaTh KIIIOU MMIIOPTA,
MOCKOJIbKY KPOME OCHOBHOM KJIIOUEBOM Mapbl oOMeHa B KOH-
TelHEpe M:OXKET OBbITb CO3MAHO HECKOIBKO spemenHbix (ephe-
meral), 1 Halo SIBHO yKa3aTh, Kakasl mapa ucnojb3yercs. st
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MOJTyYeHUs JECKPUIITOpa KITIOUEBOW Tapbl oOMeHa MCIIOJb3Y-
> dyskumio CryptGetUserKey(cm. Tlpunoxenue 2) c rnapa-
merpoM AT _KEYKXCHANGE. B pesynbrate UMIopTa OTKpbI-
TOTO KJTI0Ya OTIPaBUTENSI, BbIpabAThIBAETCS MApHBIM CUMMET-
PUYHBIN KITIOY, JTECKPUIITOP KOTOPOro HAXOMUTCS B TIEpeMeH-
Ho hAgreedKey.

5. Kak yxe orMeuanoch 1 KOMMEHTapHu 6 KO BTOPOMY 3Tarty, JUTs
TOTO 4TOOBI MCITOJIb30BaTh TIOJYYEHHBIN NECKPUIITOP KIItova,
HEOOXOIMMO YCTAaHOBUTh MACHTU(UKATOP aJropUT™Ma U Apyrue
napameTphbl M(POBaHUS, MepeJaHHble B KpUNTOrpachuiecKoM
COOOIIEHUH.

6. PacmmdpoBbiBaeM KITIOU IIM(DPOBaHUS COOOIIEHNS Ha MApHOM
CUMMETpUYHOM Kittoue. J1yist 3roro ¢ romoliibio hbyHKiuu Crypt-
ImportKeyumnopmupyem 3anmimdpoBaHHBINM KIOY 1MdpoBa-
HMSI COOOIIEHUS B KJIIOUEBOI KOHTEWHep mosydatesisd. B kave-
CTBE KJTF0Ua MMITOpTa YKasbiBaeM deckpunmophAgreedKey. Tloc-
JIe 3TOTO JIECKPUTITOP KiTtoua MM(poBaHUs COOOIIEHUST coep-
XUTCcsl B miepeMeHHo# hContentKey.

TakuM ob6pa3oM, (opMaT JTAHHOTO KPUNTOrpadrIecKOro cooOIe-
HUS 00ecTieunBaeT KOH(MPUIECHIIMATBHOCTD C TIOMOIIBIO CUMMETPHY-
HOro mrdpoBaHUS U HECUMMETPUYHBIX MEXaHU3MOB OOMEHaA KJTIO-
yamu. PaccMoTpuM TpeGoBaHUSI, KOTOpbIe HEOOXOIUMO BBITIOJTHUTD,
4TOOBI YCJIOBYE KOH(DMIEHIMAILHOCTH JEHCTBUTENLHO BbITIOTHSI-
JIOCh.

[TepBas mpobieMa, KOTOPYIO HeOOXOAMMO pelliaTh MPY peaanu3aluu
000t HECUMMETPUYHOM CXeMbI, — 3alllUTa OT TaK Ha3bIBaeMOi
aTaku <«yenogeknocepedure» (man in the middle). Dror Bun ataku
TpeAroiaraet, Yro y 3JI0yMbIILIEHHUKA eCTb BOBMOXHOCTb pa3oM-
KHYTh KaHaT CBSI3M M BKJIMHUTBLCS MEXIY OTIpPABUTENIEM U TTOJy-
yaTesieM, MO3TOMY aTaka M TMOJy4yusia Takoe Ha3BaHUe. 3JI0YyMBbIIII-
JICHHUK TepexXBaThIBacT OTKPBITBIN KITIOU MTOJTyJaTesisi, 3aMEHSIET ero
Ha OTKPBITBHIA KITIOY CBOEU KIIIOUEBOHM Mapbl OOMEHAa W TMOCBLIAET
oTnpaBuTeo. Jlaee oH TepexBaThiBaeT KpuITorpadudeckue co-
oO1eHus1, pacumpoBbIBAET MX HA CBOEM CEKPETHOM KIIIOYe, Iie-
penm(poBbIBAET C UCTIOJIB30BAHMEM TIEPEXBAYCHHOTO OTKPBITOTO
KJTIoYa M OTITpaBJIsieT mosydateno. Mcnonb3oBaHue cepTudukaTtoB
OTKPBITBHIX KJTIOYEH 1 I0OBepeHHbIX 1ICHTPOB cepTuduKaimu, 6e3yc-
JIOBHO, DELLIAeT nv mpodneMy. Ecimv cepTUdMKAThl HE UCIIOIb3Y-
JOTCSI, TO TOCTABKY OTKPBITOTO KJIF04a OT ToJTydyaTesisi K OTIpaBUTe-
JIIO CJIelyeT TIPOM3BOIUTh IO KaHajlaM, B KOTOPBIX O0ecreynBacT-
¢S 1IeJIOCTHOCTh TiepelaBacMbIX TaHHBIX. DTO MOXET ObITh Tiepesa-
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Ya Ha BHEITHWX MArHUTHBIX HOCUTENSIX (HampuMep, AMCKETax),
JIOCTaBKa KOTOPBIX TAPAHTUPYETCST KOMIUIEKCOM OpraHM3allMOHHBIX
MEPOTIPUSATHIA, JTMOO Tiepenaya 1Mo CIeluaIbHbIM CETSM, KOTOpbIe
TapaHTUPYIOT HEBO3MOXKHOCTh HApyIIeHUsI UX (hU3MUIECKOM 11eN0-
cTHOCTU. TTOCKOJBKY HET HeOOXOOMMOCTH OOecreurmBaTh KOHMU-
NEeHITMATbLHOCTh OTKPBITOTO KITIOYa, Tiepeaya ero OT IMOTydaTelis K
OTITPABUTENIO B HEM3MEHHOM BUIe — BITOJIHE pelaeMast 3aaayva.

Bropas nmpobnema, — BeIOOp pabodeil IIMHEI Kioda. B Hacrosiee
BpeMsl peKOMEHIyeMble 3HaueHUs IUTMHBI Kimova 11t RSA — He
menee 2048 our, a my1st Auddu — Xemwmmana — 10246ura. OnHako
npobJieMa pealbHOl CTOMKOCTM HECHMMMETPUYHBIX CXeM CJIOXHA,
M paccKa3s o Tieil BBIXOIUT 3a PaMKM Halllell KHUTU. Marepuaibl 1o
3TOMY HO IIpOCy ITyOIMKYIOTCSI TTocTosiHHO. st anroputMoB RSA
u uddu — XemmmaHa pekomeHayeM nocMoTpeTs [33] u [32].

Ucnonb3osaHue CryptoAP1 1.0
ong peanu3auvm cxembl umdgpoBoin nognucu

B nipenbinyiemM naparpade Mbl IO3HAKOMIIM Bac C TeM, Kak obec-
MeYMBaeTCs B paMKaX KOHIIETIIIMM HECUMMETPUIHOTO pactipeesie-
HUS KIoYel KOHMMAECHIMATLHOCTh TIPU Tiepenade AaHHbIX. s
pereHus 3anad LEeJJOCTHOCTM M ayTeHTHIHOCTH HEeOOXOIMMO MC-
TTOJTb30BaTh MEXaHW3M 3JIEKTPOHHOM 1udpoBoit moarmucu. Ceityac
Ha KOHKPETHOM TTpUMepe MbI TTOKaxkeM TTporieaypy hopMupoBaHus
OTIIPABUTENIEM TIOANKMCH K OTIpaBlisieMoMy coobineHuo. Kak u B
TIPEABITYIIMX TTPUMEPax, TEKCT COOOILEHMSI COMepKUTCs B haiie,
COOCTBEHHO, KaK M 3JIEKTPOHHAS TIOAIMCH CO BCEMU HEOOXOTUMBI-
MU TlapameTpamu. VICXOmHBIN TeKCT MporpaMMbl XpaHUTCS B aii-
e Chapter2/SignMsg/SignMsg.c.

Kpunromnposaiinepsr Microsoft momaep:kuBaloT 1Ba aJropuTMa
mdpoBoit moanuck: RSA u DSA. Kpome Toro, KpunrorpoBaiine-
pamu Microsoft TonmmepkuBaloTCsl YeThipe alropuT™Ma Xeul-(QyHK-
1Mit, ucrob3yeMsIX B oamuc: MD2, MD4, MB5 ulfHA-1. Haro,
OIHAaKO, TTOMHUTH, YTO €CJIM ISl aJlfTOpUTMa 1IM(PPOBOI TIOAITUCH
RSA momxomsT Bce xem-¢yHKIMM, To craHmapT DSA ucmonb3yeT
TOJIBKO XelI-(yHKIMKU ¢ aaroputMoM SHA-1.

B ¢aiin xpunrorpaguyeckoro coodieHus, KoTopoe GopMUpYeT-
cs B TIpUMepe, Mbl He BKITIOYaeM caMo COOOIIIEHHE, a TOJIBKO IO~
MMCh U HEOOXOMMMBIE TTapaMeTpbl. CUUTaeM, 4To COOOILeHHE TIepe-
JACTCSl caMOCTOSITeIbHO. TakuM 00pazoM, ¢aitm Kpunrorpadudec-
KOTO COOOILEHUST BKITIOYAeT UASHTU(MUKATOP aJropyuT™Ma Xeml-hyH-
KLMU, OTKPBITHIN KJTIOU Tapbl M(POHO TTOATTUCH OTIIPABUTENS U
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3HA4YCHUC HH(I)pOBOﬁ roanucy. Mbl He BKITIOYaeMSIBHO I/II[eHTI/ICl)I/I-
KaTtop ajropurMa Ioanucu, IIOCKOJIbKY OH COOCPXKUTCA B 61100¢
OTKPBITOI'O KJIr04a OTIIPaBUTEJIA,

®parMeHT MporpaMMbI TokaszaH B JucTuHTe 2-11. Mcnonb3yembie
B mnporpamMme dyHkun  CryptAcqgmreContextEx, Write File Blob
" ReadFileBlobmbt oriicany B TIpenbIAyIMX naparpadax.

Jiuctuhr 2-11. dparmeHT nporpammbl SignMsg

// CM. koMmeHTapuii 1

// OnpepeneHve uMeHn w Tuna paboyero npoBaiigepa
«define PROV.NAME MS_DEF_PROV

«define PROV.TYPE PROV_RSA FULL

// Onpepenenne wupeHTUdUKaTOpa, UCNONL3YEMOro anropuTua
//  XewwuposaHus

«define HASH ALG CALG_SHA

// OnpenmeneHve [vHbI Klo4a nognucy U @naros

#define SIGN_KEY_LEN 512

«define SIGN _KEY FLAGS 0

// OnpepeneHue CTPOKU A/ MOAMMCM M CTPOK OMMCaHUS

«define SIGN_MSG "The data that is to be
hashed and signed.”

«define SIGN_DESCRIPTION NULL

«define VERIFY_DESCRIPTIONNULL
// Onpepenenne ¢naroB noanMCU M NPOBEPKM

«define SIGN_FLAGS 0

«define VERJFY_FLAGS 0

// OnpepeneHve uMeH ¢aiiioB COOOLIEHMS W LMGDPOBOA  NoAnMCH
«define MESSAGE FILE “Message. txt

«define SIGNATURE_FILE "Message.sig”

// OnpepeneHne WMeHM KIIOYEBOr0 KOHTeiiHepa oOTnpaBuUTens
ftdefine ORIGINATOR_CONTEXT "Originator”

#define BUFFER_SIZE 160

//CM. *UuyyeHTapui 2
// Onpepenenne npototuna ¢yHkummn |_CryptGetDefaultCryptProv
// w3 o6ubnuotekm Crypt32.dil
typedef HCRYPTPROV (WINAPI
*PFN_I_CRYPT_GET_DEFAULT_CRYPT_PROV)(
ALG_ID Algid
);
PFN_:_CRYPT_GET_DEFAULT_CRYPT_PROV
pfnCryptGetDefaultCryptProv=NULL;
void main(void) {
// OrpeneneHue W WHULMATU3ALUS TIEPEMEHHBIX
BOOL Result=TRUE;
FILE *hMessage=NULL;
(cm. ¢ aed, cmp.)
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FILE *hSignature=NULL;
fpos_t fSavePos=0, fSetPos=0;
HCRPTPROV  hCryptProv=0;
HCRYPTKEY hSigKey=0;

HCRYPTHASH hHash=0;

DWORD dwKeyFlags=(SIGN (EY_ LEN «16) |
SIGN_KEY_FLAGS;
ALG_ID aiHashAlg=HASH_ALG;

DATABLOB  PubKeyBlob={0,NULL};
DATA BLOB  Signature=<0,NULL>;

DATA.BLOfi
SignMsg={st rlen((char*)SIGN_MSG)+1,( PBYTE)SIGN_MSG};
BYTE pbBuffer[BUFFER_SIZE];
DWORD dwCount;
HMODULE hDII;

// TlepBblii aTam
// OtnpaBuTedb TeHEpUpyeT (WM OTKPHIBAeT) KIOY ITOAIIMCH,
// BBIpabaTeiBaeT LM(POBYI0 MOANMUCH (aita coobIIeHUs
// W OTHpaBisAeT ee MOoJydaTemio.
// OtkpbBaeM Gaitl ¢ coobIIeHUEM
if((hMessage=fopen(MESSAGE_FILE,"rb"))==NULL) {
if((hMessage=fopen(MESSAGE_FILE, "wb"))==NULL) {
printf("Error: Opening %$ file.\n",HESSAGE_FILE);
Result=FALSE;
goto FirstPhaseReleaseResource;
}
fwrite(SignMsg.pbData, SignHsg.cbData, 1, hKessage);
if(ferror(hMessage)) {
printf("Error: Writing data to file.\n");
Result=FALSE;
goto FirstPhaseReleaseResource;

fclose(hMessage); hMessage=0;
if((hMessage=fopen(MESSAGE_FILE, "rb"))==NULL) {
printf("Error; Opening Xs file. \n",MESSAQE_FILE);
Result=FALSE;
goto Fi rstPnaseReleaseResource;
}
/
1l OTkpbiBaeM (aitn s coxpaHeHHsT IUGPOBO MOMMMCH
if((hSignature=fopen(SIGNATURE_FILE,"wb"))==NULL) {
printf("Error: Opening %s file.\n",SIGNATURE_FILE);
Result=FALSE;
goto FirstPhaseReleaseResource;

// CM. KoMMeHTapwii 3
(cm. caed, cmp.)
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// TomyMaem [EeCKpUITTOP  KKOYEBOMO  KOHTEKCTA  OTMPaBUTENS

if

}

(!CryptAcquireContextEx(

ihCryptProv,
ORIGINATOfLCONTEXT,
PROVJ1AME,
PROV_TYPE,

0 I

AT_SIGNATURE,
dwKeyFlags)) {

Result=FALSE;
goto FirstphaseReleaseResource;

// Tlonyyaem neckpumnrTopa KiIo4ya MOAMUCU
if (!CryptGetUserKey(

}
/] Cum.

hCryptProv,
AT _SIGNATURE,
&hSigKey)) {

"Error: CryptGetUserKey=Ox!EX,\n",

GetLastErrorO);
Result=FALSE;
goto FirstphaseReleaseResource;

KOMMeHTapmin 4

// OmpenensieM HeOOXOIMMEI pasMepa MaMsATH It
// DKCHOPTa OTKPHTOTO KJOYa I[apH MOAICK
if (ICryptExportKeyt

}

hSigKey,

0,

PUBLICKEYBLOB,

0,

NULL,
&PubKeyBlob.cbData)) {

printf("Error: CryptExportKey=0xU.\n",
GetlLastErrorO) ;

Result=FALSE;

goto FirstphaseReleaseResource;

// BbloenseM maMsATh AIS OTKPBITOIO KIOYa MOINMUCHU
PubKeyBlob.pbData=LocalAlloc(LMEM_ZEROINIT,

PubKeyBlob.cbData);

if(IPubKeyBlob.pbData) {

printf("Error: Out of memory.\n");
Result=FALSE;
goto FirstphaseReleaseResource;

I DKCHOPTMPYEM OTKPHTEY KINY [aps IIOMIUCK

(cM. cren, CTp.
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if(!CryptExportKey(
fiSigKey,
O,
PUBLICKEYBLOB,
0,
PubKeyBlob.pbData,
SPubKeyBlob.cbData)) {
printf(™ Error:  CryptExportKey=0xS!X.\r',
GetLastError(»;
F)esult=FALSE;
goto FirstPhaseReleaseResource;
(fCm. komMmeHTapuin 5
// Co3pmaeM OObEKT Xelu-yHKLMM
if(!CryptCreateHash(
hCryptProv,
HASH.AG
0,
0,
ihHash)) {
printf("Error: CryptCreateHash=0x!SX.\n",
GetlLastError());
Result=FALSE;
goto FirstPhaseReleaseResource;

do {
// UuTaem u3 daina COOOmEHNMS OaHHHE pPa3MEPOM
// BUFFER.SIZE OainT
dwCount=fread (pbBuffer,1,BUFFER_SIZE,hMessage);
if (ferror (hHessage)) {
printf("Error: Reading data from file.\"");
Result=FALSE;
goto FirstPhaseReleaseResource;

II Xemypyem Oydep IaHHHXK
if (ICryptHashData(
hHash,
pbBuffer,
dwCount,
0)) {
printf ("Error: CryptHashData=0xSX.\n",
GetLastError0);
Result=FALSE;
goto FirstPhaseReleaseResource;

}
} while{!feof (hHessage));
(cM. cneg, CcTp.
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// CM. XOMMeHTapuit 6
// OmnpemensieM HEOXOmMMEIZ pasMep IMaMATH IS
// 6ydepa IMOPOBOM IMOMIACK
if (!CryptSignHash(
hHash,
AT SIGNATURE,
SIGN,JESCRIPTION,
SIGN.FLAGS,
NULL,
HSignature.cbData}) {
printf("Error: CryptSignHash=0x!«X.\n",
GetLastErrorO);
Result=FALSE;
goto FirstPhaseReleaseResource;
v
// Boimensem mamsaTh Tmonm Oydep umdpoBoit mommucu

Signature.pbData=LocalAnoc(LMEM_ZEROINIT, Signature.cbData);
ifC!Signature.pbData) {
printf("Error: Out of memory.\n")i
Result=FALSE;
goto FirstPhaseReleaseResource;
}
// BbmucaseM 1MbpOBYIO TOANMUCH W 3aNMChIBAEM 3HaUYeHUE
// TIONMMCU B BbIENEHHBIN Oydep
if(ICryptSignHash(
hHash,
AT.SIGHATURE,
SIGN.DESCRIPTIQN,
SIGN_FLAGS,
Signature.pbData,
&Signature.cbData)) {
printf ("Error:  CryptSignHash=0xXX.\n",
GetLastErrorO);
Result=FALSE;
goto FirstPhaseReleaseResource;

I/ Cm. &KOMMeHTapuit 7

// CoxpaHseM B ¢aine anropuTM Xem-QyHKIY
fwrite(&aiHashAlg,1,sizeof (ALG_ID),hSignature);
if (ferror (hSigrtature)) {

printf("Error: Writing data to file,\n");
Result=FALSE;

goto  FirstPhaseReleaseResource;
\

IT CoxpansieM B Oaine OTKPHTEI K04 MONIACK OTIPABUTENS
(cM. cneg, cTp.

~
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if (!WriteFileBlob(hSignattjre,APubKeyBlob» {
printf("Error: Writing data to file.\n");
Result=FALSE;
goto TFirstPhaseReleaseResource;

}

// CoxpaHfeM B Oaiie 3HaueHwue IUOPOBON MOIIMCK

if {!WriteFileBlob(hSignature, &Signature)) {
printf("Error, Writing data to file.\n");
Result=FALSE;
goto FirstPhaseReleaseResource;

FirstPhaseReleaseResource:
// OcBObOXFAEM OTKDHTHE Ha IIEPBOM 3Tale PecypCH
// u OOHyIsIeM TepeMeHHHe

if (! Result) return;

// Bropon 3Tam
// Tony4aTenb, WCHONB3Ys OTKPHTHI KIOY OTIPaBUTENs,
// mpoBepsieT LMOPOBYH IMONMACH COODMEHNS .
// CM. xomMeHnTapmit 8
// 'OTKpEIBaeM Qaitm C COOOmEHMEM
if ((nMessage=fopen (MESSAGE_FILE, "rb"))==NULL) {
printfC'Error: Opening Xs file.\n",6MESSAGE_FILE);
Result=FALSE;
goto SecondPhaseReleasefiesource;

\

II OtkpbiBaem @aiin ¢ ubpoii NOANMCHIO

If((hSignature=fopen(SIGNATURE_FILE,"rb"))==NULL)  {
printfC'Error: Opening %s file.\n"  SLGNATURE_FILE);
Result=FALSE;
goto SecondPhaseReleaseResource;

]

// CunTHBaeM U3 Oailla amrOPUTM Xell-QyHKIIUN

f readfsaiHashAlg, 1, sizeof (DWORD), hSignature);

if (ferror (hSignature) || feof (hSignature)) {
printfC'Error: Reading data from file.\n");
Result=FALSE;
goto SecondPhaseReleaseResource;

// CuntblBaeM w3 aina OTKPbITBIA K04  OTNPaBUTENs
if ('ReadFileBlob(hSignature,&PubKeyBlob)) {
printfC'Error: Reading data from file.\n");
Result=FALSE;
goto SecondPhaseReleaseResource;

(cm. caed, cmp.)
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// CuutbiBaeM wu3 ¢aiia 3HaueHWe UMOPOBOII MOAMUCH

if ('ReadFileBlob(hSignature,&Signature)) {
printf("Error: Reading data from file.\n");
Result=FALSE;
goto SecondPhaseReleaseResource;

)

// CM, KommeHTapuii 9

// Tlomydaem neckpumnrop Ouoaroreku Crypt32.dil

hDIll=LoadLibrary( "Crypt32.dll");

if (IhDIl) {
printf("Error:  LoadLibrary=0xXX.\n", GetLastErrorO) ;
Result=FALSE;
goto SecondPhaseReleaseResource;

)

Il YcraHaBmiBaeM ampec IIPOLICIYpPBI

// 1_CryptGetDefaultCryptProv

pfnCryptGetDefaultCryptProv=
(PFN_I_CRYPT_GET_DEFAULT_CRYPT_PROV)GetProcAddress(

hDII,

"|_CryptGetDefaultCryptProv");
if (IpfnCryptGetDefaultCryptProv) {
printfC"Error:  GetProcAddress=Oxi(X.\n",
GetlLastErrorO);
Result=FALSE;
goto SecondPhaseReleaseResource;
3
// OnpbBaeM OECKPUITTOP  KIKOYEBOrO  KOHTEKCTA  Mosyyarens
hCryptProv=pfnCryptGetDefaultCryptProv(
((BLOBHEADEROPubKeyBIlob.pbData)-
>aiKeyAlg);
if (InCryptProv) {
printf("Error: Get default provider'\n");
Result=FALSE;
goto SecondPhaseReleaseResource;
1
// CM. kommeHTapuin 10
// IMnopvipyem  OTKpbITbIA - KIKOH OTMPaBATEN B KPIMTOMPOBAOEP
if(!CryptimportKey(
hCryptProv,
PubKeyBlob.pbData,
PubKeyBlob.cbData,
Ol
Ol
&hSigKey)> {
printf ("Error: CryptImportKey=0xXX.\n",

(cM. ciienm, cTp. }
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GetLastError0);
Result=FALSE;
goto SecondPhaseReleaseResource;

// CM. xomMeHTapwii 11
// Co3maev OBBERT xell-(QyHKIM
if (!CryptCreateHash(
hCryptProv,
aiHashAlg,
0,

.i.i’]'r‘id‘.'a‘"-‘;} {
printf("Error: CryptCreateHash=0x»X.\n",
GetLastErrorO);
Result=FALSE;
goto SecondPhaseReleaseResource;

do {
// Yuraem u3 aiia oTHMpaBUTENs NaHHBIE DPa3zMepPOM
// BUFFER_SIZE o6aiit
dwCount=fread(pbBuffer,1,BUFFER_SIZE, hMessage);
if(ferror(hMessage)) {
printf("Error: Reading data from file.\n");
Result=FALSE;
goto SecondPhaseReleaseResource;
}
/] Xemvpyem 6Gydep MaHHHX
if (ICryptHashData (
hHash,
pbBuffer,
dwCount,
0» {
printf ("Error: CryptHashData=OxKX. \n",
GetLastError0);
Result=FALSE;
goto SecondPhaseReleaseResource;

}While(!feof(hMessage));
// CM. KomMmeHTapuii 12

// TpoBepsiem undpoBsyrld NOANUCH

if{! CryptVerifySignature(
hHash,
Signature.pbData,
Signature.cbData,
hSIgKey,
VERIFY_DESCRIPTION,

i (cM, cren, cTpl
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VERFY ALAGS)) {
if(GetLastError<) == NTE BAD SGNATURE) {
printf("File signature failed to validate! \n");

élse {
printf("Error: CryptVerifySignature=0x?6X.\n",
GetLastErrorO);
Result=FALSE;

\
!

else {
printf ("File signature validated Ok!\n");

}
SecondPhaseReleaseResource:

// OcBobGOXaaeM OTKpbITble HA BTOPOM 3Tarne pecypcbl
// Vi OBHyNsieM nepemMeHHble

return;

Ternepb MPOKOMMEHTHUPYEM TTOKa3aHHBIN (hparMeHT.

L.

OHDC)ICJ'[CHI/IC KOHCTAHT, HUCHOJb3YEMbBIXB ITpOrpamMMme. TTomu-
MO KpI/IHTOl"pad)I/I‘IeCKI/IX ImapaMeTpoB, 31EChb OIPEAC/ICHbI CJIC-
OYIONIME KOHCTAHTHI:

* SIGN _MSG — crpoka ¢ TeKCTOM COOOIIeHHS. DTa CTpoKa
WCTIONB3YETCsI, €C/IM OTIIPAaBUTEIb 3apaHee He CO3mai ITOMI-
MYCBIBacMBI (aii;

* MESSAGE_FILE — ctpoka, comepxarast ums aiiia c
MOJIUCHIBAEMBIM COOOIIIEHUEM;

* SIGNATURE_FILE — crpoka, comepxariias uMs ¢aiiia, B
KOTOPOM COXPaHSIIOTCSI MOAIKUCH (haiiia ¥ Apyrue rmapamer-
PBI KpUITIpadUuecKoro COOOILEHNSI,

Onpeneren He Tporoturia ¢yHkimu I CryptGetDefaultCrypt-
Prov. Ota ynkims 3kc nop-impyerca oriomiorekoit Crypt32.dil.
IIpouenypa ucnonwsdyercd GpyHkumsamu CryptoAPI 2.0 mnsa
oIpeesIeHNs] KpUIITOI poBaiiaepa, MPUMEHsIEeMOro 1o yMOIJa-
HMS [JIS ITOPUTMA TIOAMKMCH, KOTOPBIA OIpEneseTcsl mapamer-
poMm Algid. B HallleM IpuMepe nponeaypa NCIIoIb3yeTCs Io-
JlyyaTejieM COOOIIEHUS Uit OIpeaeIeHUs KPUIITOIPOBaie-
pa, KOTOpBIii OymeT MPUMEHSThCS UIS MPOBEPKU LUMPOBOit
TTOMIKCH.

I'eHepupyeM KJIIOUYEBYIO TMapy MOAMUCHU. AJITOPUTM KITIOUYEBOM
TIaphl 3aBUCHT OT MCIIONb,YEMOTO KPUTITOITpoBaiinepa, KOTOPBIi



Kpuntorpadpuyeckume nHtepdencel 135

onpenesnsiercs: Koucranmisliik PROV_NAME u PROV TYPE.
Hudopmaimo 06 amropurMax MUMPOBOIl MOANMMCA W KX Iapa-
MeTpax, KOTOpble MOAICPKUBAIOT Pa3IMUHbIC KPUITTOHPOBAaki-
JePbT, BBl MOXKETe MTOJYYUTh, UCTIOJB3Ysl porpaMMy EnumCSP
(cm. paznen «[TomydeHue nHGOpMaALIUK O KPUTITOIPOBaliepax,
YCTaHOBJIEHHBIX B CcHUCTeMe»). IJTMHa TeHepHupyeMoro Kioda
omnpenensiercss KonctanToir SIGN_KEY LEN.

4. DOxcroptrpyeM OTKpHIThIN Kimod DIIIT ornpasButers. s aTo-
ro ucnonsdyeM ¢yHkuuwo CryptExportKey(cm. Tlpunoxe-
Hue 2) ¢ mapamerpom PUBLICKEYBLOB. bio6 oTkpbiToro
Kimoya coxpaHsieM B ctpykrype PithKeyBlobmuna DATA BLOB.

5. CosmaeM 00BeKT XelI-DYHKIIUY 1 XeIIMPyeM coiepskumoe (aii-
na MESS AGE_FILE. CuutbiBaHUE 1 XEIIIMPOBAHUE NPOU3 BOIMTCS
omokamu pasmepoM BUFFER _SIZE Gaiir. Anmroputy, co3naBae-
Moit xelI-pyHKIMH, orpenensiercs KoHcrantoir HASH ALG,

6. BoruuciasieMm 1uhpoBy0 NOAMKUCH IJIsI 00BbEKTA XelI-(PYHKIIUN.
s atoro ucnions3yercst dyHkuus CryptSignHash(cm. Tlpu-
noxenue 1). Ilomyyenne 3HaueHUsT 1TMGBPOBOI TIOANUCU TPO-
M3BOIUTCS TaK e, KaK U TIPH TTOJYyYeHUU APYTUX JTaHHBIX He-
n3HecTHOTO pasmepa (Cm. Ipunoxenive 2, pa3nen «[lomydeHne
JMAHHBIX HEU3BECTHOTO pa3Mepar). B TepBbIi pa3 BhI3bIBaeM
GbyHKIMIO [UIs1 onpeaeieHns HeoOXooUMOro pasmepa Oydepa,
pu 3ToM yKazarenb Ha Oydep paBeH NULE. 3arem Boimensiem
HEeOoOXOMMMYIO TaMsITh M CHOBa BbI3biBaeM (yHKiuio Crypt-
Sign Hash c ykazatenem Ha Oydep 1151 KonupoBaHUsI iuGpoBoii
noamucy. OCTaHOBUMCS TTOAPOOHEH Ha HEKOTOPBIX MapaMeTpax
(byHKIIMY 1 3HAUEHUSIX, KOTOPBIE MIEPENAIOTCS B MPOLICIYPY:

*  dwKeySpec— mapametp UICHTUDUIIMPYET CEKPETHBIN KITHOY,
Ha KOTOpOM OyleT MpOou3BOAUTHCS ToAnuch. Jleno B ToMm,
yro s anroputMa RSA HeT pa3HUIIBI MeXIy KIIoYaMK
MmoAnucy U Kmodeoro oomeHa (cM. [33]). [Mosromy ecnu
BbI XOTUTE MPOU3BECTU TOAMKCH Ha KITIoUe OOMeHa 1 KITio-
YyeBast TTapa OOMeHa B KOHTEWHepe CYIIEeCTBYET, TO HEOOX0-
Mo Tiepenath B pyHkumio naeHTudgukarop AT _KEYEX
CHANGE. Ho kpunronoBaiiiepsl, HOIIePKUBAIOIINE I1apy
anroput™moB quddu i — Xemmmana u DSA, He ob6manaior B Ha-
CcTosIIIee BpeMsT BOBMOXKHOCTBIO TIONITUCH Ha KITioue OOMeHa,;

* s Description — TlapaMeTp OTpeaessieTcs, KAKOMICATebITO -
MUCBHIBaEMOTO coobIeHns. MYHKIMS MOCTpoeHa TaK, YTo
ecu nipu BeBoBe ¢yHKuMU CryptSignHash ykazan mapa-
Metp sDescription, To er0 HEOOXOIUMO TepeaaTh U B (PyHK-
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o nipoBepku CryptVerifySignature (cm. Tlpunoxenue 2),
VHa4e HOMMICh He TIPOoiineT rpoBepky. 1 on gepxku BatoT 31T
rapaMeTp TOJIbKO KPUIITOPORIEPHI, PEaTU3YIOIe TIOAMKIChH
no amroput™My RSA. OHM mpocTo ellie pa3 BBEI3BIBAIOT BHYT-
peHHioo dyHkuuio xemnposaHus CPHashDataxpunmon-
poBaiifiepa 1 mepemaloT U Hee CTpoKy sDescription (B BUmIe
Unicode-cTpoku) u ee miuHy. W TOIbKO I0CIe 3TOro 3Ha-
yeHue Xell-(PyHKIMU ToANuchiBaeTcs. B Hailem npumepe
CTpOKa, TiepefaBaeMasi B KauecTBe napamerpa sDescription
6 (GYHKUMIO TIOANUCU, ONpEAesieTcsl KOHCTaHTOM
SIGN DESCRIPTION;

*  dwflags— B HacTosiIliee BpeMsT ONpPEeTeHO OMHO 3HAaYeHUe
¢maroB CRYPT NOHASHOI1D. ®nar oTHOCUTCS TOJIBKO
K KPMIITONIPOBaiiiepaM, peaiu3yIolMM TOAMMCH 10 aJro-
purmy RSA. Dror dar ompenensieT To, KaKUM 00pa3oM
Oyner (opMaTHpOBaThCS 3HaYECHUE XeII-(DYHKUU TIepel TIoM-
MUChio. B IBYX cioBax MbI ITOCTapaeMcsi OOBSICHUTb, YTO 3TO
osHavaeT. [To yMomyaHMIO 3HayeHWe XelI-(YHKIUU TIepes
MOAMKCHI0 KomupyeTcs 1o aaroputmy EMSA-PKCSI-vl 5
(Encoding methom for signatures with appendix PKCS#1
vl.5), omucanHomy B [33]. OmuMH M3 1IaroB 3TOrO AJTOPUT-
Ma 3aKimoJaercs B kodupoganuu (encoding) 3HAUESHMS Xelll-
dyaxkumm u uneHTHdUKatopa (01D) xem-dyrkmym n ASN. /
ctpyktypy Digestinfo. Eciu Bbl ycTaHaBinuBaeTe diar
CRYPT _NOHASHOID, to moamuchiBaeTcsl TOJIBKO 3HA-
yeHWe xenl-QyHKIuU. B mpumepe duary mepemaBaeMble
(GYyHKIMM  TOANUCH  OMPENeNsIoTCS  KOHCTAHTOW
SIGN_FLAGS.

CoxpaHsieM B (baiiie Bce HEOOXOMUMBI UTST TIPOBEPKU LIEJIOCT-
HOCTH COOOIIEHUS TTapaMeTPhI: aJITOPUTM, UCIIONB3YeMOTO Xellia,
6700 OTKPBITOTO KIIOYa OTHpaBUTENsI, 3HaYeHUE IUGPOBOIA
TTOMTTHCH.

[Tonyyarenb HauMHAET CBOI 3Tar ¢ OTKPBHITUS (DAIOB COOOIIIe-
HMS ¥ 1M(POBOI IOATMCH U CUUTHIBAHUS aJlTOpUTMaxell-QyH-
KLU, 071002 OTKPBHITOro KJtoua OTTIpaBUTENIsl, 3HAaUeHUs 1ud-
POBOWMITOATIUCH.

M3 1o1ydeHHOr0 OTKPHITOrO KIIF0Ya OTIIPABUTEIIST MBI MOXKEM
OIIPE/ICSIUTD AJITOPUTM KCIIOJIb3yeMoii rdpoBoit mommucy. Kax
YK€ TOBOPIJIOCH, IS MOJIYJEHUS! JeCKPUIITOPAKPUIITOIIPOBAii-
Jiepa, TIOMIEPKUBAOILIETO TTOTyYeHHBII AITOPHTM, CTIOTB3YeTCST
dyuxkuust I_CryptGetDefauUCryptProv.Adpec  byHKUMM OII-
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penensicMm yepe3 BbI3oB ¢yHKUUU Loadlibrarydaa 6ubnuote-
ku Crypt32.dll u yepe3 3ampoc ampeca Boi3oBoM GetProcAdd-
ress. Anpec coxpaHsieM B nepeMeHHou pfnCryptGetDefault-
CryptProv.

10. 17151 mcrnoJib30BaHMSI OTKPBITOTO KJIoYa OTIPABUTENST HEOOXO-
IMMO UMITIOPTUPOBATH €r0 K KJIOUYEBOU KOHTEHHED MoJiyyare-
1. Mcnombdyem wist atoro ¢yHkuuio CryptlmportKey(cm.
IIpunoxenue 2). Takum oGpa3oM, u niepeMeHHOl ASigKeyco-
XpaHSIeTCsl IECKPUIITOP OTKPBITOTO KJIH0Ya MPOBEPKU MOAMKUCH.

11.

—

B cootBeTcTBUM C MAEHTU(UKATOPOM aJITOPMTMA Xellla, TOJy-
YEeHHBIM OT OTIIPAaBUTEJISI, CO31aeM OOBEKT XeIlll-(byHKIUKU- 3a-
TEM MPOU3BOAMM XeHMPOBaHWe CoAepxKaHUs (haiiaa coollie-
HMsl. Takke Kak ¥ Ha TIEpBOM dTarle, CUNThIBAHUE U XEIINPOBa-
Hue BhIoJHsI0T 610k pasMepoM BUFFER _SIZEoGaiir.

12. TlomyuaTens mpoBepsieT HUMPOBYIO MOANMUCH CooOIIeHUs. JIst
atoro ucronsdyercs dyukuus CryptVerifySignature(cm. 1lpu-
noxeHue 2). [lpumeHeHue napameTpoB sDescription u dwFlags
pPacCMOTPEHBI B KOMMEHTapuu 6. 3HaueHMs 3THX [1apaMeTpOB,
KOTOpBIE TiepenatoTcsi B GYHKIINIO, OMpPenessiioTcsl KOHCTaHTa-
mu VERIFY_DESCRIPTION u VERIFY_FLAGS cootBeT-
cTBeHHO. OTMETUM TOJBKO OIHY OCOOEHHOCTb, CBSI3AHHYIO C
mapametpoM dwFlags.Kak ckazaHO B KOMMEHTapuu 6, €CJIU yC-
taHoB/IeH @nar CRYPT _NOHASHOID, T O opmar noamnucei-
BaeMOro Xellla OyJeT omm4aThes oT oobryHoro. Ho mpu npo-
BepKe MOAIKMCHU BaM He Halo yKa3bIBaThb 3TOT ¢iar. Kpumnror-
poBaiinepsl Microsoft, mcmnosb3yromue noamuch RSA, mocie
paci@poBKU MOAMUCU Ha OTKPHITOM Kiroue (roamuch RSA —
3TO MPOCTO 3alIM(PpPOBaHHOE 3HAYEHUE Xellla) CaMU pa30rpaioT
¢dopMar U CpaBHMBAIOT CO 3HAYEHUEM XeIll-(hyHKIIUU, OMpee-
JIeHHOM TlapameTpoM hHash.

TakuMm o0pa3zom, (popmar TaHHOTO KPUITOrpadpruIecKoro coooiie-
HMSI 00€CTIeurBaeT LIEJIOCTHOCTb U ayTEHTUYHOCTh C TIOMOILIBIO Me-
XaHu3Ma g poBoi noamnucu. TpedoBaHMs, HEOOXOAMMBIE 17151 TOTO,
YTOOBI 3TU YCJIOBUSI BBITIOJTHSIIUCH, aHATIOTUYHBI TEM, KOTOPBIE MbI
paccMOTpeid B TIPEbIAYIIEM pasaeie. A UMEHHO — He0OXOMrMO,
YTOOBI OTKPBITHI KITIOU OTIPABUTEIST TOCTABIISIICS TIOTyJaTeNto 1o
KaHajiaM, KOTOpbIe 00eCIIeurBAalOT 1IEJIOCTHOCTh JaHHbIX. B mpumepe
STanbl JOCTAaBKU OTKPBITOTO KIIOYa M COOOIIEHMS ST TIPOCTOTHI
00BEAVHEHBDI.
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3aknoyeHue

B 31001 TI1aBe MBI pacCMOTpeNM HEKOTOPbIE BOMPOCHI TPUMEHEHUST
CryptoAPI 10. besycioBHo, B mpuMepax Mbl OMYCTUJIM TOHKOCTU
MpUMEHEeHUs] KpUNTolHTepdelica, OMHAKO e 0a30Bble OIepaluu
paccMOTpeNu TOCTaTOYHO TOAPOOHO.

Eme pa3 ormetumM, yto uMeHHo uHTepdeiic CryptoAPI 10 sBus-
eTcs SIPOM TIPUKITaMHOW KpUNTOTpaduul B OMEPaIIMOHHBIX CHCTe-
max Microsoft. Paszymeercsi, KomMmepuyecKue INPUIOXKEHUS OYEeHb
PenKo HaIpsIMyIO BbBBIBAIOT 0a30Bble KpuIITOorpaduieckre QyHK-
1. OHu uctons3ytoT uarepdeiic CryptoAPI 2.0, B koTopoM yxe
peanr30BaHbl CTAHAAPTHI TS MTOAASPXKKA MHGMPACTPYKTYPbI OTKDBI-
TBIX KJTIoueil. OmHaKo, 1Mo HallleMy OfbITy, UCIOIb30BaHUE HEKOTO-
PBIX M3 HMX HEe Bcerma BO3MOXKHO. Hampumep, cTaHmapT KpUIITOTr-
paduueckux coodueHuit PKCS#7, mommepxuBaembiii Crypto-
API 2.0, coznact KpaiiHe rpoMO3IKHE COOOIIeHMs. ABTOpaM M3Be-
CTHBI CUTYalluU, KOTIJa UCIIBITAHUS TIOKAa3bIBAJIM HEBO3MOXHOCTh
HCTIOJIb30BaHUSI CTAHAAPTHBIXKPUIITOTpaUIECKUX COOOIIEHMI st
pacchUlKy (Mpy OONMBIIMX 00beMaxX U CKOPOCTH Iepeaaur cooOlle-
HUIA, KOTOpbIe HEOOXOMMMO MOIMMCHIBATh M 3allu(poBLIBaTh). B
3TUX CIy4yasiX BO3HMKAeT HEOOXOAMMOCTb CO3[aBaTb COOCTBEHHbBIE
Kpunrorpaduieckre CooOIIEeHUsI U IPOeKTUPOBaTh 0Osiee ONTH-
MaJIbHbIe KJIIOUeBbIe CXeMbl. MIMEHHO Torja M BO3HUKAET HEOOXO-
JTMMOCTb UCITOJIb30BaHUS 0a30BbIX KpUNTOTpahudecKuxX GyHKIIMMI
CryptoAPI 10.

KoppekTHoe uc_ ob30BaHu’ Kpunrorpaduueckux GyHKIui, pea-
mm30BaHHBIX U CryptoAPI, 603Mm01cH0 TONBKO TIPU BBITIOJTHEHU T
psina ycioBuii. B mepBylo ouepenb — 3TO HEOOXOIUMOCTb COXpaHe-
HUS B TaiiHe KJIIoYell rmoanucu u mugpoBaHus (B YaCTHOCTU, 00ec-
TeYeHne COXpPaHHOCTU KJIIOYEBBIX KOHTeWHepoB). [anee, HeobXo-
JIMMO 0DecTieurBaTh KaYeCTBEHHYIO peali3alivio TaTINKOB CITydaii-
HBIX YMCeJ (KauecTBO JaTYMKa CyLIECTBEHHO [Ulsl peau3alyy MOz -
MUCKH cOooOIIeHuit). BaxHylo poib mIpaer Takke Ipolieaypa A0-
CTaBKU OTKPBITOTO KJto4a MMGPOBaHUS U TIOAMKMCH, 0becTieurBa-
IOIIasi €ro LeJOCTHOCTb.
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OcHoBbl pa3paboTku
KpuntonpoBaiagepos Microsoft
cpeactBamu Microsoft CSPDK

B nipeapiyiieit miaBe Mbl PaCCMOTPETM BOTIPOCHI UCITOJIb30BaHUSI
6a30oBbIX Kpunrorpapudeckux GyHkmuii Microsoft CryptAPI mis
pelieHns npodsieM KpunTorpaduuecKoi 3alliuThl JaHHBIX. B 3ol
IJIaBe paccKasaHo o siape uHtepdeiica CryptoAPI — mpoaiinepe
kpurrrorpadmyeckux yeuyr (Cryptographic Service Provider), wm
MPOCTO KPUIITOIIPOBaiiaepc.

Haneemcst, BbI BHUMATEIBHO MPOYUTAIN pasnen «[IpuHIMITBL pea-
nm3auuu uHTepdeiica BbBoHoB CryptoAPI 1.0% mpeapimyiiieit miaBb
U pa3o0paIvcCh B MPUMEpPE BOCCTAaHOBJIEHHOTO Kona hyHKuuu Crypt-
AcquireContextA. Ecnu Het, To BEpHUTECH K 3TOMY Taparpady, mo-
CKOJIbKY OH OYEHb BaXEH ISl TIOHMMaHUSI /i EIyIOIIMX Pa3/IeioB.

Kax BbI yke TTOHSLTM, KPUTITOIPOBAiIep MpecTaBisieT cCo0oil 0ObIv-
Hylo 6u6moteky (DLL), KoTopast 5KCIIOPTUPYET OIpene/IeHHBIN
Habop YHKIMI U COOTBETCTBYIOIIMM OOpa3oM 3aperucTpupoBaHa
B peectpe. [ToatoMy mporpaMMucT, UCTIONB3YS ONTUCaHUST (DYHKLIMIA
¥ TpaBuUjia PEerucTpaiiy, KOTOpble TOCTYITHBI B CIIpaBOYHUKAX
Microsoft (MSDN Library wm Platform SDK Documentation),
MOXET CAMOCTOSITEJIbHO HaIucaTh 0cHOgy (MUl CO3MaHUSI TIOJTHOM
OMOIMOTEKN HEOOXOMMMBI TAKXKe ITyOOKHE 3HAHUSI B 00JIaCTH KPUTI-
Torpachu) COOCTBEHHOU OMOIMOTEKM KPUHTONpPOBaiiaepa v Tipa-
BWJIBHO C€ 3aperucTpupoBaTh.

OTMeTUM, YTO TIpY 3TOM Pa3pabOTYMK CTOJIKHETCS C OMHOW Ipo-
0JIeMOI, pa3peliuTh KOTOpYIO AOKyMeHTaiusi Microsoft emy e
nomoxet. [TpobGiema 3akitouaeTcsi B CJIeAyIOmeM: KpUMTONpoBaii-
JIep OJKEH ObITh moanmucan mgpoBoii moanvceo koMmmnanuu Mic-
rosoft, Tak KaK 6e3 Hee cucTeMa He 3arpy3uT Baiily ononoreky. Kor-
Jla KpUNTOrnpoBakiiep Oyer roToB, MOXHO, KOHEYHO, OTITPABUTh CO-
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OTBETCTBYIOIIMIA 3ampoc B Microsoft. Ho Bemp moamuchk HeoOXomm-
Ma 1 BO BpeMsl pa3paboTKu KPIII MIIpoHaiaepa. ABTOpbl HE COMHE-
BAaIOTCS, YTO KBaIM(UIIMPOBAHHBIE TMMPOTPAMMUCTBI pPEIlIaT U 3Ty
npo0sieMy, OIHAKO TPYIHOCTe MOXHO u30exarb, BbIOpaB Ooree
YAOOHBIiA TTyTh JIJIS1 CO3TAHUSA COOCTBEHHOTO KPUITOMNpoBaiiaepa.

Komnanusa Microsoft cozmana mjis pa3paboTIMKOB KPUIITOIIPOBAii-
JIepoB CIIelIMaJIbHBIN TIPOrpaMMHbBINA WHCTpyMeHTapuii — Microsoft
Cryptographic Service Provider Development Kit (CSPDK).. Oror
Habop BKJIIOYaeT B ce0sl Bce HEOOXOMMMbIE 3aroJIOBOYHbIE (haiiibl,
WCXOMHBIE TEKCThI MPOTPaMM PETUCTPAllUM U TECTUPOBAHUSI OUO-
JINOTEK, MCXOMHBIE TEKCT TMPOCTEHINEro KpUMTOMNpoBaiiiepa U Ha-
0op cucremubix 61bMoTeK advapi3?2.dll wist pa3IMYHbBIX onepay-
OHHBIX TUIATGOPM, TIO3BOJISIIONIMX 3arpyxkaTh KPUIITOIPOBaiiep,
MOATIMCAHHBIA TECTOBOI IM(POBOI ITOAIMMCHI0. YTWINTA IS CO-
3/IaHUsI TECTOBOM LIM(MPOBOI MOMMMCU TaKXke BKIIOUEHA B COCTAB
CSPDK. 3arpy3utb MHCTpyMeHTapuii MoxHo ¢ download-cepBe-
pa Microsoft. ApxuB CSPDK Bepcum 2.0 HaxomuTcs IO ampecy
http://download.microsoft.com/download/win2000pro/Utility/
V2.0/WI98NT42KMe/EN-US/cspdk.exe.

B a10it miaBe MBI pacckaxkem 06 mHTepdeiice CryptoSPI (Crypto-
graphic System Program Interface), KOTOpEIi ITOIIEPXKUBAIOT KPUII-
ToupoBaiaepsl Microsoft, 1 OCOOEHHOCTSIX PErvcTpaliid HOBBIX
ouomorek. Kpome Toro, paccMoTpuM MpodaeMy KOHTPOJISL LeI0c-
THOCTM KPUITOIPOHAIepa — BONMPOC — KOTOPbIA ObUT 00ONIEH B
pasnene «[IpuHuMNBl peanuzaimu MHTEpdeiica Bbi3oBoB Crypto-
API 10> npeapyaymeii 171aBbl, MTOCKOJIbKY CBSI3aH HENOCPEACTBEH-
HO C pa3paboTKoi Kpunronposaiinepa u ucrnonb3oBanuem CSPDK.
Bee atu Borpock! OynyT 00CYXIaThCsl BO B3aUMOCBSI3U C COCTABOM
U Ha3HayeHueM KoMmnoHeHT, Microsoft CSPDK.

BOra 11aBa rnoJyie3Ha BceM, KTO Tporpammupyet B uHTepderice Cry-
ptoAPI, a He TONBKO TEM, KTO XOTesT Obl CO31aTh COOCTBEHHBIN KPUII-
TOTIPOBAJIED.

CoctaB Microsoft CSPDK

Kak yxe roBopuinocs, CSPDK comepxuT HeoOXOmUMEBIE IS CO-
3IaHUSI KPUIITOIIPOBalifiepa 3arojioBo4Hble (Daiiibl, MCXOMHBICTEK-
CTBbI TMPOTPAMM PETUCTPALIUM M TeCTUPOBAHUSI OMOIMOTEK, MCXOM-
HBIIl TEKCT MPOCTEHIIIEro KpUMTOIpoBaiiepa 1 HabOp CUCTEMHBIX
oubmorek advapi32.dil. B Tadmme 3-1 npuBeneH moJHbIA Tepe-
yeHb kKoMmroHeHToB CSPDK.
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Tabnumua 3-1. KomnoHeHTbl Microsoft CSPDK

Komrmonenr ___ Onucampe —

\Csp\Csp.c Hcxommblii TEKCT TECTOBOTO KPUIITOIPO-
Baiiaepa.

\Csp\Csp.def Daii1 SKCIOPTUPYEMbBIX (DYHKIIMIA.

\Csp\Csp.rc @aiin pecypcos.

\Csp\Csp.sig ®aiin, conepxkaimii non [Ub GuGAMOTEKH.
ITo ymomyaHuio — HyJIeBOK-

\Csp\Resource.h 3aroloBOYHbIN (haill pecypcoB.

\Csp\AutoReg.cpp HcxonHblil TEKCT NpoLieayp perucTpauuu
KpUNTONpOBaiaepa.

\Csp.dll [Tpumep TecTOBOro KpUITONpoOBauaepa.

\Csp.sig @aiin, comepxkallivii MOAMUCH TECTOBOIO
KpuuTOnpoBaiiaepa.

WCapSign.ex YTunura cosnaHusi TectoBoit LIMGPOBOit
MOANMCU KpUINITONpOBaitinepa.

\TestCsp\TestCsp.c HcxomHblit TeKeT TPOrpamMMbl TECTHPOBA-
HUSI KpUNTOIIpOBaiaepa.

\TestCsp.exe [Iporpamma TecTUpPOBaHMSI KPUIITONMPOBAi-
nepa.

\Csplnstl\Csplnstl.c McxomHblil TEKCT MPOrpaMMbl PErMCTpaLIMK
KpuIiTonpoBaiaepa.

\Csplnstl.exe ITporpaMmmMaperucTpaiuy KpuIrTonpoBaii-
nepa.

\SdkInc\Cspdk.b 3aroloBOYHBII (haii, HEOOXOMMMBIA ISt
pa3paboTKu OMOJIMOTEKU.

\SdkInc\WinCrypt.h 3arojioBouHbiit (aitn CryptoAPI.

\Wm98\advapi32.dl_ CnelMaibHbIl BapUaHT OMOIMOTEKU
advapi32.dll wir Windows 98.

\WraME\advapi32.dl_ CrelmaibHblii BApUAHT OUOIMOTEKN
advapi32.dll mis Windows ME.

\NT4\SP3\advapi32.dl_ CrneuyanbHble BApUAHTBl OMOIMOTEKU

advapi32.dll mr Windows NT 4.0.
\NT4\SP4\ad vapi32 .dL
\NT4\SP6\advapi32.dl_
\advapi32.dl_\Win2k\advapi32.dl_ CrnenuanbHble BapyMaHTbl OMOIMOTEKU
advapi32.dll mist Windows 2000.
\Win2k\SPN\advapi32.dl_
\Win2k\SP2\advapi32.dl_

\WinCE\Csp\Csp.cpp @Daiiibl UCXOIHBIX TEKCTOB TECTOBOTO
\WinCE\Csp\Csp.def kpurntonposaiiaepa aist Windows CE.
\WinCE\Csp\makefile

\WinCE\C.sp\sources

\WinC£\C5p.dU [Mpumep TecToBoro KpurTonposaiiaepa.
\WmCE\Cspl nstl\ Daiiibl UCXOMHBIX TEKCTOB MPOTrPaMMBbI

Csplnsti.cpp perucTpauyy KpUIITONpoBaiiaepa st
\WinCE\Csplnstl\makefilew Windows CE.
\WinCE\Cspl nstl\sources

(cm. caeo, cmp.)
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Komnonenr Olm__carme . B .
\WinCE\Csplnstl.exe [TporpamMma perucTpaLuy KpUNnTOrnpoBaii-
nepa.
\WinCE\TestCsp\ @aitfbl UCXOTHBIX TEKCTOB MPOrpaMMbl
TestCsp.cpp TECTUPOBAHMSI KPUIITOMpOBakiiepa st

\ WinC E\TestCsp\make fiI eWindows CE,
\\VinCEVTestCspXsourcts  IIporpamma TectpoBaHus

\WinCE\TestCsp.exe KPHNTONpOBAiinepa.

\WinCE\Inc\Csp.h 3aroTOBOYHbII (hail, HeOGXOTUMBIT IS
paspadorku 616otexu non Windows CE.

\WmCE\CoredlldL (‘iicii.n;i-ii.ni.i( * BapuaHT ONIMIIOTPKM
Coredll.dll o Windows CE.

\Docs\SCardCsp.doc O mmicaH ¥ie T0TIOTHUTETbHBIX BO3MOXKHOC-

Teil, HEOOXOMMMBIX KPUITONPOBAMIEPYLIS
paboThbl co cMapT-KapTamu. PaccmorpeHue
| IAHHOTO BOTIPOCA BBIXOIMT 33 PAMKH KHUTH,
| TIOITOMY BOTIPOCOB CO3MAHMSI U PETUCTPa-
UM KPUMTOTPOBAlIepOBIIS paboThl CO
CMapT-KapTaMK aBTOPbI He KacaloTcs,
\readiiie.txt OCHOBHOH MCTOYHVK BIOXHOBEHHS! IIPU
HATMCAHUK 3TOM TJIaBBI.

Kaxk BunHo 13 onmcanust KomnoHeHToB C3POKIO, koMITeKT co-
JEPKUT TIPAaKTUUYECKU BCe HEOOXOmMMOoe ISl pa3paboTKM COOCTBEH-
HO 6MOIMOTEKM KpUNTONPOBAiiaAcpa,

KOHTPONIE LIEJIOCTHOCTY O6MONMOTERKN)

[Mpexxne Bcero {CSPDK momoraer mporpaMMUCTy PelUTh BOTIPOC
KOHTPOJIST LIEJIOCTHOCTU CO3AABAeMOil OMOIMOTEKU KPUIITOMPOBAK-
nepa. [ToCKOJBbKY COOTBETCTBYIOIIME TPOBEPKU peau30BaHbl B
cucteMHoil 6ubmuoreke advapi.32.dll, To mns peieHUs] 3TOM 3a-
maun B coctaB CSPDK Ho toueH Habop M3MEHEHHBIX MOyJieit
advapi32.dll mis pa3nmUYHBIX ONEPalMOHHBIX TUTaThopM  (Tabmu-
ua 3-1) u yruaura JJisi co30aHusl SJIEKTPOHHOM MOANMuUcK pa3paba-
ThIBAEMbIX MOJYJIEN.

Jlnst onvcaHyst pabOThl KOHTPOJIS LIEJIOCTHOCTU BEpHEMCSI K paszie-
ny «[llpunyuns peanvzanuu uHTepdeiica Bbi3oBoB CryptoAPT 10>
miaBel 2. [lpy oOCykmeHNM 3TOro mIpriMepa paHee ObUT OOOWJICH
BOIPOC O TIPOBEPKeE MOAMKMCH KPUITTOpoBaiinepa. Hioke Mbl mpu-
BomuM ¢hparMeHT ucxogHoro Tekcta u3 (aiinma ChapterS/CpCoiv
text/CpContcxt. ¢, KOTOpPbIif MbI HE pacCCMaTPUBAJIM B TTPEAbIIYILEH
TJ1aBe.
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Jinctunr 3- 1. OparmeHT npoueaypbl OwnCryptAcquireContextA

// CM. koMMmeHTapuit 1
// Onpenenenve nportotuna ¢yHkuvyu CProvVerifylmage
BOOL
WINAPI
CProvVerifylnage(LPCSTR  Ipszlmage, BYIE *pSigData )
{
return TRUE
>
// Onpemenenve mporotuna oyukinm CheckSignaturelnFile
typedef
BOOL
(WINAPT * CHECK_SIGNATURE_IN_FILE_FN) (
LPWSTR

i
CHECK_SIGNATURE_IN FILE FN  pfnCheckSignaturelnFile=NULL;

// M. KOMMeHTapuii 2
// TIpoBepsieM HaJIMYKMe NaHHON OUOIMOTEKEe B KAIIe
if (CSPInCacneCheck(pszDUName,&nProvDIl) {
// Ecnu 0ubGaMoTeKa OTCYTCTBYET, TO 3arpyxaem ee ...
hProvDIl=LoadLibrary(pszDHName);
if (IhProvDIl) {
Result=FALSE;
dwCryptError=NTE_PROVIDEF DLL_FAIL;
goto ReleaseResource;
// TlpoBepseM 1LMGPOBYIO TOAMUCH OUOIMOTEKM
#if (WIN3Z_WINNT >=  0x0500)
// CM. KomMmeHTapuii 3
hAdvapiDll=LoadLibrary("advapi32.dil");
if (IhAdvapiDIl) {
Result=FALSE;
cfwCryptError=NTE_FAIL;
goto ReleaseResource;

p)fnCheckSignatureInFiIe=(CHECK_SIGNATuRE_IN_FILE_FN)
GetProcAddressC
hAdvapiDIl,"SystemFunction035");
if (IpfnCheckSignaturelnFile) {
Result=FALSE;
dwCryptErro r=NTE_FAIL;
[ goto ReleaseResource;
pwszDIIName=LocalAlloc(LMEM_ZEROINIT,

(cm. caed,. cmp.)
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Istrlen(pszDUName)*2+2);
if (!MultiByteToWideChar(

CP_ACP,

MB. PRECOHPOSED,

pszDHName,

Istrlen(pszDllName),

pwszDHName,

Istrlen(pszDIIName))) {
Result=FALSE;
dwCryptError=GetLastError();
goto  ReleaseResource;

H
if (!pfnCheckSignaturelnFile(pwszDIlIName)) {
Result=FALSE;
dwCryptError=NTE_BAD_SIGNATURE;
goto ReleaseResource;
}
// OcBObOOXIaeM BHIEJIeHHHE PeCypCH
LocalFree(pwszDHName); pwszDllName=NULL;
«else
CM  KOMMeHTapun 4
// TlOo OTKPHTOMY KJO4y CUMTHBaeM UMOPOBY MOAINUCH
// bubnmoTexu
dwRegError=RegQueryValueEx (
hkResult,
"Signature",
NULL,
SdwRegType,
NULL,
&cboOata) ;
if (dwRegError != ERROR"SUCCESS) {
Result=FALSE;
dwCryptEr ror=NTE J>ROV_TYPE_ENTRY_BAD;
goto ReleaseResource;
)
pbSignature=LocalAlloc(LHEM_ZEROINIT,cbData);
if (IpbSignature) {
Result=FALSE;
dwCryptError=ERROR_NOT_ENOUGH_HEMORY;
goto ReleaseResource;
i
dwRegError=RegQueryValue Ex(
hkResult,
"Signature"”,
NULL,
AdwRegType,
(cm. caed, cmp.)
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pbSignature,
AcbData);

If (dwRegError != ERROR_SUCCESS) {
Result=FALSE;
dwCryptError=NTE_PROV_TYPE_ENTRY_BAD;
goto ReleaseResource;

if (! CProvwVerifyimageCpszDIIName, pbSignature)) {
Result=FALSE;
dwCryptError=NTE_BAD_SIGNATURE;
goto ReleaseResource;

s

(fendif
// ... VW NOMEWaeM OECKPUNTop B KA
AddHandleToCSPCache(hProvDlIl);

}

Tenepb NPOKOMMEHTUPYEM MOKa3aHHbIN pparMeHT.

1.

OrnpezneneHyie MPOTOTUIOB (HYHKIIMIA TPOBEPKM LIUPOBOM MO
TTMCH TS Pa3IMYHBIX ONePAllMOHHBIX TUIAThOPM.

®yukuust CProvVerifylmageucnoavzyemca B Windows NT 4.0.
B kauecTBe mapaMeTpoB eii mepenalTcs UMs KOHTPOJIUpPYeMOoi
oubmoteku u Oydep, coepxarmit dpoByto noanuck. Kak
BUIHO, B TMapaMeTpax He Tepeaaercsl IuyivHa Oydepa moamucw,
ITOCKOJIbKY pa3Mep Oydepa 136 0aiiT, TaKk KaK MCIOJIb3YeTCs
uudpoHas noanuch RSAc kmouom mauHoit 1024 6ura umoc 2
IBOWHBIX cjioBa donoanenus (padding).

B npumepe onpenencHa mycras ¢yHkius CProvVerifylmage,
tak Kak B Windows NT 4.0 momynb advapi32.dll He skcropTu-
pyeT GYyHKIUIO MPOBEPKY MOAMKMCH OMOJUOTEKM.

Ddynuknus CkeckSignatureln Filepeaauzouana 8 Windows 2000
1 Windows XP. B kauecTBe ee napamMerpa repe1aeTcst UMsi KOH-
Tposmpyemoii oubamoreku B Buae Unicode-ctpoku. Ludposas
noxanuck B ommure oT Windows NT 40 comepkurcs Heroc-
PeICTBEHHO B caMoM daiine. JlaHHbIe OAMUCHU XpaHsTCS B pe-
cypcax aitna U coctaBisior 144 Gaiita, rme 128 Gaiit 3aHMMa-
€T caMa TOAMMKCh, 8 GalT — ciyxkeOHast UHGopMaLus 1 8 GailT —
nornojgHeHue. Pecypc, B KOTOPOM XpaHSTCSI JaHHbIE MOANMMCH,
r“MeeTIIecTHanuarepudH, it Homep Ox29A. Eciau nepeBectu ero
B JIECATUYHYIO (DOpMY, TO MOJTYUUTCS HOMEP, KOTOPHIii eciiu He
yTaeT, TO HECKOJILKO YAMBIISIET ... OMHAKO MyCTh YUTaTeb Cam
JieJlaeT BBIBOJIbI O YyBCTBE IOMOpa MporpaMMucToB Microsoft.

B npumepe vcnonb3yeTcst ykazaTenb Ha (GYyHKIUIO, TTOCKOJIbKY
B JAJIbHEAIeM OH OyrieT MpHpaBHEH K YKa3aTellio Ha pealbHYIO
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dyukuto CheckSignatureln Fileusz monyrs advapi32.dll. B Win-
dows 2000 u XP Takas BO3MOXHOCTb €CTh, TaK KakK (hyHKIIVSI
MPOBEPKU TIOATHMCU OUOIMOTEKU SBIISIETCS SKCITOPTUPYEMONA.

2. Ha MOMeHT paccMOTpeHUs UMsi OMOJ HOTEKM KPUTITOIIPOBaiiaepa
CYMTAHO U3 PeecTpa U IMPOBEpsIETCs ColepKaHUe BHYTPEHHETO
kamma. Ecim ko111 He conepsKuT 3arpaiivBaeMoro MOIYJIs, TO ISt
3arpy3ku Oubsuoreku Bbi3biBaeTcs yHkuusi LoadLibrary.
JansHeiimii Ko npouenypst i nydcquire ContextA otnya-
ercst st Windows NT 4.0 u Windows 2000/XP; mpuuuHbI
OOBSICHSIOTCSI B KOMMEHTapuu 1.

3. T Windows 2000/XP, Kak yxe OTMeYaloch, UMEETCsSI BO3MOX-
HOCTb TIOJTYYUTh aipec peasibHoil (hYHKIIMU TIPOBEPKU 1Mppo-
Boii moanucu. st 3Toro yepe3 BbI30oB npouenypsl LoadLibrary
nonydaeM aeckpurrop Moyt advapi32.dll u BeI3bIBaeM (pyH-
ximto GetProcAddress, nepenaBasi ee B KayecTBe Ha3BaHUS
byHKLIUK ee UM — « System FunctionQ’5*. Mmenno Nox Takum
nMeHeM 3Kcrioptupyercs mnpouenypa CkeckSignaturelnkFile.
3arem cozgaeM Unicode-cTpoKy ¢ MMeHeM OMOIMOTEKY KPUII-
TompoBaiiepa u nepenaeM No B KayecTBe TapameTpa (pyHKIMU
TPOBEPKU MOJTUCH,

b mporpamMme TipuMepa ecTb ONpele/eHHbIE HECOOTBETCTBUSI
neicTBUTeIbHOCTH. KoOHeuHo, B peanbHOU GyHKIMU Crypt-
Acquire Context Ane Bbichbuiatorces 1ipotienypbl LoadLibrary n
GetProcAddress nnst onydenus aapeca dyHukuuu Check-
SignaturelnFile. K coxaneHuto, B paccMaTpUBaeMOM ITpUMepe
aKcropTupyeMyto GyHkuuwo SystemFunction035moyxce Henb3si
BBI3BaTh HANpPSIMYIO, ITOCKOJIBKY OmOmmoTeka advapi32.lib u3
Microsoft Platform SDK He comep:XuT TOYKM BXOma IJIS 3TOM
(byHKIIMY ¥ TTporpaMMa IpocTo IiI: CMOXeT (.. KOMITMIMPOBATh-
cg. U emre omHa ycioBHOCTB: st KoHBepTupoBanus ASCII-
ctpokn B Unicode B peaJlbHOCTM HMCIOJIB3YeTCs Tpolieaypa
RttCreate UnicodeString FromAsciizusz sinpa O C NtOsKrnl.exe,
a He MultiByte'o WideChar. Ho 310 He IPMHIMIMAILHO B Ha-
IIeM CcJIyJae.

4. B Windows N T 4.0 nporiecc BbI30Ba (GyHKIIMU IIPOBEPKU BBITJISI-
AT To-IpyroMy. [1o OTKPBITOMY KITFOYY peecTpa CUMTHIBACTCS
3HaYeHUe ¢ MMeHeM «Signature», B KOTOPOM M JOJDKHA HaXo-
IUTBCST LIM(POBast TOAMMUCH KpunTonposaiinepa. M 3atem Oy-
cep co cunTaHHoi MOANMCHIO U UM (haiina repenaroTcs B po-
uenypy CProvVerifyImage. Kak yxe ormeudanoch, 3Ta GyHK-
LIWsI He SKCTIOPTUPYETCS U B IPUMeEpE HeJb3sl pealn30BaTh BbI-
30B peaJlbHON (DYHKIIMY TIPOBEPKY TOATIMCH.
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B monynax advapi32.d]l, mocrasasiembix ¢ CSPDK, peanusauus
BBI30BOB TIPOIICAYP MPOBEPKU IOAMKUCH abCOMIOTHO aHAJIOTMYHA
onucaHHoM. OmHAKO pear3alus HeloCPeACTBEHHO MPOLIEAYp Mpo-
BEPKM MOIIMCH OTJIMYAIOTCS OT OPUTHHATIBHBIX OMOIOTeK. B mmpo-
LieAypy 100aBIeH TeCTOBBINM OTKPHITHIA Kimod RSA. Ecnu mommuchk,
MPOBEPeHHAs OPUTUHAIBHBIM KITIOUOM, He BepHa, TO TIPOBEPKa BbI-
TTOJTHSIETCST Ha TOTIOJTHUTETbHOM TeCTOBOM KITto4ye. TecTOBYIO TOJI-
MHCh, COOTBETCTBYIOIIYIO TOMOJHUTEIBHOMY OTKPBITOMY KITHOUY,
cosmact yrunurta CspSign.exe, moctaBisieMas u coctaBe CSPDK.

Ha camom genme B opurnHanbHBIX Ombmmorekax advapi32.dll mpo-
BepKa MPOBOIUTCST HE Ha OMHOM OTKPBITOM Kitode. OIWH U3 KITio-
yeil HaspiBaeTcs mipocto _KEY, a npyroit — _NSAKEY. Jlaa toro
YTOOBI (PYHKIIMS TTPOBEPKU LIEJTOCTHOCTH 3aBepIIWIACh YCIIEIIHO,
JOCTATOYHO TOTO, YTOOBI MOIIMMCH COOTBETCTBOBAJIA JIFOOOMY M3 IBYX
Kodeil. 3ayeM TMpOBepKa BBHIMONHsIETCS Ha AByX Kimouax? Mwmeer
m xmod NSAKE'ornomenue x AHB (eMm. IIpuwioxenue 1),as-
TOpbI CynuTh He Oepyrcs. Takum obpasom, B Momysnsix advapi32.dil,
noctaBnsieMbix ¢ CSPDK, mpoBepka MpOMCXOMUT cpa3y Ha Tpex
KJTIOYax.

3ameHy opuruHanbHOi OuGmoreku Ha BUBIMOTEKY U3 cocraa
CSPDK MOXHO OCyIIEeCTBUTh HECKOJILKUMHU criocobamu. He 3a-
oynere, yTro Momymi B coctaBe CSPDK apxuBHpoBaHEBI, [UIT BOC-
CTaHOBJIEHUsI MOIYJIeil BOCITOJIb3yHTEeCh yTUIIMTON expand.exe.
Ecnu ecth Takasi BOBMOXHOCTb, 3arpy3uTech B JIPYTrylo Olepaliu-
OHHYIO CHUCTEMY, TIepeMMEHYHTEe OPUTMHAIbHYIO BepCcUio OUOIMo-
TeK (Harpumep, HazoBUTe ce advapi32.dl , 4ToOBI He HOTEPSITH),
CKOIMMPYiITe COOTBETCTBYIOIIMIA BapruaHT advapi32.dll B cMCTeMHBIi
KaTtajior 1 3arpy3ute padodyto cucremy. [pyroit BapuaHT: niepevme-
HoBaTh 01bMoTeKy advapi32.dll mpsiMo B pabodeil onepaliOHHOM
CHCTEME, CKOMMPOBAThb B CUCTEMHBIN KaTaJlor HOBOTO MOIYJS U
nepe3arpy3utb. Ho ator BapuaHT He padotaer B Windows 2000 u
XP, moncucrema WFP (Windows File Protection) BoccranoBur
nepenvMeHoBaHHyl0 OuGnvoreky. Ecnu y Bac Her Bo3MoXHOCTH
3arpy3uTh aJIbTEPHATUBHYIO OTMEPallMOHHYIO CUCTEMY, TO 3arpy3u-
Tech B pexxuMe Sae- Mode, B Hem WFP otkitouaercs.

dyHKUMKM KprnTonpoBangepa

Hrax, xpurronposaiiaep npeacTasisieT coboil TMHAMUYECKYI0 O1b-
muoteky (DLL), xoropasi akcmoprupyer HaGop u3 23 o0si3aTesb-
HBIX (GYHKIWI ¢ UMEHAaMHU, ONpeleleHHBIMUA B MaccuBe Function-
Names v TByX HeoOsI3aTeIbHBIX (DYHKIINI ¢ UMEHAMU, OTpee/eH-
HeIMU B MaccuBe OptionalFunctionNames. Habop 3tx yHKLMI
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cocrapnsier uHtepdeiic Microsoft CryptoSPI (Cryptographic Sys-
tem Program Interface). IlpuBemem KpaTkoe omucaHue GYHKIUNI
CryptoSPI.

B Tabnauue 3-2 onmucaHbl GYHKIMU yIIpaBiIeHUS KpUITOIIpOBaiiae-
pa, BTabnune 3-3 — GyHKUMUM paboTHl C KIIOYaMU U OOMeHa KPWII-
Torpad®M4eCKMMU TaHHBIMU, B Tabiaune 34 — GyHKOUU muUdpo-
BaHUA U pacludpoBaHUs, B Tabaume 3-5 — GYHKUUU XeIIMpoBa-
HUg U HudpOBOA MOANUCH U B Tabmuie 3-6 — GYHKUIUHU AyOIUpO-
BaHWs O0BEKTOB KJtoYa M Xell-GYHKIUU (HeoOs3aTebHBIE).

Tabnuua 3-2. OyHKUMM ynNpaBieHns Kpuntonposaiaepa

PDynxups Kpatkoe omicanue

CPAcquire Context  VIcTionb3yeTcs IUISL nOAY4eHUs TECKPUTITOPa
OTpeeJICHHOTO KITIOYEBOTO KOHTEIHEPA B KPUTI-
TOMpoBaaepe.

CryptGetProvParam  Bo3BpainiaetT mapaMeTpbl KpUIITOIIpOBaiinepa.

CryptReleaseCantext  Vicrionb3yetcst IUisi OCBOOOXIEHUS JIECKPUIITOPA
KPUITONpOBaiinepa, CO3MaHHOTO
CPAcquire Context.

CryptSetProvParam YcraHaBnMBaeT mapaMeTpbl KpUTITONpoBaiinepa.

Tabnuua 3-3. PyHkuMK paboThl C Kio4aMu U o6MeHa KpunTorpacduieckumm
OaHHbIMU

Kpartkoe onucanue

CPDeriveKey Co3mact cecCMOHHBIE KPUTITOTpadUIecKre KITo-
Y4 U3 KJIIOYEBOTO MaTepuaa.

CPDestroyKey OcBOOOXIIAeT NECKPUTITOP KITIOUA.

CPExportKey Hcnonb3yeTest st aKkcnopra Kpunrorpadudec-

KMX KJTIOYE M KITIOYEBBIX Tap M3 KIIOUYEBOTO
KOHTeliHepa KpUIITONpoBaiiiepa.

CPGenKey leHepupyet ciydaifHble CECCIOHHBIE KITIOUU U
KJIIOYEBbIE TIAphI.

CPGenRandom BripabartbiBaeT CiIydaifHyl0 ITOC/IEIOBATEIEHOCTD
M COXpaHsieT ee B Oydep.

CPGeiKeyParam Bo3sBpaiaer mapaMeTpsl Kitoua.

CPGeiUserKey Bo3Bpaiaer 1ecKpunTop OIHON W3 TIOCTOSITHHBIX
KJIIOYEBBIX Map.

CPImportKey Hcnonn3yercs i MMIIopTa KpyunTorpahuiecko-
TO KII04A U3 KITIOYEBOTO 01002 B KOHTEHHED
KpUIITONpoBaiiepa.

CPSetKeyParam YcraHaBnvBaeM — apaMeTphl KJTIoYa.

Tabnuua 3-4. dyHKUNKN WNdPOBaAHUS U pacLUMPpPOBaHNS

PDyukius Kpatkoe onucanue
CPDecrypt Hcnonb3yetcs a1 pacimdpoBaHus JaHHBIX.
CPEncnfpt HWcnonbsyeres i 3anm@poBaHus TaHHBIX.
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Tabnuua 3-5. PyHKUMM XelWwnpoBaHua 1 umdpoBoi NoanmMcn

DyHKuMst KpaTtkoe onmcanue,

CPCreateHash Hcnonb3yercst Wisi MHULIMAIA3AalUK XeIIrpoBa-
HUSI MTOTOKA IAHHBIX.

CPDestroyHash VYHUUTOXAET OOBEKT XEI-(PYHKLINN.

CPGetHashParam Bo3sBpalllaeT napamMeTpbl O0ObeKTa XelIl-(hyHKIINU,

CPHashData Hcnonb3yercs i1 106aBJICHUS TaHHBIX K OObEeK-
Ty Xel-PYyHKIINU.

CPHaskSessionKey Vicriosib3dyeTcst JUIsI 100aBJIEHUSI K OOBEKTY Xelll-
GbYHKIIMY 3HAYEHUsI CECCUOHHOTO KITIOYa.

CPSetHashParam VcraHaBivBaeT napameTpbl OObeKTa Xeul-(OyHK-
u.

CPSignHash Boruucnser 3HaueHue DLIT or 3HayeHUs xelua,
OIpeNeIeHHOIO JECKPUIITOPOM OOBEKTa XEIIMpPO-
BaHUsI.

CPVerifySignature  OcymiecTBiIsieT IPOBEPKY IMOIAIUCU, COOTBETCTBY-
1Ieil OOBEKTY XELIMPOBaHUSI.

Tabnuua 3-6. PyHKUMM ByONMPOBaHNS OOBEKTOB Kio4Ya W Xell-(dYyHKLMN
(HeobGsi3aTeNbHbIE)

DyHKIWMA KpaTkoe ommicanue,
CPDuplicate Key JlesiaeT TOYHYIO KOIMUIO KJTHO4a, €ro rapamMeTpoB U
BHYTPEHHETO COCTOSTHUSI.

CPDuplicateHash  Jlenaer Tounyio kormio oGLeKTa Xelti-hyHKIu.

Cnenyer HalmTOMHUWTb, YTO €CJH XOTsI Obl OAHOUM (hPYHKILIMU U3 HAOO-
pa o6s13aTeIbHBIX (DYHKIIMUK HE OKaXKeTCsl B TAOJIMLIE SKCITOPTAOUO6-

JIMOTEKHU, OHa He OyleT olo3HaHa B KayecTBe KpHUIITOIpoBaiiaepa.

Kak BUIHO 111 oniucaHwusl, (hbyHKIIMU KPUIITONpOBaiaepa MOTHOC-
ThIO COOTBETCTBYIOT OoJiblIMHCTBY dhyHKuuit Crypto API. He Oy-
AOeM MPUBOMUTH 30eCh BCE MPOTOTUIBI yKa3aHHBIX QYHKIUI, MO-
CKOJIBKY OHU MPAaKTUYECKU MOJHOCTBIO KOIUPYIOT COOTBETCTBYIO-
e nporoTuribl yHKUuit CryptoAPI. O'e"uaHoe oTJInYue 3aKIII0-
JaeTcsi B TOM, UTO B MPoOlLieAypax paboThl ¢ OObEKTAMU KITIOUCH XTI~

dbyHKUIUN nepenaeTcs elle U JeCKPUIITOP KpUIITOIMpoBaiiiepa.

OcTtaHOBUMCSI nmoapoOHel nuinb na ¢yukumu CPAcquireContext,
NPOTOTUIT KOTOPOIl CYIIECTBEHHO OTJIMYAETCsl OT BbI3bIBAIOILECH ce
dbyHkuuu CryptAcquireContext

BOOL WINAPI CPAcquireContext(
HCRYPTPHOV *phProv,
LPCSTR pszContainer,
DAORD dwFlags
PVTableProvStruc pVTable
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MapametpsiphProv, pszContainer 1 dwFagscoOTBETCTBYIOT OMU-
canHbM Wis1 byHkumu CryptAcquireContext(cm. Tlpunoxenue 2).
Paccmotpum mporiecc opMupoBaHue cTpykTyphbl pVTable, moka-
3aHHbIN B ipuMepe CpContext.c (cM. Ha caiite uznareiabcTsa «Pyc-
ckast Pemakuust»: www.rusedit.ru).
typedef struct J/TableProvStruc {

DAORD Version;

FARPROC FuncVerifylmage;

FAHPROC FuncReturnhWnd;

DAORD dwProvType;

BYTE* pbContextinfo;

DMCRD  cbContextinfo;

LPSTR pszProvName;
} VTableProvStruc, -PVTableProvStruc;

MapameTpbl
Version

Bepcust ctpyktyphl. B pa3mdHBIX OTIepallMOHHBIX CUCTEMaX KC-
MoJIb3y10TCs pa3anuHbie Bepcuu. B Windows NT 4.0 ucnons3yer-
ca Bepcusi 1, cocTosiasi TOJbKO M3 Tpex mapaMeTpoB: Version,
FuncVerifylmage v FuncReturnhWnd. Bepcus 2 ucnionb3yercs B
Windows 98. OHa cocTouT yxXe W3 IecTH TapameTpoB. Bepcust 3,
ToKa3aHHasl B puMepe, VCTIONb3yeTcs, TOJIbKO HaunHast ¢ Windows
2000.

Func Verify Image

VYkazarenms HA dbyHKIMIo nmpoBepku 1i1dpoBoil noamucn. Jta hyH-
KM TIepefaeTcs K KPUMTOIIpoBaiiiep Uisl TOro, YToobl pa3paboT-
yuk umea BOBMO2KHOCTD BcTaBUTh B KOJI OMOJIMOTEKN TTPOBEPKY
LIEJIOCTHOCTU IOTIOJTHATEJIbHBIX MOMYJICH, UCTIOb3YEM BIXKPUTITOIT-
[»(111 aliIepOM U UMEIOILUX COOTBETCTBYIOLLYIO TTOAITUCh.

B npuMepe 3TOT mapamMeTp NMpUpaBHUBACT (CS1 K yKasaTelsllo Ha (yH-
ko CProvVerifyImage, onHako B pa3HBIX OMEPAIIMOHHBIX CHC-
TeM 3Ta QYHKIUS peaudyeTcs: pasHbIMU TyTsaMu. B Windows NT
4.0 aTOT MapaMeTp conepxkuT anpec umeHHo dyHkiuu CprovVerify-
Image, ¢ TOMOI1IBIO KOTOPOI OMNEepallMOHHAsI CUCTEMa MPOHEPSICTCS
LIEJTOCTHOCTH KpunroHposaiinepa. Hawmas ¢ Windows 2000, ¢pyH-
KUMSI TPOBEPKU TpeTepriesia u3MeHeHus. Terepb B Mpoueaypy
CProv Verify Image MOXXHO He niepenaBaTh yKazameas Ha Oydep c
LM(PPOBOI MOAMMCHIO, €CJTU TIOAIINCH COAEPKUTCS B (haiiie. B aTtom
ciydae ¢yHKIMSI TIPOcTo KoHBepTupyeT uMs B Unicode-cTpoky u
BbI30BeT CheckSignaturelnFile. Ecau xe yxa3atenb Ha Oydep He
HyneBoii, To CProv VerifyImage Boi3biBaeT byHK1IIO0 NewVerify-
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Image, xotopas paboraet aHamormuyHo Windows NT 4.0. ®yHk-
v CProv Verifylmageu New Verify Image, Windows 2000 He
SKCTIOPTUPYIOTCS.

FuncReturnh Wnd

Ykazarenp Ha (YHKIWIO, KOTOpasi BO3BpalllaeT AECKPUITOP OKHa
TIPWJIOXKEHUS TSI B3aMMOICUCTBYST ¢ TToNb3oBatesieM. Ecmm Takoe
B3aMMOJICVICTBHE B KPUIITOTIPOBalifiepe He TIPeaycCMaTpuBaeTCs, TO

JTAHHBIN TTapamMeTp MpocTo urHopupyetcs. Oyukimsa FuncReturnh -
Wnd wmeer cniepyronuii TUII:

typedefvoid (*CRYPT RETURN_HWND)(HWND *phWhd).
Iporienypa mpocTo KOMMpYeT B TiepeqaBaeMbIil el yKas3aTellb TJIo-
OampHyI0 TiepeMeHHYIOAWICH. 1o ymMomgaHuio 3Ta miepeMeH Hasl paB-
Ha HYJTI0. YCTaHOBUTb HEOOXOAMMOE 3HaYeHHE NECKPUTITOPA OKHA
MOXHO 4epe3 BbI3oB (pyHkuuu CryptSetProvParam(cm. Ilpuno-
xeHue 2) ¢ mapametpom PP_CLIENT_HWND.

dwProvType

3HaueHWe THTIa, 3alpaliMBacMOro KpUIITOIPOBaiiIepa.
pbContextinfo

Vkazatenp Ha Oydep IOIb30BaTeIbcKOro KoHTekcTa. Iloiap3oBa-
TEIbCKUI KOHTEKCT YCTaHABJIMBAETCS TPUIIOKEHUEM yepe3 (hyHK-
uuto CryptSetProvParam (cMm. TlpunoxeHue 2) ¢ mapameTpom
PP_CONTEXT __INFO.

cbContextlnfo

Pasmep Oydepa 1monp30BaTeILCKOrO0 KOHTEKCTA.
pszProvNam’
‘YKazareslb Ha CTpOKY, COZIEpIKalllylo MMs KPUMTOIpoBaiaepa.

MpumeHneHne CSPDK

B mpenpioymmx maparpagax ObUIM pacCMOTPEHBI OOIIeCHCTEMHBIC
BOITPOCHI PabOTHI ¥ CTPYKTYPHI KPUIITOIIpOBalinepoB. Temeph ocTa-
HOBHMMCSI HEITOCPEICTBEHHO I1a Borpoce ucmoib3oBaHuss CSPDK
IUTST CO3MaHUs COOCTBEHHOTO KPHITTOITpOBaiiepa.

ITpumep TpocTeiiIero KpUNTONpoBaiinepa, KOTOPbIi MOXHO HC-
TTOJTh30BaTh KaK OCHOBY TSI paboThI, HaxomuTcs B KaTaymore \Csp
(cM. Tabmuity 3-1). Daiinbl, HEOOXOAUMBIE IS CO3MAHMS KPUIITOII-
poBaiimepa, — Csp.c. Csp.def, Csp.rc, Resource.hu AutoReg.cpp.
Kpome Toro, tpedyercst ckomupoBaTh ¢aiin \SdkInc\Cspdk.h B
KaTano!- 3aroJoBOYHBIX (aifioB. [Tpyn KOMIUIMPOBAaHWN WHOTIA
BO3HHUKAET ITpo0sieMa — TiepeornpeneaeHue CTpykTypsl VTable Prov-

6-4775
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Struc. DTO TPOUCXOAUT U3-3a TOTO, YTO 3TA CTPYKTYpa YK€ MOXKET
ObITh ompeneneHa B (aitie Win Crypt.h. YtoObl u30exaTh 3TOM
Mpo0OJIeMBI, CTOUT Bocmojb3oBaThes daittom \SdkInc\WinCrypL.h,
kotopblii noctaBisiercss ¢ CSPDK, B Hem VTable ProvStrucue orn-
penensiercst. Iu ke mpocTo 3aKOMMEHTUPOBATD OIpeie/ieHUE TaH-
Hoil cTpykTyphl B (paitie Cspdk.h.

Kpome Toro, 4to Kp 1 ITO MpoBaiiiep J0/LKEH SKCIOPTUPOBATH Ipa-
BWIbHBIN HAabOp (PYHKIIMIA, OH JOKEH ObITh MPaBUIIBHO 3apETUCT-
pupoBaH. B daitre Csp.def momMmumMo GyHKIIMIA, OTHOCSIINXCS He-
nocpeAacTBeHHO K uHTepdeiicy CryptoSPI, skcnoptupytorcs eiie
nBe ¢dynkuuu DHRegisterServeru DIl UnregisterServer. BooOliie-
TO, OHU MCIIOJB3YIOTCS B OMNepallMOHHbIX cucteMax Windows mist
ycTaHOBKU U yoaaernus COM-ob6sexmos. Ho Microsoft yacto 06-
paniaercsl K 3TUM Tpoueaypam [Uisi pa3MellleHUs] Kooa perucrpa-
LIMM U OOBIYHBIX OMOIMOTEK. B cocTaB omepaliMOHHBIX CUCTEM
Windows Bxoaut ytunuta Reg.Svr32.exe, KOTopasl MO3BOJISIET BbI3-
BaTh IaHHbIE TIPOLIEAYPHI MPSIMO U3 KOMAaHIHOU cTpoku. KomaHm-
Hast ctpoka RegSvI32 DIIName.dll Bbi3biBaeT (yHkuuo DI/Re-
gisterServer u3 6ubauoreku DIIName.dll, a KoMaHaHas CTpoka
RegSvr32 /u DIIName.dll mo3BossieT BbI3BaTh (yHKUMIOD/ luee-
gisterServer.

YcraHoBKa M yaajeHue KpUITONpOoBaiiaepa 0ObIYHO 3aKII0YaeTCsl
B CO3[IaHUM HEOOXOAMMBIX JIJISl M0 PerucTpalyy KIroueil peectpa.
B TecroBoM KpunTonpoBaiiaepe 3TuYHKIINY pean30BaHbl B (haii-
ne AutoReg.cpp. Ilpouenypa DIlRegisterServer, peain3oBaHHas
B (aityie, momuepXuBaeT 0de MOJIENTM PerrucTpalii KpUnTonpoBaii -
niepa Kak ¢ [udpoBoii MOAMUCHIO B peecTpe, TaK U C MOIIMUCHIO B
camoii oubamoteke. PaccMotpum pparmeHT Koaa ¢dyHkuuu DI/ Re-
gisterServer V3 TIpYMepa TECTOBOTO KPUIITOIpOBaiinepa.

JincTnhr 3-2. ®parmeHT npouenypsl DIIRegisterServer

// CM. koMmeHTapuid 1

// See if we're self-signed. On NTS, CSP images can carry

// their own signatures.

hSigResource = FindResource(
hThisDll,
4AKEINTRESOURCE(CRYPT_SIG_RESQURCE,|UMBER),
RTJ1CDATA);

// CM. KOMMeHTapuin 2

// Install the file signature.

/!
ZeroMemoryUosVer, sizeof (OSVERSIONINFO));
osVer.dwOSVersionlnfoSize = sizeof (OSVERSIONINFO);

(cM. cnen, cTp. )
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fStatus = GetVersionEx(&osVer);

// BUGBUG? - This works on Windows Millenium, too.
if {f Status

&& (VER PLATFORM WIN32 NT == osVer.dwPlatformid)
&& (5 <= osVer.dwMajorVersion)

&& (NULL !'= hSigResource))

'

//

// Signature in file flag is sufficient.

//

dwStatus = 0;

nStatus = RegSetValueEx(
hMyCsp,
TEXrrSiglInFile™),
o,
REG _DWORD,
(LpiYTE)&dwStatus,
sizeof(DWORD));
if (ERROR SUCCESS !=nStatus)

hReturnStatus = HRESULT,FROM_WIN32(nStatus);
goto ErrorExit;
>
}

else

I
1

// CM. KOMMeHTapuii 3
// We have to install a signature entry.
// Try various techniques until one works.

for (dwindex= 0; ! f Signature Found; dwindex += 1)
{
switch  (dwindex)
{
i
Il look for an external *.sig file and load that into

// the registry.

case 0:
tcscpy (szFileExt, TEXT("sig")>;
hSigFile = CreateFile(
szModulePath,
GENERIC_READ,
FILE_SHARE_READ,
NULL,
(PEL EXISTING,
(cM. cnex, cTp.)
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FILE ATTRIBUTE_NORMAL,
NULL);
if <INVALID HANDLE VALUE == hSigFile)
continue;
dwSigLength = GetFileSize(hSigFile, NULL);
if ((dwSigLength > sizeof(pbSignature))
|| (dwSigLength < 72)) // Accept a 512-bit
// signature

hReturnStatus = NTE_BAD_SIGNATURE;
goto ErrorExit;

}

fStatus = ReadFile(
hSigFile,
pbSignature,
sizeof(pbSignature),
idwSigLength,
NULL) ;

if (IfStatus)

i

hReturnStatus =

HRESULT_FROM_WIN32(GetLastError());
goto ErrorExit;

fStatus = CloseHandle(hSigFile);
hSigFile = NULL
if  (IfStatus}
(
hReturnStatus =
HRESULT_FROM_WIN32(GetLastError());

goto ErrorExit;
3
fSignatureFound = TRUE;
break;
//
// Other cases may be added in the future.
//
default:
hReturnStatus = NTE_BAD_SIGNATURE;
goto ErrorExit;

if {fSignatureFound)
i
for (dwlndex = 0; dwlndex < dwSigLength;
dwlndex += 1)

(cM. cren, cTp. )
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if (0 != pbSignature[dw!ndex])
break;
1
if (dwlndex »>= dwSigLength)
fSignatureFound = FALSE;

r

)
// CM. komveHTapuin 4
// We've found a signature somewhere! Install it.

//

nStatus = RegSetValueEx(
hMyCsp,
TEXT("Signature™),
0,
REG_BINARY,

pbSignature,
dwSiglLength);
if (ERRORSUCCESS != nStatus)

hReturnStatus = HRESULT_FROM_WIN32(nStatus);
goto ErrorExit;

H
nStatus = RegCloseKey(hNyCsp);
hHyCsp = NULL;

if (ERROR_SUCCESS != nStatus)
hReturnStatus = HRESULT_FROM_WIN32(nStatus);
goto ErrorExit;

}

Tenepb MPOKOMMEHTHPYEM TOKa3aHHBINA (hparMeHT.

1. KoaToMy MOMEHTY Y e co3llaH KTou KpUITOoMNpoBaiiiepa, ycTa-
HOBJIeHBI 3HaYeHus1 ImagePathu Type.

BoizoBom nponenypsl FindResource dyukuust DIIRegister-
Server TibITacTC OOHAPYXUTh B PErMCTPUPYEMOi OMOIMOTEKE
OUHapHBIN pecypc ¢ HomepoM Ox29A, B KOTOPOM JI0JIKHA Xpa-
HUTbCS LMbpoBasi MOANKUCH KPUNITONPOBaiiiepa.

2. Ompenensiercs vepcys onepalvoHHoi cucteMbl. Ecim 310 Win-
dows 2000 wiu crapiie ¥ pecypc ¢ IUbpPOBOI MOMMUCHIO HAaX0-
nuTes B daiine, To B KJIloUe KpUMTONpoBaiinepa ycTaHaBIMBa-
etcst 3HaueHue SiginFilemuna DWORD u perucrpauust mnud-
POBO# MoANMUCU OMOJIMOTEKM KPUIITOIIpoMaiiaepa Ha 3TOM 3a-
KaHYUBaeTCs.
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Bbl1, BeposiTHO, 00paTviii BHUMaHMe, YTO MpoIienypa He TIpoBe-
psieT KOppeKTHOCTh OMHAPHOM MHMOPMAIUN, KOTOpast XpaHWT-
¢S B HalimeHHOM pecypce. Bbl1o ObI HETI0X0 TPOKOHTPOJIMPO-
BaTh pa3Mep JaHHBIX pecypca, KakK 3TO AeNlaeTcsl B clydae ¢ TIom-
nvcklo B daite. Ecnu ynrarens 3axoueT MoaudUIMpoBaTh Ko,
TO OH CMOXET HaWTH OIMCaHWEe CTPYKTYphl pecypca InFiteSig-
natureResource B ¢aitne Cspdk.h, omHako Oymbre OCTOPOXKHEI.

typedef struct {
DACFD dwVersion;
DAOD dwCrcOffset;
BYTE rgbSignature[88]; // 1024-bit key, plus 2 DAMORDs
of padding.
} InFileSignatureResource;

3nech MPUBEIEHO OMpeNesieHN e, B3SITOE 13 3aroJIOBOYHOrO (aii-
na. OmmbKa B ONMCaHUM OYEBUIHA, pa3Mep MaccuBa TIOATMCH
JIOoDKeH ObITh He 88 Gaiit, a 0x88=136 Gaiit. Ecnu BbI perute
BOCITOJTb30BAaThCSI OHMCAHWEM CTPYKTYPBI, UCTIPaBBTE 3TO MECTO.

3. Ecmu pecypc B 6uOiamoTeke He HalIeH WA ONepANOHHAS CH-
cTeMa He TIOIEPXKMBAET TaKOW TUH MPOBEPKU ITUGPOBOI MO~
TMCH, TO (DYHKITUS TBITAeTCS HAUTH IUGMPOBYIO MOAIMCH B (haii-
ne. OtkpeiBaeTcsl Gaill ¢ MMeHeM OMOIMOTEKM M pacIIMpeHM-
eM sig. Ecom ¢aitn oOHapyXeH, TO KOHTPOJIMPYETCS €ro pas-
Mep ¥ MacCHB TMTOIIKMCH CUUTBIBaeTcs B Oydep. B mpuBeneHHOM
TpUMepe IPYroi Crocod MosydeHust moanucu aiima He pac-
cMaTtpuBaeTcs. Pa3paboTumK, ecmm 3TO HeOOXOIMMO, MOXKET
JOTIONTHUTH KO IPYTMMU BapUaHTaMU TIOJyYeHHUs MaccHuBa
1MPOBOIA TTOMNCH.

4. Ecm mmdpoBas mommich TeM WIM WHBIM ITyTeM YCIICIIHO I10-
JIydeHa, TO OHa TIOMeIaeTCsl B KIIIOY KPUITTONpOBaiiaepa Tox
nMeHeM Signature.

Kpome BO3MOXHOCTH peructpaunu OUOIMOTEKH Yepe3 BbI30B YTH-
muTel RcgSvr32.exe, CSPDK mo3BossieT BOCIIONb30BaThCsl OTACIb-
HOM TIPOrpaMMOI perucTpaivy KpurTorpoBaiinepa. M cxomHbri
TeKcT mporpaMmebl nipuBeneHBgaine\Csplnstl\Csplnstl.c (cM. Ha
caifte m3marenbcTBa «Pycckas Pemakimsa™: www.rusedit.ru). On-
HaKO 3Ta Mporpamma MoAAepKrBaeT TOJIbKO CTapblii TUIT pa3Melle-
HUS [MGPOBOI ITOAMMCH, TIO3TOMY J.1 1 ce paboThl HeoOXOomM (haiit
C TIOATHUCHIO.

KaxkuMm 6B 06pa3oM Bbl He pErMCTPUPOBATIN CBOM KPUITTOITPOBAi-
Jep. Tiepell perucTpaiyeil BaM HEOOXOIMMO CTeHepupoBaTh IUb-
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POBYIO MOANMMCH OMOIMOTEKU. 151 co3maHusl TECTOBOM IMONIMCU
CSPDK npenocrapisier yruauty CspSign.exe, KoTopasi MpemHas-
HavyeHa Ul CO3MaHUs M TPOBEPKU MU(PpOBOi IMONIMCHU OMOIMOTE-
ku. [lpuyem 3 onepaliii MOXHO BBITIONHSTS A Jist LIU(poBoit moz-
MUCH KakK pa3MeIleHHON B OTIEIbHOM (haliijie, TaK U COXpaHsSIeMOi
B pecypce caMoro KpUITOIpoBaiiaepa.

Ecnu Kbl mosiaraete, 4to KOpPEeKTHO CKOMITUJIMPOBATM, TTOATIACATIA
M 3aperucTpUpOBaIv CBOIO OMOIMOTEKY, 3aIlyCcTUTe YTWIUTY Test-
Csp.exc, ee ucxomHblii Tekct umeercs B aiiie \TestCsp\TestCsp.c.
Ecnu BbI He KOpPEKTUPOBAIIH ellie IPUMeEpP KPUTITONpOoBalinepa Wi
MpOrpaMMy TECTUPOBaHUSI, TO B Clydae ycrexa Ha dKpaHe JOJDKeH
TOSIBUTBCS  CIICAYIOIIMIA pe3yibrarT (JIUCTUHT 3-3).

JIuctunr 3-3. @parnvient npoueaypbl DITRegisterServer

Calling CryptAcquireContext - SUCCEED
Calling CryptGenKey - SUGCCEED

Calling CryptDestroyKey - SUCCEED

Calling CryptGenKey - SUCCEED

Calling CryptSetKeyParam - SUCCEED

Calling CryptGetKeyParam - Access violation
Calling CryptSetProvParam - SUCCEED

Calling CryptGetProvParam - Access violation
Calling CryptGenRandom - SUCCEED

Calling CryptGetUserKey - SUCCEED

Calling CryptGenKey - SUCCEED

Calling CryptExportKey - Access violation
Calling CryptlmportKey - SUCCEED

Calling CryptCreateHash - SUGCEED

Calling CryptSetHashParam - SUCCEED

Calling CryptGetHashParam - Access violation
Calling CryptHashData - SUCCHED

Calling CryptHashSessionKey - SUCCEED
Calling CryptEncrypt - Access violation
Calling CryptDecrypt - Access violation
Calling CryptDeriveKey - SUCCEED

Calling CryptSignHash - Access violation
Calling CryptVerifySignature - SUCCEED
Calling CryptDestroyHash - SUCCHD

SUCCEED

He Gecrnokoiitech 0 TOM, 4TO HEKOTOpbIe (PYHKIIMHU BO3BpAIllalOT
ommbKy. B kayecTBe mapamMeTpoB OHU TpeOYIOT yKasaTelb Ha Oy-
dep maHHBIX U yKaszaTeJb Ha TIEPEMEHHYIO, CONEPKAIlylo pa3Mep
9THX JaHHbIX. [IporpaMma TeCTMpOBaHUS TPU BbI30BE BeeX (YHK-
LM TIepelaeT TECTOBbIE TMapaMeTphl, KOTOpPbIE TMPOCTO SIBISIIOTCS
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3HAYEHUSIMU OT OIHOTO IO HecsSTU. TecTOBbI KPUITOIPOBARICD
TIBITACTCS 3aMMcaTh JaHHBIE TI0 TAKOMY YKa3aTeNlo, U MPOUCXOIUT
HCKIIOYeHMe, a 00pabOTYMK WCKITIOUEHUI BO3BpAIIAeT OIIMOKY
ERRORJN VALI D_PA R AM ETE R.

3akoyeHne

B 3akimoyeHre 3TOM IJIaBbl XOUETCS TIOXKeNaTh YCIIEX0B TeM M3 Bac,
KTO PEIINT 3aHATHCS pa3pabOTKON KpUITONpoBaiinepoB. OTMETUM
ellie pa3, YTo IS YCIenHoi pa3paboTKH! JIToO0oH KpUITorpadudec-
KO OMOJIMOTEKH, B TOM YMCJIe M KPUIITOIIpoBaiinepa, He0OXomuMo
o06J1anaTh IIyOOKMMM 3HAHUSIMM HE TOJILKO B TTPOrpPaMMUPOBaHUH,
HO M B obOriactu Kpumrorpacu. Ecm Bac ycTpamBaet kpunrorpa-
(ryeckast cocTaBIISIIONIAST CYIIECTBYIONIMX KPUITTOIPOBAIEPOB, TC
Brl MOXeTe BBIOpaTh CIIOCO0, KOTOPBIM HAITMCAHbI KPUITTOIIPOBAii-
neppl Gemplus u Schlumberger. B aTux 6ubimoTekax peaan3oHa-
HO JIMIIIb XpaHeHWe M 00paboTKa Kpurrorpaduieckoir MHGopMa-
LIMM, XpaHAIIeHcS Ha cMapT-KapTax, a Uil BBITTOJTHEHMSI KPUTITOT-
paduyecKHX ornepayii BEI3bIBACTCS OMVUH M3 KPUHTOIIPOBAICPOB
Microsoft.



Tmazsa 4l

CucteMHble BOMNpPOCHI peanu3auuu
cpeacTs Kpuntorpadpuyeckom
3awuTbl MHPOpMaLUK

Cnocobbl 1 0COBGEHHOCTM peanmaaumm
KpunTorpapuyeckmux noacucTeM

Mexanmmbl Kpuritorpadryeckoil 3aluThl MHGOPMAUA U KOMITb-
torepHoii cucteMe (KC) He sSBsoTes «Belbio B ce0e», UX UCTIOJb-
3YIOT UIS1 pellleHUs] KOHKPETHBIX 3ai1a4. M3 miobanbHbIX Leeid 6e-
30MAaCHOCTH, TaKUX, KaK oOecrieyeHre KOH(PUIEHIMAIBHOCTH,, 11e-
JIOCTHOCTM U JIOCTYITHOCTU, CPEACTBA KpUMTOrpaduyeckoi 3aiiu-
ThbI MO3BOJISTIOT 0OecnieynTh nepBbie ABe. [t obecrniedyeHusT KoHpu-
JIEHIMATIBHOCTH  VICTIONIB3YIOTCSI alTOpUTMBbI TMbpoBaHUs, sl obec-
TIeYEeHUS LIEJIOCTHOCTA — alroputMbl xetpoBanus u SLII. B atoit
I71aBe Mbl PACCMOTPUM BOIIPOCHI 1IEJIEBOTO MCIIOIb30BAHUS KPUII-
TOrpauecKnx aIropuTMOB, T.6. CHCTEMHO-KOHIICTITYaTbHOE HC-
MoJIb30BaHKUE KpunTorpabuu,

B Hacrosinee BpeMs TIPUMEHSTIOTCS IBa Criocoba mudpoBaHuUs:
TpenBapuTeIbHOE M IMHAMU4YecKoe («IIpo3padHoe»). (be3 cyie-
CTBEHHBIX OTpaHMYCHMIT MOXHO BBIBOIBI, Kacarolyecs mudposa-
HUS, PACTIPOCTPAHUTh U Ha aJlTOPUTMbI KOHTPOJIST LIETTOCTHOCTH W
DIIL)

IpenBapuTtenbHOe 1MGMPOBAaHKE 3aKITIOYAeTCsT B CIICAYIOIIeM: (haii
mmdpyetcst Hekoit mporpammoii (cyorektom KC), a 3atem pacimd-
POBBIBAETCS TeM K& MJIM WHBIM CyOBEKTOM (ISl paciuvdpoBaHus
MOXHO TTPUMEHSITD TYXe WIN APYTYIO, CITEIUaTbHO MpeTHa3HAUCH -
HyIo JUTST pacinndpoBaHus, iporpaMmy). [lajee paciidpoBaHHBI
MAaccuB JaHHBIX ((haiil) HEMOCPENCTBEHHO UCITONMb3YeTCsl TIPUKITAI-
HOW TIpOrpaMMOIi TTOJTh30BaTeIsl. DTOT CITOCO0, XOTS Y TIPUMEHSIET-
CSITOCTAaTOYHO IIMPOKO, UMEETPsI/l MPUHIMIMAIBHBIX HEIOCTAaTKOB:



160 MpuknagHasa kpuntorpadus

*  HeoOXOIMMMOCTb TOTIOJTHUTENILHOTO pecypca Uil paboThl ¢ 3a-
MUGPOBAHHBIM OOBEKTOM (IMCKOBOTO MPOCTPAHCTBA — B CITy-
yae pacmndpoBaHus B (aiia ¢ ApyTuM UMEHEM);

*  HaaMuMe TOTEHIMATbHOM BO3MOXKHOCTH JIOCTYIA CO CTOPOHBI
akTuBHBIX cyopekToB KC Kk pacimdpoBaHHOMy (aitny (Bo Bpe-
MS €T0 CyIIeCTBOBaHUS);

*  HeoOXOMUMOCTb TAPAHTHPOBAHHOTO YHUUTOXEHUS pacimdpo-
BaHHOTO (haiiia mocje ero MCIoJb30BaHMs.

IToatomy B mocneqHee BpeMsl IIIMPOKO NIPUMEHSIETCST albTepHATHB-
HBI MeTo — dunamuueckoe wugposanue. CyIIHOCTb € 0 TAKOBA!
3ammdpoBaHue Bcero (aiina BBITOMHSIETCS aHAIOTMYHO TIpeBa-
puUTEeNbHOMY IMGPOBAHMIO, 3aTe€M TTOCPENCTBOM CIEIMaTbHBIX
MEXaHM3MOB, obOecrieunBaloimx Monvdukaimio ¢yHkumii [10 KC,
BBITIOJIHSIIOT oOpaltieHre K o0bekTaM. Ilpu 31oM pacimdpoBaHuio
TTOJBEPTaeTCcsl TOJIBKO Ta YacTh 3aIM(pPOBAHHOTO OOBEKTa, KOTO-
pasi B TEKYLIMii MOMEHT BPEMEHU MCITOIb3YeTCs TIPUKIATHOM MPo-
rpammoii. Tlepen 3amuchbio TIpUKJIamHas MporpaMma Immdpyer 3a-
TMCHIBAEMYIO YacTh OOBEKTa.

Jlannbii crioco0d TO3BOJISIET ONTUMMAJIBHO KCIIOJIb30BaTh BBIYMCIIH-
TenbHbIe pecypcbl KC, MOCKONBKY paciiigpoBbIBACTCS TOJIBKO Ta
YyacTb OOBEKTA, KOTOpasi HEMOCPEACTBEHHO HYXHA IMPUKIIATHOM
nporpamme. Kpome TOro, Ha BHEIIHUX HOCUTEISX MH(MOPMAIUs
BCera XpaHUTCcs B 3aln¢pOBaHHOM BHUJE, UTO TapaHTHPYeET ee Oe-
30MacHOCTh. TakuM 00pa3oM, AMHAMUYECKoe IMppoBaHKE IeNe-
€000pa3HO MPUMEHSITh JUIS 3alUThI YIAICHHBIX WIK pacrpeaesieH-
HbIX 00BekTOB KC.

Kpome Toro, ero mpuMeEHSIOT IS 3allUThl TPYTIOBOIO MaccuBa
JMAHHBIX — KaTajiora WM JIOTUYECKOTo UCKa. DTOT Crocod TMO3BO-
JISIET TPYNIMPOBATh 3aIUIICHHYI0 MH(MOPMALIIO B OMHON WM He-
CKOJIbKMX €IMHUIIaX XPaHEHMsI, YTO YIMPOIIAeT JOCTYI K HE.

Kpartko paccMoTpum cxeMy mMHaMu4eckoro mugpoBaHus B cete-
Boit cpene. [lpu HeoOXoaMMOCTH oOpallleHMs K yAaleHHbIM Gaii-
JlaM Ha JIOK&JILHOM KOMIThIOTepe aKTMBU3UPYETCS CETeBOE IPO-
rpaMMHoOe obecrieueHre. OHO mepeomnpenesieT QYHKIIMN PadoOThI ¢
(aitnosoii cuctemoit OC U co3maer, ¢ TOUKU 3peHUs paboyeli CTaH-
v, enHoe Tipoctpa] ICIBO maHHBIX JIOKAIBHOIO KOMIIbIOTEpa, yia-
JICHHBIX KOMITBIOTEPOB M (haiii-cepBepoB.

ITockombKy mist paboThl ¢ (paitzamu TpeOyIoTCsT (YHKIIUU YCTAHOB-
JIeHHO# Ha paboueit cranmum OC, ceTeBoe mporpaMMHOe O0ecIIe-
YeHre MoAMMUIMPYeT 3T (GYHKIIMU TaK, YTO 0OpalieHre K HUM CO
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CTOpOHBI MPUKIATHOTO YpoBHSI KC BBIMOIHSIETCS OOBIMHBIM 00pa-
30M. DTO IIO3BOJISIET 00ECHeYMTh HOPMAJIBHYIO PaOOTy TPUKIAI-
HOIO 1 TOJIb30BATEILCKONO YPOBHST ITPOrPAaMMHOIO 00eCTIeUeHUS
paboueii cranum KC.

Kpunrorpadmueckue dpyHkumu mist padotsl ¢ daitmamu KC Berpa-
MBAIOTCS B IIETIOUKY 00paboTKM (haiiioBbIX omepammii (puc. 4-1).

| |

2. Kpuntomopny |

I ——

4. daiinoBble onepauym nokansHoin OC 5. TpaHCNOPTHBIN ypoBEHb

St e J L e e

6, OC cepsepa vnu yaaneHHoro Komnblotepa
|

| J

Puc. 4-1 . AnHamuyeckoe daiinoeoe wmdposaHue

Heob6xomuMo 3aMeTuTh, yt0 Momymn 1—4 ¢m3HM4ecKn JIOKaIn30-
BaHbI B OTepaTUBHOM MaMaATH paboueii ctanmu KC.

HeTtam3upyeM IepedeHb 00padaThIBaeMBIX KPUNTOrpadrIecKuM
monyieM (2) ¢yHKumii paboThel ¢ daittamu. B Hero Bxomar 5 oc-
HOBHBIX (OyHKIIHIA:

*  cosmaHue (aitna;

*  OTKpBITHE (haiiia;

*  3aKkpbITHE (aiiia;

*  qreHHWe 13 OTKPBITOTO (haiina;
*  3aMCh B OTKPBITBIN (hailll.

PaCCMOTpI/IM IOBE€ OCHOBHBLIC TIPYIIIbI IMOTCHIMATIbHBIX JEVCTBUIA
3JIOYMBIIIICH H 1 Ka:
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1. oOpamieHre K 3ammdpoBaHHOMY CETEBOMY Pecypcy ¢ paboydero
MecTa, He MMEIOIIEro Kimoua paciidpoBaHus;

2. mepexsaT MHMOpMAIIUM B KaHAJIE CBSI3U.

IlepBas yrposa 010KupyeTcs, TOCKOJIBKY @ poBaHue nH(opMa-
1MUY TIPOMCXOMUT TOJBKO B OMNEPATMBHON TaMATH paboyeil CTaH-
mm KC, u 3ammch, a TakKke CUMTHIBAaHUE MH(POpMAIMU C IUCKa
(aiin-cepBepa WM paboueil CTaHIIMKM BemeTCsl TOJNBKO B IIM(pPO-
BaHHOM BHIIC.

Ilo Toit e mpuyrHe OJOKMPYIOTCS M BTOpasl yrpo3a, U OOMEH IIO
TPaHCIIOPTHOM cUCTeMe «pabodasi CTaHLIUSI — CEpBEep» BBIIIOJIHSI-
ercs Ha 3—5 ypoBHSIX, Korna 3aimdpoBaHKe yXe 3aKOHYEHO WU
paciudpoBaHue ellle He MPOU3BEIEHO.

NMpumMmeyaHue [aHHbIA MeTOA 3alUTbI MPU YCIOBUU UHBAPUAHTHOCU K Npu-

KJIaAHOMY NPOrpaMMHOMY 06GeCneYeHMi0 paboyeit CTaHLMN CYMTAETCS ONTUMarb-
HbiM (0GecneYnBaeT MUHUMAJBHYIO BEPOSITHOCTb AOCTYNA K He3aWndpoBaHHO

MHGOOPMALIMY) 1O CPABHEHHIO C APYTUMHU KPUMTOTpaduuecKUMU MeXaHH3MaMH,

Monudukamnye i ONMCAHAOIO MEeTOIA SIBJISIETCS MPHHIMIT ITPUKIIa -
HOTO Kpunmocepgepa.
B 31OM cityyae BbiziensieTcsl aKTUBHBIN annapatHbiii KoMroHeHT KC
(Kak MpaBWJIO, BBIAEJIEHHbIN JIOKATbHBIN KOMITBIOTED), KOTOPbI
VMeeT OOIIMIA pecypc CO BCeMH CYOBEKTaMHU, TPEOYIOIIMMM HCITON-
HeHus Kpunrtorpabudeckux pyHkuuii. [pu co3nanuu daiina, npu-
HajIjIexallero oodIleMy pecypcy, M 3alucy K HEro aBTOMaTWUYeCKU
TPOUCXOJUT €ro 3aindpoBaHue WU (GUKcalvs LEJTOCTHOCTH.

Kpome Toro, B MPUKIATHOM KPHUITOCEPBEPE MOXHO PEeaM30BaTh
(byHKIIMIO M30JISIIIMK 3aIUIIIEHHOTO 00beKTa-(haiiia, BO3SMOXKXHOCTh
€ro TepeMelleHnsT B BBIIENEHHBIN TPYIITOBOM MaccuB (KaTajior
ucxonsamyx ¢aittos). Ilpomecc odpaTHOro mpeodbpaszoBaHus (WK
MPOBEPKM ITIEJIOCTHOCTH) HBIIONHAECTCS aHATOTMYHBIM 00pa3oM B
NPYTUX BBIIEJCHHBIX MacCHUBaX.

st cyObekTa pabodell CTaHIIMK 3TOT IMPOLIECC BBITJISIAUT KaK aB-
ToMaThJecKoe 3ammdpoBaHue (MM MHTerpanvs udpoBoii Moj-
mvcy B (aiiT) Mpy 3armvMcy B HEKOTOPHII, 3apaHee YKazaHHBIM Ka-
TaJloT M TIOSIBJICHWE 3amrbpoBaHHOTO haiiia B APYroM KaTaJiore.

BT0T CMocod MMPOKO MPUMEHSIETCS ISl KpUNTorpabuieckoii 3a-
IIWTHI AJIEKTPOH HBIX TOKyMEHTOB B reteporeHHoi KC u s corpsi-
KeHUST Pa3HOPOIHBIX MPUKIAJAHBIX CUCTEM C TEJIEKOMMYHUKAIIM-
OHHBIMH.
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IKpunTorpaduyeckan sawmrta
TPAHCNOPTHOIO YPOBHS

ITpu aHanM3e MPOGIEMBI 3alIUTHI TPAHCITOPTHOT 0 YpoBHs KC He-
00OXOIMMO YYUTHIBATh CBOWCTBO, CIIEAYIOIee U3 MepapXUUecKOu
MOJIE/I B3aUMOJICMCTBUS OTKPBITBHIX CHCTEM: Tepenaya MHbopma-
LIMMA OT BEPXHMX YPOBHEM TpeacTaBieHMs ((haillloB) K HIKHUM
VYPOBHSIM (TTaKeTaM) TOJTHOCTBIO W 6e3 M3MEHEHMsI COXpaHSET CO-
nepKaTeJIbHyI0 4acTh MHMopmanmu. OTcioma CiienyeT, 4To 13-3a
mmdpoBaHus aiia, CONPSIKEHHOTo ¢ (halUIOBBIMM OITePaIsSIMU
(paccMoTpeHo paHee), H(MOPMaIIMOHHBIE YaCTH MaKeTa, MOoTydeH-
HOro u3 3anmdpoBaHHOTO (daiijia, MPOXOIAT Ha TPAaHCIIOPTHOM
VYPOBHE YKe B 3amudpoBaHHOM Bume. M HaoGOpOT, MpOLEeTyphI
mudpOoBaHMs, TOKAITU30BaHHBIE HAa TPAHCTIOPTHOM YPOBHE, TIONY-
YaloT U TepeqaloT MHGOPMAIIMIO B BEpXHUE YPOBHU TpeACTaBiIe-
HUSI B OTKPBITOM BUIIE.

DTOT MeXaHW3M TTO3BOJISIET ONPEAEITUTD 00JIaCTh MPUMEHEHMSI T (-
pPOBaHMS TPAHCIIOPTHOTO YPOBHSI:

1. mpm pacnionoxeHnn KabenbHoit cucteMbl KC Ha TeppUTOpHH,
JOCTYITHOM JIJIST 3TI0YMBIIIITICHHUKA;

2. Korma He ymaercsl o0ecreunuTh B3auMMOACHCTBUE TPUKIAIHBIX
3aj1a4 TIOJIb30BaTENsl C CUCTEMOU AMHAMUYECKOTo (haitioBoro
1K POBAHUS;

3. NpW OTCYTCTBUU HEOOXOMMMOCTU IIM(MPOBAHUS JTOKATbHBIX
pPECypCoB.

Kpunrozamury TpaHCIOpTHOTO YPOBHS (pHC. 4-2) MOXKHO peajiu-
30BaTh MPOrPaMMHO TIPY BCTPaMBaHUK B MHMOPMAIIMOHHBIE TIOTO-
KU CETeBBIX MPOTPAMMHBIXCPEICTB M arliapaTHO, ¥ Ha CThIKe pabo-
Yeil CTaHIIUM U CETEBBIX CPEICTB {ypogenb4 11a puc. 4-2) win pado-
Yeil CTaHIIMY U KabeTbHOM CUCTeMBI (Ypogenb 6 Ha PUC. 2; B 3TOM
Cllydae MOXKHO TOBOPUTH O HAJIOXKEHUW KPUITOCPEACTB). B 3apy-
OeXKHOI TUTEepaType MOIOOHOTO pajia araparypa UMEHYeTCsT Kpun -
mobokcommakmoodyrembeszonacnocmu (Security Application Mo-
dule, SAM). Hanaraemble KpHMHTOCpEICTBAa OOECIICUMBAIOT IIpaK-
TUYECKU TIOJTHYIO HE3aBUCUMOCTh OT TIPUKIIATHOTO U CUCTEMHOTO
nporpaMMHoro HanojHeHuss KC.

Kpunrorpadudeckast 3aniiura TpaHCIIOPTHOTO YPOBHSI, KaK ObLIO
OTMEYEHO, TTPO3PavyHO MPOMyCcKaeT MHOOPMAIINIO TTPUKIIATHOTO
VYPOBHSI, a 3HAYUT, HE 3allUIIIAET OT OIMTACHOCTE, XapaKTePHBIX TS
VYPOBHSI B3aMMOJICUCTBUST OTIEPAIMOHHOM CPebl M TPUKIATHOTO
B3aMMOJICCTBUS (BAUSHUE TIPUKIIATHBIX POrpaMM Ha 3aImdpo-
BaHHbBIE (aiiyTbl M Ha TIPOTPaMMBI IIIM(POBAHMS).
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Puc. 4-2. lWndposaHne TpPaHCNOPTHOrO YPOBHS

KpunTtorpaguyeckasa sawumta
Ha npuknagHom yposHe KC

Kpunrorpaduyeckas 3anmra nHGOpMaIMKA Ha TPUKIaTHOM YPOB-
He CYMTAeTCs ONTUMATbHBIM BAPMAHTOM 3alllUThl MHGMOPMAIIUU C
TOYKW 3pEeHUsT TMOKOCTU 3alllMThl, HO HanboJiee CJIOXHON B YacTh
MPOrPaMMHO-TEXHWYECKOM  Pea3aliiim.

Kpunmoepaghuueckaszawuma ungopmayuu ha nPUKAAOHOM Ypos-
He (WM KpunTorpaduyeckas 3aliyTa MPUKIATHOTO YPOBHS) Tpe-

JyCMaTpUBAeT TaKOW TOPSIOK MPOEKTUPOBAHUS, pealu3allid 1

HCTIOJIb30BAaHUST KPUTITOrparIeCcKrX CPencTs, Py KOTOPOM BXOM-

Hasl ¥ BbIXOmHasi WHGOPMAIIUsI, ¥ BOBMOXHO, KITIOUEeBbIE TTapaMeT-

pBI MIPUHAJJIEKAT TIOTOKAaM U O00BbeKTaM TPUKIaIHOTO YPOBHS (B

monemn ISO B3aMMOIEMCTBUSI OTKPBITBIX CUCTEM).

MHubopmMarmsi, pacroiokeHHas: Ha HIDKHUX HMepapXUYeCKUX YPOB-
Hax momenu ISO (mamee ISl KPaTKOCTH WCITONb3YeTCsl TEPMUH
«HWZKHUE YPOBHU») OTHOCUTEIBHO OOBEKTa MIPUKIIATHOTO YPOBHU
TIPENCTaBIIsIeT COOOM TMOMOOBEKTHI JTAHHOTO OOBEKTa, paccMaTpH-
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BaeMble, KaK IMPaBUIIO, U30IMPOBAHHO APYT OT Apyra. B cBsi3u ¢ aTuM
Ha HWDKHUX YPOBHSIX (CETEBOM M JIp.) HEBO3MOXHO JOCTOBEPHO
pacro3HaBaTh, a CJIeIOBATENIbHO, M 3alIMIIATh KPUITOrpahuIecKu-
MU MeTOIaMKM OOBEKTBI CIIOKHOM CTPYKTYpPBI THTIA «3JIEKTPOHHBIN
JOKYMEHT*- WM «1ojie 0asbl JaHHBIX*. Ha HIDKHMX YpOBHSIX HaH-
Hble OOBEKTBI TIPEACTABIISTIOTCS TTOCENOBATEIFHOCTBIO BMETAKOIIX
MONOOBEKTOB TUTIA <ITAKET».

Kpome Toro, TonbKo Ha NIPUKIaAHOM YPOBHE BO3MOXHA TEpCOHA-
nu3anusl o0beKTa, T.e. OTHO3HAYHOE COIOCTaBJIEHWE CO3IaHHOTO
00BCKTAa TOPOOMBIIEMY €r0 CYOBSKTYy (CYOBEKTOM IIPUKIIATHOTO
YPOBHS SIBJISIETCSI, KaK MpPaBUJIO, MPUKIaTHAS MporpaMma, yrpas-
JsieMast Tojib3oBareieM). CyObeKThl HIDKHMX YpPOBHEM CHa0XaloT
TOPOXKIAEMYI0 MMM TIOCJIEIOBATEIbHOCTh TTONOOBEKTOB (MOI00BEK-
TOB O0BEKTa TMPUKIAAHOTO YPOBHSI) HEKUMU NOTOJTHUTEIbHBIMU
aTpuOyTaMyi — B OCHOBHOM aapecoM (MHdbopMalueit, XxapakTepu-
3yloLlel CyObeKT HUXKHETO YPOBHSI), KOTOPBINA SIBJISIETCS JTUIIIb OIOC-
penoBaHHOI XapaKTepUCTUKON MOPOAUBILIETO MH(MOPMALIUIO CYOb-
€KTa MPUKIIANIHOTO YPOBHSI.

B 10 Xe BpEMA HEOOXOIUMO OTMETUTh CBOMCTBO HACJICHOBAHMUS
JIOTMYECKOW 3allUThI BEPXHETO YPOBHA I HUXKHETO. [Nosicanm
JIAHHOE CBOMCTBO IIPUMEPOM.

[IpeanonoxuM, 4ro Ha MPUKIATHOM YPOBHE 3alI(poBaHO IO
6a3bl gaHHBIX. [1pu mepemade nHGOpPMAIIMK IO CETU IPOUCXOIUT
€ro mpeodpa3oBaHre Ha HIKHMI ceTeBoli ypoBeHb. [Ipu atoM mmone,
repenaBaeMoe B 3aIlIM@POBAaHHOM BHUIE, pa3o0IIeHO (B CMBICIE
BBITIOJTHEHUST OIepalui JIeKOMITO3MIINA OOBEKTa Ha ITOMOOBEKTHI)
Ha MOC/IeI0BaTeIbHOCTD MMakeToB. MH(popMamioHHOe 10JIe KaxKIoro
M3 3THX ITAKETOB TaKXKe 3all(pOBaHO, IEPENacTCs MO TPAHCIIOPT-
HOM cUCTeMe JIOKAJbHOI WIM IJIOOATHHOM TEIEKOMMYHMKAIIMOH-
HOI1 CeTW B BUIE JaTarpaMM C 3alIrM@poBaHHBIM MHGOPMAIOH-
HBIM TI0jJieM (ampec IIPY 3TOM He 3aKpPBIT, IOCKOJIBbKY y CyOBEKTa
HIDKHETO YPOBHSI, KOTOPBII ITPOM3BEIICKOMIIO3ULINIO, HeT MHDOP-
Maluuy 0 (PYHKIMU IIpeoOpa3oBaHus 00BEKTa).

CJ'ICI[OBaTCII])HO, KpI/IHTOFpa(bI/I‘IeCKaH 3a1mTa 00beKTa IpUKJIaa-
HOIo ypoBHA NIEUCTBUTENIbHA U JUIST BCEX HUXKHUX ypOBHCfI.

W3 ykazaHHOTO CBOWCTBA CJICAYET YTBEPKACHME: TIPU 3aIlIUTe MH-
(opmal Ha TIPUKIIATHOM YPOBHE TaKWe TPOLEIYphl, KakK Iepc-
naJa, pa3dopka Ha MakeThl, MapIIpyTH3alys U oOpaTHast cOopKa,
He MOTYT HaHeCTH yiepba KOHPUICHIMATBHOCTY MHGMOPMALIMH.

YHOMSIHYB O ITOHATUN KOH(I)I/II[CH].[I/IEU'[LHOCTI/I, HECJIb34 HC OTMCTUTD,
YTO [BE€ KIACCUMYCCKME 3aJayun KpI/IHTOFpa(I)I/I‘{CCKOfI 3allIUThI: 3a-
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1MTa KOHMUIESHIIMATLHOCTH Y 3aIIMTAeIOCTHOCT — MHBapHaH-
THBI OTHOCUTEJILHO /17060 TO ypoBHS Monenn ISO (c yueTom cBoii-
CTBa HacJeqoBaHMs). 3allyTa MPUKIaTHOTO YPOBHS TaKKe B OC-
HOBHOM pelllaeT IBe yKa3aHHbIC 3ala4d OTIEIBHO WJIM B COBOKYII-
HOCTH.

OCOoOEHHOCTHIO CYILIECTBOBAHUST CYyOBEKTOB-TIPOrPaMM TPUKIIATHO-
TO YPOBHSI, a TAKXKE MTOPOKIAEMBIX UMH OOBEKTOB SIBJISACTCA OTCYT-
CTBUE CTAHAAPTU30BAaHHBIX (POPMATOB TIPENCTABICHUS OOBEKTOB.
Bonee Toro, MOXXHO yTBepXKIaTh, YTO TaKas CTaHIApTU3aIUs BO3-
MOXKHA JMIIb [TJI5T OTIEIbHBIX CTPYKTYPHBIX KOMITOHEHTOB CyObeK-
TOB ¥ OOBEKTOB MTPUKJIAITHOTO YPOBHS (HarpyuMep, TUTTU3aIIusT JaH-
HBIX B TPAHCIMPYEMBIX U HHTEPIIPETUPYEMBIXSI3bIKAX TIPOTPAMMU -
poBaHUs, (opMaThl Pe3yJIbTUPYIOIIETO XPAaHEHUST ISl TEKCTOBBIX
nporeccopoB U np.). CyObeKTbl M O0BEKThI MPUKIATHBIX CHCTEM
CO3IaloTCs TOJIb30BaTeNieM, U alipUOPHO 3amaTh UX CTPYKTYpY He-
BO3MOXHO.

WzBectHbl 1Ba croco6a noctpoerust CK3 W Ha nprKiiamHoM ypoBHE.
Ilepsorii crioco6 (Hamaraembie CK3W) moapasymeBaeT peann3aimo
byHKIMI KpunTorpad®WyecKoi 3alluThl B OTAETBHOM CyOBbEKTe-
nporpamme. Harrprmep, mocjie ToAroTOBKU 3JIEKTPOHHOTO TOKYMEH-
Ta aKTUBU3UPYETCS MTporpaMma IudpoBOii MOATMCH IJIsT TAHHOTO
daitma. DTOT crocob Takke Ha3bIBaeTCsl aOOHEHTCKOM 3aIllMTOI,
TTOCKOJIBKY TIpOTpaMMa aKTUBU3UPYETCS] OKOHEUHBIM ITOJIb30BaTe-
JIeM-abOHEHTOM M JIOKJIM3YeTCs B TIpeiesiax pabovyero MecTa Mojib-
30BaTelIs.

Bropoii crtoco6 (Bctpoernbie CK3 W) npenmnoiaraeT BbI30B GyHK-
it cyorekta CK3M HemocpeacTBeHHO M3 IMpOorpaMMBbl IOPOKIIE-
HUSI 3aIIUIIAEMBIX OOBEKTOB M CBSI3aH C BHEIPEHUEM KPUIITOTPa-
rueckux GYHKIUI B MPUKIATHYIO TTPOTPaMMy.

IIpn cpaBHEHUM 3TUX CIIOCOOOB BHIHO, YTO TEPBBIA OTIIMYACTCS
MPOCTOTOM peau3allii 1 MpUMEHeHHs, HO TpeOyeT COOMIONeHUS
NIBYX BaKHBIX YCJIOBUIA.

Bo-miepBrix, cyorekt CK3UM HeoOxomuMmo peann3oBaTh B TOM Ke
OnepallMoOHHOM cpefie MO0 oTepallMOHHON cpene, CBSI3aHHOM TTo-
TOKaMu MHMOpMaIHU ¢ TOH, hl KOTOPO CYIIeCTBYeT MPUKIaTHON
cyobekT. Bo-Bropeix, 1 mpuxiagHoi cyosekt, 1 CK3U momkHb
BOCHpUHUMATE o6sexmbt KC, T.e. 1eKOMIIO3HIMA KOMITHIOTEPHOI
CHCTeMbI Ha OOBEKTHI TODKHA OBITh OOIIEH ST 000MX CyOBEKTOB.
Bee 10 mpenmonaraer pasnenpHyro peanusaunio CK3U B omepa-
LIMOHHOM cpenie M CBSI3b 10 JauHbM. C IpYroii CTOPOHBI, B COBpe-
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MEHHBIX CICTEMax 00pabOTKHU 1 nepeaadyu MH(pOpMauUuI0CTaTOYHO
CJIOXKHO MPOU3BECTU MPOCTPAHCTBEHHO-BPEMEHHYIO JIOKAIU3ALIUIO
MOPOXKIEHUS KOHEYHOI'O 3allMIaeMOro OObeKTa.

[ToaTOoMy ceituac Bce Oojiee HIMPOKO HMCHOJB3YETCS BTOPOM Crocod
(BctpauBanue CK3MWM), mist yero paspadaTbiBaloTCsl pasjivvyHble
TEXHUYCCKUCPECLICHMA.

CxemaTuuHo 00a criocoba cpaBHUBaIOTCs B Tabauie 4-1,

Tabnuua 4 - 1. CpaBHeHne ABYx cnoco6oB nocTtpoenusa CK3U
Ha NpUKNagHOM ypoBHe

Xapakrepuctuka Hanaraembie CK3M  Bcrpoennsie CK3U
CornpsikeHue Hasrane skcrutyararmu ~ Ha arane npoektipo-
¢, TPYKIATHOM BaHUSI U pa3paboTKu
TIOJICHICTEMOI

3aBUCUMOCTb Huskas Bricokas

OT NIPUKJIATHOMN

CUCTEMBbI

Jlokanuzaiust Buewnsist (oTHocuTenbHO — BHyTpeHHsis1 (3amimTa
3alLMILAEMOTO 3aLIUTHOIO MOAYJISI U BHYTPEHHETO0 OOBCKTA
o0beKTa NPUKIIATHOI TMPOrpamMMBbl) TPUKIAAHOM IIPOrPaMMbI)
OnepaloHHast [omnas Huskas
3aBUCUMOCTb

Ceityac MblI 6oJjice MOAPOOHO PACCMOTPUM peaiM3aluio KPUITOT-
paduryeckoii 3alluThl B BbIICJIEHHOM CyObekTe. B maHHOM ciyyae
BO3MOXHbI HCCKOJIbBKO BApUAaHTOB p€aju3allu BapuvaHTa 3alllUThI:

1. JokanbHasi peanusalivsl 6 BUIE BblIEJIEHHON MPUKJIAIHON Mpo-
rpaMMmBbl ;

2. pacrnpefeseHHas peaan3alusi HO TEXHOJIOTUM «CO3daHue U 3a-
IMCh B 3all[UIIEHHON 00J1aCTH».

ITepByio IPYIIY METOMOB B CHOI0 OYepeb COCTABIISIIOT:
*  JokaJibHas peanu3alivs B 6azoBoii KC:
*  JokaJibHasl peanu3alus B «rocreBoii» KC;

*  JIoOKaJIbHAsl peain3alusl 1Mo MPUHLUIY «KOIMMPOBAHUE B 3alllU-
IIEHHBbI OOBEKT XpaHEeHUS*.

Tperuit Meton mepBoii I'pynmbl U BTOPOW BapuaHT, KaK IMPaBUIIO,

peanu3yloTcsl B BUE JIOKAJIbHOTO WJIM pacIipeleJIeHHOTO MpUKJIaa-

HOro KpunrocepBepa (CM. paHee).

Jnst BcTpamBaHus Kpunrorpapuyeckux GyHKUMNA B MIPUKIATHYIO

CUCTEMY MOXKHO BBIICJIUTb CIEAYIOLLIME HallpaBJeHUS:

1. BcTpaumBaHUE (yHKLUI MO TEXHOJOTMMU <«OTKPBITBII UHTEP-
deiicy;
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2. BcTpauBaHUe (DYHKIIMIA 1O TEXHOJOTMU «KpUnTorpahuyeckuit
cepBep»;

3. BcTpauMBaHue (DYHKIIMIT Ha OCHOBE MHTEPIPETUPYEMOTO SI3bIKa
MPUKJIAIHOTO CPeNCTBa.

OcHoBHas mpobjieMa MPU 3TOM — KOPPEKTHOE MCIIOJIb30BaHUE
BbI3bIBAEMbIX (DYHKIIMIA.

JIoCTaTOYHO MepCHeKTHBHOW CUWTAETCSl peau3alidsi KpUITorpa-
uyeckux GyHKIMIA Ha IPUKIATHOM YPOBHE IPHU MOMOIIU UHTEP-
TIPETUPYEMBIX SI3bIKOB, KOIA C aCCOLMMPOBAHHBIMM OOBEKTAMU
TPYKJIATHOIO CyObeKTa, TPEOYIOIIMMU BBIMIOJHEHMS KpUITOrpahu-
YecKMX MpeoOdpa3oBaHMit, TPOU3BOAATCS OIEpalMy C MCIIOIb30Ba-
HUeM (YHKIIUI, peaTu30BaHHBIX B caMoM cyObekTe. Kak mpaBuiio,
MEXaHU3Mbl TPeoOPa3oBaHUsl BHYTPEHHUX OOBEKTOB Peavi30BaHbI
Ha 0ase MHTEPHPETMpPYyeMOro si3bika. IIpenmylecTBo TaHHOIO CIO-
cob0a - 3aMKHYTOCTb OTHOCUTEJILHO BO3IACMCTBUSI OPYIMX CYOBEK-
TOB, OTCYICTBME HEOOXOMVMMOCTU MCITIOJIb30BaHMSI BHEIIHETO CYOBeK-
Ta, BCTPOEHHBIX MEXaHMW3MOB KOPPEKTHOW pealv3allii MOTOKOB
vH(opMaIu B paMKax CyObeKTa MPUKJIATHOIO YPOBHS, a Takke
TOTOKOB YPOBHSI MEXCYObeKTHOrO B3ammozencTBusi. OCHOBHOI
HEIOCTaTOK — HU3KOe OBICTPOIENCTBUE.

TTpakTryecKn UaeanbH biM SI3BIKOM MTPOrPaMMUPOBAHUsST KPUTITOT-
paduyeckux GyHKIUN B CyObEKTe MPUKIATHOIO YPOBHSI CUMTAET-
cs1 JAVA. OH oTiryaeTcsl pa3BUThIMU BCTPOSHHBIMU CPEICTBAMU
paboThl C O0bEKTaMU IPUKJIATHOTO YPOBHS, a TaKkKe IMPOKUMU
BO3MOXHOCTSIMU JUISI peaiM3allii KpunrorpapuyeckKux mnpeodpa-
30BaHUM (2JEMEHTapHbIE JIOTMYEeCKMEe U apu(MeThyecKue orepa-
LMK C YMCJaMM, paboTa ¢ MaTpuLamu M T.1.). OnHaKo He0OXOIUMO
00paTUTh BHUMAHKME Ha IIPo0JIeMy peaiu3allii IPOrpaMMHOTIO JIaT-
yyKa CayJalHbIX yKcen, 0e3ycioBHO, HeoOxomumoro psay CK3U
(B yacTHOCTH, IUIS1 peayiu3aliii LIMDPOBOI MTOAUCH).

OcobeHHOoCTM cepTudukaunum n ctaHaapTM3aummn
KpunTorpapuyecknux cpeacTs

INpouiecc cuntesa u aHanuza CK3U ominyaercst CloXHOCTBIO U
TPYIOEMKOCTbIO, TIOCKOJIbKY HEOOXOMUM BCECTOPOHHMIA YUeT BIH-
SIHUS TIEPEYMCIIEHHBIX Hble (AKTOPOB Ha HaAEXHOCTb pean3a-
1 CK3W. B cBsI3u ¢ 3TUM IIPaKTUYECKU BO BCEX CTpaHax, obJia-
JAIONIMX Pa3BUTBIMU KPUINTOTpaPUIECKUMU TEXHOJIOTUSIMU, Pa3-
pabotka CK3W oTHocuTCsl K cepe rocyaapCTBEHHOTO Peryaupo-
BaHUs. [ocymapcTBeHHOE peryJMpoBaHKe BKIIIOUAeT, Kak MpaBuiIo,
AULEH3UPOBaHUe NEATeIbHOCTH, CBSI3aHHOM C pa3paboTKON 1 DKCIT-
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JIyaTtaupeil kpunTorpadpuieckux cpencts, cepmugurkayuio CK3U
U cmaHdapmu3ayuro AIrOpuTMOB KpUTITOrpaduiueckrx mpeoopaso-
BaHUI.

B Poccu B HacTosiiiiee BpeMsi OpraHM3allMOHHO-TTPaBOBbIE M Hay4-
HO-TEXHUYECKUe TpobiieMbl cuHTe3a 1 aHamu3a CK3UW HaxomsTcst
B KoMmrneTeHIIMU MDemepalbHOTO areHTCTBAa MPAaBUTEIbCTBEHHOM
cBs13u 1 nHGopmarm (DAIICH).

IIpaBoBast ctopoHa pa3paboTku 1 ucnojb3oBanus CK3U peria-
MEHTUpYeTCsl B OCHOBHOM yKazoM [lpesumeHTta Poccuiickoit ®De-
nepauuu or 03.04.95 No 334 c yyeToM NpUHSITHIX paHee 3aKOHOIa-
TEJIbHBIX 1 HOPMATUBHBIX aKTOB PD.

Kpome Toro, B 310t chepe neiictByror 3akoHBL «O demepaabHBIX
opraHax NpaBUTEJIbLCTBEHHOI CBSI3U 1 nHbopMalm*-, «O rocynap-
CTBEHHOI TaiiHe», «00 MHbOpMaLnK, MHGHOPMATH3aIMHU U 3allUTe
nHbopMman», ‘O cepTUdUKAIUN TPOIYKIUN U YCIIYT».

Iopsinok cepmugpurxayuu CK3W ycranosmeH «CUCTeMOR CepTH-
ukanuu cpencts KpunTorpaGuieckoi 3aniuThl WHGOPMALUKT
POCC.RU.0001.030001» Toccranmapra Poccuu.

CranmapTusamus aJIrOpUuTMOB KPUTITOrpadMYecKUX Nmpeodpazona-
HU BKJTIOYAeT BCECTOPOHHME MCCIIeIOBAHUS U ITyOIMKAIMIO B BUJIE
CTaHAapTOB 3JIEMEHTOB KpUNTOrpaduyecKux MpoLeayp C IIeblo
ucnob3oBanusgpaspadorunkamu CK3UW anmpobupoBaHHEBIX, KPHUII-
TorpapMuecK CTOMKUX MpeoOdpa3oBaHUil, 00eCcTeYeHs] BOZMOX-
HOCTU coBMecTHOI pabothl paznmmyHbix CK3M, a Takke BO3MOXK-
HOCTH TECTUPOBaHUS U TIpoBepku cootBercTBUs peanuzaimu CK3U
3a]aHHOMY CTaHIAPTOM aAJITOPUTMY.

B Poccuy npuHSITHI U JEUCTBYIOT CIIEMYIOIINE CTAaHIAPThl — ajro-
puT™M KpunTorpadguieckoro IpeobpaszoBanust 28147-89, amropur-
MBI XeIIMPOBAaHUS, BBIPAOOTKM M TPOBEPKU 1MGPOBON MOANUCH
P34.10.94 u P34.11.94 (monpo6GHO pacCMOTPEHBI paHee).

M3 3apyOexxHbIX CTaHAAPTOB IIMPOKO W3BECTHHI U MPUMEHSIOTCS
anroputMbl umpposanus DES, RC2, RC4, anroputMmsl Xemmpo-
Banusga MD2, MD4 u MD5, aaroputMbl IIpOCTaHOBKY U IIPOBEPKU
mudposoit mogmcy DSS u RSA.

3akoyeHne

IMomBoms utory, MOXKHO YKa3aTh MPUMEpHbIE HATIPaBJICHUS U TIep-
CTIEKTHUBbI Pa3BUTUST MH(MOOPMAIIMOHHBIX TEXHOJIOTUI B paMKax 3a-
munieHHbIx KC, onmparoiiecst Ha 11l puMeHenre Kpurrorpadudaec-
KX MEXaHHU3MOB.
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1. TlonmHoe ympaBieHME CUCTEMON KPUIITOrpachryecKoil 3alluTh
paspelieHo TOJbKO aIMUHUCTPATOPY CETU WM aAMUHUCTPATO-
pam CK3MW. Peanuzanys nmpoluenyp U30/sILUU KITIOYel MM0Ib30-
BaTesieil OT aIMUHUCTpaTopa MPOrpaMMHBIMU MEpaMM: CyIle-
CTBOBaHME KITIOUYEU TOJBKO BHYTPU MPOTPaMM U WX YHUUTOXKE-
HUE cpasy MocJie UCTONb30BaHUsI, XpaHEHUE KITIoUYel B 00bEKTaxX
KC (xoHTeitHepax), HEAOCTYITHBIX OOBIYHBIM IT0JIH30BATEIISIM.

2. PabGora anMuHMCTpaTOpa C BBIACJEHHOIO YIAaJ€HHOTO KOMITb-
10Tepa ¢ peau3alueit MpUHIIMIOB IEHTPATM30BAHHOTO YIIPaB-
nenus CK3U.

3. AIMUHUCTPUPOBAHUE CETEBBIX KPUIITOTpahMUECKU 3alUIICH-
HBIX PECYpCOB MPEUMYIIECTBEHHO 0O€3 y4yacTus BiaieliblieB
WHIUBUIYAIbHBIX Koyell. Bo3MOXHOCTb YCTAaHOBKM 3alllUThI
caMMM TI0JIb30BATEIEM.

4. JlokanbHasi THTeponepade bHOCTh — pean3aliys 3alIUTHBIX Me-
xaHu3MoB CK3WM mis HekoToporo mommHoxkecTsa (haitioBo-co-
BMecTUMbIX OC Ha paboueli craHuyy u Jnoodoro I1O Ha cepBepe.

5. CyliecTHOBaHNE MHIMMUAYATGHBIX 3AIIUIIEHHBIX JTAaHHBIX TIOJb-
30Batessl (3Ta BO3MOXHOCTb 3a[acTCsl IOTOJTHUTEIbHBIMU aT-
pulyTaMu 3allIMThl ¥ MPABOM MOPOXKAECHUS KITtoua JJIsl 3alUThI
JIOKQJIbHBIX IAaHHBIX, BO3MOXHOCTBIO OTKJIIOUEHUST aIMUHUCT-
paropa CK3W ot auyHoro Kpumnrorpaduyecku 3alludileHHOIO
00BeKTa, BOBMOXKHOCTBIO CO3IaHUSI O0beKTa MHAUBUIYAIbHO-
TO IOCTYMa, TPaBOM AOMYCTUTh K 3allUIIIEHHOMY OOBEKTY Ipy-
TOTo I10JIb30BAaTENIS).

6. Vcnonb3oBaHue OTKphITOro MHTepdeiicakpurrropapuueckx hyH-
Kimil. OpraHuzalysi YHUBEPCATbHBIX CTPYKTYP IaHHBIX T Tiepe-
MEHHbIE JJTMHbI K04, I1M(POBbIX MOINMCE U IMUTOBCTABOK.

7. Peanuzanus mpouemypbl €IMHOTO BbIXOAAa BO BHEIIHIOIO CETh
yepe3 1ouToBbIi (TpaHcriopTHeI) CK3U -nuttoznubdonudpo-
BaHUE OOBEKTOB TpaHCMOPTHOI cucteMbl KC.

8. ChHabxeHue KJIMEHTa MOJIb30BaTeIbCKUM MHTepdeiicoM (depe3
GYHKIMU OTKPBITOTO MHTEpdelica), MOCPEICTBOM KOTOPOTO OH
MOZKET BCTPanBaTh B CBOM NMPWIOkKeHUs1 (HarpuMep, KJIUEeHThI
CYDB]l) xpunrorpadpuyeckre GYHKIMU.

Ha ocHOBaHVM M3JI0KEHHBIX BBIIIE TMOJIOXKEHUI MOXHO CIeNaTh
BBIBOIOTOM, YTO MEPCIIEKTUBHBIE TEXHOJOTUY MPUMEHEHUSKPUII-
TorparyecKoii 3alUTHl Pasil HAIOTCS B HAMPaBACHUM TPUMEHe-
HUSI OTKPBITBIX MHTEep(eiicoB Kpurnrorpaduieckux GyHKIMA, a
TaKKe MCIOJIb30BaHUSI COOCTBEHHBIX BBIYMCIMTENBHBIX PECYPCOB
TIPUKJIANTHBIX CPEICTB.



ranasa 5

Peanuzauum kpuntorpadpuyeckux
aNnropuTMOB B paMKax
KpunTonposanaepa

[MporpammHas peanusauus
aNropnuTMOB LLINGPOBaAHUSA

DOra maBa MOCBSILIEHA OCOOEHHOCTSIM IIPOrPaAMMHOI pean3alim
b pyoLIIKX peodpa3oBaHuii. Bel y3HaeTe 0 peaaM3alny aaro-
puTMa MUbPOBaHKS Ha SI3bIKaX HU3KOTO U MBICOKOIO YPOBHEN, O
Croco0ax pelleHusl 3a1a4 CKOPOCTHOM ONTUMHU3ALUU U IIPOBEP-
KM TIPaBWIBHOCTU pean3aliy aropurMa. B kauectse 6a3oBoro
[IPUBOAUTCS AJITOPUTM OJIOYHOTO IIM(PPOBAHMSI, COOTBETCTBYIOILIUIA
JECTBYIOIIEMY B HacTosIIIee BpeMst cTaHaapty mudposadus TOCT
28147-89 (manee - T'OCT).

ITporpamMmHast (M TIpOrpaMMHO-aITIapaTHasi) peaau3anust mud-
PYIOIIMX Mpeodpa3oBaHMii 3aHMMAET BeChbMa BaXXKHOE M 3HAUMMOE
MEeCTO TIPM peaTu3alvK 3JIeMeHTAapHBIX KpUNTOTpapuuecKux GyH-
KU (MPUMUTUBOB) B COCTaBe KpUMITIIpoBaiiacpa. Kpome 3anurhbt
COOCTBEHHOMAHHBIX, IM(POBaHNE IPUMEHSIETCS JUTST 3aIUTHI KITIO-
YeBOTO KOHTeWHepa, MPY TIOCTPOSHUY HATEXKHOM XeI-(YHKIIMH, IS
peanm3aluy JaTdvKa cIyJaifHbIX YuceNl U T.I. B KadecTBe OCHOB-
HOTO TIpYMepa, WITIOCTPUPYIONIEro 6a30Bble TIOAXOABI K pean3a-
VY 1 ONTUMU3auu, Mbl paccMoTpuM anroputMm TOCT 28147-89.

C Ka4eCTBEHHON TOYKU 3PEHUST METOI CUHTEe3a CTOMKUX MUGbPOB
onucaH Kmomom IllenHoHoM B pabote «Teopust CBSI3U B CEKPETHBIX
cucremax* (cMm. coopHuk; Kion IlllenHoH «M30paHHbIe pabOTHI 11O
Teopur UHMOpMAaLK U KudepHeTruke». M, Mup, 1963) . Cytb ero
M3JIOXKEeHa Jaee.

1. Tlyctb uMeeTcsl arOpUT™M IMUGPOBAHUST S ¢ U3BECTHOM CTOM-
KOCTBIO, PaBHOM t 3JIeMEHTapHBIX OMEPaLIniA.
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1. Ilyctb Takke MMeeTcs pa3MelnBaoliee mpeodpasoBanvie T (o
pasMenuBaromuM npeodpazopanueM IIIeHHOH TOHUMaET HEKO-
TOpoe OTOOpaXkeHHe BEKTOPHOTO ITPOCTPAHCTBA Ha cebsl, MpH
KOTOPOM KaXIasi WJIM TIOYTH KaXnas ero KOMIaKTHasl 00J1acTb
B OTOOPaXEHUH PACTIPENEsieTCs] B OOMBIIYI0, HEKOMIIAKTHYIO C
TOYKM 3PEHMSI METPUKM, 00JIacTh).

3. IlpeodOpazoBanmst S u T obOpaTuMBI (B3aMMHO OTHO3HAYHBI);
00paTHMOCTB S ClIeyeT U3 orpenesieHus mudpa.

4. Iluppyromee oTtobpaxeHNWe OMUCHIBACTCSI B 3TOM CIydae HTe-
PaTHUBHO:

E(A)=T(S(T(S(...(T(S(A))) ...)))) kpas

K pa3 npumeHsiercs cynepro3uunst T(S(A));

A — CHMBOJI OTKPBITOTO TEKCTa.
[TosicHUM MOHSATHE pa3MELIMBAIOIIETO TTPeOOPa30BAHNS:
PaccMmoTpr MHOXECTBO IBOMYHBIX BEKTOPOB MHbI 3 (Tabmmia 5-1):

Taomam 5-1. JIvHeiiHOe MPOCTPAHCTBO GMHAPHBIX BEKTOPOB [IMHbI 3

Ne___ Bexrop S
0 000

I 001

2 0 10

3 01 1

4 1 00

5 101

6 110

! 11 _ B
PaccmotpuM npeoGpa3oBanmne Buaax + a(mod 2),
romea-(1 1 1).

Jlerko 3aMeTUTh, YTO 3TO MpeoOpPa3oBaHHE HE SIBJISICTCS pa3Mellu-
BarolyM ((paKTUIECKM >TO HHBEPCHS KOMIIOHEHTOB BEKTOpax) —
IEHCTBUTEILHO — KOMIIAKTHasI objacTh 1 2 3 0oToOpa3uTCs TaKxkKe
iS KOMITAKTHYIO 00JIaCTh JIMHEWHOTO MPOCTPAHCTBA.

001)+(111)=(110)6

O10)+(111)=!01)5

(01 )+ (! 11)=(100)4

PaccMmarpuBast BekTopa Kak 4ricjia ¥ NPUMEHHMB ITOJICTAaHOBKY:
01234567

73154230
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MBI BUIMM, 4TO JaHHOE Mpeodpa3oBaHue C GONBIIMM OCHOBAHUEM
MOXHO ET3BaTh pa3MelIMBaOIIUM, T.K. KOMIaKTHas ooactb 0 1 2
oTtoopaxkaercsa B 7 3 1.

B kauecTBe pasMellMBaiOLIMX MPeOOpa30oBaHUIl 1IeJeCO00pa3HO
KCIIOJIb30BaTh HEIMHEWHBIEC TTpeoOpa3oBaHus (peaar3alus rmoacTa-
HOBOK, YMHOXEHUE U JIp.).

O4YeBUIHO, YTO UTEPATUBHOCTH NPEMIOXKEHHOIO METoIa CO3IAcT
TOTeHIIMAIBHYIO TPYOIHOCTh — HEBO3MOXHOCTb JOCTIDKEHUS BBI-
COKMX CKOpOCTeli. DTy MpobiieMy MOXKHO PEINTb, €CIM WBITIOIHSTh
npeoOpa3oBaHMsT Hal OOJIBIIMMU OJI0KaMU TaHHBIX (OTKPBITHIE TeK-
CTl ¥ IMMPTEKCTHI TOJDKHBI OBITh BEKTOpaMU OOJIBIION pa3Mep-
Hocti). B cBsi3m ¢ atum unen IllenHoHa, ccopMympoBaHHbBIe K 1945
Tomy, B TIOJIHOM Mepe yIajJoch Pean30BaTh TOJIBKO IIPU MCITONB30-
BaHUM MUKPOITPOIIECCOPHOM TEXHUKU.

Brnepsbie monxon K. IlleHHOHa GbUT peain30BaH B OOHOM M3 CaMbIX
WM3BECTHBIX 13 ajroputMoB Idpoanuss — DES (Data Encryption
Standart). ImnHa BeKTOpa, yJacTBYIOIIETO B MpOIlenypax mudpo-
BaHUs, cocTaBisier 64 Outa. MOIIHOCTh MHOXKECTBA BO3MOXKHBIX
xmoueit DES pasHa 2™, yto paBHO npumepHo 10”, peanbHast cToii-
koctb DES (MuHMManbHasg 1o BCEM M3BECTHBIM METOIAM JeIIHg-
POBaHMsI) OLICHMBAETCSI HECKOJIPKO MEHBIINM 3HAYCHUEM.

B 1989 rony 8 CCCP ma Tex e npuHIMIaxX ObIT pa3paboTaH ajro-
putMm mmdpoBanusa [OCT 28147-89, o0beM €ro KIIOYEBOIO MHO-
KecTBa paBeH 2rfi, wom mipuMepHo 10", peaabHas CTOMKOCTH Olie-
HMBaeTCsl IPUMEPHO TakKe, W pasMmep Oyioka 64 oura.

Ecm B anroputvMe DES 4yeTKo IMpoC/IeKMBAIOTCS BIMSIHUS arllia-
pPaTHBIX peanusaluii KpUITOrpapuuecKux airopuTtMoB (Tipeobpa-
30BaHUs OTHEIbHBIX OMTOB), TO ['OCT comepXuT omepanyy Han
32-paspsaaHbeiM BekTopamu, T.e. TOCT co3maH ¢ y4eToM HEKOTOPOU
MEPCIEKTUBB B Pa3BUTUM BBIYMCIUTEIBHBIX TUIAT(GOPM.

Onucanue anroputma NOCT u ero peanmsaums

Cranpapt mmdposanusgs CCCP (moske — Poccuiickoit Denepa-
LIMK) OIMHKCAH B JOKYMEHTE <«AJITOPUTM KPUMTOrpaduyecKoro rmpe-
o6pazoBanus [OCT 28147-89*. [1ns neTalbHOTO OMMCAHMS aJIr0-
pUTMA U €10 TIPOrPaMMHOM peaTn3aliiK, O YeM MOMIET pedb B 3TOM
pasneinie, TpeOyeTcsi BHECTU HEKOTOPble 0003HAYECHMSI.

B paccMatprBacMOM ONMMCAHUU 3JIEMEHTHI JAHHBIX, YIaCTBYIOLIUE 6
Mpeodpa3oBaHUK (JIEMEHTBI OTKPBITOIO TEKCTa WM KIII04a) COCTOSIT
13 HECKOJIKMX KOMIOHEHTOB: X" (X, X, . . X )= AJ}X|..|pi,...
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[Mpouenypa 0GbeAMHEHNST HECKOJIBKUX AJIEMEHTOB TAHHBIX B OIMH
HA3bIBAETCS KOHKAMeHayueli TAHHBIX U 0003HAYAETC CUMBOJIOM .

JlaHHbIE MOTYT MHTEPIIPETUPOBAThCS KaK OMHAPHBIM BEKTOp UIH-
HBI IT:

¥oKVE - )=-V-2' +-+2-a,.

Ecnu Hanm BekTOpamMM HBIIOJHSACTCS HEKOTOpasi JIorhyeckKas ore-
panusi, To MPEANosaraeTcsi, YTo OHa BBITIONHSETCS Hall COOTBETCTBY-
oMy outamu. A ‘B= (a.,'6,,. q, *2>,.,B,, * £,.)* te u = |A| =13|,
T.6. pa3MEpHOCTb BEKTOpoB A U B, cHMBOJOM «*» 0003HaYaeTcst
npou3BosibHas Jorndyeckas onepaiusi; B FOCTe onepamusi «cym-
Ma 1o Monyo 2», 3anaBaeMast nHcTpykimeit XOR mporieccopa Intel
WY, B APYTOil MHTEPIIPETALIMU, OTIEPALIUST «UCKAIOYAIoUieco Ui,

Jlanee HeOOXOMMIMO YKa3aTh, YTO ONMCAHKE aTOPUTMa MMeeT uepap-
XMYECKYIO CTPYKTYPY, @ UMEHHO, OMMCAHbI TPU AJITOPUTMA HIKHE -
IO YPOBHSsI, Ha3bIBAEMbIC YUKAAMU.

B cBoio ouepenb, Kaxaplii M3 0a30BbIX LIMKJIOB MPEACTABISET CO-
060lf MHOTOKpaTHOE MOBTOPEHUE ONHOW MpOLEAYpbl, Ha3bIBAEMOK
Jlajiee UTepanuei.

B T'OCT xmoueBasi nHGOpMALIUSI COCTOMT U3 IBYX CTPYKTYp daH-
HbIX. [ToMMMO COOCTBEHHO K.r0ua, SIBIISIIOIIETOCs TapaMeTpoOM JIu -
HeHOTro Mpeodpa3oBaHUsI UMEETCsSl mabauya 3amerH — TapaMeTp
HeJIMHEeHHOH KOMITOHEHTHI (pa3MeIInBaloIIero NpeooPa3oBaHusl).
Karou nipeactapisieT coboit MaccuB U3 BOCbMU 32-OUTHBIX BEKTOPOB:

K = {Ktjo<f<!le

B T'OCT aneMeHTBI KiTloYa MCIOJIb3YIOTCS KakK 32-pa3psiiHbie 1ie-
Jble yrcia 0e3 3Haka (unsignedlong B Hotauuu sizbika C). Ta-
KMM 006pa3oM, pa3Mep KJlo4ya cocTaBiseT 32x8 = 256 Out, uiu
32 Oaiita.

Tabauya 3amen IPEACTABIISICTCST MaTpULIe 8x16, comepxkanieii 4-
OUTOBbIE AJIEMEHTBI, KOTOPbIE MOXHO TMPEJICTAaBUTh B BUIE YMCET
ot 0 1o 15. CTpoku mabauybt 3amex Ha3bIBAIOTCS Y31AMU 3AMEH,
OHU JIOJKHBI COAEPXaTh Pa34Hble 3HAUEHUSI, TO ECThb KaXKIbIily e
3ameH OJKEH colepXaTh 16 pas3nnuHbIx yncen ot 0 go 15 u npo-
U3BOJILHOM TIOpsiaike. TakuM 00pa3oM, OH MpeNcTaBIsieT codoi Mo~
cranoery crenenn 20 - 16, Tabmuia 3aMeH 0603HaYaeTcsl CUMBO-
Jom A:

4 = HO<H,;<15
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Takum obpazoM, 001K 00beM TAOIMIIEI 3aMEH paBeH: 8 Y3710B (TI0MI-
CTaHOBOK) X 16371eMeHTOB/y3en X 4 6uTa/anmeMeHT = 512 6uT, Wi
64 Gaiita.

OnHa utepalys KpUnrorpaguaeckoro mpeoopa3oBaHus ONpeiesisieT
npeobpa3oBaHre 64-OMTOBOTO OJIOKA MAHHBIX (Hajee paccMaTpy-
BaeMoOro Kak mapa 32-OuTHbIX BeKTopoB). [lapamerpoM aToro mpe-
obpa3oBaHMSI SABISICTCS 32-OMTOBBI OJIOK, B KayeCTBE KOTOPOTO
HCTIOJIb3YeTCsT KaKOM-TMO0 37ieMeHT Kimodya. Cxema OHOM UTepalun
MoKasaHa Ha puc. 5-1. Takoii puCyHOK OOBIYHO Ha3bIBAIOT KPUIITOT-
padudecKoii cxeMol Ipeodpa3oBaHMs W, KPaTKO, KPUIITOCXEMOM.

Hcxoonbie dannvie 015 00HOU umepayuu:

N npeobpasyemblii 64-OUTOBBII OJIOK JAHHBIX, B XOA€E BBIMOJIHE-
Hus 1mara ero wiammas (JI',) u crapmasg (N.2)dyact oOpadaTbiBa-
IOTCSI KaK OTIENIbHEBIC 32-0UTOBEIe (4-0aliTHBIC) 1Iejble Yyncia. Ta-
KM 00pa3oM, MOXKHO 3aIlicaTh j = Jr//am,).

X' — 32-OUTOBBII 2JIEMEHT KJII0YA;

Croxcenue ¢ karoyom. Mitaaiasi IToJIOBHMHA IIPeoOpa3yeMoro 0J1oKa
cKianpIBaeTcs o Momymo T ‘lc MCrmonbp3yeMbIM Ha Iare 3JieMeH-
TOM KJTIOYa, pe3y/bTaT TepenaeTcst Ha CJIeMyIOIIMIA 11ar;

Ilobaounaszamena. 32-0MTOBOC 3HAUCHME, TTOJYICHHOE HA TIPEIbI-
MyIIeM Iare, MHTEPIPETUPYETCS KaK MacCHB M3 BOCHMU 4-OUTO-
BbIX OJ10KOB (mony6aiit): § = (§,>,8,S.,5,5,5,545S,).

Jlarnee 3HaYeHUE KaXKIOr0 U3 BOCBMU OJIOKOB 3aMEHsIETCS Ha HO-
BOE, KOTOPOE BBIOMPAETCS ITO TAOJUIIE COITIac HOOTIPEIeIEHUIO O/~
CTAaHOBKM: 3HaYeHHe OJI0Ka 5 3aMEHsICTCS Ha 5. Mo MHOpSOKy dje-
MEHT T-TO y3JIa 3aMEHEI (T.. Tl CTPOKM TaOJIUIIBI 3aMEH).

Lukauueckuticosue na 11 6um 6aeso. Pe3yabTaT mpeabIayIIero ara
CIBMTAETCS LIMKJIWYECKU Ha 11 GUT B CTOPOHY CTapIIMX Pa3psiioB
M TIiepemaeTcsl Ha cienyroomuii mar. Ha cxeme anroputMa CMMBO-
JoM Q] 0603HaYeHA(DYHKLIMS HUKIIUYECKOTO CIBUTA CBOETO apry-
MeHTa Ha 11 GUTB CTOPOHY CTapIIMX Pa3psiIOB.

Ilobumosoe caodicenue. 3Ha4eHne, IIOJIyICHHOE HA IIPEIbIAYIIEM
1mare, TOGUTHO CKJIaIbIBACTCS TI0O MOIYJIIO 2 CO CTapIleil TTOJIOBU-
HOM TIpeoOpasyeMoro OJIoKa.

Codsue no yenouxe. Miafiiias 4yacTb npeodpasyemMoro 0JI0Ka CIBU-

racTtcd Ha MECTO CTapI.HCfI, a Ha €€ MCECTO IIOMCHIACTCA PE3YJIbTaT
BBIINTOJIHCHUA TIPEALIAYLIECIO Iara.

IMonyyeHHOe 3HaYeHUE MpeodpasyeMoro OJlOKa BO3BPAIACTCS KakK
PEe3YJIBTAT BLITTOJTHETIVSI AITOPUTMA OCHOBHOTO ITararpeoopa3oBaHMsl.
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—————
C Hauaro (W, X) _)

1 —

= N, + X mo
m=0-7
I
J
rhee—
Ls_=@,_,£5}__.]

C Kowew, (NJ /1

Puc. 5 1. Cxema oaHon utepauumn anroputma FOCT 28147-89

3mech HeOOXOIMMO MOSCHEHHE. ﬂeno B TOM, 4YTO pc€ajiu3alusd I10d-
CTaHOBOK Ha l'[OJ'[y63.I71TaX HEC OIITUMaJIbHA I JI A M CYLICCTBYIOLIUX ITPO-
ECCOPOB.

IMokaxkeM, UYTO CYIIECTBYET aJTOPUTM TIIOJYYEHUS «Pa3BEpHYTOM»
MOJCTAaHOBKM Ha OaiiTax. JleiicTBUTENbHO, pacCMOTPUM OaiiT B kak
KOHKaTEeHAaIMIONOTy0alTOoB.

B = blIb2 b, u b, npunumaror 3Hauenue or 0 no F (B miectHanuare-
pwuHoii 3amcu). Jis pean, 3alMy y3/1a 3aMeHbI UCIIOJIb3YIOTCS 1BE
MOICTAHOBKU

P, (P,,-P|,. . . P,)"P.= (P, P,— Pu/l "™/IloncranoBka

Pre = (Prgllae Py Ipars el P 2ol PR oo PryliRiaps oo Pisl Py
pHp2F) peamsyer oToGpaxeHue LEJOr0 OaiiTa, TOXIECTBEHHOE
HEe3aBHCHMOMY IPUMEHEHHIO TIOICTAHOBOK D, U P.,. CTeleHp Mof-
CTaHOBKH D,, paBHa 256.

PaccMoTpuM dparMeHT Kojia, KOTOPBIil peann3yeT yKazaHHOe pa3-
BepThIBAHUE.
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Tlyctb
char compuz[8][16];

MacCHB, COAepKallMii 8 y3JIOB 3aMeHbl (ITOICTAaHOBKH, KaK OBbLIO
YKa3aHO, MMEIOT CTeleHb 16).

Torna npeobpazoBaHye Tapbl OACTaHOBOK (compuz[0] 1 compuzf 1 ])
B pa3BepHyThIi y3en fulluz [256] 3amaercst oneparopamu
for(i=0;i<16;i++)
for(j=0;j<16;J++) fulluz[i*16+j]=

(compuz[0][i]«4) compuz[1][j];
anee Be3ne (eciiM He yKa3aHO 0COD0) MbI CYMTAEM, YTO Y3JIbI 3a-
MEHbBI PacCIIMPEHBI M pa3Mep Kakaoro — 256 GaiT (Takum o0pazoM,
COBOKYITHOCTh KOMITAKTHBIX Y3JIOB 3aMEHBI 110 ONMCAHHOMY aIro-
puT™My TipeoOpasyercst B 1024 GaiiTa paCIIMPEHHBIX MOJACTAHOBOK).
Dra oneparys OTHOBPEMEHHO SIBJISIETCS M MEPOI OITTMMM3ALIMK TTPU
peanuzanuu mmdpa.

OO6parHoe TIpeoOpa3oBaHME Pa3BEPHYTOTO y3la 3aMEHBI B HCXOI-
HBIII MOXXHO BBITIOJTHUTH CJICAYIOIIEH Mapoii IIMKIIOB (TIpe/Tosiara-
€M, UYTO pa3BepHYTHIN y3eJ HaXOmMUTCS B MaccuBe pod):
for(i=0;i<16;i++)

compuz[1][i]=pod]i]&OxOF;

for(i=0;i<16;i++)

compuz{0]1{11=(pod{i«16]40xFO)>>4,

IIpuBeneM Teneps peanuzamnmio onHoi ureparuu [OCT Ha s3bIKe
acceMmOsrepa Tiporieccopa Intel (mpemmosnaraeTcs, 4To MpoIecCCop He
MeHee, yeM 386). Tlomaraem, yto N, u K, pasmemaiorcsi B perucr-
pax eax u c¢dx coorBeTcTBeHHO. [lycTh (haitn uzv.dat comepxxur pas-
BEpHYTbIE Y3/Ibl 3aMeHbl (4x256 Oaiir), Jexalue Mocaea0BaTe b
Ho oT MeTKu uzO.

Bkntoumm aitn faHHbIX, COAEPXaLLMii y3en 3aMeHbl,
include uzv.dat
Tabnuua 5-2. Peanusaums ogHoii utepaumm anroputma FOCT

Homep

uHCeTpykiyd ~ Komanna — BpimonHsemble IeCTBUS___

I gosl MACRO  Hauano makpoca

2 mov ecx.eax Coxpanenue N,

3 add eax.dword Cymma o mod 7" ¢ i-m 27eMEHTOM
ptr cur_key[l] xmoua (pasmepom 32 Gurta)

4 mov bx, [Taaroros a K peaii3alyu [oACTaHOBKU
offsetuzO Ha pacIIMpPEeHHOM YIUIE 3aMEHBI

5 slat Peaymzarii Heprioit moICTaHOBKM, pe-

3yJIBTAT TOMYYeH B PErucTpe aj
(cm. caed, cmp.)
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Homep
uHcTpykmn _ KomaHna BrinonHsieMble IeiCTBUS
roreax,8 [Mepemeruenwe e vp3ysratabipasoHa
0aiiT, Tosy4eHue B al ICXOMHOTO 3HAYe-
HWS UTST peaJTU3aliiy CITeTyroIIeid oI~
CTaHOBKH
1 inc bh [epexon K ciemyronieMy y3iny 3aMeHBI
8 xlal
9 roreax,8
[0) inc bb
I Xlat
|2 ror eax,8
13 incbh
i! xlal
15 rol eax,3 Cmpur' Ha JOMOJHUTENbHBIE 3 Oaiita
(mo HeobxomuMBbIX 1 1)
16 xor eax,edx
17 raovedx.ecx  CmBur Mo LiEMOYKe
il ENDM OKOHYaHME MaKpoca

I[Mosicaum atot parmeHnT koma. Komanma xlat mporeccopa Intel
MpenCTaBiIsIeT cOOOM peaju3amui0 TIOACTAHOBKM CTermeHW 256 (B
OMUCAaHUU KOMaHJ IMpolleccopa OHa Ha3BaHa «3aMEHOM 1o Tabu-
1e»), MMpY ee BBIMTOJHEHWU OaliT, comepXKalluiics 1 peructpe al, 3a-
MeHsIeTCsl Ha 0ailiT, pacIoJoXeHHBIN 1o aapecy bx+al (‘bx doascen
codepacams adpec nodcmarosku). KomaHIoa ror eax,8, cienyrolas
rocJie MepBbIX TpeX KoOMaH xlat, Mo3BOJIIeT «BbIABUTATH* B PETUCTP
ai mocienoBaTesbHO OAWTHI AT MX NpeobpasoBaHus. [locie uer-
BEepPTOl KOMaHIBI Xlat comepXMMoe pEerucTpa eax yxe CIABUHYTO Ha
6aifT (8 OWT), 3HAYUT, OIS MMOJyYEeHUS HEOOXOIMMOTO IO OIHCa-
HUIO cIBUra Ha 11 TpeOyeTcsl JOMOTHUTEIbHBIN CABUT ellle Ha 3 OuTa.
[TockonbKy pa3BepHYTBIC Y3JIbI 3aMEHBI PACITOJIOXEHBl B MaMATH
MocJe0BaTeIbHO, TO IS Tepexofia K CleaylolneMy y3ay Haao yBe-
JUYUTH comepXUMoe pernucTtpa bx Ha 256, m1s 9ero U mpubaBaseT-
csl eIMHUIIA K cTapluieMy 0aiiTy peructpa bx (KomaHja inc bh).
Jlanee MoKa3aHa peaqu3allisl OMHOUW UTepaluu ma sizeike C:
void elem_gost( unsigned long *aa, unsigned long *bb.
unsigned long *key)

{

unsigned char r[4];

"(unsigned long *)r=*aat+*key;
* r=*(pod+ * r);
[(r+1)=*(pod+256+*(pH));

»(r+2)=*(pod+512+*(r+2));
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*(r+3)=*(pod+768+*(r+3»;
* bb"=(*(unsigned long *)r«11) |((*(unsigned
long *)r»21)&0x7FF);

}
B 5TO0il mpoueaype nmepeMeHHasl aa cooTBeTcTByeT K , a bh — N,
pa3BEepHYTHIN y3eJ 3aMeHBbl MOMENIEH B TJI00aIbHYI MEPEMEHHYIO
pod 1, Kak 1 paHee, NpeacTaBaseT co0oil 4 mocjenoBaTeIbHO pac-
MOJIOXEHHBIE MTOACTAHOBKM cTereHu 256. Key — ykaszatenb Ha mac-
cuB unsigned long, coxepxalliuii KJO4 KpUNTOrpaduIecKoro mnpe-
o0Opa3oBaH usl.

BasoBble uuknbl kpuntorpaduyeckmux npeobpasoBaHui

bazossie nukabl aaroputMa 'OCT nocTpoeHbl U3 UTEpalluil KpUII-
TorpaduuecKkoro npeodbpa3oBaHusi, PACCMOTPEHHBIX B MPEIAbIAYIIEM
pasnerne.

Hukn 3amudpoBaHus JaHHBIX UCHOJIb3YET JIEMEHThbI KJlo4a B cJe-
NIyIOLIEH MOCIeNOBAaTEIbHOCTU (HATIOMHUM, YTO 2JIEMEHT KJIIo4a —
4-6aliToBoe meJjioe YKCJIO, TMpUYeM B KJIOYEe TaKUX DJIEMEHTOB §)
(puc. 5-2).

( ttwaro(N)

~

k=13 ]
/=01 )

| ; [ ]

T

— — -

———
7 -

| | N =ar (N, K ) }

41—

(‘ Konen (W) )

Puc. 5-2. Cxema ukna 3aumdpoBaHus

Iukn 3amudposanus Ha s3bikKe AccemOJiepa (B BUIe MaKpoca)

przam proc near
REPT 3
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1=0

REPT 8
gost

1=1+4

EN DH

ENDH

1=28

REPT 8

gost

1=1-4

ENDH

xchg eax.edx
ret

przam ENDP

KKp ..., K-,,K,K...K,K,K..,K K,.. KKjviii, wHaye roBops,
32-OUTHBIE BJIEMEHTHI KJTtoUa, HBIOMpaloTCs 3 pas3a B MPSIMOM U OIUH
pa3 B 00paTHOI1 Iocie10BaTeIbHOCTU (0003HaYeHue 32-3).

ki pacimdpoBaHys TaHHBIX;

KA, A, JL G GX A TG K T T Tee. anemen-
ThI KJTFOYa UCTIOJIB3YIOTCSl OIMH Pa3 B MPSIMOM M TpU pasa B obpar-
HOIl mocyienoBaTeIbHOCTU (0003HaYeHue 32-P).

3nech ymectHo 3aMeTuTh, yTo ['OCT mnpenHasHadyeH ISl pexkuMa
KOHTPOJISI LIEJIOCTHOCTH, WUJTU, COIJIACHO TEPMUHOJIOTUY 3TOW KHU -
ru (cM. «BBemeHue*), pexkxuMa MMUTO3ALIUTHI JAHHBIX WM BbIpa-
OOTKA MMTOBCTaBKH.

Ilukn BeIpaOOTKM MMUTOBCTABKU:

K°K, K0, 0 0. 0,0, 0.0, K" K"K"K-"K"JI-,-

Huxn pacumdpoBaHus

przai_O proc near
1=0

REPT 8

gost

1=1+4

ENOM

REPT 3

1=28

REPT 8

gost

1=1-4

ENDH

ENDM

xchg eax. edx
ret

przam_1 BNDP



Peanusaumm kpnntorpaduyeckvx anropuTMos 181

Luxi pacmmdpoBaHUS TOJKEH BBIIIOJIHATHCS B IMOPSIKE, oOpar-
HOM LMKJIY 3alin(ppoBaHMUsI, TO €CTh B pe3yJIbTaTe II0CIEH0BATEIb-
HOTO MPUMEHEHMsSI 3TUX ABYX LUKJIOB K MPOU3BOJIBHOMY OJIOKY JaH-
HBIX IOJKEH TOJYYUTBhCS UCXOOHBIN OJIok (puc. 5-3).

- “ —————
( H*ano (N) A

v i)
FN— lar (N K']jl
1

fc E 1,9 T

2 —
| I‘I4=llt0r(N.Ky) ‘

4—1—.
c Kownen (W) \'

Puc. 5-3. Cxema uuknia paclumppoBaHus

INpupeanusanuu Kpunrtorpad HIeCKMXIpeodpa3oBaHUN, 0COOEH-
HO, TPHU ONTUMM3ALIMU T€X WIM UHBIX KpUMNTOrpaduuecKux rpolie-
JIyp HEOOXOIMMO TPOBEPUTH COOTBETCTBME MPOTPAMMHON WU ar-
napaTHoOMpeaaIn3alMuONMMCAaHUIOKPUTNITOrpachnIeCKOroaaropuT-
ma. Kak rpaBuiio, 1ist peleHust 3TOi 3a1ayl UCITOJIb3YETCsl CUCTe-
Ma TECTOBBIX ITPUMEPOB.

IIpuBegeM TECTOBBINI IIPUMEDP, KOTOPHIA MO3BOJUT IIPOBEPSTH IIpa-
BwIbHOCTh peamsammu [OCT.

IlycThb comepkaHue MOACTAHOBOK (OMUCAHHBIA BbIIIIE MACCUB COT-
puz) COOTBETCTBYET JaHHBIM TaOMUIIBI 5-3 (MEPBBIN CTONOEI] — HO-
Mep y3Jia 3aMEHBI, OCTAJbHble — IIIeCTHANIIaTePUIHBIE HOMEpP CO-
OTBETCTBYIOLIEr0 3JIeMEHTa MOJACTAHOBKU).

Torma npu ykKa3zaHUM UCXOAHOTO OJI0Ka B BUIE ABYX YUCEJT
0x55555555 OMMMA (unsigned long)

M1 KJIo4da
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unsigned long Key[8]=
{
Ox11111111, 0x22222222, 0x33333333, (x44444444,
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF
h
SaLHI/I(I)pOBaHHbeI TEKCT OOJI2KCH ITOJTYUYUTHCA TaKUM:
Ox3113A05E, OxC4F6F857 (ma wumcrma unsigned long)
Lukn 3ammdpoBaHus, peajn3oBaHHblii Hasi3bike C, BBIVISIIUT Cle-
AYIOIUM 06pa30M (S — YyKasarejJib Ha MaCCuB M3 JIBYX OJIOKOB OT-
KPBITOTO TEKCTA, MPEAHA3HAYCHHOTO OJId 3aI.LII/ICI)pOBaHI/IH, k — yYKa-
3aTCJIb Ha MaCCuUB K.TI}O‘{a).
void pz(unsigned long *s, unsigned long *k)
{
void eleffl —gost(unsigned long *, unsigned long *,unsigned
long *);
unsigned long cur;
elem_gost(s, s+1, k );
elem_gost(s+1,s, k+1);
elem_gost(s,s+1,k+2);
elem_post(s+1,s, k+d):
elern_gost(s,s+1,k+4);
elem_gost(s+1,s,k+5);
elem_gost(s,s+1,k+6);
elem_gost(s+1, s, k+7);
//.., [anee ykasaHHblii 650K MOBTOPSIETCS e€lle ABa pasa
//... 3arem npousBoguTcA 0OpaTHas Bbibopka  Kito4a
elem_gost(s,s+1, k+7);
elenugost(s+1,s, k+6);
elem_gost(s,s+1,k+5);
elem_gost(s+1,s,k+4);
elem_gost(s,s+1, k+3);
elem_gost(s+1,s,k+2);
elem_post(s, s+, k+i);
elem_gost(s+1,s, k );
cur=*s; *s=*(s+1); *(s+1)=cur;
}
LlI/IKJI BI)IpaGOTKI/I HUMUTOBCTABKH BIBOC KOpPOYE€ IIMKIIOH I.LII/IQ)pOBa—
HUA, TIOPpAOOK MCIIOJBb30BaHUA KIIOYCBBLIX JJIEMEHTOB B HEM TaKOM
Xe, KaK M B MePBBIX 16-TH Iarax 1ukia 3amudpoBanus (puc. 5-4).

imit proc near
REFT 2

1=0

REPT 8

gost

7-4775
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I=I+4

ENDM

ENDH

ret

irait ENDP

r Ko
Puc. 5-4. Cxema uyukna BblpaboTKn MMUTOBCTABKM

CxeMbl 0a30BbIX LIMKJIOB ITOKa3aHbl Ha puc. 5-2 —5-4. B kaxnoii u3
HUX NTPUHMMAETCSl B KauecTBe apryMeHTa U BO3BpaIllaeTcsl B Kave-
CTBe pe3ynbrata 64-OUTHBINA ONOK JAHHBIX, 0OO3HAYEHHBI Ha CXe-
max M Cumpon Illar(M X) oGo3HayaeT BBINOJIHEHHWE OCHOBHOIO
111ara KpUIITonpeoopa3oBaHus Wist 0j10KkaWe MCII0Ib30BaHUEM KITIO-
yeBoro sneMeHTa X. Mexny nuMkiaamMy IIu@poBaHUs U BbIUKCIIE-
HMSI UMUTOBCTABKU €CTb €llle OMHO OTJIMYMEe — B KOHIE 0a30BBIX
LIMKJIOB IM(poBaHUs cTapilias M MIaAlas yacTb OJI0Ka pe3ysibTa-
Ta MEHSIOTCSI MECTaMU, 3TO HEeoOXOmMMO IJIsi 00paTUMOCTH, a ISt
LIMKJIa BBIYUCIEHNST UMUTOBCTABKM 3TOTO HE JEeIaeTcsl.

OCHOBHbIE PEXNMBI LUMGDPOBAHNS

T'OCT 28147-89 mnpeaycMaTpuBaeT Tpu pexuma IKUdpPOBaHUS
JaHHBIX:

*  IpocTas 3aMeHa;

*  raMMUpPOBaHUE;

*  raMMHUpOBaHHWe C OOpaTHOM CBSI3bIO.

B 11000M 13 3TUX peXXUMOB JaHHbIE 00padaThHIBAIOTCSI OJOKAMU 110
64 OuTta, Ha KOTOpbIE pa30MBAETCS MACCHUB JAHHBIX, TTOIBEPTraeMbIit
Kpunrorpaduieckomy IpeodpaszoBaHuio. OgHAKO B ABYX pexKMMax
TaMMUpPOBAaHUS MPEAyCMOTPEHA BO3MOXHOCTh 00pabOTKM HEIOJI-
HOro 0OJIoKa JaHHBLIX pa3MepoM MeEHbIlIe 8 OaiT, YTO CYILeCTBEHHO
Mpy 1MdPOBAaHUM MaCCUBOB JAHHBIX C TIPOU3BOJBHBIM PA3MEPOM.
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Ipexne yeM MepeTy K paCCMOTPEHUIO KOHKPETHBIX aIrOpUTMOB
KpunTorpadpuueckux rnpeodpa3oBaHUii, HEOOXOAUMO MOSICHUTD
0003HaueHUsI, MCMOJb3yeMbIe Ha CXeMax B CJCAYIOLIMX pasiesax:

r: Tm — MacCCuBbl COOTBETCTBCHHO OTKPLITBIX 1 BaLHI/Id)pOBaHHbIX
JaHHBIX;

T", T" , — i-Thle 1O MOPSIIKY 64-OUTHBIE GJOKM COOTBETCTBEHHO
OTKPBITHIX U 3a1IM(PPOBAHHBIXTAHHBIX:
B STy WISR T i R T e

IMocmenHuii 60K MOXET ObITh HETIOJTHBIM:

|77 ST =64 npu i <i<n A<IT, =1, <64 ;

n — 4KCI0 64-OUTHBIX OJIOKOB B MacCHBE JaHHBIX;

1] — dyHkms npeobpasoBaHus 64-OMTHOTO GJI0Ka TaHHBIX HO
aJropuT™My 0a30BOTO LIHUKJIA «X».

Ternepb mopa MO3HAKOMMThL BaC C OCHOBHBIMU PEXHMMaMU HIM(ppO-
BaHus, O HUX U MOMIET peub B CICAYIOIIMX pa3iesax.

Mpocrtas 3ameHa

3ammdposanue B peXXrMe MPOCTOI 3aMEHbBI 3aKJII0YaeTCs B MPU-
MEHEHMU LIMKJIa 3a1pOBaHKS K OJIOKAM OTKPBITBIXIAHHbIX, pac-
mrdpoBaHue — MPUMEHEHUE LKA paciin@poBaHus K 010KaM
3amn@pPOBaHHBIX TaHHBIX (pHC. 5-5). DTo HamboJjee IPOCTOil U3
peXUMOB, 64-GUTOBbIC OJIOKM TaHHBIX 00Pa0AaThl BAIOTCSI B HEM He-
3aBUCHUMO IpyT OT Apyra. CxeMbl ajlrOpUTMOB 3aIlli(pOBaHUS U
pacidpoBaHusI B peXXUME MPOCTOI 3aMEHbI MIOKAa3aHbl Ha pUcC. 5-5
U 5-6 COOTBETCTBEHHO.

R
c M)
‘._-...n?_*_-
=t
S

Puc. 5-5. Anroputm 3awumdpoBaHns JaHHLIX B PEXMUMeE NpPoCTOr 3aMeHbl

Pasmep MaccrBa OTKPBITBIX WM 3alIM(POBAHHBIX JAHHBIX, TOJ-
BEprarolIniicss COOTBETCTBEHHO 3allIM(pOBaHUIO WK paciindpo-
BaHMIO, OJDKEH OBITh KpaTeH 64 ouram: 7] = \T, = 641z, mocrne
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BBITTIOJIHCHHUA Oorn€palii pasMep MoJIy4€HHOro MacCrBa IaHHBIX HE
MN3MEHACTCA.

(' Heaw (TJ )

70 = Uy (T
Ny ey 1
y fem (T )

Puc. 5-6. Anroputm pacwmn@poBaHus AaHHbIX B peXume npocToli 3aMeHbl

FammupoBaHune

Pexxiim raMM MpoBaHUST TTO3BOJISIET MOJIYYUTh M3 OJIOYHOrO Ivdpa
MTOTOYHBIM, T.e. TaKOW MMpP, KOTOPHI TTO3BOJISIET MOMYIUTh TTOC-
JIEIOBATEILHOCTh C XOPOIIMMH CTAaTUCTUYECKUM CBOMCTBAMU W
HCTIOIb30MATD €€ JUTST HAJIOXKEHMS Ha OTKPBITHIM TEKCT, TIPUMEHUB
HEKOTOPYIO TPYTIITOBYIO OTIepaIlnio (KaK MpaBuiio, KOMMYTaTHBHYIO
tTunaXOR «icKmoyUaloniee min»).

Tammupoeanue — 310 HaJIOXKeHME (CHITHE) HA OTKPHITHIE (3aImd-
pOBaHHbIC) HaHHbIC KpunTorpaguyecKoil raMMbl, TO €CTh ITOCTIe-
JOBaTeJTbHOCTY 3JIEMEHTOB MAHHBIX, BbIPAOATBIBAEMBIX C TIOMOIIIBIO
HEKOTOPOTO KPUTITOrpahmIecKOoro airOprUT™Ma, JUIS TTOTyIeHHS 3a-
mMAPOBAHHBIX (OTKPBITHIX) TaHHBIX. [IJIsT HaJOKEHMSI TaMMBI TIpU
3amm@poBaHUM U ce cHATUS nipu pacimudpoBanun B [OCTe uc-
TOJIB3YETCS Onepamus IIOOUTHOTO CJIOXKEHMS 10 MOIYIIo 2 (XOT).

Tenepb onuilieM pexxuM raMMupoBaHus. [aMma Ji1st 3TOro pexkxnma
TOJTy4aeTcsl CIeAyolMM 00pa3oM: C TIOMOIIbI0 PEKYPPEHTHOTO
npeoOpa3oBaHUsI BbIPAOATHIBAIOTCA 64-OUTHBIE OJIOKM JAHHBIX,
KOTOpBIE 1ajiee nodsepearomcs peodpa3oBaHUIO TIO LIMKITY 3aiund-
pOBaHMS B peXurMe NPOCTON 3aMEHbI, B pe3yJbTaTe MOJydyaroTcs
Onoku raMMbl. braromapst Tomy, 4To HajloXEeHWE U CHSTHE TaMMBbl
OCYIIECTBJISIETCS TPY MOMOILIM OHOM M TOM Xe orepaliuy moouTo-
Boro «ucKmoyvatoriero UJIM», amropurmsl 3ammcbpoBaHusi W pac-
mn¢poBaHUsl B peXMME TaMMUPOBAHUSI UACHTUYHbBI, UX 00MIAs
cxeMa rokasaHa Ha puc. 5-7.
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[\k__iHatlanm (T oxugys S j
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/=1.0_
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~ =(8 +C Ymod 22
S,=(S,+C,t1)

mod (2°%+1)+1
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Puc.5-7. Anroput™m 3awumdpposaHusa (pacumdpposaHms)
[aHHbIX B peXuMe raMmMupoBaHus

DyHKIIMS, UCTTOIb3YeMasijl M BBIPAOOTKY raMMBbl, SIBJISIETCS] PEKYP-
PEHTHOIA:

W.,, =/(W.), tne W.. — 3/1eMEHTbI PEKYPPEHTHOIA MMOCTIEN0BATE b~
HOCTU,/— (PyHKIIMS mpeodpasoBanms. DieMeHT W, sBjIsieTcs Ma-
paMeTpoM aJITOPUTMA JIJISI PEKMMOB raMMUPOBAHUSI, HA CXeMaxX OH
0003HaueH Kak .S, U Ha3bIBaeTCsl B KPUIITOrpaduU CUHXPONOCHLA-
xoii, a B 'OCT — nauaavHbimM 3anoaneruem OOHOTO U3 PETUCTPOB.
Pazpaboturku 'OCT peluwim UCToab30BaTh IS MHULMAIU3alun
HE HEeMoCPeJCTBEHHO CUHXPOIOCHUIKY, a Pe3y/bTaT ee Mmpeodpas3o-
BaHMA o LKty samndposanust: W, = 112, (S).

TakuM 00pa3oM, IOCJIEI0BATEILHOCTb 3JIEMEHTOB raAMMbI JUISI UC-
MOJIb30BaHUS B PEKMME TaMMUPOBAHUST OJJHO3HAYHO OTpeaeIsieT-
csl KJIIOYEBBIMU JAHHBIMU U CUHXPOTOCBUTKOM. EcTecTBeHHO, st
00pPaTUMOCTH MpOoLEAYphl IMMPOBaHUS B IMpolieccax 3alndpoBa-
HMS M paciinpoBaHMsI JOJDKHA UCTIOIb30BaThCS OTHA U Ta K& CHUH-
xporocblika. M3 TpeboBaHus YHUKAIBHOCTU (UM OJHOKPATHOC-
TU UCIIOJIb30BaHMSI) TaMMBbI (CM. IJIaBy 1, Iie JaHHBINM BOIPOC pac-
CMaTpUBaeTCsl MOAPOOHO), HEBBITIOJHEHUE KOTOPOTO MPUBOIUT K
CHMXKEHUIO CTOMKOCTH 1IM(Ppa, CICIyET, UTO I1JIsI II(PPOBAHUS ABYX
Pa3TMYHBIX MACCUBOB JaHHBIX HA OJHOM KJTIOUYE HEoOXOmMMOo obec-
MEeYUTh UCTIOb30BaHUE PA3TUYHBIX CUHXPOTOCHUIOK.
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YroMsiHyTast peKyppeHTHas GYHKIIUS VMeeT CJeIyIOmMiA BY/T:

* B 64-OuToBOM OJIOKE CTapliias W MJIAALIAsl 4acTU oOpadaThiBa-
JOTCST HE3aBUCUMO JIPYT OT ApyTa:

u, = (0j.ii;). p/ U a; |= 32, dj, = /<nf >, ah - III)

*  peKyppeHTHBIE COOTHOIICHUS TSI CTapileld W MITaieit yacTei
clemytolme:

U?, =(Qj +C,)rao"2"-, rme C, = 1010101,,,

m,, =(II; + C,-1)1<x/(2"-1)+1, tne C, = 10101048
HvxHMir MHAEKC B 3aITMCH YMCIIa 03HAYAET €10 CHCTEMY CUMCIICHMSI.
BTopoe BbIpaxkeHHe HyXmaeTcsl B MOSICHEHUM, TaK KaK B TEKCTe
I'OCTa npuBeneHO apyroe BhIpaXKeHUE:

QL =0+ ymod(2= 1) . c Tem xe 3HaueHnem koHctanTel C,. Ho
Jajee B TEKCTe CTaHAapTa MPUBOAUTCSI KOMMEHTApUil, U3 KOTOPO-
IO CJlelIyeT, YTO IOJ ONepalyeil B3ITUS OcTaTKa HO MOIy/Io 227 - 1
TMIOHMMAaeTCs HeKasl crieriududeckast onepanust. OmIMune 3aKio-
yaetcs B ToM, uto cortacHo TOCT (2"'-1 )mod(2'2- 1) = (2- 1),
a "He 0. Ha camoMm menme 310 ympolaer peaam3aluio GOpMYJIbI, a
MaTeMaTUIeCK KOPPEKTHOE BhIpaXKeHHE IJIsT Hee IMPUBEICHO BEIIIIC.

Cxema aJlropyuTtMa IHI/I(I)pOBaHI/ISI B PCXKMME raMMUPOBaHUS ITIOKa-
3aHa Ha pucC. 5-7, HIKE U3JIOXKCHDBI ITOACHCHMU A K CXEME.

OripeziesisieM MCXOMHbBIE JaHHBIE TSI OCHOBHOTO Tara KpUITOHPC-
00pa3oBaHUsI:

¥ 7|;\u.: — MAacCCHUB OTKPHITBIX (3aIIM(ppPOBaHHBIX) JAHHBIX ITPOM3-
BOJILHOTO pa3Mepa, ToJBepraeMblii MpoLieaype 3alIndpoBaHKs
(pacimdpoBaHMsI), 1O XOAY TPOLIEAYPbl MAaCCHUB TTOIBEPTacTCsT
Mpeodpa3oBaHUIO MOPILIUSIMU IO 64 OUTa;

*  §-— CHMHXpPOIIOCBUIKA, 64-OUTHBIA 3JIEMEHT JaHHBIX, HEOOXOIM-
MBI [UTS1 MHHHIMAM3AMA TeHePaTopa raMMBbl;

*  HavaJbHOE TpeoOpa3oBaHWE CUHXPOTIOCHUIKY, BBITIOTHIEMOE
IUTST yCTPaHEeHUST CTaTUCTUYECKUX 3aKOHOMepHOCTel. M crmob-
3yeTcsl KaK HavaJlbHOE COCTOSTHME PEKYPPEHTHOM (DYHKIIMM.

IpuBenem Tpolienypy peamu3aly MUGPOBAHUST B PEKUME TaM-
MupoBauus Ha si3bike C [mpolienypa gamm, Sp — CHHXPOIOCHUIKA,
din — BXomHOI1 MaccuB NaHHBIX, dour. — BBIXOJHOW MACCHB JIaH-
HBIX (TIOC/Ie HAJIOKEHUSI TaAMMBI), K — KiTio4].

void gamm(unsigned long -sp,unsigned long *dIn,unsigned
long *dout,int n, unsigned long *k)

<

unsigned long e,d,a[2];

a[0]=*(spt+);
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a[1]="sp;
pz(a,k);
d=a[0];
e=a[1];

while(n->0)

él[OJ=d+=OX0101 0101;
a[1]=e=e+0x01010104+((((e»16)&0xffff)+0x0101)+
(«e&0xffff)+0x0104)»16)»16);
pz(a,k);
*(dout++)=a[0] *(din++);
*(dout++)=a[1] *(din++);

}
pz — dyHKIM "3 poBaHUS B PeKMME ITPOCTOM 3aMEHbI.

J1st IpOBEPKU COOTBETCTBUSI peaTU3alMd OMUCAHHOMY BBIIIE all-
TOPUTMY UCIOJIb3YHTE CJIEAYIOLIMI TeCTOUbId IMpUMep:
unsigned long Key01[8]={
0x00000000,0x00000000,0x00000000,0x00000000,
OxFFFFFFFF,OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF);
unsigned long
Plaintext01[4]={0xCCCCCCCC,0x33333333,0x33333333,

0xCCCCCCCCY;
unsigned long InitVector01[2]={Ox11111111,0x22222222};
unsigned long xtext[4];

ITpu BbI30BE (PyHKLMU gamm ¢ IpUBeASHHBIMY apaMeTpaMu
gamm(InitVector01,PlaintextOI,xtext,2,KeyOl);
B pe3yJibTaTe B MaccuBe Xxtext JOJIKHO TMOJTYYMThCSI

936a448d 7c85df99

ad763abc 1852719

Wrtak, npyu raMMupoBaHUU 64-OUTHBINM yIeMEHT, BbIpaOOTaHHBIN
PEeKyppEeHTHOI (DYHKIIMEH, MoaBepraeTcsl mpoleaype 3aindpoBa-
HUS TI0 TUKJTY 32-3, pe3yabraT MCHOJb3YeTCsl KaK 3J€MEHT raMMbl
17151 3a1poBaHus (pacirnppoBaHUsI) O4EPeIHOTO 0J10Ka OTKPhI-
ThIX (3alIM(pPOBAHHBIX) JAHHBIX TOIO XK€ pa3Mepa.

Pesynbrat paboTthl ajiroputMa — 3alInpoBaHHbIN (paciinppoBaH-
HBII) MacCUB JaHHBIX.

Pex 111 raMMupoBaHUsI UMeeT OCOOEHHOCTh, KOTopasl ObLla OTMe-
YyeHa B MepBoii maBe. B 3ToM pexkriMe OWThI MacCUBaJaHHbBIX M-
PYIOTCS HE3aBUCHUMO JIPYT OT apyra. TakuM o0pa3oM, KaxkKAblii OUT
IIU@PTEKCTa 3aBUCUT OT COOTBETCTBYIOIIETO OMTAa OTKPHITOIO TEK-
CTa M, eCTECTBEHHO, OT TIOPSIIKOBOIO HOMepa OuUTa B MacCHUBe:

=@y = f{t0).
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W3 storo ciemyer, 4To M3MeHeHUe OUTa 1M@pPTEKCTa Ha TPOTUBO-
TOJIOXKHOE 3HAYEHUE TIPUBEAET K aHAIOTUMYHOMY U3MEHEHUIO OuTa
OTKPBITOTO TEKCTa Ha MPOTUBOIOIOXHBIN:

-.iiii} |

e  0003HaYaeT MHBEPTUPOBAHHOE IO OTHOILEHUIO K £ 3HaueHue
outa(0 = 1,1=0).

JlaHHO€ CBOMCTBO AaeT 3JI0YMBIIUIEHHUKY, WMEIOIIEMY AOCTYI K
3aIIMPOBAHHOMY TEKCTY, BO3MOXHOCTH lieJIeHANPaBJIeHHO U3Me-
HSITh OTKPBITBIN TEKCT, TOJYYEHHBIN mocie pacuivbpoBaHus, He
o0J1agasi MpPU 3TOM CEKPEeTHBIM KJTItouoM. OgHAKO OTMEUYEHHOE CBOI-
CTBO peXXrMa raMMUPOBaHUS He JOKHO paccMaTpUBaThCsl Kak ero
HEIOCTaTOK.

@l=(ifeNdy =1°

W LU o
L=t Bl=(!

FamMupoBaHue ¢ 06paTHOI CBA3bIO

JIaHHBIN PEXUM TOXOX Ha PEXXMM FaMMUPOBAaHUS U OTJIMYAETCS OT
HEro TOJIBKO CIIOCOOOM BBIPAOOTKU 3JIEMEHTOB I'aMMbl — O4Yepeld-
HOW 3JIEMEHT TaMMbI BbIpa0dATBLIBAETCA KAaK Pe3y/IbTaT Mpeodpaso-
BaHUs IO LMKy 32-3 Mpeabimyllero Oyoka 3aiivgppoBaHHBIX JaH-
HbBIX, a U151 3a11uPOBaHUST MePBOro 0J10Ka MacCUBa IAHHBIX 2JIe-
MEHT TaMMbI BbIpabaTbIBaeTCsl KaK pe3yJbTaT IpeoOpa3oBaHUsI IO
TOMY K€ LUKy CMHXPOIMOCBUIKM. DTUM JIOCTUTAETCSl TaK Ha3biBae-
Moe 3alleIlJIeHre OJJOKOB — KaIblil OJIOK IIM(PTEKCTa B 3TOM pe-
KM€ 3aBUCUT OT COOTBETCTBYIOIIETO M BCEX MPEIbIAYIIUMX OJIOKOB
OTKPHITOrO TekcTa. [103TOMy MaHHBIM PEeXXUM WHOTIA HA3bIBACTCS
eammupogauuem ¢ 3ayenienuem 610K08 Uil 2amMmuUpo8anuem ¢ 3a-
yennenuem. Ha croiikocth 1mcpa 3anensieHde OJIOKOB HE OKa3bl-
BaeT CYIIECTBEHHOTNO BIIUSIHUSI.

Cxema anroputMmoB 3anmdpoBanust 1 paciindpoBaHUs B pexXUMe
raMMUPOBAHUSI C OOpPaTHOI CBSI3bIO MOKA3aHA Ma puc. 5-8.

PaccmoTpyM mpumep peanuzaiiuy MpoLenypbl TaMMUPOBaHUSI C
00paTHOI CBSI3BIO.

// 3awmdpoBaHMe OaHHbIX B PEXMME raMMUPOBaHMS C OOpaTHOM CBASLIO
// BosspawaemMoe 3HaueHue:

// Her

// TlapameTpbi:

// Key - ko4 019 umdpposaHms

// InData - wucxogHble OTKPbITbIE AAHHbIE

// Size - pnMHA UCXOAHbIX OAHHbIX B GarTax

// Salt - cuHxponocbuUika

// OutData - nonyyeHHble 3aLWMPPOBAHHBIE [AAHHbLIE

void GammaEncrypt
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Puc. 5-8. Anroputm 3awmndpoBaHus (pacwmdpoBaHUa) OaHHbIX B pexume
ramMmMupoaaHus ¢ o6paTHOW CBS3blO

s TECTUPOBaAHUA JAHHOI'O peXMMa MOXHO HMCIIOJIb30BaTh CJICOy-
IOIIME TaHHBIC:

static unsigned long Key01 [8]=

1

0x00000001,0x00000001,0x00000001,0x00000001,
OXFFFFFFFF,OxFFFFFFFF,OXFFFFFFFF, OXFFFFFFFF};

static unsigned long

InitVector01[2]={OxC3A7802A, Ox47E3A8FF};

static unsigned long
Plaintext01[4]={Ox55555555,0xAAAAAAAA,0xO,0xCCCCCCCC};
GamroaEncrypt(Key01, Plaintext01, 16, InitVector01,out_d,oLit_s);

Ipu BeBOBe pyHkuum GammaEncrypt B mepemenHoit out_d mo-
JIy4UM 3HAYCHMUSI:

Ox807f0572  Ox99e6fad

Oxbb42ch56 Ox7e336363

HIudpoBaHue B peXXKrME rAMMHPOBAHWI C OOPATHOM CBSI3bIO MC-
KJTIOYaeT lieJieHanpaBieHHOe BIUSHUE UCKaXeHUI mudpTekcTa
Ha COOTBETCTBYIOIINN OTKPBITBIA TEeKCT. [JIsi cpaBHEHUs 3aru-
meM GyHKIMM pacummbpoBaHus OJ0Ka i 000MX YITOMSIHYTBIX
PEXUMOB:

I'"=1™®T,, raMmMupoBaHue;

T"-T"<$L,,_.(T,"\), raMmupoBamnme c 0GpaTHOM CBSI3bIO.

Eciau B peXXuMe OOBIMHOIO TaMMUPOBAHUsI U3MEHEHMSI B OIpeie-
JIEHHBIX OWTaxX IIMU(POTEKCTA BIMSIOT TOJBKO HA COOTBETCTBYIOLIUE
OUTBI OTKPBITOIO TEKCTA, TO B pEXXMME TaMMUPOBAHUS C OOpaTHOMN
CBSI3BIO CUTYaLlMsl HECKOJIBKO ciloKHee. Kak BUIHO M3 COOTBETCTBY-
IOLLIETO YpaBHEHUs, MPU paciuu@poBaHUM OJIOKA JaHHBIX B PEXU-
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Me TaMMMPOBAHUSI ¢ OOPaTHOW CBSI3BIO OJIOK OTKPHITBIX TaHHBIX
3aBUCHUT OT COOTBETCTBYIOILIETO M TIPEIBIIYIIETo GJIOKOB 3ammd-
POBAHHBIX TaHHBIX. [103TOMy, ecliM BHECTM MCKaXXeHUs B 3almmd-
POBaHHBIN OJIOK, TO TIOCE pacIM(pPOBaHIST UCKasKEHHBIMU OKaXKyT-
cs1 ;A OJTOKa OTKPBITHIX JaHHBIX — TEKYIIUIA NCKakKeHHBI U Clle-
IYIOIIUI 3a HUM, TPHYEeM MCKaXXEHUsT B TIEPBOM Cllydyae OymyT HO-
CHTB TOT K€ XapaKTep, YT0 U B peXMMe TaMMUPOBaHUS, a BO BTO-
POM cllydae — KakK B PeKMMe ITPOCTOM 3aMeHBI. JIpyruMu CTIOBaMH,
B COOTBETCTBYIOIIEM OJIOKE OTKPHITHIX TaHHBIX MCKaKEHHBIMU OKa-
KYTCSI TC K€ camble OUTBI, YTO U B OJIOKE MG POBAHHBIX JaHHBIX, a
B CJICIIYIOIIEM OJIOKE OTKPBITHIX TAHHBIX BCE OUTHI HE3aBUCHMO JIPYT
OT JIpyra ¢ BepOSITHOCTHIO 0,5 M3MEHAT CBOM 3HAYEHHS].

Bblpa6OTKa MMUTOBC TaBKN K MaCCUBY OJaHHbIX

PaccMatpuBast pexkuMbl M poBaHUsi, Mbl OTMETWIN BIAMSIHUE UC-
KaxeHUi B midprexTe Ha paciirdpoBaHHbIN TekcT. [Tpu pacuimd-
POBaHMU B PeXKMME TPOCTON 3aMeHbl COOTBETCTBYIOILIMIA OJIOK OT-
KPBITBIX JaHHBIX OKAa3bIBAETCSl MCKaKeHHBIM HEMpencKasyeMbIM
o0pa3om, a npu pacimMdpoBaHUU OJI0KA B PeXKMMe TaMMUPOBAHUS
U3MEHEeHUS TIpeickasyeMbl. B pexrMe raM MUpO KaHUsI ¢ 0OpaTHOM
CBSI3bI0 MCKaXXEHHBIMU OKa3bIBAIOTCS JiBa OJ10Ka, OIWH MpeacKasy-
€MbIM, aipyroil HempeackazyeMbiM obpaszoM. Heobxonumo ydecTb,
YTO HempencKa3yeMble u3MeHeHusl B paciiiicpoBaHHOM OJIOKe JaH-
HBIX yIaeTcsi OOHApY:KUTb TOJIBKO U CIIy4ae uU30blmo4HOCMU STUX
JAHHbIX, MPUYEM YeM OoJibllle CTereHb M3OBITOUHOCTU, TEM BEPO-
siITHee OOHapyXeHHe UCKaxeHUsl. Bosbliasi n30bITOYHOCTh Xapak-
TepHa, HallpUMep, ISl TEKCTOB Ma eCTECTBEHHbIX U UCKYCCTBEHHBIX
sI3bIKaX, B 9TOM cjlyyae (hakT McKaxeHusi OOHApYXKMBAETCs C BbICO-
KOl BepOATHOCTbIO. OIHAKO B IPYIHX CIyYasix, HAMPUMEP TP UC-
KaKeHUU 3BYKOBBIX UJIM TpahruecKux 0ObEKTOB, MbI TIOMYIUM ApY-
Toil 00pa3, MCKaXXeHMsI B KOTOPOM MOIYT ObITb M HE OOHAPYKEHBI.

JI1st pertieHnsT 3amaud OOHapY:KEHUsST MCKakKeHWA K 3armdpoBaH-
HOM MaccuBe MaHHBIX C 3amaHHOW BepositTHocThio B TOCT mpemyc-
MOTpPEH JOMOJHUTEIBHBIA PEXUM KPUNTOrpadhMIeckoro mpeodpa-
30BaHMsI — BBIPAOOTKA MMUTOBCTaBKM. MIMUTOBCTaBKa — 3TO KOH-
TPOJIbHAsT KOMOWHAIIKS, 3aBUCSAIIAS OT OTKPBITHIX JaHHBIX M CEK-
peTHOI KiroueBoil mHGpopManmu. OHa MpenHa3HadyeHa i oOHa-
PYKEHUST BCeX CITyJallHBIX WM TPeIHAMEPEHHBIX M3MCHEHUU H
MaccuBe MHMOpMaIu.

JI71s TIOTeHIIMATIPHOTO 3JI0YMBINUICHHUKA, eCJTM OH He BiIameeT KITio-
YyeBoil uHGopMaIMeii, MPaKTUYECKU Hepa3pelIMMbl IBe 3amaqu:
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BBIYKMCIICHUE UMUTOBCTABKHU JUTsl 3aIaHHOTO OTKPBITOTO MAcCU-
Ba MHGOPMALIUU;
*  MomOOp OTKPBITHIX JAHHBIX MOJ 33JaHHYI0 UMUTOBCTABKY.

Cxema ajiropyT™Ma BbIpaOOTKY UMUTOBCTAaBKM TTOKa3aHa ma puc. 5-9.
B kavyecTBe UMMTOBCTaBKM OepeTcs YacTh OJI0Ka, MOJYYEHHOTO Ha
BbIXO/I€ — Kak MpaBujio, 32 muaniux oura. [1pu Beibope pazmepa
MMMTOBCTAMKM HAJI0 YYUTHIBATh, YTO OEPOSITHOCTD YCIIEIIHOTO Ha-
BSI3bIBAHUS JIOXXHBIX JAHHBIX (MPY HEU3BECTHOM 3JI0YMBILITICHHU -
KY KJII04€) COCTABIISIET MOpsiaKa 2 "Ha OIHY TOITBITKY HaBsI3bIBa-
HUsl (L—/mMHAKOHTPOJIbHOM KOMOMHAaIMKY B 6uTtax). [1pu ucnosib-
30BaHUM UMUTOBCTABKU pa3MepoM 32 OuTa 3Ta BEpOSITHOCTh PaB-
Ha 2" (BenmunHa nopsiaka 10~?).

-
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Puc. 5-9. Anroputm BbIpaboTK MMUTOBCTABKW OJ1 MAcCUBa AaHHbIX

Ontumunzaums TOCT Ha a3bike BbICOKOrO YPOBHS

Peanuzanust kpunrorpadu4ecKux ajJropuTMax Ha MpoLEeccCopo-
OPMEHTUPOHAHHBIX SI3bIKAX (CM. IPUBEACHHBII paHee puMep pea-
ymsanuu TOCT Ha AcceMOiepe Intel80386) mpu XopoLux CKOpo-
CTHBIX XapaKTEepUCTUKAaX TeM He MeHee He TMO3BOJISIET JOOUThCS
MEPEeHOCUMOCTU peau3alvil JUIsl pa3IMYHbIX arnrapaTHbIX IU1aT-
dopm u onepatioHHbIX cpea. [ToaToMy ceituac pedb MoiaeT o npo-
1Liecce ONTUMU3ALIMM peaTu3alivii 6a30Boro ukia mudpoBaHus Ha
SI3bIKE BBICOKOTO YPOBHSI.

OcHoOBHas uiest ONTUMU3AlMU — KCIOJIb30BaHue NPpCOAHBIYUCIIC-
HUH, a UMEHHO — 00bEeIMHEHYE HEJIMHEHHOTO Hp€06paSOBaHI/I$I B
eIUHBII 00K MOJACTAHOBKHU Y CIABUTA.
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IIpeoOpazoBaHre LIMKIMYECKOTO CABUIA, BBITOJHsIEMOE Ha 32-0UT-
HOM BEKTOpE, MOXHO TIPEACTaBUTh B BUIE MOICTAHOBKU R crere-
Hu 212 . TIpu 5TOM BEpXHSIsSl CTPOKA IOACTAHOBKM — BEKTOP X., a
HUXXHSISI — Pe3y/IbTaT BO3IEHCTBUS [IUKIIMYECKOro caBura S(x) Ha
BeKTOp X.,j = O, 1,..., 2"

Paccmotpum noacraHoBku P1, ..., P4 crenenu 256, mpencrabiisiio-
11Me coboit pa3BepHYTHIE Y371 bl 3aMEHBI (CM. Bbillie). Bo BBeneHHOM
MoJACTaHOBKE R BBIIEINM 3JIeMEHTBI BEpXHE CTPOKM BUAA:

7 = By )eliele,
2, = UP2(y)ltlt,

L tEE[TP4(y), t=0.

Hcnons3yst Toxaectso (x1]|0) xor(0|x2) = (x1|x2) u paccmaTtpu-
Basi CyMMapHoe MpeoOpasoBaHue y. B z, U 3ateM B R(z,)), momyunm
HWCKOMBII METOJ ONTUMU3AIIUY.

Takum obpazoM, mosydyaeM IpeoOpa3oBaHUe 32-OMTHBIX BEKTOPOB
Ha BXOJe HeJIMHeHoro rpeodpazoBaHus B 32-OuTHbIC OJOKH, Ije
pe3yJbTaT BO3NEMCTBUSI MOICTAHOBKYU TONBEPTHYT LUKJINYECKOMY
CABUTY B paMKax 4-0aliTHOro BeKTOpa.

TpuBeaem mpolenypy MojiydeHusl HeKO «CyMMapHOW* TaOuIIbI
HEJIMHEWHOTO TpeoOpa3oBaHUsl U3 Pa3BEPHYTHIX Y3JIOB 3aMEHbI
pasmepoM 4 x 256 Gaiir.
void MakelongtUz(char *pod, unsigned long PB )

{

int 1.J;

for(i=0;i<1024;i++) PB__[l]=pod[il;

for(i=0;i<4;i++)

for(j=0; j<256; j++) PB__[I*256+j]«=(8%i);
for(i=0;i<1024;i++)PB__[i]=(PB [1I<<11) | (PB__[i]>>21);

IlepemeHHast pod comep:XuUT UCXOOHbIE Y37bl, a TepeMeHHass PB
(unsigned long PB [1024])— pa3BepHYTbIli U CABUHYTBHINA y3ei
3aMEHBI.

B aTOM Ciydae omHa uUTeparus 3arMIIeTCcsT CAEAYIOIUM 00pa3oM:
«define ONE(, key, NN1, N\ uz) \

i*(\unsigned long *)r=NN1+key[i]; \
NN2=NN2"uz[r[0]]"(uz+256)[r[1]] (uz+512)\
[r[2]r(wr+788)[r[3]]; \

H
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rie uz = PB__, a mepemeHHas I ormucaHa Kak unsigned char rl4].

TMpennaraemasi peayinzaiysi MO3BOJSIET CYIIECTBEHHO TMOBBICHTH
CKOPOCTh IM(MPOBAHUS U BBIYUCIEHUS UMUTOBCTABOK, OCOOEHHO
st peamzanmii TOCT, npemHasHadeHHbIX it Windows NT/2000.

OcHoBbI NpOrpaMMHON peanmaaumm anropnTMoB
aCMMMETPUYHON KpunTorpapumn

Tenepb MOroBOpyM O peain3aluy 6a30BbIX MPOLIEAYP, UCTIOIb3Ye-
MBIX JUISl BBIYUCIIEHUS] U TPOBEPKH 2JIEKTPOHHOM LIM(MPOBOIA MO~
MKUCH, a TAKXKE JJISI TeHEPalluy OTKPBITHIX Kimtoueit. [Tpu onucaHuun
MPOLIEAYP UCTIOIb30BaHbI PA0OTHI BEAYILIETO POCCUHACKOTO KPUIITOT-
pada M. I'pyHTOBMYA.

ByI[CM Ha3bIBaTh 4YHMcCjia, IBOMYHOC NPEACTABJICHUE KOTOPbLIX MME-
eT 0oJiblie paspAaa0B, YEM HUCIIOJIB3YETCA IIPOLICCCOPOM JIA IPEA-
CTaBJI€HUS LICJIbIX YUCET, JJIMHHBIMUA YUCIaAMU.

B mporieaypax reHepalid U MPOBEPKU MOAIMUCEN MCITOb3YIOTCS
CJIeyIoIIKe orepaliu 1o MOIYJTIO JJTMHHOTO MPOCTOTO YKCIIA: CJI0-
JKeHHWe NMBYX UIMHHBIX YWCENT, BBIYMTAHWE NBYX JJIMHHBIX YUCE,
YMHOXEHUE IBYX JJTMHHBIX YKMCes, BO3BEIEHHUE OMHOIO IJIMHHOIO
YKciIa B CTENEeHb IPYToro IUIMHHOTO yrcia. OmHaKo Mbl HAYHEM C
OpraHU3aly XpaHeHWUST JTMHHBIX YUCET JT TTaMSITH.

BHyTpeHHee npeacTaBneHne ASMHHbIX YUCen
B NaMAaATM KOMNblOTEPA

O0603HaunM yepe3 m TMHY b OuTax MaliMHHOTO CJIoBa, KOTOPOE
HCTOJb3YETCs B KAUeCTBE MUHUMAJIBHOTO 3JieMeHTa naMsti. KoH-
KPETHbII BBIOOP 3aBMCHUT OT TOTO, KaKOil MaKCUMATbHOM JJTUHBI
3J1e MEHT JaHHBIX Bbl MOXETe YMHOXaTh 0e3 1oTepu pa3psinoB. st
npoueccopos Intel, HaunHag ¢ monenu 80386, T = 32. s rpo-
eccopa Digital Alpha MOxHO ucIob30BaTh M = 64.

B sa3bike C ymoOHO mpeacTaBisiTh 32-OMTHbIE MacCHBBI JAHHBIX
TUIIOM unsigned long. IIns in =* 64 equHoo0Opa3us rmoka Het. Heko-
TOpbIe KOMITUWJISITOPBI MOIACPKUBAIOT TUTT NAHHBIX unsigned long
long, npyrue — unsigned longlong,e Microsoft Visual C++ u Borland
Builder moxxHO ucnosnb3oBath unsigned_Ill164. B moboM ciydae
Be3e Jajiee B TEKCTax MporpaMM Mbl TIPUMEHSIEM TUIT C UMEHEM
DIGIT st 0603HaueHMs 0e33HAKOBOIO TUIIA JAHHBIX JJTMHBI M OUT,
am— Kak CUMBOJIbHYIO KOHCTAHTY C MOAXOISIIMM 3HAYEHUEM.

ByneM xpaHUTh JUIMHHBIEC YKCTIa, C KOTOPHIMU PabOTaeT Mporpam-
Ma, BMacCuBaxm-pa3psiAanbixcyioB. OnuiieM, KaKuM 00pa3oM Mpo-
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M3BOJIbH O€ HEOTpULATeJIbHOE 1iesioe Yuciao X MmpeBpaiiaercst B Mo-
CJIEIOUATEIbHOCTh M-Pa3psiIHBIX CIIOU.

DuxkcupyeM B KauyeCTBE OCHOBAHUS CUCTEMBI CUMCIIEHUS YHUCIIO
b = 2", Kaku3BecTHO, JIloboe HeoTpUliaTeJabHoe 1iejioe unciaoX < b"
MOXKHO Pa3JIOXHUThb 10 CTENEHSAM b:

XE5>.

e X, — HEKOTOpble HEeOTpHULaTeJbHbIE IIeJble Unciaa MeHblIe b.
Yucno X coxpaHseTcsl B maMsITU KOMITblIOTepa KakK MacCcuB tn-OUTo-
BBIXCJIOB ¢ asieMeHTaMu X|i] = X. . YucnaX Has3bIBAIOTC yugpamu
yuciaX, a yuciao X Ha3blBaeTCsl N-3HAYHBIM JUIMHHBIM YMCJIOM.

Takum obpaszom, yncio X MpeacTaBiasieTcs B MporpaMMe Kak MacCUB:
DIGIT X|[n]; /* n - KoHcraHTa */

IMomumo 6a3oBoro tTuna DIGIT Ham TakXe MOHaAOOUTCS TUTT JaH-
HBIX B 2 pasa AJuHHee (T.e. 0€33HaKOBOE 1IeJIoe MJIMHBI 2T OUT).
Hazosem ero TWODIGIT. OH npuroguTcsi Ipu peajiu3aliu apud-
METHUUYECKHUX OIepaluil 1Jis TOro, YToObl HE TepsITh CTaplIiue OUTHI
pesysbTaTa.

Ons 2t1-outHoro yucia T o6o3HauuM LODIGIT(T) yucao tuna
DIGIT, cocrosiiiee u3 mutaaiux m paspsgoB, a HIDIGIT(T) —
yuciyo turna DIGIT, cocrosiiiee u3 crtapimux m paspsiaoB umciaa T.
Ha s13pike C 3T0 peanusyeTcsi AByMsI MaKpOOIIpeaeICHUSIMU
«define LODIGIT(T) ((DIGIT)(T))

«define HIDIGIT(T) ((DIGIT)((T)»m))

Jns nByx m-ouTHbIX yrcesl A u B o6o3znaunum MAKELONG(A,B)
2T-OMTHOC YHMCJIO, YbM MJIAJIINE OWThI COBMAIAIOT C YUCJIOM A, a
cTapime — ¢ yrciaoM B. €' 00TBETCTBYIOLIMIT MAKPOC:

«define MAKHONGA B) ((A}((TWODIGT.T)(B)«ni»

Kpome 3Tux MakpoorpeaeaeHuii Mbl B JaJIbHEIEM OylIeM MCIOJb-
30BaTh HECKOJIbKO 3JIEMEHTApHBIX QYHKIMM 11 pabOThl C JJIUH-
HBIMM YMCJIaMU, peaiu3alivsi KOTOPBIX MOCTYKUT MPOCTBIM yIpaK-
HEHUEM ISl uuTaTess.

Ddyukiuu Assign u AssignDigit BBIMOIHSIOT Oonepanun IIPUCcBOe-
HUsA A:=Bu A:=X, COOTBETCTBEHHO, IJic Au B — n-3HayHbIe JUIUH-
HbIE YMca, X — Ludpa:
void Assign(

DIGIT At],

const DIGIT BJ[],

intn);
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void AssignDigitC

DIGIT A[],

DIGIT x,

intn);
DyHk1msa Zero 0OHyISIET YUCIO A JUIMHEI IT LUd P, HAIIpUMED, KakK
BbI30B (pyHKIIMM AssignDigit (A, 0, m).

void ZeroC
DIGIT A[].
intn);

®ynkuus IsZero npoBepsieT, paBHO JIM YKCIO A JUTUHBI T UMD
Hymo. OHa Bo3BpalllaeT HeHyJIeBoe 3HaueHue + 1, eciau 31o Tak, u O,
ecm A * 0.

int IsZeroC

DIGIT At],

intn);
Ms1 ucrnonbdyem Takke KoHctaHTy MAX SIZE, ompenensrolryio
MaKCUMAaJIbHYIO JJINHY JJIMHHBIX YUCECIT.

Hns paccmatpuBaemoro 'OCT P 34.10-94 MAX SIZE*m = 512
wm 1024.

CnoxeHune n BblMUTaHME

CnoxeHune gJIMHHbIX Yyucen

1. d:=0.

2. dns1i=0 ... 1-1 BBINOJHUTH A 3—5.

3. T:=A +B,+d

4. Ci;=LODIGIT(T).

5. d:=HIDIGIT(T).

6. Komner.

3nech u nanee:

* T — yucno gnunbl 21 6ur (TWODIGIT), Heobxomnmoe, Tak
Kak pe3yJIbTaT ofepaly HaJ, m-OUTHBIMU YMCIaMU UMEET 1T~
Hy, OOJBIIYIO T;

d — yucno muusl T 6ut (DIGIT), ucnonszyemoe st xpaHe-
HUS OUTa TepeHoca pas3psiia.

*

AJITOPUTM CJIOKEHUSI peaanusyeTcsl CAeaytoleil (hyHKIIUEH:

/* CnoxeHve OJIMHHBIX Ymcen aavHbl N umgpp C=A+B.

B kauecTBe pesynbrata BO3BpallaeT 6ut nepeHoca d */
DIGIT Add(

DIGIT C[], /* pesynbTat */
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const DIGIT AJ], /* mepBoe ciaaraemoe */
const DIGIT B[], /* Bropoe ciaraemoe */
intn) /* nnuHa ciaraembix */

M™ODIGIT T,

DIGIT (1=0;

int i

for (1=0; i<n; it++)

I
T = (TWODIGIT)A[i]+B[i]+d;
Cli] = LODIGIT (T);
d = HIDIGIT (T)

)

return d;

Bviuumanue oaunnvix yucen

1. d:=0.

2. HOuai=0 ..n-1 BBITOJIHUTD Waru 3—6.

3. T:-A,-B.-d.

4. C.-LODIGIT (D).

5. Ecm HIDIGIT (T)=0, T0d := 0.

6. Mnave d = 1.

7. Konel.

IIporpaMMHast peaar3aiys 3TOro alroOpUTMa TAKOBA:

/* BbMuTaHME OjWHHBIX Yucen mjvHbl N umdp C=A-B.
B kauyectBe pe3ynbTaTa BO3BPALLAET 3aeM cTapwero paspsga d */
DIGIT Sub(
DIGIT C[], /* pesynbtat */
const DIGIT A[], /* ymeHblaemoe */
const DIGIT B[], /* BblUTaeHoe */
tntn) /* powHa umcen */
{
TWODIGIT T;
DIGIT d=0;
int i;
for (1=0; i<n; i++)
{
T = (TWODIGIT)A[i]-B[i]-d;

Clii = LODIGIT (T
d = HIDIGIT (T);
d = (0-a);

return d;
}
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Kpome omnvicaHHBIX BBILIE ONMEpAalMil CIOXEHUSI U BBIYMTAHUS K
MPOCTEHMILINM OIEPALMAM, UCIIOIb3yEMBIM JAJIEE, MOXHO OTHECTU
orepanmio cpaBHeHus. [IpuBogumas Hioke dhyHKIms CTp BBITOI-
HsIeT CpaBHEHHE NBYX IUTMHHBIX uymces. OHa Bo3Bpammaer 1, ecim
TepBoe YKco GoJble BTOPOro, -1, eciu BTopoe OoJibllie MepBOro,
u 0 TIpu paBeHCTBe omnepaHmoB. Bor ee TeKcT.
/¥ CpaBHeHve AymMHHbIX uYucen mymHbl N uupp A—B */
int Cmp(

const DIGIT A[], /* nepBoe uucno */

const DIGIT B[], /* Bropoe uucno */

intn) /* pomHa uicen */

{

int t;

for (i=n-1; (i>=0)&&(A[i]==Bli]); i-);
if (KO) return 0;

if (A[i]>B[ij) return +1;

return -1;

}

YMHOXeHve

C yMHOXEHHEM JIeJI0 OOCTOUT He TaK MPOCTO, KaK C OrepauusMu
CJIOXEHMS U BbIUUTAHUS. [IeJI0 BTOM, UTO M3BECTHbIA «IIKOJbHBIN*
JITOPUTM YMHOXKEHUS «B CTOJIOMK» HE caMblii ObICTphIii. OH ToKa-
3aH B CJIEIyIOLIEeM paszerne,

YMHOXeHue «B CTONOUK» MMHHBIX Yncen O=AxBanvHbl n umop
1. C = 0; (mocTaTOYHO OOHYJIUTH IT MJIAMIIINX IIUDP).

2. ma 1 =0 .. n-1 BLITOJTHUTH Imaru 3—38.

3. d:=0.

4. Insg ] =0... 1-1 BBINOJTHUTH AWM 5—7.

5. T:=C, + A,xB+d.

6. C,: = LODIGIT (T).

7. d:-HIDIGIT(T).

8. C. :-d.

9. Komnem.

Mpumeyanne QOpaTMTe BHUMAHWE, YTO PE3YNbTaT ONEPaLNM YMHOXEHUS B
0o6LLEM Cnyyae B 2 pasai/MHHee COMHOXUTENENA, TO eCTb UMeeT ANMHY 2n umubp,

/- YMHOXeHue [ymMHHBX uucen "B CTonouk” */

void Mul(
DIGIT C[], /* pe3ynbrat gmsbl 2n umpp*/
const DIGIT A[], /* nepebiii COMHOXWTENb */
const DIGIT B[], /* BTopoii comHOXuTenb */
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intn) /* owHa comHoxwuTEnEn */
{
int i, j;
DIGIT d;
™0 DIGIT T;

Zero (C, n);
for (1=0; i<n; i++)
<
d =05
for (j=0; j<n; j++)

T = (“ODIGIT)Ati]*BIj]+C[H-j]+d;
Cli+j] = LODIGIT (T);
d = HIDIGIT (T);

>

CCitj] = d;
I
Jlerko 3aMeTUTb, YTO ONMMUCAHHBIN aITOPUTM TPeOYET BBITTOJTHEHUS
I’ oIepaLyii YMHOXEHHUS U ellle HEKOTOPOIo KOIMYECTBa OIepa-
LU CITOXEHUS.

Ymnoncenue Ha yugpy

Hanee npu peasv3aliviv AeJIeHUs JJIMHHBIX YACET HaM TTOHATO0UT-
csl GYHKIMS YMHOXEHUS ITTMHHOTO N-3HAYHOTO Yucia Ha LUudpy.
B npuHLMIe, MOXHO IPOCTO OOPaTUTHCS K aJlTOPUTMY YMHOXKE-
HUSI, TIPEIBAPUTETTLHO 0000IIMB €T0 Ha oTepaH/Ibl pa3INYHOMN T -
Hbl. MBI TOCTYNINM TO-IPYTOMY.

Ymuoxncenue wucaa A onunot n yugp Ha yughpy x: C - Ixx
1. T:=0.

2. Hnsai = O..n-1 BeIMoJHUTE 3—4.

3. T:=T/b + Axx.

4. C:= LODIGIT(T).

5. C, = HIDIGIT(T).

6. Kower.

Ipu 3ToM nonyyaercs yucao C umHel 11° - 1. Jlaxke ecmu crapuias
uudpa pesyiabrata pauHa HyJII0, TO MbI TpeOyeM, 4TOObI ISl Hee
BbIACISUIACh NTaMSTh.
/* YMHOXeHVe AnuHHOrO uicna Ha uidppy C = AYx »/
void  ShortHuK

DIGIT C[], /* pesynbtar mwHel n+l uappa */
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const DIGIT A[], /* comHOXuTenb AfuHbl n udp */
DGT », /* cOMHOXWTenb AvHbI 1 umdpa */
intn) /* pwmHa A */

TWODIGIT T = 0;
int i
for (i=0; i<n; i++)
{
T = (TWOOI6IDA[il«<x + (TWODIGIT)HIDIGIT(T);
Clii = LODIGIT(T);
}
C[n] = HIDIGIT(T);
\
BoaBepeHne B kBagpat

Ilpu paccCMOTPEeHWM aJTOPUTMOB BO3BEACHMS JTMHHOTO YHCIa B
JUTMHHYIO CTEeTIeHb HaM TPUIETCS BBITOJHAThL OTEPAlluIo BO3BeIe-
HUS B KBaIpaT JTMHHOTO yKcia. OIUH U3 CrIoco00B YCKOPEHUST 3TOM
TPOLEAYPhl — YCKOPEHMEe paboThl alrTOpUTMa BO3BENCHHSI BO BTO-
PYIO CTeTIeHb.

JlenaTh 3T0 MOXKHO CJIEAYIOIIUMU CIIOCO0aMU;
»  YMHOXaThb OIlepaH]] Ha ceOsi CaMOoro, WICTIONb3YsT TIPU 3TOM OIUH
13 TPUBENECHHBIX BbIIIEe aITOPUTMOB YMHOXKEHUST;
*  TPUMEHUTb «METOI TPEYTOJIbHUKA».
BoaBeneHne B KBaapat YyMHOXEHUEM
IepBblil MeTox MPOCT, AeiicTBYeM I10 onpeaeeHio: C = A’ = AxA.

/* Bo3BepeHne B kBagpar yMHOXeHMem C = AxA */
ffdefine SquarefC, A, n) MulUC, A, A, n)

Tpu 5ToM TpebyeTcsl BLIMOMHUTE #° 37IeMEHTAPHBIX OMepaLnii yM-
HOXEHUS M HEKOTOPOE KOJIMIECTBA OTeparivii CJIOKESHUST.

MeTtoa «TpeyrosibHuKa» BO3BeAeHWs B KBaapaT
IpencraBuM OCHOBaHME CTEMEHU B b-MYHON CHCTEME CUMCIIEHUS

X=-¥Xb
OueBHIHO, YTO

X:=5 Xeb" v2y X X by
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Buviuucaenue keaopama dnunnoeo uucaa Adaunsin yugp: C=

oans i = C.n-1 BbinonHuTb 3-11;
ona j = 0..1-1 BbINONHUTL 4-6;

T =T+ 2xAxA + C
C := LODIGIT (T): “
T := T/b;
T:=T+A2+C ;

C, = LODIGIT (T);
T:=T/b+ C_;

C+1 = LODIGIT (T);
C,,, := HIDIGIT (I)
KOHeLl.

/* BblumMciaeHue KBaapaTa aiamaHoro yucia C = A’ meromom
TpeyrojipHuka" */

void ‘SquareTriC
DIGIT Cj], /¥ pesynbrar MHBL 200 wudp ¥/
const DIGIT A[], /¥ ocHoBaHWe IUIMHBI 1 Lupp */
intn) /* mniuHa ocHoBaHusi */

TWODIGIT t,f;
int i,];

Zero (C, 2*n);
for (1=0; i<n; 1++)

!
i

f=0;
for ( J=0; j<i; 1++)
\
t = (TWODIGIDA[i]*(TWODI6ITA[j];
f += (((TWODIGIT)LODIGITCt))«1)+CJ[i+jl;
Cti+J] = LODIGIT (f);
f HIDIGIT  (f);
f += (((TWODIGIT)HIDIGIT(t))«1);

t = {TV*ODIGIT)A[l]*(TWODIGIT)A[i];
f += LODIGIT(t)+C[i+i];

Cli+i] = LODIGIT (f);

f = HIDIGIT(f)+C[i+i+1]+HIDIGIT(t);
Cli+1+1] = LODIGIT (f);

Cli+i+2] = HIDIGIT (f);
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BbluucneHmne ocrtartka

I/ITaK, TEICPb BbI 3HACTC, KaK YMHOXAaTh YHCJjia, HO B aJIrTOpUTMax
TOCT P 34.10-94 tpeGyeTcsi BLMUCISATH ITPOU3BEACHUE IBYX UM~
ceJl TI0 MOMYMIO TIpocToro yucia. JJist ero peaausanuy HEOOXOAM-
MO p€ain30BaTb BBIYUCJICHUEC OCTaTKa OT ACJIICHUA 2I1-3HAYHOTO
4uCJla Ha N-  a4yHoe. DTa olepalusl Ha3blBaeTCs peayKLUuen (Ipu-
BeJICHUEM) T10 MOMY/IIO. BBITIONHSTH €e MOXHO JBYMST CIIOCOOAMI.
IlepBblii 3aKITI0YAETCS B TOM, YTO BBITIOJHSIOT TIPOLIENYPY AeJICHUS
u 6epyT octaToK. Bropoit Mmeron HocuT nmst I1. MoHTromepu, Ko-
TOPBIN TIPSO MOTUMUIIMPOBATh CaMy OIEPaIvIo PEeIyKIIUU.

Hdeneune

AJNTOpPUTM AEJCHUSI «JIECEHKOI», 3HAKOMBIM HaM W3 HaYaJbHOM
LIKOJIBI, TIOMOTaeT U 31ech. [IpocTo OH J0CTaTOYHO TOYHO hopma-
JIN30BaH. 3a0/HO OH IO3BOJISIET TIOIMTYTHO TTOIyYUTh OocTaTokK. [1pu-
BEJIEHHBIN 3[IeCh AJITOPUTM TOCTPOEH Ha 0aze aHAJIOTUYHBIX aJIr0-
putMoB. OnHaKO 151 €r0 BHITIOJTHEHUS HaM TIOTpebyeTcs NieieHue
JTUTMHHOTO N-3HAYHOTO YKCJIa Ha KOPOTKOE. DTy oreparuio MOKHO
BBITIOJIHSITh C TIOMOII[bIO AJITOPUTMA, OTMMCAHHOTO B CIIEAYIOIIEM
pasnene.

Adenenue C =A/x annHHOro yucna A gaviiol n ungp Ha undppy
X C BblYUCIeHuem ocrtatkar=~A mod x
. T=0.
2. Hna i = n-1...0 BBITOAHUTS IIaru 3—35.
3.T:=Txb+ J_
4. C.:=T modx.
5. T:=T/x.
6. r:=T.
7. Kownew.

/- Denenne C = A/x n BbuMcneHne octatka r = A mod x (x-umdppa)*/
void ShortDiv{

DIGIT *C, /* pesynbTart */

const DIGIT A[], /- nenwmmoe */

DIGIT x, /* penutenb (1 uudpa) */

DIGIT *pr, /* ocTtaTtok */

intn) /* pavHa penumoro */

TWODIGIT T = 0;
int i;
If (x==0) return ; /¥ ecim x == 0, TO KoHew, */

for (i=n-1; i>=0; i-)
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T = MAKELONG (A[i], T).

If(C = NULD
C[i] = LODISIT (T/x);
T X=x;
if (pr != NULL) *pr = LODIGIT (T); J1 octatok */

}

Tereps pacCMOTPUM AITOPUTM «ITIMHHOTO»AETeHUS. OTMETHM,UTO
OH HHMKaK He 00pabaThIBacT CUTYALINIO, KOTIIeUTeNlb paBeH HYITIO.
IIpocto «koHell» 1 Bce. B HallleM KOHTEKCTe CUTYalMsl «IeJieHHUe
Ha HOJIb* MOXeT BO3HUKHYTb TOJIBKO IO OIIMOKE ammmapaTypbl WK
MpY HEKOPPEKTHOM Tofbope mapameTpoB. [locienHee oGHapy:Ku-
BaeTcs TP OTJIaJKe, a cOOil B JTIOOOM cliydae MpUBEAET K HEBEPHO-

My pe3yJ bTarty.

Aenenue «aecenkoirr O = [A/B] oaunnoeo uucaa A orunwt t
yughp Ha B daunvt n yugp c evruucrenuem ocmamia 8§ =A mod B

1. R:=0;Q:=0.
2. Ecm B = 0, To KOHe1I.

. Ecm n=1, 10 Q:= [A/B,;R := Amod B; xonew.
. d:=[b/B, .I; //HopManu3yOMNii MHOXUTEI.

U:=Axd.

. Jnsgi=t-1 .. 0 BEIIOJHUTH 1aru 9—16.
Ecm U, =V_ ToQ,.,:=b-1.

10. MnaueQ":= (U xb + U,)/V,,.

W. TMoka Q, 4 (V, xb + V) >U,»b’+ 1], xb + U,, upnrr-
HUTDH mar 12.

12.Q...:-Q,, L.

B U=U-QxVxb'

14. Ecom U < 0, To BBITTOJTHUATSG 1ark 15-16.

15. U= U+Vxb".

is.a, 1= Q ,I-

len!

3. Ecmu Km, To R := A; KoHe1l.

4
5
6. V:=Bxd; //Hopmanuzauus.
7
8
9

17. R:=U/d; // neHopMasu3aiusi.
18 Konen
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Mpumedarme 3ameTM, 4TO YMHOXEHWe Ha CTeneHu wucna b o3Hayaer Bcero
JIUWb CABUr BTOPOro COMHOXWUTeNs, a B CUNY Hawlero npeactaBneHus AUHHbIX
4yucen B NamATth 370 O3HAYaET CMELLEHNe nHaekca B COOTBETCTBYIOLLEM MacCUBE,

OnpegenvM npeagapuTensHo CUMBOANYECKyo koHcTaHTy MAXDIGIT, pasHyio b - 1,
KoTOpasi MOHAZoBMTCS, Hanpumep, [s BbIMUCNEHUS HOPMANW3YIOLWEr0 COMHO-
xutens:

«define MAXDIGIT «DIGIT)(-1»

205

Teneps npuBeaeM MIPOrpaMMHYIO Pealn3aliuio aJITOPUTMA JeJIeHUsl.

/* [eneHue UIMHHBIX YUCEJ C TIOJyYeHUMEM 4YacTHOro M ocratka */

void Div(
const DIGIT A[], /* menumoe */
const DIGIT B[], /* nmemurenb */
DIGIT *Q, /* uactHoe */
DIGIT *R, ,/* ocratok */
intt, /* pa3smep umcen A u Q B cioBax */
intn) /* pasmep uucen B u R B cioBax */

{
DIGIT q; /* IIpOMeXyTO4YHBEe pe3yJIbTaTh */
DIGIT U[MA) _SIZE*2+2]; /& HOPMalIn30BaHHOE IOenmMoe <«/
DIGIT V[MAX SIZE+1]; /* HOPManIM3O0BAaHHHY OEeNINTEeNnsL */
DIGIT W[MAX SIZE+1]; /* TIpOMeXyTO4YHBE pes3yJIbTaTH ¢/
TWODIGIT T; /* TIpOMEeXYyTOYHBE pPe3yJIbTaTe */
int 1, j, k; /* UHOEKCHBE TIEpeEMEHHBEe */
DIGIT d; /* HOPManNM3yomuUil MHOXUTEIHb */
if (R!=NULL) Zero (fl.n); /*R : =0 */
if (Q!=NULL) Zero (Q,t); /*Q : =0 */
for (i=n-1; (i>=Q)&&(B[i]==0); d~=)/ /* ananu3 nenutens */
n = i+l; /* HOBbIM pasmep npenurenst */
if (n==0) return; /* "[eneHne Ha HOIBL"' */
for (k=t-1; (k>=0)&&(A[k>=0); k) /+ ananmu3 penumoro */
t = kt+1; /* HOBbIA pazmep peaumoro */
if(n > t)
{ /® B>A*%/

if (R'=NULL) Assign (R,A,t); /* R : = A */

return;
else if (n==1) /* pa3mep genurtens 1 */

{

SnortDiv (Q, A, B[0], R, t); /* ynpouleHHBbIi
ajroput™m */
return;
}
/* Hopmaimzamma */
d = (DIGIT)(((TWODIGIT)HAXDIGIT+1)/((TWOOIGIT)BCn-1]+1»;
ShortMul (V. B, d, n); /*V = B*d */
ShortMul (U, A, d, t); J U = Ad */
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Ult+1l] =0;
/* OCHOBHOV LMK */
for (j=t; J>=n; J-)
T = MAKELONG (U[j-1], UIL3l);
if (U[j]==V[n-1]) &MAXDIGIT;
else q=(DIGIT)(T/V[n-1]);
T X= V[n-1];
if ((WODIGIT)V[n-2]*g>MAKELONG ((DIQIT)T. U[j-21))
while aT"ODIGmV[n-2]*q >
MAKELQNG(U[j-2],(DIGIT)(T-(TWDIGn)q*V[n-1])))
q-;
ShortHul W, V, q, n); /* W= Vq */
Sub (U+j-n, U+j-n, W, n+1);
if(Utj+13) /U <0*

U[J] += Add (Utj-n, U+j-n, V, n);
q-;

iltf Q=NULD) Q[j-n] = g¢,/* uuppa vactHoro */

i}f (R!=NULL)

ShortOiv (R, U, d, NULL, n); /* mexHopManmM3auus

ocratka */

}
Kak BuaHO, anroput™ AOCTaTOYHO cjoxeH. M XoTs Bpemsi ero pa-
GOTHl €cThb BEIMYMHA MOpPSAAKA I°, MPAKTUYECKU BBLIYMCISATH OCTa-
TOK TaKUM o00pazoM He3(pdekTuBHO. Ero MoXHO HCHOJIb30HATH TaM,
rae TpeOyeTcsl BHIMOJHUTH HECKOJBbKO Omepanuii, M BHIUTPBILI OIMU-
CaHHOTO najee Meroga MOHTroMepu MPaKTUYECKU OTCYTCTBYET.

MogynspHoe yMHOXeHune

Omepaluio YMHOXKEHHsST IO MOIYTI0O MOXHO BBITIOJHSATE CIEIYyIO-
muM obpazom. Eciu Au B < P, o C = (A* B) (mod P) Beumcis-
eTcd TakK:
D :=A%*B;
C:= D mod P.
/¥ VYMHOXeHMe IMHHBIX wucen o momymo: C=A*B) mod P */
void HulMod(
DIGIT C[], /* pesyabrar */
const DIGIT AJ], /¥ TepBblii COMHOXUTENb */
const DIGIT B[], /* Bropoii comHOXutemb */

const DIGIT P[], /¥ monpynb */
intn) /* poea ducen */
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DIGIT D[MAX_SIZE*2];

Hul (D, A, B, m);

Div (D, P, NULL, C, 2*n, n);

}

B JaHHOM CJiy4ya€ OITATbH O6XO£[I/IMCH oe3 JUHaAMHUYECKOT'O BbIICIIC-
HHUA MaMATU, TTOCKOJIbKY 3HACM 3apaHEC MAaKCUMAJIbHYIO JJINHY
OI€paHa0B.

AHAJOTMIHBIM 00pa30M BBHIIIOJTHSIETCS BBIYMCICHUE KBampara I10
MOZYJTIO.
C = A2 (mod P) Beramcasiercs Tax:
D=1
C:- D mod P.
/* BblMCneHVe KBaapata AJMHHOMO Yvicia no mMomymio: CA" mod P */
void SquareMod(
DIGIT C[], /* pesynbtaTt */
const DIGIT At], /* OcCHOBaHwe cTeneHun */

const DIGIT P[], /* momynb */
intn) /* povHa uvicen */

{

DIGIT D[MAX_SIZE*2];
SquareTri (D, A, n);

Dv (D, P, NUL, C, 2*n, n);
>

Onepauyunss MoHTromepu

OnHaKo TOCTYNaTh ONMMCAHHBIM BbIIIIE 00Pa30oM TP BBIYUCICHUH
MPOM3BECHUN W KBAIpaToOB TIO TTPOCTOMY MOIYJIIO B CHUJTY CJIOX-
HOIM orepaimu JejieHus] HedhOEKTUBHO, MO3TOMY TpeaiaracTcs
cJlerka MomM(UIIMpPOBaTh OMEPaliio YMHOXEHUST Ha MHOXECTBE
yucen {0,1..P-1}. Onpenearm HOBYIO OIEpalldi0 YMHOXKCHMS CJie-
IYIOIIMM 00pa3oM:

K o L=(mod P), tie E =h" (mod P).

Kenarolme MOryT yoemuThbCs, 9YT0 MHOXKecTBO 11eibix uucen (O ...,
P - 1} ¢ onepammsimu « + » 1 «*> saBisieTcs noreM ¢ emuHuneii E.
0603naunm ero M F(P). 8310 none nzomopdno nomo GF(P). U3o-
Mophu3M

£ GF(P) a MF(P)

3amaercs (OPMYJION:

filK) = Kx E (mod P).

O6parHoe oroopakenne | MF(P) a GF(P)
r'(S)-Sol.
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Hnst onepauiid MOHTIOMepH CyIIECTBYeT ONTUMU3MPOBAHHBIA ajl-
roput™M, He TpeOytomuii aeneHus B none GF(P), xoropoe ObI cy-
IIECTBEHHO 3aMEIUIIO BBIYMCIICHMUSI.

Bbryncnenne nponssegeHns MoHtromepu S = KoL (mod P);
npuaromz = -P,” (mod b)

I.S:=0.

2. Hnai= O..1-1 BBIMOMHUTH 1aru 3—5.
3. S:- S+ KxI.

4. e .~ 5, xz (modb).

5. S:=(S+exP)/b.
6. EcmS>P,10S:=S-P.
7. KomHer.

Crnenmyer 3aMeTUThb, YTO PE3YJIbTaT CIOXEHUs] S Ha 1iare 5 MOXer
WMETh 3HaUYE€HME IJIUHBI B + 1 1udpa.

Yucio z MOXXHO BBIYMCIIUTH Ha TIICPpBOM IIare ajJropuTtMa, HO II0-
CKOJIBKY OHO 3aBHUCHUT TOJIBKO OT MOIYJIA P , 4 TOT HC U3MCHACTCA
IIPX BBINIOJIHEHUM, CKAXEM, aJllOpUTMa BO3BEACHUA B CTCIICHb, TO
y,Z[O6HO 3apaHEC IOATrOTOBUTL 3TOT ITapaMeETp.

Kak BUIHO M3 aJTOPUTMa, BBIUTPBIII B TOM, YTO Ha K&XKIOM Ilare
BBITIOJTHSIETCSI YMHOXEHHE TS BBIMMCIICHUST OYEpPeTHOTO 3HAYECHUS
e, a He JieJleHNe, Kak B aJiropuTMe aeieHus. Kpome Toro, aeneHust
Ha b BBITIOJHATL He HAlo: OHO PaBHOCWJIBHO CMEIEHUIO WHEKCA.
B niporpamMMme, TMOKa3aHHOM Jajiee, BbI YBUIWTE, KaK 3TO JeTaeTCsl.
He Tpebyetcst Takke MomudUKaIvs odepeaHoM IUMPBI YacTHOTO,
KOTOpAast TO ¥ JIeJI0 BOZHUMKAJA TIPY IeJIeHUH. B obItieM, mpu Toii ke
TEeOpeTYECKOil CIOXHOCTH TopsiaKka n° omepauus MOHTroMepu
MPaKTUYECKU BBITTOJHSETCS OBICTpee OOBIMHOTO MOMYJISIPHOTO YM-
HOXEHWUSI.

/* YMHOXeHne MoHTromMepu AJnHHbIX 4mucen: S=(KoL) mod P -/
void HulHont(

DIGIT S[], /* pesynbrar */

const DIGIT KI[], /* nepBbli COMHOXuTENL */

const DIGIT L[], /* Bropoi COMHOXuTEnb */

const DIGIT P[], I moaynb */

DIGIT z, /* -P," (mod b) */

intn) /* mwHa wicen +/

intj, i;
DIGIT T[MAX_SIZE+1];
TWODIGIT ulTmp;
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DIGIT uiTmp, e;

Zero (T, n+1); I T=07
for (1=0; i<n; i++)
{ nT+=K* L[ ./
ulTmp = O;
uifmp = L[i];

for {J=0; J<n; [++)
ulTmp = (TWODIGIT)K[J] * uiTmp +
(TWODIGIT)HIDIGIT (ulTmp) + (TWODIGIT)T[j];
T[j] = LODIGIT (ulTmp);

}
T[n] += HIDIGIT (ulTmp);

e = T[0]*z;
/, T+=e* P u cogur eneso */
urp = (TWOOrSIT)_e-P[O] + (TWODIGIT)TLOY;

for (j=1; j<n; 1*%)
{
ulTmp = (TWODIGIT)e * P[j] +
(TWODIGIT)HIDIGIT {ulTmp} + (TWODIGIT)T[J];
T[j-1] = LODIGIT (ulTmp);
}
UTmp = (TWODIGIT)HIDIGIT (ulTmp) + <TWOOIGIT)T[n];
T[n-1] = LODIGIT (ulTmp);
T[n] = HIDIGIT ( ulTmp);
>
if <T[n]) /*SiP/
Sub (T, T, P, n);
while Cmp (T, P, n) >=0) / S i P */
Sub (T, T, P, n);
Assign (S, T, n);
}
1T KOppeKTHOTO MCIIOJIb30BaHUs omepani MOHTroMepu IIpu
BBITIOJTHEHUM MOMYJISIPHOTO BO3BENEHUS B CTENleHb HEOOXOIMMBI
GyHKUIMU, peanusyrone usoMopdusmbl f u f, ompenenreHHbIE
BBIIIIE.
/* BbMaucnerne S = f(A) */
void GF2HF(
DIGIT S[], /* pesynbtart */
const DIGIT A[], /* aprymeHTt */
const DIGIT P[], /* momynb */
intn) /* pwHa uwicen */

DIGIT D[MAX_SIZE*2];
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Zero (D, n);
Assign (&D[n], A, n);
Dv (D, P, NUL, S, 2*n, n)

1
I

/* Boruuciaenne A = T'{5) */

void ME2GK(
DIGIT A[], /* pesynbrar */
const DIGIT Sj], /# aprymeHT */
const DIGIT P[], i« wmopynp #/

DIGIT z, /* -P' (mod b) */
intn) /* nnuHa uyucen */

DIGIT T[MAX_SIZE];

AssignDigit (T, 1, n);

MtiMont (A, S, T. P, z, n);
-}
TlocnemHee, 4T0 HEOOXOOAUMO OIMPEICIIATH TSI TOTO, YTOOBI UCTIOJIb-
30HaTh AJITOPUTM MOHTIOMEepY — 3TO HAXOXICHME MapameTpa Z.
Tak Moy4nIOCh, YTO HaM MPUAETCS peliaTh 3anady HaXOXICHUS
MYJbTUTJIMKATUBHOTO OOPATHOTO IS MPOU36801bHO20 YWCIA TIO
momyo P.

Bo3BeneHue B cTeneHb

PemnM 3amauy BblumMcieHus 3HadeHuss C = Ai(mod P), e
P — mpocroe yucno niunbl n 1udp; A u C — yucna MeHsive P;
B — uncino nnuHb S nudp.

BuHapHbIvi anroputM BO3BEAEHUS] B CTEMNEHb

M3BecTHBI BceM M3 ILIKOJbI alTOPUTM BO3BENEHUSI B cTerieHb B
mytem B - 1 ymHOXeHUs oueHb HeaddekTuBeH. [1pu Matbix 3Have-
Husix B oH eme mpremiiem, Ho mpu B mopsinka 2 ero cioxHOCTH
TIPEBBILIAET BCSIKME pasyMHbIe Tipeneibl. OqHaKo MOXHO BOCIIOb-
30BaThCsl AITOPUTMOM, KOTOPBIN Ha3bIBaeTCsl OMHAPHBIM aJITOPUT-
MOM (MHOTAA €ro TAaKKe HA3bIBAKOT cxeMoil ['opHepa WM AMXOTO-
MUYECKHM aJITOPUTMOM).

Wnest ero moctpoeHust coctouT B ciemytoiieM. Yucio B moxHO
Pa3IoXUTh HO CTENeHsIM 2 CIEAyIOIM 00pa3oM:

A=X2'-3,rneB =0unul.
Mi

HetpymHo Bumeth, 4TO TOTHA
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Aa=A*-\;A .’("’("”"’.").).

BunapHbiii anroputm Bo3BeaeHns B creners C =A° (mod P)

LC=1

2. g i = ms— 1...0Bbmosmnms marv 3—4.

3. C ~ C’ (mod P).

4. EciuBr=1,T10C:=CxA(mo0a P).

5. Komeii.

OTOT anroputM peammsyercsl Ciefytomeid (QyHKIMe::

/* BuHapHbIn anropuTM BO3BEOEHWSI B CTEMEHb MO  MOAyM»:
C =4 (mod P) -/

void PowerHodBinaryf
DIGIT C[], /* pesynbTtat */
const DIGIT A[], /* ocHoBaHue cTeneum */
const DIGIT B[]. /* nokasatenb cteneHum */
const DIGIT P[], /* momynb */
ints, /* pavHa nokasartena */

Intn) /- pavHa mopyns */
<
tnt i,j;
AssignOigit (C, 1, n);
for (i=s-1; ii>=0; i-)
for (J=ii-1; j>=0; J-)

{

SquareMod (C, C, P, n);
i]»j)&1)
MuMod (C, C, A, P, n);

}

Tenepp MokaxeMm, Kak HCHOJB30BATh Orepaivio MoHTromepu Uit
BBIYMCJIEHHs1 CTerieHn 1o Monyimo. [Ipy 3ToM GMHAPHBII aTrOpUT™M
BO3BE/ICHUS CJIeTKa BupousmeHsercs. Mnes Takosa:

C =A"(mod P) = I"'(E(A)") (mod P). TNockombky f— nzomopdusm
rnoseit, To 3Ta hopmysia BepHa.

BunapHblii anroputm Bo3seaenus B creneHs C =A° (mod P)

c ucnosib3oBaHnem onepavu MoHTromepu

1. z:=-P0-'(mod b).

2. C:=f(1).

5. D=f(A)
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4. g i = ms—1I1..0 BLINOJTHUTH maru 3—4.

5. C := CoC (mod P).

6. Ecu B=1, 1o C := CoD (mod P).

7. C;=f'(C).

8. Komelr

ITporpaMMHO 3TOT aJITOPUTM PeaTU3yeTCsl CIEMYIOIUM 00pa3oM,

void PowerModBinaryUsingMont(
DIGIT C[], /* pe3yabTar */
const DIGIT A[], /* OCHOBaHMe cTeneHun */
const DIGIT B[], /* nokasaTenb cTteneHn */
const DIGIT P[], /* momynb */
ints, /* pjwvHa nokazarens */
intn) /* pwHa Mmooy */
{
Int i.j;
DIGIT z
DIGIT D[HAX_SIZE];
z = Findz(P[0]};
AssignDigit (C, 1, n);
GF2MF(C,C,P,n);
GF2MF(D,A,P,n);
for (i=s-1; i>=0; i-)
for (j=m-1; j>=0; j-)

SquareMont {C, C, P, z n);
if(BLi1&(1«j))
HuHont (C. C, O, P, z, n);
>

HF2GF(C, C, P, z n);
1
MpBI Kak OynTo 3amedausy BBIYUCICHUSI, BBEIS ITOIIOTHUTEIbHBIE
onepatmu Beraucienus f( 1), f(A), £'(C). OmHako nipu 3ToM ynaeT-
Csl YCKOPUTH BBIYMCIIEHUE TPOU3BEACHMI, KOIMUYECTBO KOTOPHIX
0oJIpIIIe, TaK YTO B CyMMe 3HAYUTETLHO BBIMTPHIBACM.
B nmanpHelimmeM MbI He OymeM IPUBOIUTH TEKCTHI IIPOTPaMM, MC-
TOJIB3YIONIMX onepamuio MoHTroMepu. s MPOCTOTHI UCTIONB3Y-
forca pyakim MulMod u SquarcMod. Ilpu kenaHuu BB caMu
CMOXeTe ClejlaTb HeoOXOmMMble M3MEHEHMST CIIOCOOOM, ITOKa3aH-
HBIM paHee.

BbruncrneHmne cTeneHu ¢ NoMoLLbIO
3apaHee 3aroToBJIEHHOV TabnLbI

OrnaTh BOCMOJB3yeMcsl (DOPMYJION M 3aluilieM CTereHb A® criey-
IOIIMM  00pa3oM:
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A"=T](4%)

e Bce MpoM3BeNeHMsl BbIUMCsioTes o Momymo P. Eciu mokasa-
TeJIb CTENeHU A U3BECTEH 3apaHee UK PeIKO U3MEHSIETCS, TO MOXKHO
3arOTOBMTE Tab/MLy cTeneneil Bina Tab[i]= JF v npu KOHKpeT-
HBIX BBIYMCJIEHUSIX TIPOCTO TIEPEMHOXATh Te ee 2JEeMEHTbI, KOTO-
pble TIOTpeOytoTcsl. OmuieM 3TO TOYHEe.

lpenBapuTenbHble BbIYUCAEHNS AN TaBIMYHOro anropuTma
BO3BeAeHWs B cTeneHb Jab. = A (modP)

1. Tab,,-A,

2. Ingi=1.ms—1 BHIMOJHUTH mWar 3.
3. Tab := Tab,’ (mod P).

4. Konew.

Tabm4HbI anropuTMm Bo3BeaeHuns B cteneHs C = A® (mod P)
C UCMOJIb30BAHNEM [PEBAPUTEIbHO BbIYNCIEHHbIX 3HAYEHWUI
Tab.=A*(modP)
1. C:- 1.
2. Jnai = O.ms— 1 spmomums 1mar 3.
3. Ecmm B,*0, To C := CxTab. (mod P).
4. Kouneu.
/« TpepBapuTenbHble BbluMCIEHWs TabAMYHOrO anropuTma
BO3BeAEHUA B cTeneHb no Mmopaynwo: Tabt = A’*(raod P) -/void
P repa rePowe rHodTabbed(
DIGIT Tab[], /* Tabnuua mwHel msn umdpp */
const DIGIT A[], /* ocHoBaHue cTeneHu */
const DIGIT P[], /* wmopynb */

ints, /* pnuHa nokasartensa */

intn) /* pwHa momyma ¥/

inti;
Assign (Tab, A, n);
for (i=1; i<m-s; i++)
SquareMod (&Tab[i*n], &Tab[(i-1)*n], P, n);
}
/* TabnuuHbli anroput™M BO3BEAEHWUS B CTeneHb MO MOAYIO:
C=A° (mod P) */
void PowerHodTabbed(
DIGIT C[], /* pe3ynbtar ¢/
const DIGIT Tab[],Jl1 Tabnumua cteneHeit ocHoBaHus */
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const DIGIT B[], /* nokasarenb crenenn */
const DGT P[], /* wmomymb -/
ints, /* mwHa nokasatens */

intn) /* opwHa momyma -/
il o m
int sk
AssignDigit (C, 1, n);
for (i=0; i<s; 1*+)

for (j=0;j<m; 1+*J

L F(BL1J&((DIGIT)1<<]))
MuMod {C, C, &Tabli*n], P, n);

}

OaHOBpPEeMeHHOEe BbIYUCTIeHNE NPonN3BeaeHNs CTerneHen

TIpuBeneHHBIE BBIIIIE AITOPUTMBI BO3BEICHUS B CTETIEHb C MCITOJTb-
30BaHUEM 3apaHee TOJATOTOBICHHBIX TAOIUII BIIOJIHE TTPUMEHUMBI
TPV BEIYUCIICHUH 3HAYSHUST TTOITTVCH U B TIEPBOM BO3BEACHUH TIPU
npoBepke DLIIT. OmHako BO3MOXHO BBIYUCISITH MPOU3BENCHHE
HECKOJIBKUX CTeTeHel MapaiieiibHo. BoT Kak 3To memaercsl.

HYCTI: HaM HEoOXOAUMO BBIYMCIUTH ITPOU3BCACHUEC

C= ‘[’IA' (mod P). Bocnonb3oBaBmmchk (GopMysIoi, MOTydruM

IK-IK TKY-I[K~ |

ITpu stom B.. oGos3HayvaeT i-if ABOMYHBIA paspsan yuciaa B. Ecim
NpeIBAPUTENILHO 3arOTOBUTH TAOJIMILy 3HAYEHMd TTPOU3BENCHUIA

Buma /I'V mis Bcex HaGopos |u.}(j=I...t), u = 0 WU 1, To maib-
Heifllie BLIYVICIICHUS 3aKJTIOYAIOTCST TOJIBKO B BO3BEICHUN BO BTO-
pyIO CTeNeHb M YMHOXEHUU Ha TIOIXOMISIINE 3JIeMEHThI TaOJTUIIbI.
CoBceM Kak B OMHAPHOM aJITOPUTME BO3BEIEHUST B CTETICHb.

BuHaprlﬁanropuTMO,quapenfeHHoro BBIYUCSIEHUS

npou3sseneHus cteneHeii C I"JAP (modP)

1. C-.-1.

2. Tab, := L, A = A // Tab - Tabnuua u3 *’' JIMHHBIX 9H-
celL.

3. Oas’ =1..t-1 BHITOMHUTB mard 4—5.

4. Nnsi=0...2" BBIMOAHUTH War 5.
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5. Tab..-TallxJI*, (mud P).
6. Jnat = ms— 1...0BbmoaHuTs mam 7—11.
7. C:-C*(modP).

8. d:=0.

9. Jusgj = l...t BBINOJAHUTH LIar9.

10. d :- d+B..x2H.

11. Ecu d*0, o C := C x Tab, (mod P).
12. Kowel.

OLeHUM CKOpOCTh paboThl 3Toro anroputMa. I[lomroroBka Tabsm-
bl TpedyeT 2x(2" ' - 1) oneparuii yMHoXeHMSI. OCHOBHOM LUK —
ms KBaapatoB U B cpenHeM ms((t-1)/t) ymHoxeHuit. Mrtoro Tpe-
Oyercs B cpenneM 2--:2+ms((2t-1)/t) onepauuii MOLYJIAPHOTO YM-
HOXEHUSI.

Ecimm m's = 256, pe3y/abTathl pacyeTa TPyAOEMKOCTH TTPUBEIEHBI H
Tabmiue. Jlist cpaBHEHUS 1aHbl Pe3yJIbTaThl ¢ UCMOIb30BaHUEM t 00-
pamieHuit Kk k-apHomy aiaroputMy (330t + t-i = 331t-1 yMHOXeHUe).

Tabnuua 5-4. TpyLOEMKOCTb BbIMMCIEHWS CTeneHewn

CpeaHee YMCI0 YMHOXEHU I

t AJIFODPITM OOJHOBPEMEHHOTO BBIYUCICHUA k-b1ii aJITOPUTM
7 386 661

d 437 992

4 462 1323

5 4908 1654

Briurpeiin HecomHeHHBINM. B yeM ke neino? Ilpu Bo3BeneHuM B CTe-
TIeHb Mbl Ha KaIOM IlIare IMKJIa 1Mo OMTaM ToKa3aTesiss BhIYMCIs -
€M KBaJIpaT U YMHOXaeM Ha ocHoBaHWe. M Tak /i Kaxmoro u3
BO3BEIEHUI. AJITOPUTM XK€ OJHOBPEMEHHOTO BBIYMCIIEHUS] TTPOU3-
BEIIEHUS JIeJIaeT 3TO TOJBKO OIMH DPa3.

Bor ¢dyHKImMs, peanusyromnias JaHHBIA alfOpUT™M LIS t = 2.

/* BVHapHbLIA  anropuTM OAHOBPEMEHHOIO  BbIYUCIEHWS
npowsseneHna crenedeit C = A|™A* (mod P) */
void SimPowerModBinary(
DIGIT C[], /* pesynbtat */
const DIGIT A1[], /* ocHOBaHue cTeneHun */
const DIGIT B1[], /* nokasatenb cteneHm */
const DIGIT A2[], /* ocHoBaHue cTeneHn */
const DIGIT B2[]. /* nokasaTenb crteneHn */
const DIGIT PJ], /* ~momynb */
ints, /* pnvHa nokasatens */
intn) /* pnvHa momyns Y/

{

3-4775



216 MpuknapHaa kpuntorpadus

int 1.J;
DIGIT Tab[4*HAX SI2E];
DIGIT b1,b2,d;
AssignDigit (Tab, 1.n);
Assign (&Tab[n],A1,n);
Assign (&Tab[2*n],A2,n);
HuHod (&Tab[3«n], &Tab[n],A2, P,n);
AssignDigit (C, 1, n);
for (1=8-1; i>=0; )
for (J=m-1; j>=0; j-)
{

SquareHod (C, C, P, n);
bl = (Bl[i]»j)&]l;
b2 = (B2[i]»j)S1;
d = bI+b2*2;
if(d)
MulMod (C, C,&Tab[d], P, n};
}
|

MIMeHHO Takoil aJlrOpUTM HEOOXOAMMO MPUMEHSITh MPU TMPOBEPKE
DUII. [JdeiicTBUTEILHO, B 3TOM CJyyae KakK pa3 HeoOXOIMMO BBIYMC-
JISITh TIPOU3BEZICHUE JIBYX CTereHeil 1mo Momymo P.

Ecim HaGop uucen A, puxcuposaH, To Tabnuuy Tab MoxHO 3aro-
TOBUTh 3apaHee. DTO MO3BOJUT COKPATUTh BpeMsi BHIYMCIICHUIA.
INpviBeneHHBI ANTOPUTM YIaeTCsl ananTUpOBaTh W JUISL GbldlUCAe-
HUs cmeneHu ip HGUKCUPOBAHHOM OCHOBAaHUU (MMEHHO 3TO Tpe-
OyeTcst TIpY BBIYMCIICHUM MOANUCH). [IJIs1 3TOro MPeiCTaBUM MOKa-
3aTelib cTerneHu kak B = :Y,B,Z , tie B. — uucna mHbL t Our.

, U
Torna C=A"= H2 . . 1 MOXHOIPUMEHUTb AITOPUTM OJHO-
BPEMEHHOTO BBIUMCIIEHUs TTpou3BeneHus crereHeit. [Ipudem, ecmm
A (puKcHUpoBaHO, TO TAOIUILY 3HAYEHU A2 MOXKHO 3aTOTOBUTH 3a-
paHee.

B xadectBe ynpaxkxHeHUsS peKOMEHIyeM BaM co3laTh (hyHKIIUIO,
PeaU3YIONIYIO TaKOM alrOpuT™M, U 3aMEHUTh €10 ¢pyHKIUo Powcr-
ModTabbedkary B peanu3aliiy aJirOPUTMa BBIYUCICHUST TTOATIMCH.

BbiuucneHne o6paTHoro no Mogyso

Ilpu mnposepke OUIT HeOOXOAUMO BBIYUCIUTL BEIUYUHY
v = (h(M]))i"2(mod q). D10 MOXHO caenaTs 1o KpaiiHeil Mepe IBy-
Ms crioco0aMu: BO3BEACHUEM B CTETEHb M BBIYMCIEHUEM OOpaTHO-
TO C TIOMOIIIBIO pacIIMpeHHOoro aaroputMa Eskmna.
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MovMedarne  [iACTBUTENBHO, B TEOPUM YACEN M3BECTHA Masias Teopema dep-
Ma, KOTOpas YTBEPKAAET, 4TO €CAU P - MPOCTOE YACAO, @ - Liefoe 4Acho, He
nenguieecs Ha p, Toa™ e 1 (mod p).

Orcioma cnenyer, 4o a™~* e ' (mod p),
ITpu stom a - 1 tec T, Takoe uesnoe yucio, yro ala - le I (mod p).
9TO YUCJO HA3bIBACTCA MYJbTUIIIMKATUBHBIM 06paTHblM a 1o Mo-
IyJo p.
C 1pyroif CTOpPOHBI, MOCKOJBbKY a M P B3aMUMHO IIPOCTBI, TO CyIIe-
CTBYIOT TaKM€ LECJbIC YUCIA X U 'y, YTO

ax + py= 1.

Ecnu nepeiitu K cpaBHeHUsIM mod p, TO MbI MOJTY4YUM

axs | (modp).

Otkyzna

x=a- 1 (mod p)

U 3HAYUT

xsap - 2 (mod p).

HJ'IH HaXOXACHUA TaKUX YHUCET X U Yy MOXHO MCIIOJb30BaTh TaK Ha-
3BIBaEMBII pacIIMpeHHbIN anroput™m EBkiuna.
PacwupeHHbii anroputm EBkimpa, BbIYUCIEHUS

d = HOA(a,b) n yncenx ny, Ttakumx, 4ro ax + b y=d
1. Ecomb=0,T0d:=a;x:= 1;y:=0.

2. x,=1x =0y, =0y - 1;a,;=a; b,;=b.

3. Tlokab > 0 BBIMOJHUTH 4-5.

4. qi"Ta/b"r"a, - gb,;x:=x, - gX;y :=y, -qy,
S.a, =b; =X, =X;X, =X, =Y,; ¥ =V

6. d =a;x =x2y:-y,

7. Konew.

INporpammuyio peanuzaiivio (YyHKIIUMA BBIYUCICHUST MYJIBTUIUIN-
KaTMBHOTO 00PaTHOTO C MCTOIL30BaHMEM PAaCIIMPEHHOTO aJrOpUT-
Ma EBkjmma Mbl OCTaBUM UYMTATENsIM B KauecTBE YIpPaKHEHUs.
CKaxeM TOJIbKO, YTO C €ro TMOMOIIBbIO MOXHO JOCTUYD CYIIIECTBEH-
HOTO YCKOPEHWUSI.

Hwxe mpuBeneH TeKCT (yHKIMM, KOTOpasl BBIMUCISIET 3HAYEHUE
MYJIBTUTUIMKATUBHOTO OOPAaTHOTO BO3BEIEHUEM B CTETEHb,

/* Bbmmcnenme obpatHoro C = A"i(mo® B) */
void Inverse(
DIGIT CnN, /* 3Hauenne obOpatHoro */
const DIGIT A[], /* aprymeHt */
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const DIGIT B[], /* momym */
intn) /* mwvHa onepaHpoB */

DIGIT B1[HAX_SIZE];

Assign (B1, B, n);

B1[0] -=2;

PowerModkary (C, A, B1, B, n, n);
)
Y Hac ocrajicsl «10Jr» Mpu peaausanuu onepauuu MoHTromepu. Mbl
He pac cMOTpeu GYHKIMIO, BHIYUCISIONYIO HapaMeTpr =- - P ' (modb).
Mamnas Teopema depma B 3TOM ciiydyae He TOIUTCSI, MOCKOJIbKY MO-
IyJIb B JAHHOM CJlydyae He IpocToil (HamoMHuM, b = 2™). Ho MoxHO
BOCIIOJIb30BaThCsl ee 0000menueM — meopemoil Diinepa.

Mpumevanne  Teopema diinepa rnacur: o

€C/M a U C - B3aMMHO MPOCTbe Liebie yuena, To af* = 1 (mod c}.

(f - dyHkuus Jiinepa).
Takum o6pasom, af(c) - 1 ~a- 1 (mod c).

B Hawewm ciyyae moaysem siBasercs yucio b = 2" Tloatomy f(b) =
12" uf(b) -1=2™"" -1 — yMca0, ABOMYHAS 3aIUCh KOTOPOTO COCTO-
UTU3m - 1 exuanyHoro paspsiga: 11... 11,. Bbl yxe 3HaeTe Bo3Bee-
HHUE B CTEMEHb U MOXETE BOCHOJb30BATHCA OMHAPHBIM aJrOPUTMOM

"

ISl TMbIYMCJEHHss 3HauyeHus a ' mod b. 3amMeTUM Npu 3TOM, 4YTO

"l

a" mod b cyiiecTByeT TOJbKO NPU a B3AUMHO MPOCTOM C yucjioMm b.
T.e. IPU HEYETHOM a.

Anroputm BbiyucneHns z = -a' (mod2°”)
\. Ecau auerHo, To z=0; KoHeL.

2. d:=a.

3. TIloBTtOopuTh T-2 pa3a Taru 4-5.

4. d:=d (mod 21).

5. d d x a (mod 2").

6. Konen.

/* Bbmmucnenve z = a"i(mod 217) */
DIGIT Findz (DIGIT a)

(

i

int i;
DIGIT d;
if ((a&1)==0)
return 0;
for (i=0,d=a; i<m-2; 1++)

d *=d;
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d*=a;
return (0-d);
3]1er MBI np€anojaracM, 4ro m — JJIMHA MalllMHHOTO CJiIoBa, U
IIPUBCACHNEC K MOIY/IIO 2" BBITIOJTHAETCS IIPUYMHOXKECHHNU aBTOMaA-
Tuaecku. Ecm sTo He Tak, HCOGXOL[I/IMO BBIITIOJITHUTDL 9Ty PECAYKIIUIO
Tepen BO3BPAaTOM pe3yJibTaTa.

BbluucneHue anekTpoHHoO umgpoBoi Nnognucu
no OCTP 34,10-94

TTockombKy Uit BBIYMCIEHUS TTOANUCHU TPeOyeTCsl Y3HATh TOJIBKO
cTerneHb (DMKCHPOBAHHONO OCHOBAHMSI, TO JIOTUY HO BOCIIOIb30BATh-
ca dpynkaueir PowerModTabbedkary. I1pu aTtom Heobxoamumo 3a-
paHee 3aroTOBUTh TAOJIUILy CTereHel yucia A mod p.

JloroBopuMcsl, 4To (PYHKILIMSI BHIUMCICHUST TIOAMKMCH Sign BO3Bpa-
maeT 3HayeHue 0 B cIydae ycriexa 1 3HadeHne 1, eci HeoOXOIuMO
MOBTOPUTH BBIPAOOTKY CilydaiiHOro uucina k.

/* Bbluucnenne nognuvcu no anroputmy MOCT P 34.10-94 */
intSign34_10_94 (
DIGIT s[], /* 3HayeHMe yacTu s nognucu */
DIGIT r_[], /* 3HayeHue 4YacTu r'nognmcu */
DIGIT h[], /* 3HayeHue xew-dyHKUUN */
const DIGIT k[], /* cnyyaiiHoe uucno */
const DIGIT x[], /* cekpeTHbln wmod nognucu */
const DIGIT a[], /* 3HayeHue ocHoBaHus a */
DIGIT «Tab, /* Tabnuua cteneHen a */
const DIGIT p[], /* momynb p */
const DIGIT q[], /* mooymb q */
intn, /* gwHa mooyna p */
intt) /* pwma cexpetHoro kmosa x ¥/

DIGIT r[MAX_SIZE], h1 [MAX_SIZE ];

Dv (n, g, NUWL, hi, t, t); /* h =n (mod q) -/

if (IsZero (hi, t)) /* ecnm M,=0, To h=1 */
AssignDigit (hi, 1, t);

PowerModTabbedkary (r, Tab, k, p, t, n); 4 r = a* (mod p) */

Dv (F, g NUL, r, n, t); /r r (mod q) -/

if (Iszero (r_, t)) /* ecnn r'=0, nosTOpUTL */
return 1;

MuMod (S, k, hi, g, t); /* s = k-h (mod q) */

MuMod (r, x, r, q, t);

L Add (s, s, 1, 1) || O (s, q 1)>=0)/*s+=x*r" {mod q)*/

Sb (s, s, g, t);
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if (IsZero (s, t)) /* ecmu s=0, MOBTOPUTEL */
return 1;
return 0;

MpoBepka anekTpoHHOU LundpoBoOI NOANNCH
no rOCT P34.10-94

Tlpu mipoBepke MOAIMUCH HEOOXOAMMO BBIYUCISITH MMPOU3BEACHIE
NIBYX CTEMEHEN IO MOMYII0 P U OOpaTHOe IO MOAYJIIO (, ISl Yero
Bocnoib3yeMmcst hyHkuusiMmu SimPowerModBinary u Inverse, co-
OTBETCTBEHHO.

JoroBopumcsi, uto GyHKIius npoBepku mnoanucu CheckSign Bo3-
Bpaiuaet 3HadyeHue 0 U ciaydyae ycrexa M HeHyJIeBoe 3HaYeHUE, eCliu
noonuces He BepHa.

/+ TMposepka nognucu no anroputmy FOCT P 34.10-94 +/
IntCheckSign34_10_94 (
DIGIT s[], /* 3HayeHume yactm s nognucm */
DIGIT r_[], /* 3HayeHue wactm r'moanucm */
DIGIT h[], /* 3HaueHue xew-byHkumn */
const DIGIT y[], /* OTKpbITBIA KkMO4 nognucm */
const DIGIT a[], /* 3HayeHue ocHoBaHusa a */
const DIGIT p[], /* momynb p */
const DIGIT q[], /* momynb q */
intn, /* pavHa wmopyna p ¥/
intt) /* bnmHa cekpeTHoro kmoka X */

DIGIT t»p[HAX_SI2E],h1[MAX_SIZE].z1[HAX_SIZE],
z2[MAX_SIZE];

DIGIT u[MAX_SIZE],v[MAX_SIZE];

If Crop (s, g, t)>=0 M1 /* ecm s >= q */

IsZero (s, t) | |/*ors =0 %/

Cmp (r_, g, t)>=0 || /*orr >=q */
IsZero (r_,t)) /* orr ==0 */
return 1;

Dv (h, g, NUL, M. t, t);/* h, =h (mod q) */

if (IsZero (hi, t)} /* ecm h,=0, T0 h=1 */
AssignDigit (hi, 1, t);

Inverse (v, hi, q, t); /*v=Hh-2(mod q) +/

4uiMod (z1, s, v, q, t); /* z, = s*v (mod q) */

Sub (z2, q, r, t), /*Z.=qg-r" ¥/

«ulMod (z2, z2, v, q, t); /* z *=v (mod q) */
I* tmp = a"'*y" (mod p) */

SimPowerModBinary (tmp, a, zl, y, z2, p, t, n);

Div (22, q, NULL, u, n, t); /* u = z (mod q */

return Cmp (r . u, t); /* f == u ? *
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Peanusauusa anroputma xewumpoBaHus

PaccMoTpuM omMCaHHBIM B CTaHAAPTE AITOPUTM XEIIMPOBAHUS,
HCIIOJIB3YEMBbIi B TIpolLieaypax «bipadorku 1 nipoBepku DIII. Crpyk-
TypupyeM ONucaHue B Buie mporpammbl Ha si3bike C. DyHKIMS
hash_0 BeruucisieT B BIXOTHOM Oydepe h xel-3HaueHre BXOTHO-
ro BeKTopa in but MHbI len.

IIponenypa BerurciaeHus1 xel-GyHKIUU 111 Oydepa paccMaTprBa-
eT conepxkumoe Oydepa Kak OMHApHOEUYMCII0, IIPUYEM TIePBbIid OaliT
CONEPXKUT 8 caMbIX MIAmmx Our (X7,%6,x5,x4,x3,x2,x1,x0) 31010
yrciaa, Bropoil—ciaenyromme 8ouT(x15,x14,x13,x12,x11,x10,x9,x8)
U T.J.

IlosToMy nipu BeieHHOE B MPUJIOXEHUM A K CTaHAAPTy TECTOBOE
coobuieHne M=73657479 6220...6920 739696854 mnpencrasiseT
C000i1 3almMCcaHHbBIl B IIECTHAALIATEPUYHOM BUAE OOBIYHBIN TEKCT:
«This is message, length=3!2 bytes», a TecToBoe cooOieHre M B
ciemytolieM TyHKTe A.3.2 — TekcT: «Suppose the original message
has length = 50 bytes». IMeHI1I0 5TH TeKCThI, 0O(POpMIIEHHBIE B (hailibl
HaJlo MPeabSBIISATh 3TOM U APYTMM TMpOrpaMMam JJisl POBEPKU Ha
COOTBETCTBUE CTaHIAPTY.

BXOL nash_O{unsigned char *inbuf,int len,unsigned char *h)

{

int i,nl,seti,end;

unsigned char m[34];

WD 1[17],s[17],vI[17];

// TIPOBEpKa Ha KOPOTKUM Gydep

if (len<32) return FALSE;

memmove (h,start_h,32);

// 3Barpyska CTapTOBOI'O BEKTOpa XeNMPOBAHMSA

for(i=0;i<16;i++) { 1[i]l=0; s[i]=0; v1[i]=0;}

/* atan 1 BbluMcneHus xewa, nn. 1.3 n 14 "Onucanus...P34.11" */

vl[0]=256;

/* 3aroToBka B VI[] "mAnHHOro" npeactaBneHuss uducna 256
onan3.3%*/

seti=0;end=0;

while(end==0) /* un3BneyeHne n3 Oydepa no 256 6uT(32 OGaiita) */

// B Tl UMCIO TIPOYMTAHHBIX GAKTOB
if(len-seti>32)

for(i=0;i<32;i++)
mli]=inbuf[seti+i];nI=32;seti=seti+32;

else {
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for(i=0; Klen-seti;i++) m[i]=inbuf [setl+i];
ni=len-seti;end=1;}
for(i=nl;i<32;i++) m[i]=0;
// BOMONMHEHME HYNSMM MPU HeMonHom Gnoke
nl*=8; // Tenepb B nl 4ACNO NPOYMTAHHLIX OUT
if(nl<256) { vl[0]=nl; vI[1>0; }
/* KOppeKTMpoBKa "MNMHHOrO" npeacTaBieHus uucna OuT ons
nyHkta 2.2 arana 2 "Onucanus..” */
Add<I,16.vl.16.11;
Add(s,16,(WORD *)m, 16,s);
// BbI30B GyHKUMKM  "waroBoro” xewa

S hash(m,h); // nyukt 2.5 wwm 3.2

// GuHMWHaa obpaboTka
s_hash((unsigned char*)l,h); // nyukt 2.6 arana 2
s_hash((unsigned char*)s,h); // nyHkr 2.7 stana 2

return 0;
Jlerko BUIIETb, YTO OCHOBHAsA MPOILIEAypa MCIIOJIb3YET IPOLEIypy
111aroBOro xeiiia s_hash, BXOIHBIM apryMEHTOM KOTOPOH SIBJISIETCS
OJIOK IJIMHOM 32 GaiiTa, a BBIXOAOM — Xelll-3HaueHue (Takxke 32
Oalita).
// CMeHHble napaMeTpbl anropuMtmMa XewwupoBaHUs:
// CTapTOBbLIN BEKTOP XELWPOBAHUS W 3amnOJSIHEHUS Y3/10B 3aMEHbI
// anroputma [OCT 28147, npuBeAeHHble 34eCb, B3AThI
// w3 TPWIOKEHMA A TOCT P 34.11-94

char start_h[32]=

{0x0,0x0,0x0,0x0,0x0,0x0,0x0,0x0,

0x0, 0x0, 0x0, 0x0, 0x0,0x0,0x0,0x0,

0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0X0,

0x0,0x0, 0x0,0x0,0x0,0x0,0x0,0x0} ;

IIpouenypa cyMMupoBaHUSI ABYX JJTMHHBIX YHACET,

void Add( WORD -U, Int 1U, WORD *V, int IV, WORD *W )
1

WORD «u, 49 k;

DWORD s;
int lu, Iv, j;
if( IlU>=1V}

// NepBOe nokanbHoe cnaraeMoe Bceraa 6onee AMHHOE
m=U, lu=1y,v=V, Iv=1V;
elsev=U, Iv=1Lu=YV, lu=1V;
for(k=j=0;j<lv; j++)
14
“W++ = s = (DWORD) *U-H- + *v++ + k;
k=(s»16)? 1: «0;
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// B Kk "nepeHoc" wn3 cyMMmbl OBYX Npenbiaylmx CroB

v}vhile( jr+ < la)

{

Il TlporackuBaHue 'mepeHoca” 1o 0ojiee JJIMHHOMY CJIaraeMoMy
S+ =s = OWORD) *ut+t + k;

k= (s»16) 2 1 : 0;

>

W = k;
§
PaccmoTtpum (yHKIIMIO BBIUMCIEHUS IIATOBOTO Xella,
void s_hash(unsigned char *m, unsigned char *h)

{
/* LaroBas ¢yHKUMS XelumpoBaHUsi CO CTpP.3 cTaHgapta */
unsigned char s[180], key[128];
g_key(m, h, key);
crypt(h,key,s);
reg(m,s,h);
>
HaHHast QyHKUMS HCMHOJB3YeT IPOLEAYpbl TeHEepaluuu KIouen
g kcy, mmdpoBaHus 610Ka Ccrypt U peajm3aluM PEervicTpa CABUTA.

void cryptfunsigned char *h,unsigned char *key,unsigned
char *s)
|
/ /linppyomee mpeobpazoBanre cTp.4 T[0CTa P 34.11-94:
//Si=FEki (Hi)1=1 . . .. 4=/
int 1;
unsigned long *k;
forCi =0; 1 < 4; i++) {
k = (unsigned long *)(h+i*8);
nl =*k; n2 = -(k+1);
k = (unsigned long *)(key+32%i);
pz_z(k);
k = (unsigned long *)(s+i*8);
-k = nt1; *(k+1) = n2; }
}
Hna paccMoTpeHust GYHKUMU Pz Z 33Ja MM DIOOAIbHbIE TEPEMEH-
Hole. @yHkiusa Encrypt cooTBeTcTBYeT OqHOMY LIMKIY HiMdpoBa-
Hust 'OCT B pexxumMe MpOCTOii 3aMeHBI, TIe X — K4 (32 Gaiira),
in — M acc 1 B BXOIHBIX 0710KOB (* 6JI0Ka TI0 4 6aiiTa), ou - MaccuB
BBIXOIHBIX OJIOKOB (2 Ojioka 1o 4 Gaiita).
unsigned long nl,n2;
J=  32-6utoBble Hakormtenn N1, N2 u3 FOCTa 28147-89 7
void pz_z(unsigned long *x)
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{
unsigned long In[2],0u[2];
in[0>n1;in[I]-n2;

Encrypt(x, in[O 07,0uf1]);
nl=outO];n2=ou[1];
}

Paccmotpum psin écnomocamenshbix GYHKUIMT

void A(unsigned char *x)
/* MpeobpasosaHne A(X) = (x1+x2) |x4|x3|x2 »/

{
/* u3 pasmena 5.1 - TeHepaimms kioden */
int i ;
unsigned char buf[8];
for(i=0;i<8;i++) buf[i]=x[t] x[1+8];
for(i=0;i<24;i++) x[i1=x[i+8];
for(1=0;i<8 i++) x[i+24]1=buf[i];
I
void P(unsigned char *w, unsigned char *key)
t
/" Tlpeobpa3zoBaHye P - MepecTaHOBKa 0aiToB */
inti, k;
for(i=0;K=3;1i++)
for(k=0;k<8;k++) key[i-H*k]=w[8*i+k];
}
void summod2(unsigned char *x,unsigned char *y,unsigned char
*7)
E
Jl OOblHOE COXEHHE BEKTOPOB MO Momymo 2, «/
int i;
for(i=0;i<32;i++)  zll}=x[i]-yliy,

l
void g_key(unsigned char *m,unsigned char *h,unsigned char *k)

/% 5.1 TI'enepaimst Kmodeit */

unsigned char ¢[96], u[32], v[32],w[32];

inti;

for(i=0;i<96;i++) c[i]=0;
C[33]=c[35]=c[37]=c[39]=c[40]=c[42]=c[44]=c[46]=0xff;
c[49]=c[50]=c[52]=c[55]=c[56]=c[60]=c[61]=c[63]=0xff;

for(i=0;i<32;i++) { u[il=h[il: v[i]=m[i]i )

summod2(u,v,w);

P(w,k);

for(i=0;i<3;i++)

A(u);
summod?2(u,c+i-32,u);
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A(v); A(v); summod2(u,v,w); P{w,
1
void ®_teg(WORD *r)
/* ObpaTHast CBSI3b IpPeobpa30oBaHus ICuU */
{

/5 53 lMepavalweaaee npeobpasoBaHne */
=r[Olr[1lr[2Fr[Orr[12Ir[15];

void reg(unsigned char *m, unsigned char *s, unsigned char *h)

/* 5,3 IlepeMemmBawmee IpeobpaszoBaHue */

/* x(M,H)=Psi~61(H+psi(M+psi~12<S»)e /

/* Iiss TOHMMaHUsI 3TOM YacTW TpOrpaMMbl ClIEAyeT MMeTb */
/* BBUIY, 4YTO "CHBMr BIpaBO Ha 2 OaiiTa" B Kaximom */

/¥ TakTe psi He Aenaercs, a JefaeTcs OmAH COBUT */

/* Ha 148=2*%(12+1+61) GaiitoB B KoHUE (yHKUMU. */

int 1;

for(i=0;i<12;i++) s_reg((WORD*)(s+2%i));
summod2(s+24,m, s+24);

s_reg((WORD*}<s+24));

summod2(s+26,h,s+26);

for(i=0;i<61;i++) s_reg((WOfID.)(s+26+2%i));
for(i=0;i<32;i++) h[i]=s[i+148];

}

JliA mpOBEPKH COOTBETCTBUS peaiu3anud Xeui-(yHKuUH Heo0Xo-
JMMO HCHOJIb30MATH CJIeAYIOIMMiA TeCTOBBI NMpUMep.

s mpouenypsl [Z__Z YCTAHABJIMBAETCS y3€J 3aMeHbl, KaK MOKa3a-
HO B TaO/Mue 5-5.
TekCT A1 XeIUupPOBAHUA:

unsigned char Text02[50]={
0x53,0x75,0x70,0x70,0x6F,0x73,0x65,0x20,0x74,
0x68, 0x65,0x20,0X6F,0x72,0x69,0x67,0x69, OX6E,
0x61 ,0x6C,0x20,0x6D,0x65,0x73,0x73,0x61 ,0x67,
0x65,0x20,0x68,0x61,0x73,0x20,0x6C,0x65,0x6E,
0x67,0x74,0x68,0x20,0x3D, 0x20, 0x35, 0x30,0x20,
0x62,0x79,0x74,0x65,0x73};

Peaym.TaT XCIIUPOBAHUA JAHHOI0 TEKCTA JOJ/I2KCH ObITb TAKUM:

unsigned long Hash02[8]={
Ox57BA1A47, Ox00770AA6, Ox061 3763A, OXEAFBC135,
OxE54DF14E,0xAEB47B1F,0x3B89DD57,0x0852F562};
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ANropuUTMbl reHepaunm cnyvyamHblx
rnocnenoBaTesibHOCTEN M OLLeHKa UX Ka4yecTBa

Ipy cuHTe3e 1 peamM3amMM KpUMITOrparUIeCKUX MOIYJCH BeCh-
Ma BaxXKHYIO pOJib UTpaeT BhIpabOTKa M pacrpeeieHre KpUITorpa-
uryeckr 3HaYNMOM MHOpMaIuy (KIto4deli, CHHXPOIIOCEUIOKM T.I1.).
Tak, B pacCMOTPEHHBIX paHee aJlropuTMax (GOpMUPOBAHMS U TIPO-
Bepku DI BaxkHy0 11 KpuIrorpad®nieckyd 3HAYMMYIO pojib UTpa-
€T BBIPAbOTKA CITyYalfHOTO YMCJIa, MCIIOJNb3YeMOTO IS «MHAUBU-
IOyaTu3ali» Tpoliecca MOAIMMCH KaXIOro COOOIIEHMS.

Hnsa perieHus 3amad co3maHus (BBIpaObOTKM) KIII0YeBO MHMOpMa-
LMY TIPUMEHSTIOTCS] Pa3IMYHOTO PONA MATYMKU CITyJdaiHBIX YHCET,
KOTOpbIE AEISATCS Ha JBa OONBIIMX Kilacca — armapaTHble U Mpo-
rpaMMHBIE.

B ammapaTHBIX JaTYMKaX MCTOYHUKOM CIy4aifHOTO Mpoliecca siB-
JIIETCST IIyM B 9JIEKTPOHHBIX Mpubopax. O4YeBMIHO, YTO MPUMEHe-
HUE anmapaTHBIX JaTYMKOB TPeOYyeT HAIMYUS CHEelHabHOTO 000-
PYIOBaHUS.

HpI/I CO31aHnn KpI/IHTOHpOBaﬁﬂepa BE€CbMa aKTyaJlbHa 3aagayda I10-
CTPOCHUA IMMPOrpaMMHOI0 JaTdyvkKa cnyqalebe YHUCEII.

IIporpammusrit matamk ciaydaiHbex uyncen (ITJCY) mpemnaszHayeH
IUTST BBIPAOOTKU KITIOUEBOM W NPYroil KpMITTOrpachryecKy 3HauYu-
Moi1 MH(OpMaInu, UCTIOIB3YeMOIi B Ipoliecce MppoBanus, KOH -
TPOJIST LEIOCTHOCTH WM IpoctaHoBKu DIIIT.

IIporpammuo-maremarruecku [1JICY ects Hekast mpoliemypa, xa-
pakTepusyemasl IPOU3BOAMMOI €il BBIXOAHOM IOC/IEI0BATEILHOC-
Thi0. OCHOBHBIE TPeGOBaHUSI K BBIPAOATHIBAEMON JaTYMKOM I1OC-
JepoBaTenbHOCTH Y,Y,J,...Y, 3aKmoualorcss B paBHOBEPOSITHOCTH
3HAKOB Y. U CTATUCTUYECKON HE3aBUCUMOCTY MEXIY 3HaKaMU.

OnmHako crenuanicT-pa3paboTYMK JODKEH YETKO ITOHMMATh, 4YTO
IUTSL TIOC/IeAOBaTeIbHOCTEH, BhIpabaTbBacMbix I1ICY, atu Tpedo-
BaHUS HEBBIIIOJIHMMEI, HAIIpUMED, B CIITY 3G (MEKTUBHOCTU BBIYKIC-
JeH ust 3HayeHmii ~ . [lostomy TpeOoBaHME CTAaTMCTUYECKOI He3a-
BUCHMOCTH CJIedyeT 3aMEHUTh Ha MHOE, MMEIOIIee arOpUTMHUYEC-
KW CMBICJI.

B naHHOI I71aBe MbI UCTIOJIb3yeM MOHSATHE AJITOPUTMIIECKOM CIIOXK-
HOCTM BOCCTaHOBJICHMsI 2JieMeHTa Y 1Mo Y IpH i =+j M HAoOOpOT.
CMBICIT TaHHOTO TIOIXOMA 3aKJTI0YaeTCsl @ TOM, UTO eC/T ObI CyIie-
CTBOBAJIa AHAIUTHYECKAS WJIM KaKast JIM00 MHasT 3aBUCUMOCTD MEXITY
BBIXOIAMM, TO, UCIOJIB3YS €€, MOXHO ObLIO OBI IIOCTPOUTD P PeK-
TUBHO BBIYMCIUMBIN KPUTEPUIA CTATUCTUUESCKOM 3aBUCUMOCTH.
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Ecnu oce Tpyno€MKOCTb BBIYMCIEHU ST TAKOTO KPUTEPUST BBICOKA, TO
MOKHO roBopHUTb O CI0XKHOCTHOI (B CMBIC/IE CJIOXKHOCTU aJrOpUT-
Ma), a ciieoBaTeIbHO, CTATUCTUYECKON HE3aBUCUMOCTH.

TTporpaMMHBIit TaTYNK, KaK BCSIKUM KOHEYHbII aBTOMAT, OIpeeisi-
eTcsl cocTosiHueM S(t), roe t — LMK padoTa JaTyvka, (pyHKuuei
nepexona O(S(t))=S(t+ 1)u dpynkuueit Brixoma YY(S(1))=Y(t).
Hnsa TTJICY Bo3MOXHBI ClIeAyIOIIME TTPOOJIeMBbI:

*  CJIOXHOCTb BoccTaHoBIeHUs Y(t) mo 5(1 - 1) — araka 13 mpo-

LLUIOTO;

CJIOXXHOCTb BoccTaHOBIeHUsT S(t) no Y(t) — aTaka M3 HaCTOsI-
1LIETO;

*  CJI0KHOCTb BoccTaHOBIeHMsT S(t) 6o Y(t) mo S(t + 1) — ara-
Ka u3 OymylLero.

Tpedoanue 1 mis [MJICY: HeBO3ZMOXHO OCYIECTBUTH 3 (HEKTUB-
Hbl€ aTaK¥ U3 MPOLIOTro, HACTOSIIIETO U Oymyllero.

Tpedoanue 2 mis TTICY: nepuon BRIXOAHON MOC/EI0BATEILHOC-
T4 Y(t) 10/KEeH ObITh FapaHTUPOBAH.

TpedoBanue 3: BenuuyuHbl S(t) ClieayeT XpaHUTh B 3alUILIEHHOM
OT MPOCMOTpa BUJIE.

CratucTuyecKye CBOMCTBa BbIxoaHOM nocieaoBateabHocTy [TACY
OIpeNeISIoTCcsT KaK BbIoopoM dyHKIM @ 1 YY, Tak U JOMOJTHM-
TEIbHBIMU CPEICTBAMU KOHTPOJISL.

TpeboBaHue 4: HEOOXOAUM KOHTPOJb CTaTUCTUYECKOIO KayecTBa
BBIXOIHOM MocjieforaTeIbHOCTH Y(t).

Hanee nepeuncieHbl TpedboBaHus mporpammucta K [T CY:

*  pasdyMHasi MpPOM3BOAMTENIbHOCTb. HeT cMmbiciia pa3pabaTbiBaTh

ITACY, kotopelii 1H, OyIeT UCIIOJIb30BAaTbCs BCIEICTBUE HU3-
KO CKOPOCTU BBIPAOOTKU CJyYaitHBIX MOCJEI0BAaTEIbHOCTEIA;

JIATYUK JODKEH OBbITh IIPOCT B IPUMEHCHUMU

HEOOXOIUMO 3aeiiCTBOBATh CYIIECTBYIOIIME <«CTPOUTEIbHbBIC
0JI0KM», T.€. 3JIeMEHTapHbIe KpunTorpaduieckrue GyHKIUU.

PaccMmotpuM Tenepb apXuTeKTypy M OCHOBHBIE KOMITOHeHTHI [TJ1CY,

ApxuTekTypa NpPorpaMMHOro AaTtdyuMka ClydaiHbIX Yncen

Kak yxe rosopunoch, ITJICY MomenupyeTcsi aBTOMaTOM U B JIIO-
Goif MOMEHT BpPEMEHU COAEPKUT BHYTPEHHEE COCTOSIHUE, KOTOPOe
UCTIOJIB3YETCsT UIsl TeHepalluy TICeBIOCTyYailHbIX BBIXOTHBIX CHUT-
HaJI0B. DTO COCTOSIHUE COIEPKUTCS B TaliHE M KOHTPOJUPYET OOJTb-
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mylo Jactb oopadorku. [lo aHanorum ¢ mmgpamMu Takoe COCTOSI-
HMe nonyynsio HasBaHue xawu [1JICY(key of the PRNG).

OueBunHo, yto ITJICY momkeH mpoWTHM Mpolemypy HavyalbHOM
WHULMATA3aLUY CTyYaliHBIMU JAHHBIMU (3TO MOXET ObITh, HAMPU-
Mep, UHULIMMPOBAaHHBIE IM0JIb30BaTeIeM COOBITHS 1100 MH(pOPMa-
LIMSI O BHYTPEHHEM COCTOSIHMM KOMITbloTepa). Takas nHuLrain3a-
LIS MOXKET YYMThIBaTh coxpaHeHHoe coctossHue I1CY. B uHocT-
PaHHOM JIMTEpaType Mnpoueaypa HayaJJbHOM MHULIMAIU3aLUK Ha3bl-
BalOT COOPOM IHTPOIMM.

Hanee, m1s1 0OHOBJIEHMS KII0Ya FeHepaTopy HEOOXOMUMO ITOMYIYUTh
BXOIHbBIE CUTHAJIbI, KOTOPBIE SIBJISIIOTCS CIIYYaliHBIMMU.

Yacto B 3TOM KauyecTBe MCIIOJIBb3YIOTCS OTYETHl BpeMEHU HaxkaTuit
KJIaBUII WM TIOAPOOHOCTU TEPEIBUKEHUST MBIIIA. DTU BXOTHbBIE
CUTHaJIBI Jajiee OymyT Ha3biBaThCs gvibopkamu (samples). B 6omb-
IIMHCTBE CHCTEM MMEETCSl HECKOJIbKO MCTOYHMKOB TeHEepaly Bbl-
0GOPOK, MO3TOMY MX KJIaCCH(DUIIMPYIOT M0 UCTOYHMKAM MTOCTYTIIEHUSI.

3ateM HEOOXOIMMO BBITIOJHUThL HEJIMHEHOe TiepeMellIiBaHue Te-
kymiero cocrosinus [1J1CY u monyyeHHbIX BbIOOpOK. [Ipon3BoauT-
cs ycnoxHeHue Kmoua [TICY.

Yenoncnenue (reseeding) — 310 mpoliecc 00beIMHEHMS ONPEAeIEH-
HBIM CIIOCOOOM CYILECTBYIOIIETO Kil0o4a M1 HOBOM BBIOOPKM (BBIOO-
POK) B HOBBII KJTIOY.

IIpy BBIKJIIOYEHUM W TIOCJEAYIOLLUEM BKJIIOYEHWMM CUCTEMBI Xejla-
TEJIbHO COXPAHSATb HEKOTOPbIE TaHHbIE (HarprUMep, KITIo4) B 3alll1-
ILIEHHO} BHEIIHEeW MaMsITH. DTO MO3BOJIUT MPH CIEAYIOLIEM 3aITyC-
K€ CTapTOBaTh B COCTOSIHUM, KOTOPOE MPOTUBHUKY TPYJHO YTaiaTh.
DT coxpaHEHHBIE TaHHBIE Jajlee Ha3bIBalOTCs seed-ghaiinamu (the
seedfile).

Metoabl aHanusa MNACH B peanibHbIX MPUIOKEHUSX

lNepeoueHka 3HTPONUU 1 yrafbiBaeMble Ha4aslbHble COCTOSIHUS

D10 camas 00bIyHas omnbka 6 peanbubix [1IJICY. H anpumep, ner-
KO B3SITh MOCJIEA0BATEILHOCTh BHIOOPOK, KaXKYIILYIOCSI CIy4aitHOM,
JUIMHOIK 128 OuT, 3arpy3uTh €€ B I€HepaTop W HayaTb FeHepUupo-
BaTh BBIXOJHOM curHai. Ecim okaxercs, 4To ara nocienoBaTe b-
HOCTh MeeT Jumib 40 cITyJaitHbIX OMT, TO TPOTUBHUK CMOXET BbI-
TIOJTH UTh TTOJIHBIIA Tepedop HauaabHoeo cocmosiHusa (starting points).

HenpasuibHoe obpalueHve c kno4amu v seed-darinamm

Bo3moxHO HempaBuiIbHOE oOpallieHre ¢ KlodamMu U seed-caiina-
MU, HalipuMep, OHM MOTYT ObITh 3aMMCcaHbl B CBOM-(]aiin orncpanu-
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OHHoii cucremoli mwi npu OTKpbITHM seed-daiiia Kiod OOHOBISI-
ercsl He MPM KaXIOM MCIOJb30BaHUMU.

Owiubku pearuzayuu

OcHoOBHas1 Mepa TMPEeIOCTOPOXKHOCTH — CAIgJIaTh Pa3yMHO IPOCTHIM
uHTepdeiic, Yrodbl MPOrpaMMUCT MOIYY MJI BO3MOXKHOCTb Oe30mac-
Horo ucnosnb3oBaHus [11CY B peanbHoM MpUIOXKEHUY, HE BH MKast
B TO, KaK OH pabOTaeT.

KpunroaHanutndeckune atakm Ha mexaHuam reHepauun NM4CY

Mexny yCIOXHEHUSIMU MEXaHU3M TeHepallly BbIXOIHOTO CUTHa-
na [IJCY aBnsieTcst noTokoBbIM g poM. Kak u ¢ apyrumu nomo-
Koebimu 1IM(ppaMu, BecbMa BEPOSTHO, YTO 1IU(P, UCMONb3yeMblid
B [11CY, HeckonbKo <1ad B KpUNTOrpauyeckoM OTHOILIEHUU, YTO
JIEJIACT BBIXOMAHOM IMOTOK B HEKOTOPO CTeneHH IpeaCcKa3yeMbIM WK
110 MeHbllei Mepe y3HaBaeMbIM. [1ouck cabbIx MecT B 3TOi YacTU
IIJCY ananormyen MoMCKY c€1a0OCTeil B IIOTOYHOM Iudpe.

ATaku Ha ¢aiinbl NPOMEexXyTo4YHOro XpaHeHus AaHHbIX

D10 aTakv, B KOTOPBHIX MCIOJNb3YeTCs MOMOJIHUTENbHAS HHGOpMA-
M O BHYTPEHHEM MeXaHW3Me pealn3alluu.

ATtaka nogmMeHoli BXOAHbIX CUrHasoB

TTpOTUBHUK MOXET IOCTPOMTH ATaKy, HABS3bIBAS HEKUE «CIIELIU-
ajbHbIe» 3HaueHus i Bxoma I11CY.

TumnoBasi peKOMeHAALMS sl PelieHus] JaHHOW TPoOIeMbl — BbI-
OOpPKM TOJKHBI 00pabaThiBalOTCs Xelll-DyHKIIMEel U CMEeLIBaThCs
¢ cymectBytoimm Kmoyom [1ACY.

ATaku nocTosiHHOV KoMrpomeTaLun

Hexotopeie ITICY obnanaror criemyronmM CBOMCTBOM: IOCIE KOM-
MpoMeTalMy Kjoya MPOTUBHUK BCErla MOXET MpeacKa3biBaTb
BBIXOIHbIE CHUTHAJIBI.

ATtaku utepaTtMBHOro yragbiBaHus

Ecau BEIOOPKM CMEILIMBAIOTCS € KIIIOUOM T10 Mepe MOCTYIICHUSI, TO
NpoTUBHUK, 3Haonmid kKmou [1JICY, Moxer mombITaThCs yraaaTh
CIIENYIOIIYIO «HempeacKazyeMylo™® BBIOOPKY, IOCMOTPETh Ha ciie-
IYIOLIUI BBIXOIHOI cueHan U POBEPUTD CBOIO JIOrajiky. DTO 03Ha-
yaeT, yto [1JICY, KoTophlil cMellBaeT BEIOOPKU ¢ 32 OUTaMM SHT-
ponuM TpU TeHepaLMKU KaXkIbIX HECKOJBKHUX BBIXOMIHBIX CJIOB, BOC-
CTAaHOBUTCS TIOC/IE KOMIIPOMETALlMK KJII04Ya TOJIbKO B TOM CJIydae,
€C/IU TIPOTUBHUK HE OOHAPYXKUT BO3IEUCTBUE TPEX-UETHIPEX TAKUX
BBIOOPOK Ha BBIXOIHBIC CUTHAJIBI. ATaKM TAKOTO poja MOJIyYrIid Ha-
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3BaHUE amak umepamugro2oyeadviéany, ENVMHCTBEHHDIN cI10OCOO
TPOTUBOCTOSITh UM — COOUPATh BBIOOPKU SHTPOMUU B ITYJI, OTIEIb-
HBII OT KJTI0Ya, U YCJIOXHSTh KITIOY.

Artaku nepebopa c Bo3spaTtamu

Hexotopsie TTIJICY nerko nporoHsITh Ha3amd, TakKe Kak U BIEPE.
B kauectBe mpumepa moxxHo npuBecti RSAREF 2,0 PRNG: npo-
TUBHUK, cKoMmIpoMeTupoBaBiuii kiou [TJICY mocne Toro, Kak
ObuIa creHeprpoBaHa mapa kirodeii RSA (high-value RSA key pair),
MOXET BEpHYThCSI 1 y3HaTh 3Ty KimoueByto napy. B I1JICY cremyer
BKJIIOYMTh MEXaHU3M OTPaHUYEHUS aTaK TAKOTO poia MyTéM orpa-
HUYEHUS YKCIIa BBIXOMHBIX OAAT.

KomnipomeTtauus kioder, creHepupoBaHHbIX
N3 CKOMIIPOMETUPOBAHHOIO KJito4a

Hauxyniee, uto MoxeT ciiyauThbest mpu komnpomerauuu [TCY. —
KOMITPOMETALMSI CUCTEMHBIX KJTIOUEH, eClTU JUUIsI UX TeHepalyu Kic-
nosb3yetcs gaHHbI [TJICY. Eciu reHepupyeMblii K104 OYeHb 1ie-
HEeH, Biazesell MoTepIUT 3HaYuTeIbHbIN ypoH. Kak roBopuioch
paHee, OMAcCHOCTb aTakKd WUTEPATUBHOIO YraJbIBAaHUS 3acTaBIISIET
cobupaTh SHTPOIUIO B MyJI MIPEXAe, YeM C €€ e MOMOILBIO OyneT
YCJIOXHEH KiMo4 reHeparopa. [1pu reHepaiiu BecbMa LIEGHHO™ KITIO-
Yya peKOMEH/IyeTCsl UMETh HEKOTOPOE KOJTUUECTBO JOMOJHUTEIbHOM
sHTponuu. IloaroMy mosb3oBareib MOXET TMOTPeOOBaTh SIBHOTO
YCJIOKHEHUS KJTIo4ya reHeparopa. OtadyHKIMsIHE TIpeHa3HaYeHa
JUISL 4acTOTO MCTIOJIb30BAHUSI — TOJIBKO JUISI TEHEPAIMU CEKPETOB
(Ky1104eii) BhICOKOI LIEHHOCTH.

Tunosblie komnoHeHTbl MACY
CoBpemeHHbIe TTpoeKThl [TICY BbIaeas0TYeThIPE OCHOBHBIXKOM-
TIOHEeHTAa pean3aluu JaTInKa:

1. Haxonumenawv sumponuu (entropy accumulator) — cobupaer
BBIOOPKU U3 UCTOUHUKOB CIIyYAaHOCTU U TIOMEIIAET UX B OMH
WY HECKOJILKOIYJION;

2. mexanuszm ycroxcHenus (reseed mechanism) — nepuoanyecku
YCJIOXKHSIET KITIOY TeHepaTopa, MCIOJb3ysl SHTPOIUIO MYJIOB;

3. MexaHM3M reHepaluu (generation mechanism) — reHepupyer
BeIxogHble curHaibl [TCY u3 kioua;

4. mexanuszm ynpasnenus ycaoxcnenuem (reseed control) — omnpe-

AeJisieT BPEMsI BbINIOJIHEHHS YCI0KHEHMSI.

[1pc anonaraercd, 4YTO MOXHO HAKOIIUTb JOCTATOYHO CIIyYailHbIX
JIAHHBIX, YTOOBI ITPUBECTU JaTUMK B HEYTraabIBaeMoe COCTosIHUE (0e3
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9TOro TGCANOIOXEHUSI HET cMbIcia mpoektuposath [1JCY). [a-
Jee OyIeM CuUuTaTh, YTO €CTb KPUMNTOTpadruuecKre MeXaHU3MBI,
KOTOpbIe OyoyT TeHEepUpOBaTh BBIXOMHBIE CUTHAJIbI, HEOTIMYMMbIE
JUISL TIPOTUBHUKA OT CIyYaitHBIX (HAaIpuMep, FreHepalusi OTpe3KOB
raMmMbl 1ipy oMo ajaropurMa I'OCT).

HeobxomumMo OTMETUTH 1Ba BaxKHBIX MOMEHTA:

1. BbxomHble curHaiasl [1JICY mpousBomsTcs Kpunrorpabpudec-
ku. Takum 00pa3oM, CHCTEMBI, IJie OHU MCIIONL3YIOTCS, He 60-
J1ee 6e30nAcHbl, YeM UCNONb3YeMbLIMEXAHUM ceHepayuU;

2. I11CY umeer NpUHLUMUIIMAIBHO OTPAaHUYEHHYIO CTOMKOCTb, BbI-
paxeHHylo (DyHKIIMei OT pa3 Mepa Kiloya.

Haxonaenue sumponuu (entropy accumulation) — 310 mpoliecc, npu
xotopom I1JICY mosyyaeT HOBOe HeyraablBaeMOC BHYTPEHHEE CO-
CTOSIH He. Bo BpeMsT MHHIMAIM3AMN 1 7151 OCYILIECTBIIEHUST YCIIOXK-
HEHUS BO BpeMsl pabOThI BAXKHO YCTICIITHO HAKATUIMBATh SHTPOIUIO
U3 BbIOOpoK. Bo n3bexxaHue arak HTepaTHBHOIO YTaabIBAaHUS U YIu -
THIBasl PETYASIPHOCTb YCJIOXHEHUs BAXHO TPABWJIBHO OLIEHUBATDH
KOJIMYECTBO SHTPOIUM, HAOpaHHOE 0 KOHKPETHOrO MOMEHTA Bpe-
MeHHU. MeXaHu3M HaKOTIEHHSI SHTPOIUM JOJIKEH TakKe COMPOTUB-
JISITBCSI aTakaM nodmeHsl 6x00H020 cueHana (chosen-input attack),
KOrna MPOTUBHUK, KOHTPOJIUPYIOIIMI HECKOJIBKO BBIOOPOK, IO HE
Bce, He cMoxkeT 3actaBuTh [1JICY motepsiTh SHTPOMNUIO U3 HEU3BE-
CTHBIX BBHIOOPOK.

Tak, B mpoekTe Yarrow SHTPOIMMSI HaKaIlJIMBAeTCs B ABYX Mynax (T.H.
OBICTPOM 1 MEIUIEHHOM).

bBoicmpuiii nysa obecrieunBaeT yacThle YCIOXHEHMST KIoya TeHepa-
TOpa. DTO rapaHTUPYeT, YTO KOMIPOMETAIMS KITIoYa UMEEeT HEeBbI-
COKYIO TIPOIOJIKUTETbHOCTD.

Meoaennwiii nya odbecrieyrBaeT peaKue, HO CyIIIeCTBEHHbIE HEJIMHEH -
HbIe YCIOXHEHMS. DTO TOJDKHO rapaHTUPOBaTh 0E30I1acHOE YCIIOXK-
HEHUE JaKe B TOM CJIy4ae, KOra OLIEHKM MCXOMHOI HTPONMH CUJIb-
HO 3aBblllIeHbI. BXx0omHbIE BBIOOPKHU MOCHUIAIOTCST B OBICTPBIN 1 MEI-
JICHHBIU IyJ1 TIOOYEPEHO.

Hwxe nepeuriciieHbl TpeOOBAHUS LTSI KOMHOHEHMA — HAKONUMens

aumponuu (the entropy accumulation component).

1. HeoGxomumo 10OUThCSI HAKOTUIEHUS MOYTU BCEl SHTPOIMU U3
BBIOOPOK 10 pa3Mmepa IiyJa.

2. 11pOTUBHUKHE TOJIKEW MMETh BO3MOXHOCTb BbIOMPATh BEIOOPKU
JUTSI YHUYTOXKEHUST BIMSTHUS Ha TIyJT TeX U3 HUX, KOTOPbIE OH He
3HaeT,
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3. l_[]Z)OTI/IBHI/IK HE JOJLKEH HMMETb BO3MOXKHOCTL IIPHUBECTU ITyJI B
JII000r0 ponma «caaboe* COCTOAHUE, U3 KOTOPOIO OH HE CMOXKET
yCrneurHo CO6I/IpaTI) SHTPOINHIO.

4. TIpOTUBHMK, KOTOPKI MOXET BHIOUPATh, KAKME OUTHI B KAKUX
BBIOOPKAX €My M3BECTHBI, HO BCE eli§ BBIHYXIEHHBIN JOITyC-
KaTb IT HEM3BECTHBIX OUT, HE JO/DKEH UMETh BO3MOXKHOCTD Cy-
3UTh YMCJIO BEPOSITHBIX COCTOSIHMI ITyJIa 3HAYUTEIbHO MEHb-
e 2".

3aMeTiM, 4TO MOCIeNHee YCIOBUe OveH b BakHoe. OHO TpebyeT mc-
ITOJIb30BAHUS XelI-(DYHKLIVH.

OueHka SHTPOIIMU — 3TO IMPOLECC OMPEACICHUA KOJINYCCTBA yCU-
JIH, HE0OXOIUMBIX IIPOTUBHUKY JIs1 OTraablBaHUs TCKYLICTO CO-
ACPXKMUMOIO ITYJIOB.

BaxxHbIil MPUHIAT — TPYIMITAPOBATh BEIOOPKK MO UCTOYHUKAM U
OLICHMBATD BKJIa[ SHTPOIMUU KaXIOr0 MCTOYHWKA OTOEIbHO. [Ist
3TOTO OT/EN bHO OLIEHUBAETCST SHTPOITHS KaXKION BRIOOPKH, a 3aTeM
CKJTaIBIBAIOTCS OLIEHKM BCEX BBIOOPOK, TPUIIIEIIINX U3 OTHOTO UC-
TOYHUKA.

[Mpu «mmuranun» [TJICY u3 omHOrO MCTOYHUKA, KOTOPBIi, KaK Ka-
JKETCsI, TAET BBICOKOCTYJYalfHbIE TAaHHbIE, BO3MOXHA CUTYyallMsl, KOrIa
ITICY okaxercst ysI3BUMBIM JUTSI aTaK UTEPAaTUBHOTO YrabIBaHMUSI.

OnrHOYHOMY OBICTPOMY MCTOYHMKY MO3BOJISETCS WHUIIMHUPOBATDH
4YacToe YCJIOXHEHUE U3 ObICTPOro MyJsia, HO He U3 MEWIEHHOro. D10
rapaHTUPYeET TO, YTO YCIOKHEHHUE TIPOMCXOAUT YacTo, HO €CJIU OLIeH-
KUY 3HTPOMUU W3 JIYIlIero MICTOUHMKA He TOYHBI, B KOHIIE KOHIIOB,
MPOU3OMAET YCIOKHEHWE U3 MEUIEHHOTO IMyJla Ha OCHOBE OTNEHOK
SHTPOIUU JPYroro UCTOUHMKa. HamoMHUM, 4TO BEIOOPKM U3 Kax-
JIOTO MCTOYHWKA YepeayloTcss MEXIy ITyJaMHu.

HeobxomuMo ObITh OCTOPOXKHBIM TIPU ONPEICTICHUM BEPOSITHOCTHBIX
XapaKTepUCTUKICTOUHUKOB CTydaitHocTH. OHI He TOJDKHBI ObITh OJTH3-
KO CBSI3aHBI WIM UMETh KaKue-JIN00 CyIIeCTBEHHbIE KOPPEISIIN.

DHTPOMNUST KaXI0il BHIOOPKU M3MEpSieTCsl TpeMsT CrocobaMu:

*  TIpOrpaMMMCT JIaeT OLICHKY BHIOOPKU MPU HATTMCAHUU TIpOTrpam-

MbI cOOpa JaHHBIX U3 3TOro McToyHuka. Hampumep, nporpaM-
MMCT MOXET cO30aTh BBIOOPKY C OLIEHKOI €e KauyecTB JJIMHOU B
20 Gair;

JUIST KaKIOTO MCTOYHMKA HCIIOJIBb3YeTcsl 0co00e CTaTUCTUYEC-
KOe YCTPOMCTBO OLIEHKM 3HTPOIMM BBIOOPKU. DTa MpoBepKa
HarpaBjieHa Ha BBISIBJICHUE HEHOPMATBHBIX CUTYalldii, B KOTO-
PBIX BBIOOPKM MMEIOT OYE€Hb HU3KYIO SHTPOIIUIO;
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* ISl TIONy4eHUs MaKCUMAJTbHOM OLIEHKW SHTPOIUU B BBIOOpKE
CYILIECTBYET MaKCHUMaJIbHAasl «IJIOTHOCTb» BBIOOPKU. DTO UIH-
Ha BBbIOOPKM B OMTaX, YMHOXEHHAs Ha HEKOTOPYIO KOHCTaHTY,
MEHBIIYI0 eIUHUIIBI. B HacTosiiee BpeMsi MCIIONb3YeTCs MHO-
xutens 0,5.

B kavectBe sHTpOIMU BLIOOPKM 3amaeTcsl HAUMEHbIask U3 3THX
OLIEHOK.

Creunduueckue cTaTUCTUYECKHE MMPOBEPKU 3aBUCST OT TIPUPOIBI
HMCTOYHMKA Y OTJIMYAIOTCS B Pa3HbIX peam3anusix. bonee mompoo-
HO O HUX PaccKa3aHo Jajee.

BoeixonHoit curnan ITJCY noimkeH ObITh TAKMM, YTOObI HE 3HAIO-
LM KITIoYa TeHepaTopa MPOTUBHUK HE CMOT OTJIMYUTD BBIXOJHOM
CUTHAJI TeHepaTopa OT CJYYaiHO# MoC/en0BaTeIbHOCTH.
MexaHu3M reHepanuy J0JKeH ObITh:

*  CTOMKMM K KPUNITOAHAMTHICCKMM aTaKaMm;
»  npouzeodumenvHuim (efficient);

*  CTOHMKMM K atakam nepebopom c eozepamamu (backtracking)
MOCJie KOMIIPOMETAIMA KJTIOYa;

*  CIIOCOOHBIM T€HEpHUPOBATh OYECHb JIMHHYIO T1OCJIEeI0BATEIbHOCTh
CUTHAJIOB 0€3 yCJIOXKHEHUSI.

MexaHu3M yCTIOKHEHUST «COeAMHSIET* HaKOIMUTEIb SHTPOIUU C
MeXaHM3MOM reHepaiinu. Koraa MexaHu3M KOHTPOJIS yCIOXKHEHUS
onpenessieT, YTo YCJIOKHEHWE HEOOXOMMMO, MEXaHU3M YCIIOXKHe-
HMSI TOJDKEH OOHOBUTH KITIOY, MCIIONB3YeMbIii MEXaHM3MOM TeHe-
paiyu, JaHHBIMU OT OJHOTO WJIM JBYX ITYJIOB, TOIIEPXKWBAEMBIX
HaKOIMUTEJIeM SHTPOMUU, TAKMM 00pa3oM, YTOObI K04 ObUT HEU3-
BECTeH TPOTUBHUKY MOCJTE YCIOXHEHUS, eCM KoY JUOO TyJIbI
HEN3BEeCTHbI eMy Tiepesl YCIOKHEHUEM.

BoamoxHo, yto mpu m crpoenmm I1JICY mnotpeOyercst caenarh
TIPOLIECC YCIIOXKHEHUSI IOCTATOUHO PECYPCOEMKUM, UYTOOBI 3aTpy/i-
HWTb aTaky Ha OCHOBE YTaJbIBAHUSI HEU3BECTHBIX BXOIHBIX BBIOO-
POK. JLyist TeHEpUPOBAHUA K O W O KJII0Ya IIPY YCJIOXHEHUY U3 ObIC-
TPOTO TMyJa UCTIOJIB3YIOTCSl TEKYIIMI KIIIOY M Xelll-3HaueHue BCex
CUTHAJIOB — BXOIHBIX JIJIsI OBICTPOTO MyJia ¢ MOMEHTA MOCTeAHEro
yenoxHeHns (MM MOMEHTa 3amycka reHeparopa). Ilocie storo Bce
OLIEHKU 3HTPOMUU JJIsSI OBICTPOro ITysia OOHYJsItoTCs. Jisi reHepu-
pOBaHUs HOBOTO KJI0Ya MPU YCIOXHEHWE M3 MEIUIEHHOTO Mysa
WC TIOJBITYIOTCS TEKYIITUI KITI0Y, Xewut BCeX CUTHATIOB — BXOJHBIXIUIS
OBICTPOrO IMyJla C MOMEHTA ITOCJIEMHEr0 YCAOXKHEeHUsT (MM MOMEH-
Ta 3amycka reHeparopa) U Xell aHAJIOTMYHBIX CUTHAJIOB I MeMl-
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JIeHHoro IyJa. Iloce 3Toro mce oIeHKM SHTPOITMU IS O00MX ITy-
JIOB OOHYJISIIOTCSI.

Monynb ynpaBieHHsSI YCJIOXHEHHEM J0JDKEH YYUTBIBATH OMpee-
JIeHHbIe (hakTopbl. YacToe yc. I03KHenue KeaaTeIbHO, HO OHO Jiejia-
eT bojiee BEpPOSITHOM aTaky MTEPaTMBHOTO yraabiBaHust. Hedactoe —
Ja€T IPOTUBHHUKY, CKOMITPOMETUPOBABIIEMY KITI04, GOJbiie MHMOP-
Maiuu. B Momyse yrpaBieHUsT yCIOXKHEHUEM COOTIONAETC KOMIT-
poMHKCC 3TUX yCoBMiA. [To Mepe TOCTYIJIeHUs] BBIOOPOK B KaKIbIit
MyJl COXPAHSIIOTCS OLEHKM SHTPOIMMUU IS KaXKIOr0 MCTOYHHUKA,
Korna Takas olieHKa aJist 11000ro MCTOYHUKA B OBICTPOM ITyJIe TIpe-
OIIOJIEBAeT IMOPOrOBOC 3HAYEHME, WHMIMUPYETCS YCIOXHEHUE Wu:!
OBICTPOro IyJia (BO MHOTMX CHCTEMAX 3TO JOJDKHO MPOUCXOIWTH
10 MHOTO pa3 B yac). Korma olieHKu st JIIoObIX K M3 IT UICTOYHUKOB
B MEUIEHHOM IIyJie TPEBBIIAIOT TIOPOroBbie 3HaUeHUs (OoJiee Bbl-
COKHE), UHULMUPYETCS YCIAOXHEHUE U3 MEMUICHHOrO Ty/a. DToT
MPOLIECC TOpa3no MeUICHHEE,

O6wwas koHcTpykuus MNACH

Hamm obiee o ucanme [1C Y ¢ ucrionb3oBaHUEM ITPOM3BOJIBHBIX
OouHoro mmgpa u xem-GyHKuuA. Ecam oba maHHBIX anropuTMa
HAZIEKHbI W TEHEpaTop IIOJIydaeT JOCTATOYHYIO WMCXOMHYIO 3HTPO-
TMIO, TO MBI TIOTy9aeM CTOMKMWIA (IT0 yKa3aHHBIM BBIIIIE KPUTEPU-
sm) T1ICY.

MTaK, HEOOXOMMMBI JIBa aJIrOpUTMa CO CJIEAYIOIIMMU CBOMCTBAMMU:

1. omHOCTOPOHHSS Xel-QYyHKIMS h(X) ¢ XelI-3HaYeHUeM ITMHOM
TO owr;

2. onounsiit mmdp E(x, K) ¢ pasmepoM kmoda k 6ur 1 pazmepom
0J10Ka OTKPBITOTO TEKCTA IT OUT.

Ipeamnonaraercst, uto Xei-(yHKIIMs 00IanaeT CASAYIOIIMMU CBOIA-
CTBaMu:

*  HEBO3MOXHOCTBbIO OOHAPYXKEHUST KOJUTU3UIA;

*  OHOCTOPOHHOCTHIO;

* IIpru JaHHOM MHOXECTBE M BO3MOXHBIX BXONHBIX 3HAYEHUI

BBIXOIHbIE 3HAYEHUS pacrpeeneHbl Kak [M nabopoe (selections)
PaBHOMEPHOTO pacIpeieieHrsT No m OuT.

IMocnenHee TpeboBaHUeE IMOApPa3yMeBaeT CJeOylollee: axe eciau
MPOTUBHUK 3HAET OOJIBIIYIO YaCTh BXOMHOTO OJI0Ka Xelll-(hyHKIIH 10,
y Tero BcE Ke HET CBEIEHUI O BBIXOITHOM CHUTHAJIC, €C/IM TOJIBKO OH
He MOXET MePEeYrCIUTh MHOXKECTBO BO3MOXKHbBIX BXOIHBIX CUTHAJIOB.
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Briounblii mmdp NoKeH OTBeYaTh CIEMYIONIMM CBOMCTBaM:

*  OH JHOJDKEH OBITh CTOMKHMM K aTakam IIp1 3HAHUMU TI1ap «OTKPbI-

ThIi — HIM(OBAHHBIN TEKCT», AaXe K TeM, KOTOpble TpeOyloT
OOJIBILIONO YKC/IA OTKPBITHIX COOOIIEHUI U COOTBETCTBYIOILIMX
WM 3a1Ir(pPOBaHHBIX COOOIICHNI;

* OH moyke! ( HMMETH XOpPOLIME CTaTUCTUYCCKUEC CBOMCTBA BBIXOIHBIX
CUTHAJIOB, OaX€ ITPHU BBICOKO 1Ia0TOHHBIX BXOAHBIX CUTHAJIAX.

CroliKocTh B OUWTax ITOJy4aeMOTro TeHepaTopa OTpaHWYMBAETCS
min(m, k). Ha mpaxTtuke 3TOT Ipemes HEMHOTO He JOCTUTAEeTCs.
IMprunHa B TOM, YTO €CIM B3SITh M-OMTHOE CIydaifHoe 3HaYCHUE U
TIPUMEHUTD Xelll-(PYHKIINIO, TAIONIyI0 M OUT BBIXOTHOTO CUTHAJa,
TO Pe3yJbTaT UMeeT SHTPOIMKM MeHbIIe, YeM m OWT, M3-3a CITydJaro-
IIMXCS KOJTM3WIA. BiausiHue atoro cakropa HEBEJIMKO, caMmoe 60JTb-
10e TEPSIETCS] HECKOJIbKO OMT SHTPOTIMU. DTOT HEOGOJBIION TTOCTO-
SIHHBIN (DaKTOp B NaJbHEWIIEM WTHOPUPYETCS W CUUTAETCS, YTO
I'TICY mmeer croiikocts min(m, k) Our.

T'eHepaTop OCHOBaH Ha MCITOJNIb30BAaHUHU OJIOYHOTO 1Mbpa B PexKu-
Me CUeTIMKa.

Hwmeercs n-outHoe 3HaueHne C cyérumka. YToObI creHeprupoBaTh
N-OUTHBIN BHIXOTHOM OJIOK, 3TO 3HAUYEHWE YBEIMIMBAETCS Ha OUH
¥ 3aIIMPOBHIBAETCS OJIOUYHBIM I POM:

Ce(C+1) mod 2°

R« E,( C), e R — cnenytoumii BeixonHoi 610K, K — tekymmii
xmou TTICY.

Ecnu B HEKOTOPBINi MOMEHT BPEMEHU K04 KOMITPOMETUPYETCSI, HE
JIOJDKHO PacKpbIBaThCSl CUIITKOM MHOTO CT€HEPHUPOBAaHHBIX IO MO-
MEHTa KOMIPOMETAIIMM BbIXOIHbBIX CUTHAIOB. BuiHO, 4yTO JaHHBI
MeXaHW3M TeHEepallud HUKAaK HE COTPOTHUBISIETCS aTakaM TaKOro
pona. Ilo sToii mpuurHe HEOOXOAUMO BECTU MOCTOSIHHBIN MOACUYET
KOJTMYECTBA BBIXOAHBIX 0JI0KOB. [1p1 MOCTMXKEHNM HEKOTOPOTO Tpe-
Niesia cucmemHno20 napamempad bezonacrocmu (System security para-
meter) P — on orseyaer TpeboBaHuAM 1 < Pl — jepepupyer-
¢4 k GUT BBIXOIHOTO CUTHAJIa TeHepaTopa. OHM UCIONb3YIOTCS KaK
HOBBII KJTIOU:

K <- cnenyromme k 6ur BeixogHoro curaana [11CY.

BOra onepauus Ha3blBACTCS ;uim.60pom 2enepamopa (generate gate),
3aMeTiM, 4TO 3TO He OTepalvs YCIOXKHEHMS, TaK KakK B K04 He
BBOIUTCSA HOBasi HTpomus. C I1eIblo COXpaHEHUsT HAMOOJbIIei
6€30MacHOCTM KOHCTPYKIIMM MaKCUMAITbHOE YWCJIO BBIXOMHBIX CHT-
HAaJIOB TeHepaTopa MEXIy YCI0XKHEHUSIMH OTpaH! YNBAETCSUNCIIOM
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min(2", 2"™P ) n-6UTHBIX BBIXOMHBIX GOKOB. IlepBEIil apryMeHT
(byHKIm ¥ ipenoTBpaiaet C OT 3aLMKIMBAHNUS, BTOPOil IIPaKTHYEC-
KM UCKITIOYaeT BEPOSITHOCTh Toro, 4to K mpumeTr omiHO 3HaueHue
neaxnel. Ha mpaktuke P, ciemyeT ycTaHaBiIMBaThb ITopasno HUXKE
31010 ynciaa (Hanpumep, P = 10), YToObI MUHUMU3MPOBATH YU CJIO
BBIXOIHBIX CUTHAJIOB, KOTOPBIE MOXHO Y3HATh IIPU MOMOILY aTaK/

nepedopa ¢ BO3BpaTaMM.

AnropuTtmbl Ha4yanbHO HULUManu3sauuu NACY

3anamum pyHkuuu KeyboardHook 1 MouseHook kak dyHKIMu
o6pammoeo évi306a (callback routines), KOTOpble BHI3BIBAIOTCS KaxK-
JIbIA pa3, Korma MPOVCXOAUT COObITHE, CBA3aHHOE C MBIIIBIO WU
KJIaBuatypoil. OHM 3amycKaloTcsl B TPOCTPAHCTBE Tpoliecca, Mpu-
HUMAIOILIETO COObITHE. DT (PYHKLMU IIPOBEPSIOT MPUUMHY COObI-
TUS M COXPAHSIOT IaHHbIe O HeM. JIOCTyI K Koy cOopa/XpaHeHusT
JaHHBIX KOHTPOJMPYETCS MBIOTCKCOM. [Iporiecc, 3amyckalouiuit
TIPOLIEMYPHI CAEKEHNs, YCTAHABIMBAET TakKe ¢hiar, CUTHATU3UPY-
ol 00 3TOM, TaK YTO OH He OJOKUpyeT caM celst (oIlmbKa co-
CTOSTHUSI, BO3HUKAIOIIAsl TIPY OJIOKWPOBAHUU JIBYX TIOTOKOB BBITTOJ-
HEHMsI, KOIJa KaXIblii TIOTOK XXIET OCBOOOXKIEHUSI pecypca, UCTONb-
3yeMOro OPYTMM TIOTOKOM), €CJIM CJIEMYIOIIMI CUTHAT IMOCTYMaeT
pu 00pabOTKe MPEIbITYIIIETO.

PaccmoTpuM, Kakue JaHHbIE 3aMMChIBAIOTCS 3TUMU (DYHKUIMSIMU
(Bce melicTBUSI ¢ MBIOTEKCAaMU TPU 3TOM OIYCTUM).

Campblii poCTO Cydaii Mpy CJAEKEHUU 3a MePeIBIKEHUSIMIA MbILLIA
(bysxuus MouseHookQ):

switch(wParam) /* Message type */
{

case WM_MOUSEMOVE: /* Record the mouse location */
case WM NCMOUSEHOVE

./ Start mutex ¥/
((MOUSEMOVETYPEOmmMGetPtr(mousemove))[mousemoveindex++] =
C(MOUSEHOOKSTRUCT™)IParam)->pt;

/% Dump data if necessary */
if(mousemoveindex >= MOUSEMOVESIZEX
WriteHouseMove(HOUSEHOVESIZE);
mousercoveindex = 0;}

. End mutex */
break;
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3nech:

*  mousemove — MceBaoyKa3aTeib, MCITOJIb3YEeMbIi MPU 3alMIIEH -
HOI1 paboTe ¢ maMsIThio mocpencTBoM 6udamoreku smf.dll (MM -
nuanu3upyercs B SetHooks);

*  mmGetPtr(mousemove) — (QYHKIIMs, BO3Bpamalmas peajib-
HBIN yKa3aTeJb, COOTBETCTBYIOLINI TICEBIOYKAa3aTEeIIO;

*  mousemoveindex — HOMep TEKYIIEro 3J1eMeHTa MacCuBa, amape-
cyemoro ((MOUSEMOVETYPE*) mmGetPtr(mousemove));

* MOUSEMOVESTZE — pa3Mmep MaccuBa, BBIACJICHHOTO MO
XpaHEeHUe JaHHBIX.

Tenepb cinydail CaeXXeHUsT 3a HAXXKaTUSIMU KHOTIOK MbIIIN (hyHK-
unss MouseHookQ):

static DANORD then = 0;
static DN\ORD now = 0;
WORD diff;
LARGE_INTEGER time;

switch(wParam) /* Message type */

(
case WM_LBUTTONDOWN: /-Get timing from button
clicks. .. */
case WM_RBUTTONDOWN:
case WH_MBUTTONDOWN:
case Wi NCLBUTTONDOWN:
case WM_NCRBUTTONOOWN:
case WM_NCMBUTTONDOWN:
,./* Start mutex */
/'Check time*/
if(PerfCount==TRUEX
QueryPerformanceCounter( &time);
/«Less than the last 32 bits will be significant anyway */
now = time.LowPart;
Jelsefnow = GetTickCountC;/ }
/*Set timers and collect data*/
diff = (@ow - then) & timemask;

then = now;
((HOUSETIMETYPE*)mmGetPtr(mousetime))[mousetimeindex+-+]
= diff;

/* Dump data if necessary */

if(mousetimeindex >= MOUSETIMESIZEM
/* Return value is irrelevant */
WriteMouseTtme(MOUSETIMESIZE);
tnousetimeindex = 0;
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./ End mutex */
break;

PaccMatpuBas Ko, MOXKHO CIe/IaTh BBIBOJ, YTO 3aIIMCHIBACTCS pa3-
Huna (rmepemeHHas diff) Mexxmy 1BymMsT cocemHUMU (DUKCHUPYEMbI-
MM COOBITUSIMU.

Crtocob 06pabOTKM COOBITHIA OT KJTaBUATYPhI BBITVISIAUT aHAJIOTMYHO:

/* Check time */
if(PerfCount==TRUE){
QueryPerformanceCounter(&time);
/*Less than the last 32 bits will be significant anyway */
now = time. LowPart;
telse{ now = GetTickCountQ; }
/*Set timers and collect data-/
diff = (now - then) & timemask;
then = now;
C(KEYTIMETYPE*})mmGetPtr(keytime))[keytimeindex++] =  diff;
/*Dump data if necessary */
if(keytimeindex >= KEYTIMESIZEX
/* Return value is irrelevant */
WriteKeyTime(KEYTIMESIZE);
keytimeindex = 0;
I
3HavyeHus nepeMennbix PerfCount m1 timemask ycraHaBimBaroTCst
dynkmeii sctupCounter(), KOTOpast BBI3BIBACTCSITOIBKO (PYHKITHEH
SctHooks() mociie ycTaHOBKM ITTOAKITIOYAEMBIX TIPOLIEIYp, T.e. B
Hauasie padoThl. JIuctuHT pyHkimm setupCounterQ v oObsIICHYST
YKa3aHHbBIX ITEPEMEHHBIX TTPUBEICHBI HILKE.

/*Timer stuff*/
static BOOL PerfCount = FALSE
static DNOD timemask = O0;

void setupCounter(void)
/* This function will set PerfCount if there is a
performance counter and will set timemask such that only the
mostly significantly random bits of the timing intervals are
kept */
I

LARGE.INTEGER 11;

PerfCount = QueryPerformanceFrequency(ili);
if(PerfCount == TRUE) /* If there is a performance
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counter, check frequency */

if(li.HighPart != 0) /"Extremely higti frequency
counter*/
{ timemask = OxOOOOFFF, }
else if (li.LowPart >= 1000000) /*Usual value appears
to be 1193180-/1timemask = OxOOOOFFFF;, }
else if(li. LowPart >= 70000)
{ timemask = OxOOOOOFFF; }
else if (1i. LowPart >= 1000)
{ timemask = OxOOOOOOFF, }
else
{  PerfCount = FAISE; /* You are better off using the
device timer at this point... */
I

if(PerfCount==FALSE)/* If not, we have to use
GetTickCountO  «/
{ timemask = OO0000CCF, /- Resolution of about 10ms */}
}
OTMCTUM, YTO B IpOLIeAypax CIEeXKEHUS HCIIONb3YIOTCS IBa Bapu-
aHTa IOJIY4YCHHMA OTCYCTOB BPEMEHU:

1. npu nomonm ¢pyHkuuu GetTickCountQ, npuyéM 310T criocod
HCTIOJIB3YIOT TOJILKO B TOM Cilyyae, €clii He paboTaeT BTOPOIf;

2. mpu nomonm ¢yHkuuu QueryPcrformanceCounter{), Bo3upa-
IIAIOIICH TEKYyllee 3HAUYCHUE BbICOKOMOUHO20 CUEMUUKA NPOU3-
eéodumenvrocmu (the high-resolution performance counter),
HaJIMYMe KOTOPOro 1 YaCTOThl OOHOBJIEHUSI (OT Hee 3aBUCUT Mac-
Ka timemask, ompenesiomnieii KoJIu4ecTBO YUUThIBAEMbIX OalT
B OITHOM MOCHUIKE), MPOBEPSIIOTCS ¢ MOMOIIbI0 PyHKIMU Query-
PerformanceFrequency() npu wuHULMANU3aluyd B (QYHKUUK
setupCounterQ. (ITompoGHee 06 3ToM cuétunke — B MSDN).

Mednennuiit onpoc — npoliecc MOTYYEHUS «paciuIbIBYATO» CTydaii-
HBIX JAHHBIX U3 cCUCTeMHBIX TaHHBIX OC. Bbi3vieaencs npy MTHULIN-
amuzaruu T1IACY w1 moiaydeHus: HayaabHOTo COCTOSIHUS. TepMuH
«pacIuibIBYaTO» MPUMEHEH TIOTOMY, YTO B HACTOSIIIIee Bpemsi HeT
XOPOIIIEH OLIEHKN KOJIWYEeCTBA SHTPONUH, KOTOPYIO OHU COEpKarT.

IlonHbIit TeKCT AaHHOH (PYHKLIMHM TOKa3aH HILKE,
int m_pmgSlowPoll(UINT pollsize)

{
BYTE *buf;
DWORD len;
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prng_error_status  retval;
CHECKSTATE(p);

buf = (BYTE.)malloc(pollsize);

if(buf==NULL) {return PRNGHERLONNVBEHORY, }

len = prng_slow_poll(buf .pollsize); /* OS specific call */
retval = prnglnputEntropy(buf,len,SLOWPOLLSOURCE);
trashMemory(buf,pollsize);

free( buf);

return retval;

}

Hawubonpmmii nHTEpEC MPEeacTaBisieT AeBsaTast CTpoka. B Heit ocy-
IIecTBIsIeTcs BbI3oB (pyHKuMuU prng_slow poll(), Kom KoTopoit
yHUKayeH 11t KoukpetHoir OC. PaccMmorpuM Bepcuio prng_slow
poll() O-"a Windows NT.

DN prng_slo«_poll(BYTE *buf,UINT bufsize)

/* Slow pool returns a ton of data from the performance data
registry key */

{

DWORD len = bufsize;

RegQueryValueEx (HKEY_PERFORMANCE_DATA, "Global",
NULL, NULL, buf, Slen);
RegCloseKey (HKEY_PERPORMANCE_DATA) i

return _HIN(bufsize, len);

I

Kak BumHo, nannasie 6epyrcs u3 kmoua peectpa HKEY PERFOR-
MANCE_D ATA, conepkalliero TeXHU4eCK1e JaHHbIe , UAUOAHHbIE
npoussodumenviocmu (performance data).

Bonee mompobHyio nHbopMaLmio MoxHo HaiiT B MSDN.

~ CoBmectHo e Bepcueii prng_slow_poll() s NT takke UCIONb3y-
erca pynkuusa prng_set NT security(void), B3sTast aBTopaMu U3
CTaHAapTHBIXIIPUMEPOB, KOTOphIC MocTapysitorcs ¢ MicrosoftVisual
-+ 5.0(6.0), ¢ HEGOMBIION JOpPaboTKOI. TTompobHee — TMoKa3aH-
HOM paHee jucTuHre 1 MSDN.

Teneps ke paccMoTpuM uepeuio prng_slow poll() mrst Windows 9x.

/* TODO: Code needs to be refined to collect only the more
useful (<- very relative term) data */

DM prng_slow_poll(BYTE* buf.UINT bufsize)

/* Copy all the possible data from a ToolHelp32 snapshot and
copy it to a buffer */

/* Will copy a madmum of SPLEN bytes into buf. Returns the
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number of bytes copied */
/* Portions of this code are copied from an example in the
Microsoft Systems Journal
and are thus: Copyright <1995>, Microsoft Systems Journal */
{ BYTE* pos;BYTE* end;
HANDLE hSnapshot,hSubSnapshot;
PROCESSENTRY32 pe32;
THREADENTRY32 te32;
MODULEENTRY32 me32;
HEAPLIST32 h!32;
BOOL fOK;
pos = buf;
end = buf+bufsize;
hSnapshot = NULL;
HSubSnapshot = NULL;
/¥ Get process data */
hSnapshot = CreateToolhelp32Snapshot(TH32CS_SNAPPROCESS.O);
if (hSnapshot == NULL) {goto cleanup_slow_poll;}
pe32.dwSize = sizeof (PROCESSENTRY32);
fOK = Process32First (hSnapshot,&pe32);
while (£0K==TRUE) {
if(pos+pe32.dwSize-sizeof(DWORD) > end) {goto
cleanup_slow_poll;}
Tanepyfpos, (BYTE«)&pe32 + sizeof(DWORD),
pe32.dwSize-sizeof(DWORD)>;
pos += pe32.dwSize-sizeof{DWORD);
/* Get Heap info */
hSubSnapshot=CreateToolhelp32Snapshot (TH32CS_SNAPHEAPLIST,
pe32.th32ProcessIO );
if (hSubSnapshot == NULD) {goto cleanup_slow_poll;}
h!32.dwSize = sizeof(HEAPLIST32);
fOK = Heap32ListFirst(hSubSnapshot,&hl32);
while (fOK==TRUE){
if(pos+h!32.dwSize-sizeof(DWORD) > end) {goto
cleanup_slow_poll;}
merncpy (pos, (BYTE*)&h132 + sizeof (DWOHD),
h!32.dwSize-sizeof (DWORD») ;
pos += h!32.dwSize-sizeof (DWORD) ;
h!32.dwSize = sizeof (HEAPLIST32);
fOK = Heap32ListNext (hSubSnapshot,&hl32);
1
CloseHandlefhSubSnapshot) ;
hSubSnapshot = NULL;
/* End Get Heap info */
/* Get Module Info */ /* This data is highly repetative */
hSubSnapshot = CreateToolhelp32Snapshot( TH32CS_SNAPMODULE,
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pe32.th32ProcessID);
if (hSubSnapshot == NULL) {goto cleanup_sZow_poll;}
me32.dwSize = sizeof(MODULEENTRY32);
fOK = Module32First(hSubSnapshot,&me32);
while(fOK==TRUE){
if(pos+tme32.dwSize-sizeof(DWORD) > end) {goto
cleanup_slow_poll;}
memcpy(pos,(BYTE*)4me32 + sizeof(DWORD),
me32.dwSize-sizeof(DWORD));
pos += me32.dwSize-sizeof(DWORD);
me32.dwSize = sizeof(MODULEENTRY32);
fOK = Module32Next(hSubSnapshot,&me32);
>
CloseHandle(hSubSnapshot);
HSubSnapshot = NULL;
/* End Get Module Info */
pe32.dwSize = sizeof (PROCESSENTRY32);
fOK = Process32Next(hSnapshot,&pe32);
CloseHand le(hSnapshot);
hSnapshot = NULL;
/¥ End Get Process Info */
/* Get thread data */ /* May want to collect this data first
./
hSnapshot = CreateToolhelp32Snapshot(TH32CS_SNAPTHREAD,0);
if (hSnapshot == NULL) {goto cleanup_slow_poll;}
te32.dwSize = sizeof(THREADENTRY32);
fOK = Thread32First(hSnapshot,&te32);
while(fOK==TRUE){
if(pos+te32.dwSize-sizeof(DWORD) > end) {goto
cleanup_slow_poll;}
memcpy ( pos, (BYTE* )&te32 +sizeof (DWORD),
te32.dwSize-sizeof ( DWORD) ) ;
pos += te32.dwSize-sizeof (DWORD) ;
te32.dwSize = sizeof (THREADENTRY32);
fOK = Thread32Next (hSnapshot,&te32);
CloseHandle (hSnapshot) ;
hSnapshot = NULL;
/* End Get Thread Info */
cleanup_slow_poll:
if (hSnapshot! =NULL) {CloseHandle (hSnapshot);>
if (hSubSnapshot! =NULL) {CloseHandle (hSubSnapshot);}
return pos-huf;

PaCCMOT])MM NpUBEIEHHbIN KOA, OMyCKasi OYeBHMHbIE BELIH.
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Crtpoka 13:

hSnapshot = CreateToolhelp32Snapshot(TH32CS SNAPPROCESS, 0);
dyHkumsa CreateToolhelp32Snapshot() nenaer "mMomeHTabHbIG
cHUMOK” (snapshot) cocTossHUA 0ObEeKTOB B KOHKPETHbI MOMEHT
BPEMEHM - MPOLECCOB, Ky4, MOAYNEN W HUTEN, NpUHaAnexalmx
npoueccam (BKIOYaEMbIE KOMMOHEHTbLI ONPEeAensaoTCS 3HAYEHMEK
nepBoro napameTpa). 3HayeHne napameTpa TH32CS SNAPPRQCESS!
yKasblBaeT, 4TO CHMMOK OyOeT BKOYaTb Crmcok ripoueccos (the
process list). ®yHkums BO3BpaLlaeT ykasaTeslb Ha CO34aHHbIN
CHUMOK.

B ctpokax 15—50monydeHHBI CHUMOK pa3oupaercs. 3/Iech OTMe-
TUM CTPOKY 19;

memcpy(pos, (BYTE*)&pe32 + sizeof(DWORD), pe32.dwSize-
sizeof(DWORD));

IIe pos — 3TO yKasaTeJb Ha MeCTO B BBIXOJIHOM Oydepe, Ha KOTO-
poMm ObUIa TIpeKpalleHa Mpeablaylias 3anvuch (M3HayajlbHO paBeH
nepelaHHOMY yKa3aTeJllo Ha BBIXOTHOM Oydep), pe32 — mepeMeH--
Hasg-3k3eMruIsAp cTpykKtypbl PROCESSENTRY32. IMoaxyuaercs, dyro
B BBIXOJHOU Oydep mpocto Konupyercst ctpykrypa tunna PROCES-
SENTRY32 6Ge3 1epBOTro ITOCTOSSHHOTO 4YjieHa, PaBHOTO pa3Mepy
CTPYKTyphl. OnpenesieHue JaHHOW CTPYKTYPhl MOKa3aHO B TaOIM-
e 5-6.

Tabnuua 5-6. Ctpyktypa PROCESSENTRY32

WMt mosis OnucaHue
DwSize DWORD Pasmep CTpyKTyphl B GaifTax.
CntUsage DWORD Yucao ccbulok (oOpalleHuil) Ha

npouecc. Ilporiecc cyiecTByer,
TOJIBKO €CJIM JaHHOE YUCIIO He
paBHo 0. Ecnu oHo paBHO 0, TO
MPOLECC YHUYTOXKAETCS.
h32ProcessID DWORD WnenTudukarop mpoiiecca.

WnenTudukatop Kydu IO yMOJI-
th32DefaultHeapID  ULONG_PTR  yauuio mist npouecca.

th32ModulelD Waentudumkarop Moyist mpo-
DWORD ecca.

ent Thread: Yucao BBITIOTHSAEMBIX HUTEH,
DWORD 3aIyIIEHHBIX TPOILIECCOM.

th32Pare WMpentuduxarop nporecca, co-

ntProcessID  DWORD 3/aBILIETO JaHHBIA MpoOLECC.
IIpropuTeT MO YMOTYAHUIO IS

pcPriClassBase LONG HUTei, CO3TaHHBIX TIPOIIECCOM.

dwFlags 3apesepBupoBaHo. He mcnomnb3y-
DWORD eTcsl.

Wwms daiina BBIMOJIHIEMOTO MpPo-
szExeFile TCHAR]] necca u TIYTb K Hemy.
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hSubSnapshot = CreateToolhelp32Snapshot(TH32CS_SNAPHEAPLIST,
pe32.th32ProcessID);

dyukuus CreateToolhclp32Snapshot() yke Bam 3HaKOMa, HO BbI-
3piBaeTcsi oHac mapamMerpoMTH32CS_SNAPHEAPLIST. Pe3syib-
TaT: GYHKI VS BO3BpALIAET yKa3aTejlb Ha CHUMOK BCeX Ky4Y yKa3aH-
HOTO mpomecca (HallOMHWM, YTO 3Ta OTepallusl BBITTOJHSIETCS BHYTPH
uKia paz3bopa CHUMKa Bcex TpoleccoB). Janee n ctpokax 23—31
B LMKJIE TIPOCMATPUBAIOTCS BCE MOJIydeHHbIe Kyuu. OOpature BHU-
MaHWe, YTO CTpoKa 27 aHajloTru4Ha cTpoke 19:

memcpy(pos, (8YTE*)&hI32 + sizeof(DWORD), h!32.dwSize-
sizeof( DANORD) );

M3MeHuUIach TOJABKO MepeMeHHasl, a ¢ Heil U ucrojb3yeMasl CTPyK-
Typa (Tabiauuma 5-7).

Tabnuua 5-7. Ctpyktypa HEAPLIST32

Hma TIOJIs Tur OnucaHue,
dwSize SIZE T Pasmep cTpykTypbl B Oaiitax.
th32Process| D DWORD HNnentudukarop mporecca.

th32HeaplD ULONG_PTR MW pentudukarop Kydn B KOHTEK-
cTe TIpoliecca-Biaaesiblia.
dwFlags DWORD HNmeer 3HaueHUe
HF32 DEFAULT - kyda 1o
YMOJTYaHUIO JUIST TIpoliecca

Jlanee B cTpokax 34 — 45 aHaJOTMYHO 0OpabaThHIBAIOTCS BEC MOIY-
au mpoutecca. Mcmoaws3dyemast ctpyktypa MODULEENTRY32 onu-
caHa K Tabnune 5-8.

Tabnuua 5-8. Ctpyktrypa MODULEENTRY32

Hwmst ronst jl"ﬂn OnucaHue
dwSize DWORD Pasmep cTpykrypbl B Gaiirax,
th32 Module ID DWORD NneHtuduxkaTop MOmysst B KOH-
TEKCTe IT poliecca-BIaac bl d.
th32Proc.essID DWORD Nnentudukarop nporuecca.
GlblentUsage DWORD CUETYHMK 17106a16HOTO MCITONb30-
BaHUsI.
ProrcntUsage DWORD C4YETYMK MCTIOIb30BaHUST MOIYJISI
B KOHTEKCTe TTpoliecca-Blaesblia.
modBaseAdrr BYTE* BasioBblii agpec MoOysisi B KOH-
TEeKCTe TMpoliecca-Biajaesiblia.
modBaseSize DWORD Pa3mep monysist B Gaiitax.
hModule HMODULE Ykaszatesib Ha MOJYJTb B KOHTEK-
CTe Mpoliecca-Biaieblia.
pcPriClassBase LONG [MpropuTeT 110 yMOTYAHHUIO 1151
HUTEN, CO3MaHHBIX MPOIIECCOM.
szModule TCHAR|| Ctpoka, comepsKartiast iMst MOYJIsI.
szExePath TCHAR]j| | Crpoka, conepxaliast myTb K

MO/IYJTIO.
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Ilocne nukiaa mo mpoleccaM clieayeT LUK Mo Humsam (thread),
BHYTPM KOTOPOTO B BBIXOJHOUN Oyep 3amuchIiBalOTCsS CTPYKTYPbI
tuna THREADENTRY32 (tabnuua 5-9), onuckiBaroliye Kakayo
OT/IENIbHYIO HUTb.

Ta6nmua 5-9. Ctpyktypa THREADENTRY32

Vima nons Tun Omicanue
dwSize DWORD Pa3zmep cTpykTyphl B Oaiitax.
cnt Usage DWORD Yucno cebutok (0OpalieHuit) K

Hutu. Huth CYIIECTBYET, TOJIbKO
€C/IM JaHHOC YMCJIO HE paBHO 0.

Ecnu oHo paBHO 0, TO HUTb YHUY-

TOXAETCSI.
th32ThreadlD DWORD WnenTndukaTop HUTH.
th320wnerProcessID DWORD Mpentudukarop nporecca-Bia-
Jenblia.
tpBascPri LONG HauvasnbHblit ypoBeHb MpropUTe-
Ta, IlOCTyl'lHl:lﬁ HUTHU.
tpDeltaPri LONG 3HAKOBOE 3HAYEHHE, OIPEILIITIO-

11iee M3MEHEHHE YPOBHST TIPHOPHU-
TeTa, IOCTYITHOE HUTH.
dwFhgs DWORD 3apesepBrpoBaHo. He nenoms3y-

Ot™MeTrM, 9TO (DYHKIIMSI MPeKpallaeT paboTy, Kak TOJbKO B pe3yib-
Tate 3alMCH OYepPEIHOM CTPYKTYPhl BO3MOXEH BBIXOI 3a TPaHUILY
YKa3aHHOTO MaccuBa, T.e. YMCJIO 3alMCaHHbIX OaliT MOXET MPeBbI-
CUTb 3HaYeHMe MapaMeTpa bufSize. JlaHHasT MpOBepKa OCYIIIECTBIISI-
eTcs Tiepel KaXIoi MOMBITKOM 3aIMCH B BBIXOIHOM Oydep.

3nech MOKa3aH JUIIb MMOBEPXHOCTHBIN 0030p Bepcuii (yHKIIUU
prng_slow_poll() mist Windows NT 1 Windows 9x. B o6oux ciy-
yasix JaHHbIE, 3aMCbIBaeMble STUMU (DYHKIIUSIMU B BHIXOIHbIE Oy-
¢epbl 1 BIOCIENCTBUM UCIIONb3yeMble KaK colepsKallie HEKoe KO-
JIMYECTBO CIIyYalHBIX JaHHBIX, TPEOYIOT AOTOJTHUTEIBHOTO UCCe-
IOBaHUSI (B CMbICJIC YCTAHOBKM WX CITYYailHOCTH, BbIJIEJICHUS Bbl-
COKOHTPOMUMHBIX JaHHBIX U T.A.). B Bepcum mig Windows NT
TakKe clienyeT moapoOHO u3yduTh GyHKuuo prng_set NT sec-

uriiyQ.

OueHka kayecTBa Ccny4arHblx NocnenoBaTenbHOCTEN

HWrak, Ternepb Bbl 3HaeTe, YTO B MPUKIAAHON Kpurnrorpaduu cay-
YaiiHoe YucA0 — 3TO TO, KOTOPOE He MOXET ObITh MPEICKa3aHO MPo-
TUBHUKOM Mpexre, yeM 6 W ir creHepupoBaHo. Eciu 310 yucno
HaxomuTcsl B muarazoHe ot 0 1o 2" - 1, To HaGIoaaTeIb MOXKET TIpef-
cKazaTh 3TO YMCJIO C BepOsITHOCThIO He Gonee 120 Eciau nom eno-
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iimeAbHO TEHEPMPYIOTCS M CIIyYaiiHBIX 4Mcesl, HaOIomaresb I10
m - 1-My M3 HMX He JOJDKEH IpEICKa3aTb T-0€ C BEPOSITHOCTBIO
Gomee 1/2".

JIaHHBIN pa3men MOCBsIIeHa pa3paboTKe TECTOB Ha CITyJaitHOCTD
TeHEpaToOpOB CIIYYalHBIX W TICEBNOCTyJaliHBIX TTOCEIOBATEILHO-
creii. Habop mcronb3yeMbIX alropuTMel TeCTOH CcO3maeTcsl Ha oc-
HoBe nokyMeHTa HatmonaiasHoro Mucturyra CranmaptoB 1 Tex-
nomoruii (NIST) «A STATISTICAL TEST SUITE FOR RANDOM
AND PSEUDORANDOM NUMBER GENERATORS FOR CRY-
PTOGRAPHIC APPLICATIONS» NIST Special Publication
800-22 (with revision dated December 2000) Andrew Rukhin, Juan
Soto, James Nechvatal, Miles Smid, Elaine Barker, Stefan Leigh.
Mark Levenson, Mark Vangel, David Banks, Alan Heckert, James
Dray, San Vo.

Cry4aifHOCTh — 3TO BEPOSITHOCTHOE CBOMCTBO, TIO3TOMY CBOMCTBA
CIYJaHBIX TIOC/IENOBATEIbHOCTE MOXHO OXapaKTepu3oBaTh W
ONKCaTh B BEPOSTHOCTHBIX TEpMUHAX. BeposTHBIIM MCXO TIpY TIPH -
MEHEHUM CTaTUCTUIECKUX TECTOB K MICTUHHO CITyJaifHOM TIOCTIeno-
BaTEIbHOCTH M3BECTEH 3apaHee (ampuopH), M €ro TakkKe ymaercs
OMnKcaTh B BEPOATHOCTHBIX TepMuHaX. CyIiecTByeT OeCKOHEUHOE
YUCJIO BO3MOXHBIX CTATUCTUIECKUX TECTOB, KAXIbIM U3 KOTOPBIX
OIICHMBAET MTPUCYTCTBUE WU OTCYTCTBUE KAKON-TMOO XapaKTepu -
CTUKM, KOTopasi, Oyaydn OOHapy>KeHHOM, CBMIETENLCTBYET O He-
CITyJaifHOCTH MCCIIEAYyeMOM TOCTIeIOBATETbHOCTH.

Craructudeckuii Tect GopMyaupyeTcsi Kak TeCcT C OINpeaeTeHHON
nynv-eunomesoti (H ). B xauecTBe HyJIb-TUIIOTE3BI UCIIONB3YEM
YTBEPKIIEHUE O TOM, YTO TEeCTUpyemasi IMOC/IeA0BaTeIbHOCTh CIIy-
YyarHa.

C HyJIb-TUIIOTE301 CBsI3aHa abTepHaTuBHad runoresa (H,), B ka-
YecTBe KOTOPOIl MCITOJIb3yeM YTBEPXKIEHHE, YTO TeCTUpyeMas Ioc-
JIeNOBaTeJIbHOCTh HecaydaiiHa. I Kakaoro MpUMeHsIEeMOTo Tec-
Ta pelieHWe (WM BBIBON) O3HAYaeT MPUHIATUE WIA OTBEpPXKEeHME
HYJIb-TUTIOTE3bl. YTBepXKIeHNe, YTO TeHepaTop MPOM3BOINT CIIydaii-
Hble (MM Hecly4yaiiHble) Yrcia, 0asupyercss Ha pe3ysbraTaX TeCTH-
pOBaHUST TIPOM3BEAEHHON WM TOCJIE0BATEIHHOCTH.

HIIH KaKa0oro Tecra CJacayer BbIGpaTI: NOAXOIAIILYIO CTaTUCTUKY,
MCIOJIB3YEMYIO IJI ONIPEACIICHUA BEPHOCTU WJIM JIOKHOCTH HYJIb-
runote3bl. Kaxmas cratucTrka mokHa UMETh pacrpeacacHue BO3-
MOXHBIX 3HAYEHUI. TeOpCTI/I‘IGCKI/I STAJIOHHOC pacnpeneieHie Cra-
TUCTUKHM TIOH HYJIb-TUIIOTE3Y OIPEACIACTCA MAaTEMAaTUYCCKUMMU
meronamu. B atamoHHOM pacnpeacjaCcHUun ONpeaCIACTCAKpumu4ec-

«-4775
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Koe 3Hauenue (OOBIMHO, 3TO «IaIEKOe» 3HAYCHUE 6 XBOCTaX KpH-
BOI pacmipesesieHus, rae-To B paiione 99%). Bo BpeMs TecTa 1o
JNAaHHBIM (TecTpyeMasi TIOCJIeIOBaTeIbHOCTh) PACCUMTHIBACTCS CTa-
TUCTUYECKOE TECTOBOE 3HAYEHHEe. DTO 3HaUCHME CPAaBHUBAETCS C
KpUTHYeCKMM. ECM cTaTMcTMYecKoe TeCTOBOe 3HaueHMe Mpernoc-
XOIMT KPUTUYECKOE, HYJIb-TUTOTE3a CIyYaitHOCTH TPU3HAETCS JTIOXK-
Hoii. MHavye oHa Mpr3HAETCS UCTUHHOIM.

Ha mpaxTtuke TecTMpoBaHUE CTAaTUCTMYECKON TUIOTE3bl BO3MOXK-
HO TIOTOMY, YTO 3TAJIOHHOE PacIIpeae/icHUe M KPUTUYECKOE 3HAYe-
HHe PaCCUUTHIBAIOTCS B npednoaodceruu cayuainocmu. Eciv ak-
TUYECKU TIPESITONIOKEHUE CITYIafHOCTH MCTUHHO JUTST NMEIOIITXCST
NaHHBIX, TO PE3YJBTUPYIOIIEE CTATUCTUUECKOE TECTOBOE 3HAUEHUE,
paccunThIBaEMOE TI0 3TUM TaHHBIM, C OYeHb MaJioil BEPOSITHOCTBIO
(rarmpumep, 0,01%) MpeBBICUT KpUTHUYECKOE 3HAYCHUE.

C Ipyroii CTOpOHBI, €CJIM PacCUMTHIBAEMOE TECTOBOE CTATUCTUYEC-
KOE 3HaYEeHME TPEBBIIIAeT KPUTUUECKOe 3HaueHue (T.e. NIMeeT Mec-
TO MAaJIOBEPOSITHOE COOBITHE), TOrma ¢ TOYKW 3PEHMs TeCTUpPOBa-
HUST CTATUCTUYECKMX THUTTOTE3 TTPOM3OIILIO HeeCTeCTBEHHOE (BbIe-
JsieMoe) cobbithe. Ecm mpu pacué€re TeCTOBOIO CTaTHCTUYECKOTO
3HAYCHUSI OHO OKa3bIBaeTCsl OOJIBIIMM KPUTUYECKOTO, NETaeTCsI
BBIBOII O TOM, UTO TPEATIONIOKEHHE O CIYyJYaifHOCTH JIOKHO. B aToM
cilydae pe3y/ibTaT TeCTUPOBAHUS CTATHCTHYECKOI TUTTOTE3bl TAKOB:
H( (runotesa o ciyvaiinoct) — joxHa, H, (rumoresa o Hecy-
YaHOCTW) — MCTHHHA.

ITpoBepka CTaTHCTMIECKOI TUTIOTE3bI — 3TO TPOIIENypa, UMEIOIIast
[1Ba BO3MOXHBIX BO3BpalllaeMbIX pesysibTaTa: Jnbo coriacue ¢ H,
(maHHBIE ciyyaiiHbI), MO0 cornacue ¢ H, (DaHHBIE HecnydyaiiHBI),
B tabmune 5-10 ycraHaBIMBaeTCS COOTHOIICHUE MEXIY HACTOSI-
MM COCTOSTHMEM JaHHBIX (HEM3BECTHBIM JUIST TeCTepa) M BbIBOMIA-
MU, TIOJTYYCHHBIMU TIPU IMECMUPOSaHUU.

Tabnuua 5-10. COOTHOLIEHVE Pe3yNnbTaTOB TECTUPOBAHUS
1 BO3MOXHbIX BbIBOJOB

BriBoabl
Hctunnoe nonoxenue Cornacue ¢ H, Cornacue ¢ H,
JaHHBIeCTyYaliHBI Her omm6xu. Ommboka Tma 1.

(H, ucrunna)
Hannele HecaydaiiHel OmmOka Ttuma 2. Her ommoku,
(L mernnna)

Curtyanusi, Korja JaHHbIe Ha caMOM Jiefie CITyJaifHbI, HO JeaeTcs
BBIBOII O JIOXKHOCTH HYJIb-THUIIOTE3bI (T.€. MTaHHBIC TIPU3HAIOTCS He-
CJTly4alfHBIMU), MAJTOBEPOSITHA I HA3BIBAETCSI OuUOK Ol nep8oco poda
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(owubka muna 1). Cutyalusi, Koraa JaHHbIE Ha CAaMOM JieJie HeCITy-
YaifHbI, HO JIEJTIa€TCs BEIBOJ O ICTUHHOCTY ITYJTb-111 TIeNT €3bl (T.e. JaH-
Hble TIPU3HAIOTCSI HEeCTyYallHbIMM ), MAJIOBEPOSITHA 1 HA3BIBAETCS
owubKoli 6mopoezo poda (owubka muna 2).

BeposiTHOCTh OIIMOKM TIEPBOTO poia Ha3bIBAETCSI yposHeM 00CHO-

6epHOCMU TecTa, DTy BEPOSTHOCTb MOXKHO BBIUUCIIUTD A0 TECTA, OHA

ob6o3Havaercs a. Jl1s TecTa a — 3TO BEpPOSTHOCTb TOIO, YTO TECT

TIOKaXET, YTO MOCJIEI0BATEIbHOCTb HECTyYaliHa, ec/IMHA CAaMOM Jiejie
oHa ciydaiiHa. To ecTb mocjiefoBaTeIbHOCTh 00JIamaeT KaKou-To

HeCIyJaiiHOI XapaKTepUCTUKOM, XOTsI 1 IIPO U3 BENIE H a «XOPOIIUM™*
reHeparopoM. OObIMHO a yctaHaBnuBaloT paBHoi 0,01.

BeposiTHOCTB 0111MOKM BTOpPOro pona 0603HavaroT p. 11t TeCTOB p —
3TO BEPOSITHOCTh TOTO, YTO TECT TIOKAXET, YTO MOCIIEA0BATEIbHOCTD
cllyyaiiHa, XOTsl Ha caMOM Jiejie OHa HeciydyaiiHa. To ecTb mpou3Be-
NEHHAsl <«IJIOXUM» TeHepaToOpoM IIOCenoBaTeIbHOCTh 001anaer
KaKoI-TO clIydaiinoid xapakrepucTukoii. B oryimuue ot a, (3 — He
¢uKkcrupoBaHHas KOHCTAHTAa, OHA MOXET MPUHUMATh MHOXECTBO
pa3IMuHbIX 3HAYEHUI, TaK KaK CYIIECTBYeT OECKOHEUHOE YUCIIO
BapUaHTOB HECIyYalilHbIX MOTOKOB AAHHBIX, U KaXIblii BapUaHT
UMeeT CBOI0 HeJnuuHy p. [1oaToMy 1 pacyeTt p ropasio cjioxXHee a.

OnHa U3 MIaBHBIX 33024 MpY pa3paboTKe TECTOB — MUHUMU3ALUS
BEPOSITHOCTUD, T.€. MUHUMU3ALIMs1 BEPOSITHOCTH OTIPENIEIEHUS KaK
CIyJ4aiiHON MOCJen0BaTeIbHOCTU, MPOU3BEAEHHOM IUIOXUM TeHe-
patopoM. BeposiTHocTM a v p 3aBUCAT APYr OT Apyra U OT IAJIMHbI
TECTUPYEMO MOCIENOBATEIbHOCTH T MPU ABYX U3BECTHBIX 3HAYE-
HUSX TpeTbe omnpenensieTcss asromatnyecku. Ha npakruke cHava-
Jla BbIOMPAIOT JJIMHY 1T U 3HaYeHUe a. 3areM yCTaHaBJIMBAIOT KpU-
TUYECKOE 3HAUYEHUeE JJIs1 B3ATOIM CTATUCTUKU TaK, YTOObI MOJyYUTh
MUHUMaJIbHYIO p. To ecTh noaxoasuias IJMHa Nocien0BaTeIbHOC-
TU BbIOMpAETCS B COOTBETCTBUU C MPUEMJIEMOCTbIO BEPOSITHOCTH
TMPUHSTHS PEUICHUS O TOM, YTO TUIOXO TeHepaTop MPOU3BOAUT
CIyyaliHylo IIOcjenoBaTeIbHOCTh. Touka cpe3a BBIOMpaeTcs Tak,
YTOObl MMHUMU3UPOBATh BEPOSTHOCTh OLIMOOYHOTO MPU3HAHUS
MOCJIEA0BATEIbHOCTU C/IyYailHOM.

Kaxaplii TecT 6a3upyercss Ha pacuéTe CTaTUCTUYECKOIo 3HAYEHUsI
TIpU TTIOMOIIM HEKOTOPOl (hyHKIIMY OTHaHHbIX. Ecm TecToBoe cTa-
TUCTUYECKOE 3HaUeHHe 0003HAUUTh S, a KPUTUYECKOE 3HAYEHHE t,
TO BEPOSITHOCTD OIIMOKM TEPBOTO posia

P(S >t | HO ucrunHa) = P(npusnanue H noxsoit H. uctunHa)
U BEPOSITHOCTH OLIMOKM BTOPOrO pona
P(S < 11| H, noxxHa) = P(nipusHanue H,, ucrunHoii | H n1oxHa).
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CraTicTUKa TecTa MCHoJb3yeTcs Uisl pacuéta P-value, kotopoe
CyMMMpPYET BCE CUJIbHBIE OBOIbl OTHOCUTEIBHO HYJIb-TUIIOTE3bI.
Hnsa tecra P-value — 3To BEepoOSITHOCTb TOTrO, YTO COBEPIIECHHBIN
reHeparop ClIydaliHOM MOCJeA0BaTeIbHOCTU IIPOM3BeEI Obl ITOCIe-
JIOBaTeIbHOCTh MEHEE CyYaiiHyl0, YeM UcciiefnyemMasi, 1o TUIMY He-
clyJaifHOCTH, paccMarpuBaeMoMy B Tecte. Eciu B pesyibrate P-
valuc paBHO 1, TO IOCI€I0BaTEIHLHOCTD CUUTAETCS OJIM3KOM K CITy-
yaitHoil. P-valuc, paBHoe 0, cUrHaIM3UpPyeT O TOM, YTO IOC/IeN0Ba-
TEJIbHOCTb a0COMIOTHO HecydaliHasl (1eTepMuHupoBaHHast). st
TecTa MOXHO BBIOpaTh YpOBeHb 10cTOBepHOCTH a. Eciu P-value > a.
TO HYJIb-TUIIOTE3a UCTUHHA, T.€. MOCJENOBaTeIbHOCTb Clly4yaiiHa,
Ecmu P-value < a, To HyJb-rurioTesa JIoXKHa, T.€. ITOC/IeA0BaTe/b-
HOCTb HeciydaiiHa, [lapameTp a orpenensieT BepOSITHOCTb OLIMOKU
nepBoro poma. OObMHO a BhiOMpaeTcsl u3 auarasoHa [0.001, 0,01].

3navyeHue a = 0,001 mokasbmaer, yro 13 1000 cirydaitHbIX TTOCEI0-
BaTeJIbHOCTEM OXuIaeTcsl omHa «OpakoBaHHast». st P-value> 0,001
paccMmatpuBaemMasi TOCJIeIOBATeIbHOCTh SIBJISIETCSI CAYy4ailHOM C
BeposAITHOCTBIO 99,9%. nsa P-value < 0,001 paccmaTpuBaemasi oc-
JIEIOBATEIbHOCTD SIBJISICTCS HECIy4ailHOM ¢ BepoOsITHOCTBIO 99,9%.

3nauenue a — 0,01 mokasbiBaeT, yro u3 100 caydalHBIX TOCTIEIO-
BaTeJILHOCTE} oxXunaeTcs ofHa «OpakoBaHHas». [t P-valuc™ 0.0
paccMmarprBaeMasl MoC/ael0BaTeIbHOCTb SIBJISIETCS CIy4alHOM ¢
BeposiTHOCTBIO 99%. [lnst P-value < 001 paccmarpuBaemasi mocie-
JIOBATEIbHOCTD SIBJISIETCS HECJIY4aiHOi C BEPOSTHOCTHIO 99%.
ITyctb Bo Bcex Tectax a — =001,

B oTHomeHuu ciydaitHoii TBOMYHOM IOC/IEN0BaTEILHOCTHY Aejia-
10TCS CJIEYyIOLIME TIPEITIONO0XEHUS:

* monomonnocmu (uniformity). B mo0oit MOMEHT reHepaiu moc-
JIEMOBATEJIbHOCTY CIYJYalHBIX WJIM TICEBOOCTYJaliHBbIX OWT, Be-
POSITHOCTH TOSIBJICHUS] HYJISI UJIW €OUHULIBI JOJDKHBI ObITh paB-
HBI, T.€. JOJDKHBI paBHATbcS 1/2. i mociienoBaTeIbHOCTH
JUIMHOM TT OXUIAeMOe YMCIIO HyJell (MM eIUHUIL) PaBHO 11/2;

* macwmaobupyemocms (scalability). JIroboli Tect, mpuMeHUMBIH
K TOC/IeIOBATENIbHOCTH, MOXHO TakXe MPUMEHUTh K MOJACTPO-
Ke, BBIOpaHHOM citydaitHbIM o6pa3om. Eciu mocienoBaTeIsHOCTb
CIyJaiiHa, TO M Jiio0asi €€ IMOACTpOKa TaKKe TOJDKHA OBITh CITy-
yaliHoit. CnemnoBaTtesbHO, J100ast IOICTPOKa CIyJaiiHOM ITocie-
JIOBaTEIbHOCTU TOJIXKHA MPOXOIUTD JII000I TeCT Ha Cy4aitHOCTD;

*  cocmoamenvHocmo (consistency). IloBeneHue reHepaTopa 10J-
SKHO OBbITh ONMHAKOBBIM B JIO00 MOMEHT BPEMEHU OTHOCHUTE b~
HO JIIOOBIX CTAPTOBBIX 3HAUEHUH.
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Cratuctuxa tecta. dTanoHHOe pacnpenesieHne
CTaTUCTNKM TECTa

B HEKOTOpHIX TecTaX B KAuyecTBE 3TAJOHHOIO DPACIpENEICHUST MC-
I0JIb3YeTCS HOPMUPOBAHHOE HOPMAJILHOE pacIipeeieHIue N pac-
npeneneHue xu-keagpar. Ecim TectupyeMast mocieqoBaTeIbHOCTh
Ha caMOM JeJie HeclyyaiiHa, TO pacCYMThIBAeMasi CTATUCTHKA TecTa
nonafeT B KpaliHue 00J1acTy 3TaJIOHHOTO pacnpeneiaeHust. Hopmu-
pOBaHHOE HOpMaJIbHOE pacrpeaeieHue (KOJIOKOJI000pa3Has Kpu-
Bast) TMPUMEHSICTCS U CPABHCHMSI HANIEHHOTO 3HAYEHMS CTATIIC-
tuku Tecta Wi JACY ¢ oxumaeMbIM 3HAYeHHe CTAaTUCTUKU TECTA B
MpeanojaoXeHnu ciaydaiiHocti. CTaTUCTUKA TecTa JJISI HOPMUPO-
BaHHOTO HOPMAJIBHOTO pacrpeleieH1s] UMeeT BUIL

z = (X - 11)/er, TJIeX — 3HaYeHUe CTATUCTUKM TecTa, ap. UCT — OXH-
JaeMoe 3HaYeHUE M TUCIIEPCUST CTATUCTUKH TeCTa.

“-pacnpenencHue (JieBass aCUMMETPUYHAST KPUBasl) KCIIONb3yeT-
cs1 1Sl CpaBHEHMUSI CTETNIeH! COIIacusl OXXMIAeMOM 4acTOThl M3Me-
pSIEMBIX OOpa3lioOB C COOTBETCTBYIOIIMMHU OXWIAEMBIMU YacTOTa-
MU TIpeIIojiaraéMoro pacmnpeneaeHus. 3[ech CTaTUCTUKA TecTa
UMeeT BT,

A-£j~ —~rtlle 1] u e, — HaOmMoOmAeMbled OXMIaeMble 4YacTO
ThI TTOSIBJIEHUSI 3TAJIOHOB COOTBETCTBEHHO.

PaccMmotpuM  criemyrolime TeCTh:

1. MOHOOWTHBII TECT HAa YACTOTY;

2. OJIOUHBIA TECT HA YACTOTY,

3. TecT Ha CEpUIHOCTD;

4. MaTpUYHO-PAHTOBBIN TeCT (TECT OLICHKM PAHIOB HeIepeceKaro-
LIMUXCS IBOMYHBIX MaTtpull 32*32 6uTta);

5. TecT Ha CXKMMaeMOCTb;

6. TecT Ha BXOXIEHUE HETEePEKPHIBAIOIINXCS II1a0JI0HOB.
Ipouecc TecTUPOBaHUSI COCTOUT U3 IBYX STAIlOB:

*  cbopa CTaTUCTUKM IO MCCJEAyeMOil IOC/IeI0BaTeIbHOCTH,

*  OIEHKaW TIOJIyYEHHBIX Pe3y/IbTATOB.

IMocnenoBateIbHOCTh TOAAETCS B BMAE MAacCHBa 8-OWUTHBIX OAiiT.
Kaxxnprii OUT 3HAYMMBIIA.

Kauecmeo OUCHKU

Kak mpaBwiio, misl MoiaydeHMsT KOPPEKTHOI OLIEHKU HEeOOXOMMMO
BBINOJTHEHNE HEKOTOPBIX YCJIOBUI (OCOOBIX IJISI KaxKIOro TecTa),
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HanpuMep, 10CTaTOYHOE KOJIUYECTBO 00paboTaHHbIX OUT. [Togpo6-
Hee 00 PTOM pPaccKa3aHO B ONMMCAHHM COOTBETCTBYIOLIETO TECTa.
MeTonbl OLleHKM KayecTBa MOCJIe10BaTeIbHOCTU B pa HBIX TecTax
IMMTOCTPOEHBI HO pa3HbIM ainroputMaM. Ho B pe3ynbrare 11060T0 TEC-
Ta pacCUMTHIBAETCS YMCIIO, BBeJeHHOE paHee Kak P-value, mpuuém
MOCJIeIOBAaTEeIbHOCTh MPU3HAETCST cliydaiiHoit, ecim P-value > 0,01.
P-value MoXHO Wcmonb30BaTh AIsl KOCBEHHOW OIEHKM KavyecTBa
HCCIIeAYyeMOM TOCIea0BaTEIbHOCTH.

Kak roBopmsioch BhINIE, TIO XOMy KaXXIOrO TeCTa PacCUMTHIBAETCS
TaK Ha3blBaeMasl CTaTHCTUKA TecTa. ODTO 3HAUYEHUE TaKke MOXHO
HMCTIOJIb30BAaTh VIS KOCBEHHOMW OLIEH K Ka4ecTBa B CMBICIIE CIIydaii-
HOCTH UCCJedyeMoi MocienoBaTeJbHOoCTU (Tadauuma 5-M).

Tabnvua 5-11. O603Ha4YEHUE OCHOBHBIX QYHKLIMI

0O603Ha4veHne Onwncanune

e BxonmHast nicciemyemast TIocieoBaTe;IbHOCTb.
v i-11 O T MccremyeMoil TToCIeI0BaTeIbHOCTH,
N JlmmHa BXOIHOW TTOCIIEIOBATEIEHOCTH.

Erfc DyHKIMS OMMO0K AOTIOIHUTEIbHAS.

Igamc HenonHast raMmMa-GyHKIIUS.

MoHOGUTHBIN TecT Ha YacToTy (TecT Ha MOHOTOHHOCTb)

OOBeKT TecTa — JOJIST HyJIed U eNUHUIl U UCCIIeAyeMOii mociieoBa-
TeqbHOCTH. Llenb mecma — omnpenennuThb, MPUGAMKAETCS JIK YUCITO
eNIMHUIl U HyJeil B MOCIEIOBATEIBHOCTH K OXUIAEMOMY IUIS CIIy-
YailHO! paBHOBEPOSATHOI TTOCJIEI0BATEIbHOCTH. TecT oOmpenessieT
GJIM30CTh COMEepKaHMs eAMHUIL K 1/2 OT o0uiero kosmyectsa. Oxu-
JaeTcst, YTO YMCIO HYJIed W e HUII JOJKHO ObITh MPUMEPHO OIM-
HakoBBIM. Bce mocnenyionire TecTbl TpUMEHMMBI TOJIBKO K MOCe-
JIOBaTeJIbHOCTH, TMpOoIIealleid TaHHbI TecT. Eciu mocienoBaTesib-
HOCTb TMpHW3HAHA JaHHBIM TECTOM HeCJAyd4ailHO#l, TO pe3yJbTaThl
YITOMUHAEeMBIX TECTOB HeJNb3sl MPU3HATH JOCTOBEPHBIMH.

Onucanue ajaropurmMa recra

IIpeobOpazoBaHue K *1: HYJU U eAUHUILIBI BXOOHOU MOCJe0BaTEb-
HOCTH TIpeobpasyoTcs B - | u +1 ¥ cKIIaAbIBalOTCS C MOTYydYeHUEM
S, =X, +X,+...+X,, raex. =2y, 1l,rney: — OUT BXOIHOIi rocieno-
BaTteJbHOCTU. HampumMmep, ecnm Ha Bxome Y = 1011010101, Torma
m-10uS, =1+CD)+1+1+¢ED+1+ED+H1+ (D) +1=2.

Sn
PaccunThIBaeTCA CTAaTUCTUYECKOE 3HAYeHHeE: Sabs ~—:=-
"

PaccuuteiBaercs P-value: P-value= erfc(— =),
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e erfc — donoanumenvras hyHkyus owubok (complementary error
function).

Ecmm P-value mensbiie, gem 0,01, To memaercst BRIBOA O HeCTydaii-
HOCTH MCClieyeMoi TociieioBatesibHocTi. MHave mocienoBaTeib-
HOCTb CUMTAETCS CIyYalHOM.

CratucTuka TecTa

— abCoJIOTHOE 3HAYCHUE CYMMBI TTPe00pa30BaHHOIM TIOCTIEIO-
BaTEJIGHOCTH, JIeJICHHOE Ha KBaIPaTHBIN KOPEHB OT JTTUHBI TTOCTIe-
JIOBaTETBbHOCTH.

DTanoHHOE pacrpeneieHue UIsl 3TOTO TeCTa — 3TO HOA0BUHA HOP-
moavHoeo (half normal) (npu GosbLLIOH JUIMHE TOC/IEA0BATEIbHOC-
TH). Ecnu nocnenoBatenbHOCTbCTyYaliHa, TO'* , CTPEMUTCS K HYJTIO
(HaxonuTcst BOIM3U OT Hyjsl). Yem Oosblile mepeBec Hyjled Wau
€IMHMIL, TEM OOJIbLIE MEXIY 8, 1 HYJIEM.

Ycii0BUS BEPHOCTH OLIEHKH

BxomHast TiocnenoBaTeIbHOCTh JOJDKHA MMeTh IinHY 100 1 Goree
owur (t.e. 13 u Gonee Gaiir).

B/I04HBIN TECT HA YacToTy

OOBbeKT TecTa — 110151 eAUHUIL B M-OUTHBIX OJIOKaX HUCCIIeyeMoit
rocyrenoBateIbHOCTH. Llenb TecTa— onpeaenTh, HACKOJIBKO OIM3Ka
4yacToTa MosiBJIeHUs! eIMHULL B M-OUTHBIX O10Kax K M/2. oxunae-
MBIM IIJISI CITyJaiiHo#l mocienoBaTebHocTH. Jiigs M = 1 Tecr pea-
JIN3yeT MOHOOWTHBINA TECT Ta YacTOTy.

Onucanue airopurva TecTa

[MocnenoBatenbHOCTD neauTcss Ha N Hemepecekaloumxcs 6J10KoB
Ho M our. He Boweniiue B 6J10Ku OUTHI OTOpaChIBAIOTCS.

OrnpenensieTcs O0J1sT eIMHALL B KaKIOM 13 M-OUTHBIX OJIOKOB:

Y. &
=—————— fue  I&I<N
M
Vi F
PaccuuteiBaercs cratuctuka: X {°bs) —4 M *i/*; ~ /IJ ¥

M
PaccuutbiBaercs P-value = igamc(N/2, x*(°bs)), rie igamc — xe-
noanas eamma-pynxyus (the incomplete gamma function).
Ecmm P-value menbire, yem 0,01, To nemaeTcst BHIBOI O HECTydaii-
HOCTH MCCIIeIyeMOl TTocieoBaTeIbHOCTH. MHave rmociienoBaTeb-
HOCTb CUMTAETCS CIyYalHOM.
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Cramicika Tecta

y/ (obs) — olieHKa TOro, Kak XOPOHIO UccieayeMast A0JIs1 eNMHULL B
M-6uTHOM OJTOKE COTJIacyeTcsl ¢ oxumaemoit goneid (%).
DTaJloOHHOE pachpe/e/ieHde CTaTUCTUKKU TecTa

X°-pac npeneneHue.

YciioBre BEPHOCTH OIIEHKH

PexomeHnyemast niivHa uccienyeMoid ocae0BaTeIbHOCTA He Me-
Hee 100 6urt. JInuna 610Ka JOJKHA BBIOMPAThCST UCXOMS U3 CleIy-
IOLLMX YCJIOBUM:

M=>20u M < 0,01 IJIMHBI TTOC/IENOBATEILHOCTH, T.€. KOJIMYECTBO
6J10KOB AOKHO ObITh N < 100.

TecT Ha cepuitHOCTb

OOBeKT TecTa — 00IIIee YMCIIO Cepuil B MOCIENOBATENbHOCTH, TIe
Mo/, cepueid Topa3ymMeBaeTcsi HelpepbiBaeMasl TocaenoBaTeb-
HocTh uaeHTUYHbIX OuT. Cepust nuHoi K comepxxut poBHo K onm-
HAaKOBbBIX OMT ¥ OrpaHUYeHa OUTaMU T POTUBOTONOXHOTO3HAYESHMSI.
Lenblo TaHHOTO TecTa SATUISICTCSl CpaBHEHUE OOIIEro KoJuvecTBa
cepuii pa3aIMYHOM JJIMHBI C AHATOMMYHBIM KOJIMYECTBOM, OXMIae-
MBIM JIJISI CITyJaifHO# mociienoBaTeabHOCTU. B yacTHOCTH, TecT or-
penenseT, MPOUCXOIUT JIU TIepeXos OT IMyJieil K eTMHULAM U obpar-
HO CJIMIIKOM OBICTPO UJIU CIIUILIKOM MEJIEHHO.

Onmcanue ajropyrMa tecra

PaccuuTtbiBaeTcst 107151 €AVHULL ¥ UCCIIETyeMOI TIOCIeIOBATETbHOCTH
L

e S

n
OrnpeensieTcs: npeaBapuTeIbHOe YCIIOBYE — TTPOXOXIEHUE TeCTa
HA YacTOTY: €CIIM OKAXKETCsl, UTo [[1-/-, >T, TO TECT Ha CEPUIHOCTD
JIOJDKEH OBITh TpepBaH (T.e. TECT HeJb3s 3amycKaTh JJIsl TOC/IeNo-
BaTeJIbHOCTH, HE MTPOoIlIe/lIeli MOHOOUTHBII TeCT Ha YacToTy). st
JAHHOTO TecTa t yCTAaHOBJIEHO KaKT = 2*rrar'. :
PaCC‘II/ITbIBaeTCH CTaTUCTUYECKOE 3HAYECHUE Vzobs) \ r(k)-+1

e r(k) =

ecm e, = €, 11(k) = 1 B IPOTMRHOM CJIyJae.

RYI ,ih = 'fﬂq] _“). |
PaccuutsiBaercs P - value = eifct Wonr(l-my )
Ecnmu P-value menbinie, yem 0,01, To menaetrcs BBIBOI O HeCTydaii-
HOCTH HCCIeayeMOoi MmocenoBaTeIbHOCTU. M Haue mocenoBaTesb-
HOCTb CYMTAETCS CIIyYalHOM.




Peanusauumn Kpuntorpapuyeckmx anroputmMmos 255

CratucTuka TecTa

V (obs) — oflee KOJIMYECTBO CepHil (T.e. YMCIIO cepuid Hyneir +
YUCIIO cepuii eAMHUIL), OTHECEHHOE K JUTMHE TTOCIIeIOBATEIbHOCTH.
bonbiroe 3HaueHue V (obs) TOMOPUT O TOM, YTO OCUMJUISILIMM B
TIOCJIEIONATCIBHOCTH TIPOMCXOMSAT CIMILIKOM OBICTPO; Maloe: 3Ha-
YeHUe — O TOM, UTO CJIIUIIKOM MeIeHHO. (OCLMIIISIIIS TTPOUCXO-
IIAT TPU CMEHE 3HAUYCHUSI C HYJISI Ha €IUHUILLY WU HA000poT.) BbI-
cTpast OCUMJUIAIMST HAaOMI0aaeTcsl, KOrna MporucXoaIuT MHOTO CMeH,
Hampumep, nocienoBatebHoCcTh 101010101 ocmmuipyeT Ha Kax-
noM Oure. [TOoTOK ¢ MeUIEHHON OCLWIIISILIMEN CONEPXUT MEHbIIle
cepuii, YeM OKMIaeTcs TS CTydaitHoi nociieqoBaTeibHOCTH. Ha-
TpuUMep, MOCIeN0BaTeIbHOCTD, conepkartias roapsia 100 equHuI,
3aTteM 73 HyJIsI ¥ 32 HUMH elié 127 enuHuUIl, OyneT MMeTh TOJIBKO 3
cepuu, B TO BpeMsl Kak oxungaercst 150.

DTajOHHOE pacnpeacjacHue CTaTUCTUKU TECTA
“-pacnpegeneHue.
YcaoBue BEPHOCTH OLICHKH

BxomHast Toc/ienoBaTeIbHOCTh OKHAa MMeTh utnHy 100 u Goree
ourt (.. 13 u Gosee 6aiiT).

Martpu4Ho-paHroBeivi TECT

OOBeKT TecTa — paHT HerepeceKarolInXCcsl MOAMATPUL] HCCIieTye-
Moit TocnenoBarenbHocTU. Llenb Tecta — TpoBepKa uccienyeMoi
TOCJIEIOBATEJIbHOCTU Ha JIMHEWHYIO 3aBUCMMOCTb MEXKITY TTOJICTPO-
KaMy GMKCUPOBAHHOM JUTMHBI.

OrnrcaHue ajaroputMa Tecra

WccnenyeMas nmocaenoBaTelbHOCTb AETUTCS Ha OJ0KU (MaTpHUILIbI)
pa3mepoM 32*32 Oura, T.c. mo 128 Gaiir Kaxabiii. N — IToJlydeHHOE
KOJTMYECTBO MaTpHII.

Ompenersiercst panr R kaxmoit mn3 matpuil, tme u= 1..N.
Boruucnsiorest: F — konuuectBo Matpul ¢ paHrom 32, Fj — ko-
n4ecTBo Matpull ¢ padrom 31, F ., =N -V -F m
PaccuuthiBaercs y2:

(f,-o_ggsaAf)? (F 05776\ K F .—01336N)Y

R38N 0.5776,' 0.1336JT'
PaccuuteiBaercst P-value:

¥ (ohst

P-value =e*'*
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Ecimu P-value menbie, yem 0,01, To menaeTcsi BBIBOA O HECTydaii-
HOCTU MCCJIEAYeMOil TTocaenoBaTeIbHOCTU. MHave nocieaoBaTelib-
HOCTb CUUTAETCSI CIIyYaHOM.

CraTucTuKa TecTa

X,’(ohs) — olieHKa OTHOUIEHHS] HAGTIONAEMOTO UMCJIa PAHTOB Pa3-
JUYHBIX3HAYEHUUKOXUAAEMOMY JUISI CIy4YaliHOU mocjienoBaTelb-
Hoctu. Bosbiioe 3Havyenne ¢*(0bs) CUTHATIUM3UPYET O TOM, YTO MPH-
CYTCTBYET 3HAUUTEIbHAs JeBUALIUsT pacTipeie/ieHUs] 3HaYeHU paH-
TOB OT OXKUIAEMOTO pacHpeesieHu 51 [UIs1 CIIy4aiHOM Noc/ie10BaTe b~
HOCTH.

DTalloHHOE pacrpe/ie/ieHUe CTaTUCTUKHY TecTa
“-pacnpeneyicHueE.
VYcinoBue BEpHOCTH OLIEHKU

JOKHO OBITH MPOTECTUPOBAHO HE MeHee 38 MaTpull, T.e. MUHU-
MaJibHast IJIMHA UCCIIeMyeMOl MOCIeI0BaTeIbHOCTH:
38912 6ut = 4864 Gaiit.

TecT Ha cXxumaemMocTb

B aToMm Tecte paccMmaTpuBaeTcs oollee YMCI0 HaKarIMBaeMbIX pas-
AuyvHbix 00pa3loB (CJIOH) B mocienoBarelbHOCTU. llenb Tecta —
ONpPENETUTD, HACKOJIBKO TECTUPYEMYIO ITOCIEA0BATEIbHOCTh MOXK-
HO cXaTb. [locnenoBaTelbHOCTh pacCMaTPUBAETCsl KaK Hecydaii-
Hasl, ecJli MOXeT ObITh 3HAYMTeJIbHO ckaTa. CiiydaifHast mocieno-
BaTeJIbHOCTD JOJKHA O0JIaiaTh XapaKTePHBIM YUCIIOM Pa3JIMYHbIX
00pa3IIoB.

Omicanue aJropuTMa TecTa

TTpousBoauTCst pa3bop MOCIeI0BaTEILHOCTH Ha MOCIEIOBATE/IbHbIC
OTJeJIbHbIE PA3JIMYHbIE CJIOBA, O0Opa3yIOIIME «CJIOBAPb» CJIOB IOC-
JienoBaresibHOCTU. [loacTpoka rociienoBaTeIbHO (popMuUpyeTcst u3
CJICAYIOIIUX APYT 3a IPYTOM OUT MOCJIEI0BATETLHOCTH IO TEX TI0P,
MOKA TIoJTyyaemasl TIOACTPOKA He OKaXXETCsl YHUKAIbHOMN IS yKe
00paboTaHHOrO y4yacTKa MOCJ/IeNoBaTeIbHOCTU (T.e. B hopmupye-
MOM cCJIOBape He HalAETCsl Takoro cioBa). [lomydeHHast mmoacTpoka
U €CTb HOBOE CJIOBO B cjioBape. Ha stom stamne onpezenserca W,
00BEM TMOJYYEHHOTO cJIoBapsl (KOJMUYECTBO CJIOB B cioBape). s
npuMepa pazdepéM nocJieopareibHocTs Buaae = 010110010 (Tad-
auua 5-12).



Peanusauuu kpunrtorpaduyeckux anroputMmoB 257

Tab6nuua 5-12. Mpumep aHanusa nognocnenoBaTenbHOCTEN

[To3uuus 6ura Bur HoBoe crnoBo? CrnoBa

: ) 0  a ) S 0"l 1)

2 I T 1 (6ut 2)

3 J Her

4 1 Jla 01 (6uret 34)
5 | Hert

6 0 Ila 10 (6uth 5-6)
7 Kl Her

8 i Her

9 0 Tla 010 (oursI 7-9)
B cnosape nath cnos: O, 1, 01, 10, 010. 3nauwmr, \,,," 5.

laow, )
Lo |

\ \2cr )
e T = 69586.25 u tr= V70.448718 nnan = 10" 1151 UHBIX 3Haye-
HUIA 11 3HAYEHUS T U S IOJDKHBI ObITh MepecunTaHbl. OTMETHUM, 4TO,
TaK Kak B HaCTosilllee BpeMsi He M3BECTHA TEOPHUsi TOUHOTO OIpe/e-
JIGHUSI 3TMX 3HAYEHMI, OHU PacCUMTHIBAIOTCs ¢ rnomoliblo SHA-1
(IIpu TIpeaIIoIoKeHUH ero ciaydaitHoctr). Blum-Blum-Shub-rene-
parop JaET Npyrue 3HaYeHUs 118 ji U CT.

PaccuutsiBaeTcs s e

Ecnu P-value Menbinie, uem 0,01, To nenaetcs BbIBOA O HeCTy4daii-
HOCTH HCClieayeMoii rocjieaoBaTeibHOCTU. VIHave mocienoBaTelib-
HOCTb CUMTAETCS CIAyYarHOM.

CraTucTHKA TecTa

W“,)s — KOJIMYECTBO I10CJICA0BATCIbHBIX OTACIbHBIX PAa3JIMYHBIX CJI0B

B IIOCJIEIOBATEb HOCT H.
DTajOHHOE pacnpeleeHue AIA CTATUCTHKH TecTa
HopwmanbHoe pacmpeneienue.

YcinoBue BepHOCTU OLIEHKU

JlnuHa rocnenoBare/ibHOCTUM He MeHee 10§ Our.

TecT Ha BXOXAEHNE HErnepekpbIBatoLLMXCS Labs10HOB

OOBeKT McClIeIOBaHMsI JTAHHOIO TECTa — YKCJIO BXOXKICHUI 3aaH-
HOIi 3apaHee OMTOBOI CTpOKM (11a0sioHa). 3amadya TecTa — omnpeze-
JINTb, HE IPOM3BOIUT JIM TeHEePaTOp CIUIIKOM MHOTO 3aJaHHBIX
aneproANYEeCKNX IIabJIoHOB. B maHHOM TecTe MUIsI ITOMCKA T-OUT-
HOro 11a0JI0Ha MCHOJIb3YETCS M-OUTHOE «OKHO». Eciu 1mabiaoH He
HaliJIeH, TO OKHO CIIBUTraeTcsi Ha oquH Out. Eciau 11aGioH HaiineH,
OKHO YCTaHaBIIMBAETCsI Ha OUT, CIICAYIOIIMI 3a HAMICHHBIM BXOX-
JIeHreM 11a0JIoHa, Y ITOMCK ITPOIOJIKACTCSI.
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Onucanue amopurmMa T€CTa

[NocnenoBatensHocTs AemuT, 2 Ha N nenepexpoiearoujuxcs 610koB
no M our.

JIia Kaxmoro GJoKa MOJACYMTHIBACTCS KOJUYECTBO BXOXICHU b
(mwa6non) W. (j = I,..., N). B nporiecce rovicka 1o rocjenoBaresib-
HOCTH JABVKETCSI M-OUTIT OC OKHO, KOTOPOE Ha KaKIOM IIIare oOGMTHO
cpaBHMBaeTCs ¢ 1abioHoM. Ecii oHM He COBMaiaroT, OKHO CIBH-
raeTcsl Ha OMH OUT, HANPUMEP €CJIM OKHO JUTMHOI 3 Outa (T.e. ra = 3)
cofiepkajio OUTE ¢ 3 HO 5, TO Ha CJIeAyIONIeM Iare OHO OymeT co-
nepXaTh OUTHI ¢ 4 TIo 6. EclM OKHa COBITAaloT, OKHO CIBUTACTCS
Ha m OUT, HapUMep B pacCMaTpUBAeMOM Cliydae OKHO, cozepska-
1ee OUTHI ¢ 3 10 5, Ha CIIEAYIOLIEM Lare OyIeT coaepKarh OUTHI ¢ 6
1o 8.

Paccmotpum mpuMep. HaHa MOCJIeTI0BaTEIbHOCTh
101001001011100K0 I1O, t.e. m = 20. ITycte M = 10, TormaN=2.
Ilycte m = 3 u B= 001. Torma mpoliecc moncKa BEITJISIIUT CIEAYIO-
myM obpasoM (Tabmuma 5-13).

Tabnuvua 5-13. Mprvep TecTa Ha LAGOHbI

BuTtsr ocrne- Biox 1 Biok 2
JIOBaTEIbBHOCTUA Butsr o, Bute o
5 T T R §
2-4 010 0 1o 0
3-5 100 I 100 0
i, 001 0+l =1 001 e
o Her mpoBepku Her npoBepku
6-8 Her nipoBepku Her nposepxu
7-9 001 14122 011 1
8-10 010 2 no 1

To. W, =2, W,=1.
HOH TIPEATIOJIOKEHNEM CJ'Iy‘{ﬁfIHOCTI/I PaCCYUTBIBAIOTCA TEOPETUYCC-
KHNE 3HAYCHUA p. U 33:

W.—u)
PaccuutbiBaercst x(°h*) - \_ =

[}

PaccuutbiBaercs, P - value = igamec — ,— , OTMETUM, 4TO
1z i i
JUISI OIHOTO 11a0JI0HA PaCCUUTBIBAETCsl OMHO 3HaueHue P-value, HO

JIJIS1 AJTMHBI 11abjI0Ha m CyHIeCTByeTZT' IIIa6J'[OHOB, JUTA KaKI0ro nu3
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KOTOPBIX MOXXHO paCCyUTaThb P—value, TEM CaMbIM IIpOBE€AA TCCTU-
pOBaHHUEC I10 BCEM madJoHaM JAHHOM JJIMHBI.

Ecnu P-value mensnmre 0,01. To memaeTcss BBIBOI O HECIy4allHOCTU
HccieayeMoil TocienoBaTeIbHOCTH. KHauye mocienoBaTeTbHOCTD
CYMTAETCS CIyYalHOMN.

CraTucTika Tecra

¥ (0ls) — omeHKa Toro, Kak Xopollo HabJloJaeMoe YUCIO BXOXKIE-
HUI 11aGJIOHa COOTBETCTBYET OXMAAEMOMY YMCIY BXOXACHUI (TOX
MPEeATIONOXEHNEeM CIy4yaiiHOCTH).

DTajioHHOE pacnpeesieHde JJisi CTATUCTUKHA TeCTa
X’-pacripeneseHue.
YcaoBue BEPHOCTH OLEHKH

Kox tecra momnepxuBaer mavHBI m oT | mo 32. [Ansa monydeHUs
MONIAIOIINXCS MHTEPIIPETALMU Pe3yIbTaTOB peKOMeHayeTcss m = 9
NI m = 10. auHa nocienoBateabHocT He MeHee 10fi out. Ilo
yMoa4YaHuIo AanHa 6jJoka M = 131072, 1o ce MOXXHO M3MEeHUTh. [1pn

3TOM JIOJIKHBI cOOIoaaThes cieayioliee ycaoBue: Af-=(),()1*4. npu
o | n
3TOM =
M

B 3akimoueHne nokKaxkeM TeKCT nporpaMmMbl, ITPOBOI s 1€ HECKOJIbKO
CTaTUCTUYECKUX TECTOB, B TOM YUCJIC TCCTbl HAa JCTCPMHUHUPOBAH-
HbIE MTOCJIEIOBATEABHOCTU U CTATUCTUYECKUI TECT Hﬂ,CLITCKyLLIGFO
YCTAHOBJICHHOTO  KpMITTONpOBaiiaepa.
«include <windows.h>
«include <stdio.h>
BOCL
TestRandomBuffer(

BYTE *pRndBuffer,

DAMHRD dwBuflen, // TapameTp 3ape3epBUPOBaH

DWORD *pdwBorderHiSquare,

DWORD *pdwBufferHiSquare

)

// OnpeneneHve umeHn 1 Tuna paboyero nposaioepa

«define PROVJAME MS DEF PROV
«define PROV_TYPE PROV_RSA FUU
#define RND_BUFFER_LEN 1024 //0nvHa Gydepa

dvKcmpoBaHa
void mainf) {
BOOL Result=TRUE;
HCRYPTPROV  hCryptProv=0;
PBYTE pbflndBuffer=NULL;
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DWORD dwBufferHiSquare=0, dwBorderHiSquare=0,
dwCount=0;

pbRndBuffer=LocalAUoc(LMEM_ZEROINIT,RND_BUFFER_LEN);
tf(lpbRndBuffer) {

printf("Error: Out of memory.\n");

Result=FALSE;

goto ReleaseResource;
1

// Tect N2, TlonHocTblo HyneBoi Bydep.

printfC'Test * 1. Zero buffer.\n");

Result=TestRandomBuffer(pbRndBuffer,RND_BUFFER_LEN,
&dwBorderHiSquare, AdwBufferHiSquare);

printff'Board Hi square = Xd\n", dwBorderHiSquare);

printf("Hi square = %d\n", dwBufferHiSquare);

if (Result) printfCRandom buffer test complete
successfull\n\n")I

else printfC'Random buffer test complete
unsuccessful.\n\n");

/* Tect N22. lNepeas nonoBvHa Oydepa 3anonHeHa eoyHULAMAN.

Btopasi HyneBasi. */

printfC'Test ft2. Half buffer fill one. Other zero.\n");

FillMemory(pbRndBufter, RND BUFFER LEN/Z2, 1);

Result-TeatRandomBufferCpbRndBuffer.RND.BUFFEF LEN,
idwBorderHiSquare, idwBufferHiSquare);

printf("Board Hi square = Kd\n", dwBorderHiSquare);

printf("Hi square = Xd\n", dwBufferHiSquare);

if (Result) printfC'Random buffer test complete
successfull\n\n");

else printfC'Random buffer test complete
unsuccessful.\n\n");

/* Tect N2B. Bydep 3anonHeH Bozpactaoummm ot 0 oo 255

nocnegnoBaTeNibHOCTAMMU */

printfC'Test fI3. Ascending sequences buffer,\n");

for (dwCount=0; dwCount < RND BUFFER LEN; dwCount++)
pbRndBuffer[dwCount]={BYTE)dwCount;

Result=TestRandomBuffer(pbRndBuffer, RND BUFFER LEN,
&dwBorderHiSquare, &dwBufferHiSquare);

printf("Board Hi square = Xd\n", dwBorderHiSquare);

printf("Hi square = Xd\n", dwBufferHiSquare);

if (Result) printfC'Random buffer test complete
successful!l\n\n");

else printfC'Random buffer test complete
unsuccessful.\n\n");
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// Tect N24. Bydep 3anonHeHHbii dyHkumen CryptGenRandom.
printfC'Test »4. CryptGenRandom buffer.\n");
// OTKpbIBaEM BPEMEHHbBIA KJIIOYEBOrO KOHTEHEP
if (! CryptAcquireContext(&hCryptProv, NULL,
PROV JAME,PROV_TYPE,CRYPT_VERIFYCONTEXT))
printff"Error:  CryptAcquireContext=0xXX.\n",
GetLastErrorf));
Result=FALSE;
goto ReleaseResource;
|

ZeroMemory(pbRndBuffer, RND_BUFFER_ EN};
if {!CryptGenRandont(hCryptProv,RND_BUFFER_LEN,
pbRrtdBuffer»{
printf("Error:  CryptGenRandom=0xXX.\n",
GetlLastErrorO);
Result=FALSE;
goto ReleaseResource;

I}Resurt:TestRandomBuffer(prndBuﬁer,RND_BuFFER_LEN,
idwBorderHiSquare, 4dwBufferHiSquare);

printf("Board Hi square = Jd\n", dwBorderHiSquare);

printf("Hi square = %d\n", dwBufferHiSquare);

if (Result) printfC'Random buffer test complete
successful!l\n");

else printf("Random buffer test complete
unsuccessful.\n");

ReleaseResource:
if (pbRndBuffer) LocalFree(pbRndBuffer);

return;

1

BOOL
TestRandomBuffer(
BYTE .pRndBuffer,
DWORD dwBufLen, // MapameTp 3apes3epBupOBaH
DMORD *pdwBorderHiSquare,
DAMORD *pdwBufferHiSquare
)

DM Class[16], dwCount;
DAMORD dwHiSquare=0, dwBorderHiSquare=0;

dwBorderHiSquare=(24+2048) RND_BUFFER_LEN/8;

ZeroHemoryCClass, sizeof(Class));
for (dwCount=0; dwCount < RND BUFFER LEN; dwCount++>

L)

(=}
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Class[((BYTE*)pRndBuffer)[dwCount] & OxF]++;
Class[((BYTE*)pRndBuffer)[dwCount] » 4]++;

\

for (dwCount = 0; dwCount < 16; dwCount ++ )
dwHiSquare += Class[dwCount] * Class[dwCount];

if (pdwBorderHiSquare)
*pdwBorderHiSquare=dwBorderHiSquare;

if (pdwBufferHiSquare) *pdwBufferHiSquare=dwHiSquare;

if (dwHiSquare > dwBorderHiSquare) return FALSE;

else return TRUE;

HanexHocTb peanusauum
KpunTorpadumyecknx npeobpasoBaHuUii

Ipu peanmmzaiivy KpUNTorpahruyecKrx aifOPUTMOB B paMKaX KPHIT-
TOMpoBaiiiepa, a TakKKe TPH MCIOJb30BaHMKM KPUITOMPOBaiiiepa
13 TIPUKITAIHBIX MTPUIOXKEHUN BO3MOXKHBI CJICIyIOIIUE TPYITIThI yT-
PO3, {BSI3aHHBIEC C HAPYIIEHHeM HalleKHOCTH:

1. ommMOKM MPU MPOrPaMMHUPOBAHMYN KPUTITOrPahUIeCKHX TIPUMU-
TUBOB;

2. OIIMOKM MPH UCTIONIB30BAHUM KPUTITOrpahUIeCKUX TPUMUTH -
BOB B paMKaX KpUIITONpOBaiaepa;

3. omMOKM TpH Mepenade MmapamMeTpoB B KPUITTOIIPOBAIED U 603-
Bparte pe3ysibTara 00padoTKM;

4. ommOKM 1 cOOM aIlmapaTHON IIaThOPMEL;

5. ciyvaiiHble W MPeTHAMEPEHHbIE HApYIIEeHUS EJIOCTHOCTHA MPO-
IpaMM U JAHHBIX KPUITTOMNpOBaiaepa.

IlepBas rpymnima yrpo3 NpUHIMITAAJIBHO HEe OTJIMYAeTCsS OT yrpo3
OOIIIero TJIaHa, CBA3AHHBIX C TEXHOJIOTHEN HaleXKHOTO MporpaMMu-
poBanusa. MbI He OyieM ee TTOApOOHO pacCMaTpUBaTh.

Bropasi 1 TpeThsI rpynma yrpo3 cBsi3aHa C TTOSIBUBIIICICST HEIaBHO
MPOOGJIEMOIi KOPPEKTHOTO B3aMMOJCIHCTBUS POTPAMMHBIX MOMYJIEi
IpyT apyroM. HeoGXomrMo OTMeTHTh, YTO C TOYKM 3pEHUS] KOPpeK-
THOM Tiepefadd M BO3BpaTa MapaMeTpoB KPHITONpPOBAiaep CIpo-
€KTUPOBAH M BBITIOJIHEH ONMUMAJIBHO, TIOCKOJIBKY HCHOJIb3YeT Tie-
pemady ykaszartesieil Ha COOTBETCTBYIOIINE JaHHEIE.

YerBepTasd U IsITasl TpyIma yrpo3 CTAHOBITCS MPUUYMHONM TaKMX
MOCJICACTBUIA:

*  HapylleHHusI paboThl ()parMEeHTOB Koia (HaIpuMmep, YMEHBIIIC-

HHe Y1CJIa MTepanmii B GJIOYHOM aJrOPUTME);
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*  JICITOJTb30BaHUS HEKOPPEKTHBIXAAHHBIX K KAaY€CTBEC KITIOUCBLIX,

* HCCH.H]GII/IOHPIDOB&HHOVI TICPECbUIKN KITIOYEBBIX JAaHHBIX B 00-

J1acTh JAEHCTBUS JPYrux IMpUKIaaHbIX IIporpaMM HWJIW Ha BHEC-
ITHUEC HOCUTECIIN.

Takoro pona mocieAcTBUs B MPUKIAAHONW KpUNTOrpaduu MpUHS-
TO Ha3bIBaTh OMMacHbIMU. OTMaCHOCTh UX B TOM, YTO OHU YMEHbIIIa-
0T KpUnTorpauueckyto CTOMKOCTb PealM30BaHHOTO KPUITOTpa-
¢uueckoro anroput™a. Harnpumep, yMeHbllIeHUE UTEpalinii B GJ104-
HOM aIrOpUTME MPUBOIUT K PE3KOMY CHIKEHUIO TPYIOEMKOCTH
neivdpoBaHus; cOOi, U3-3a TOTO YTO 3HAUEHUE yKasaTesisl Ha KITou
M3MEHUTCSI U HAUHET YKa3bl BATh HA KOHCTAHTHBIN (Hampumep, Hy-
JIEBO) MacCUB, BOOOIIE BBI3bIBACT TMOJHYIO TIOTEPIO CTOMKOCTH
mmdpa. b pesynbraTe MCHONB30BaHUS ABAKIBI: OMHOM M TOM Ke
BesimuurHbBI k ipy BeimotHeHUU DI (cMm. miaBy 1), cBA3aHHOI cO
cooem pabotel T11CY, craHonsATcsa BO3MOXHEIMU OIPEIecHNE CeK-
PETHOTO Kioua U TOAZIENTKA BJICKTPOHHBIX TOKYMEHTOB.

OCHOBHOI BOMPOC, KOTOPBII MPUXOAUTCS peliaTh pa3paboTynKam
U 9KCIEpTaM Mpu U3Y4eHUM OTACHBIX MOCENCTBUI OIIMOOK U COO-
€B. — OLICHKA BEPOSITHOCTU VX HACTYILIEHHSI.

BrioyiHe TIOMSITHO, YTO M3OIIPEHHBI YM 3KCIepTa MOXeT BooOpa-
3UTh CKOJIb YTOMHO OIACHYIO CHUTYAaI[UIO, BEPOSTHOCTh HACTYILTE-
HUSI KOTOpOii cocTaBmsieT MpubnusnutensHo 10 ™ B rof, 4To cylie-
CTBEHHO MEHBIIIe BEPOSATHOCTH JaXkKe TAKOTO PEIKOTO M YK30THYE:

KOTO COOBITHSI, KaK TaJicHIe METCOPUTa TOYHEXOHBKO BaM Ha TOJIOBY.

BO3MOXHOCTh HACTYIJIEHHSI OTTIACHBIX TTOCIEICTBUI MPEACTABIIS -
€T coboil mepeceyeHre (OMHOBPEMEHHOE HACTYIUICHNE) CIIECAYIOIIUX
COOBITUIT — COOs1 (OLIMOKM) armapaTHOW YacT WM HapyllIeHUs
£ TT0(CTHOCT U BEPOSITHOCTH KOHKPETHBIX OMACHBIX MOCIENCTBUMA
OT TaHHOW OIITUOKMU.

[TOCKONBKY ITPOrHO3MPOBATh ITOCTEACTBUS OIIMMOOK TOCTAaTOYHO

CJIOKHO, CUYUTAIOT ONACHOU 4r06e/f0 owubKy annapamuoi niamgop-

Mbl, KOTOpasi HACTyIIJIa BO BpeMsI MCITOJIb30BaHMS KpUNTOrpacu-

YEeCKUX CPEICTB, TU00 11000¢e uckaxcerue Kooa u 0AQHHbIXKPUNMOo2-
paguueckoeo modyas (B HallleM ciiydae — KpUIITOIIpoBaiinepa).

Eci mpennpuHSATE Mephl 3alllUTHl OT OIIMOOK M MCKAXKEHUI Iie-
JIOCTHOCTHM, TO OTACHBIM CUWTAETCs MepecedyeHHe TaKUX COObI-
TUIA — HACTyIUIeHus OIIMOKY (cOOs1) M HecpaOaThIBAaHUS 3aLUT-
HOTO MeXaHu3Ma.

ITycTb BEpPOATHOCTb HACTYIUIEHUS OIACHOIO ISl KPUIITOMOZMYJIS
nocnenctsusa P
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P

P — BEpPOATHOCTb HACTYIUIEHUS OIUMOKM (CO0s1) MIM HAPYLIEHUS
1IEJIOCTHOCTH Koma (Mbl YCJIIOBMIJIMCh, YTO Jit00asi onimbka, Kacaro-
1asicsl KpUNTOMOIYJISI, OlacHa),

P, rile

niii T

Torma P

MK~

P , — BeposATHOCTb HecpabaThIBAaHUS CPEACTBA KOHTPOJISI, OpH-
E€HTHMPOBAHHOTO Ha 6JIOKMPOBaHUE KOHKPETHOM OIITMOKU.

ChopMypyeM KIIaCChI 3AIMTHBIX MEP TIPUMEHUTEIBHO K KPUTI-
TO IpoBa” gepam.

1. KOHTpOJ’IB HEJIOCTHOCTH KoJa U JAaHHBIX KPUIITOIIpOBaJAcpa 10
€TI0 UCITOJIHCHHUSA, a TaK>XKE BO BPEMS UCITOJTHCHUS.

2. TecToBbIit IPOroH KpunTorpaduieckux GyHKIUI 10 UX peab-
HOTO MCIIOJIb30BaHMSI C UCTTOJIb30BAHNUEM TECTOBBIX TPUMEPOB.

3. 3ammra KIIOYEBBIX JaHHBIX BO BpPeMs MX XpaHEHUSI HO BHEIII-
HEW W orepaTUBHON MaMsITH.

4. KoHTpoJb KauyecTBa CIy4aiftHOM IMOCe10BaTeIbHOCTH, BbIpabo-
tanHoi JICY u mcnonb3yeMoii mpr (pOpMUPOBAHUN KITFOYEHA.

5. Jlornyeckuii KOHTPOJIb PEAJIbHOTO BBITTOJIHEHMSI KpUnTorpadu-
YEeCKUX TIPOLIEIyD.

[MTosicHuM ToapoGHEE CMBICIT YKa3aH HBIX Mep 3allUThI U MpOaHau -
3UpyeM HMX BO3MOXHYIO 3((hEeKTUBHOCTD.

Konumpoaw yearocmuocmu K00a u OaHHbIX KpURMONposaiidepa Mox-
HO OCYUIECTBJISITh IO €0 3arpy3ku (4To U Aefaercsl Mpu MHUIMA-
JIM3alMU KPUNTOMNpoBaiinepa — BeIYUCIsIeTCs] LU(poBast MOAMKUCH
MOl HUM, YTO TO3BOJISIET YOEAUThCA B €r0 1IEJIOCTHOCTH) JTMOO MoC-
Jie ero 3arpy3ku B rpoliecce paboTel. Bo BropoM cityuyae BbIYUCIISI-
10TCSI Xelll-3HaYeHUs1 OT KPUTUYHBIX (parMeHTOB KO U JaHHBIX U
¢uKcUpyIOTCSl Kak 3TaIOHHbIEe. 3aTeM C 3aJlaHHOI NMepHOIMYHOC-
TBI0 Ha 5TU (parMeHThbl BBIYUCISIIOTCS aKTyalbHbIE Xell-3HAueHUsI
U CPaBHMBAIOTCS C 3TAJIOHOM. B ciyuae HecoBmaneHust hbUKcUpy-
ercst cOoil, U ewbinosnenue xpunrorpaduieckux (QyHKIMI Mpuoc-
TaHaBJIMBAETCS.

Fcnn P — BeposITHOCTh HACTYIJIEHUSI cOOSI BO BpeMs padOThI, a
P, — meposTHOCTE HEOOHAPYXKEHUSI UCKAXKEHUSI KOHTPOIUPYEMO-
ro MaccuBa xeui-(hyHKumeil, TO BEpOSITHOCTh HACTYTIJIEHUST Orac-
HOT'O COOBITUS B X0Ie paboThl Kpunronposaiinepa Py, Beruucisier-
cs KaK

P =p,*p

CoBpeMeHHast TeOpusl HaIe>KHOCTH OIEHIIIIET BEPOSITHOCTh COO0sT
B 2JIEMEHTHOU 0a3e KOMIBbIOTEPHON TEXHUKU BEJTUUMHOUN MOPSAKA
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10%1B yac. A BepOSITHOCTb HeOOHAPY:KEHUST OIIMOKM Xelll-(DyHKIIU-
eil MOXeT ObITb OllCHeHa IJIMHOM M Xelll-3HaYeHWs] B OuTax, Kak
P-1/2"

TecmosbLlit npoeon kpunmoepaguueckux hyHK YU IO3BOISET yOe-
JUTHCSL B TOM, YTO B MaMSITh 3arpy>kKeH HEMCKaXXeHHbIN KO KPUII-
Torpadmueckux MomyJel, yKaszarequ ajisi paboThl C KJIHOYaMu |
OTKPBITHIM TEKCTOM YKA3bIBAIOT HA MACCUBbI, CONIEpKAIIINe TIPABUIIb-
Hble 12 HHbIe. Ero Tak:ke MOXHO 6 BITIOJTHSTS C 33J1aH HOM TIeproIny-
HocThio. OfHAKO HAI0 3aMETUTh, YTO TECTOBBIN MPOTOH KakK MeXa-
HU3M OOecrieueHUs] HalleXKHOCTU CUMTAETCsl CYIIeCTBEHHO Oojiee
«TSDKEJTbIM», YeM KOHTPOJIb LIEJIOCTHOCTH BHYTPEHHUX JAHHBIX U
Koza (BBINOJHAETCS MeJIEeHHee, TpeOyeT MepeyCTaHOBKU KIToue-
BBIXITAaHHBIX).

Heobxodumocmb 3auumot KAr04eabiX 0aHHbIX TIPY X XPAHEHUU BO
BHeIlIHel mamaTtv oyeBunHa. [Ipu xpaneEllln kimodeit B onepaTus-
HOIA MaMsITH BITOJTHE BO3MOXHA WX BBITPY3Ka Ia JUCK B XOJE BbIT-
PY3KU/TIONKAYKU CTPAHUII TIAMSITU JIMOO TPU HACTYIUIEHUW OIIM-
0OK U cOOEB B IMOJIb30BAaTEILCKOM TMPWIOXKEHWUM, BbI3bIBAIOIIEM
Kpunronposaiinep. {151 n30exxaHusi KOMITPOMETAIlUU XpaHUMBbIX
KJItoueil HeoOXOAMMO MCITOJIb30BaTh UX «3aKPBITOE» XpaHEHMUE.
CaMbIM TIPOCTBIM CITOCOOOM SIBJISIETCS CyMMMPOBaHUE KITto4a C 3a-
IIMATHOM TOCJIe0BaTeIbHOCThIO, XpPAHUMOI B JIOCTATOYHO YIaieH-
HOM (T10 anmpecy) MecTe, HarpuMmep B IPYroil Kyde.

Hampumep, st anroputma 'OCT, paccMOTpeHHOTO B ITEpBOM TTa-
parpace TaHHOI IJIaBbl, 3aAIUTHYIO TOCJIEIOBATEILHOCTD CIEIyeT
HaJjlaraTh Ta KoY CJIoBaMH TIo 4 0Gaiita TyTeM CyMMUPOBAHUS IO
mod 271 Torma Al UCMOAB30BAaHUS 3ALIMIIEHHOTO KJTIOYa B MPO-
1ecce IMMMPOBaHUS HEOOXOMMMO BBHITIOJHMTD TEPBYIO OTEPaIIHIO
(cymma o mod 2> GJ1oKa OTKPHITOTO TEKCTA C 3IeMEHTOM KJTIoua,
3aTeM BbIMECTb T10 TOMY J/ce MOIY/IIO 3JIEMEHT 3alllUTHOM MOC/eno-
BaTeJIbHOCTH.

KoHTpoib KadecTBa cy4aifHOM TMOCIeNOBaTeIbHOCTU ObUT MOIpPO0-
HO paccMOTpeH B maparpade, mocBsiieHHoM peamsamm [11CY.

Jlornyeckuii KOHTPOJIb BBITOJHEHUs KPUMTOrpahuIecKux (hyHK-
LIUA TIPU3HAH 00ECTIeYnTh KOHTPOJb MPAaBMJIBHOCTH MCIOJIb30Ba-
Hus g posanus wim DI B KoHKpeTHOM nipuiioxkeHuu. Hampu-
Mep, KOPPEKTHOE BBHITIOJIHEHUE 3aimubpoBaHus Oydepa B MamsITH
MOXHO TIPOBEPUTH CpaBHEHUEM C Oy(hepoM OTKPBITOTO TeKCTa (IIH-
POBaHHBI TEKCT MOJDKEH OTIMYAThCST OT UCXOIHOTO), KOHTPOIBHBIM
pacmbpoBaHUEM W CPaBHEHUEM C UCXOIHBIM ( B 9TOM CJydae J0-
SKHO TOJTYIUThCS TOXKE CAMOE), BBIMUCICHHEM CTaTUCTUK HO MUd-
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pOBaMHOMY TEKCTYy (OXuIaeTrcs TOJIy4eHUE TOCIIeq0BaTebHOCTH,
OJIM3KOI K PABHOBEPOSITHOM ITO CTATHCTUYCCKMM CBOMCTBAaM).

KonTpons npasmwmbHocTH paboTtel DLIIT mpoBepsioT, BBITTOIHSIS
KOHTPOJIBHYIO ITPOBEPKY ITOATMCAHHOTO COOOLIEH s JINO0 HaMepeH-
HO MCKaXas TIOATIMCaHHOe coobIeHue (TMMOANMCh HeBepra, HO afl-
pecar, eCTeCTBCHHO, TIIOJyYUT HEHCKAKEHHOe ITOMIICAaHHOE CO00-
ILICHME).

Bce ykazaHHBIE MephI TI03 BOJIST fom OOBEKTUBHO TIOBBICUTD HAIEXK-
HOCTb PaboThl KPUTITOrpahUUECKUX MPUITOKEHU, MCTIONB3YIOIINX
KPUNTOIIPOBaiiiep, U B XOI€ OTIaIKH BbIIBATH OOJIBITMHCTBO MTPO-
IrpaMMHBIX OIIMOOK pPa3pabOTIMKa.
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3akiounTeNIbHAY TVIaBa Hallleil KHUTHU TIOCBsIIIeHa KPaTKOMy 00-
3opy ¢yakumii CryptoAPI, peamsyionyx craHgapThl MHGPACTPYK-
TYpPbI OTKPBITBIX KITtoueit. Kak yke orMeuanoch, 3HaHUSI OCHOB KPUII-
Torpad ¥ yMeHHe OOpalaTbCs ¢ HabOpoM 0a30BbIX (YYHKIIMI
CryptoAPI, 0 KOTOpBIX MBI TOBOPWIM R mpeapImyIyx miaBax, Imo-
3BOJIUT BaM CHPOEKTUPOBATh U Pean30Ba b KPUNTOrpapUUECKYIO
cucTeMy Jitoooil cioxxHoctu. Ho npu HeobXoguMocTu oOMeHa MH -
dopmarueii ¢ [pyruMu crucTeMaM BO3HUKAET BOTIPOC CTaHAAPTH-
32K UCTIOJIb3YEMBIX CTPYKTYP JAHHBIX, aJITOPUTMOB U TTPOTOKO-
JIOB, TIPUMEHSIEMBIX B KpUITOrpadmueckux mojacucreMax. B pam-
Kax MHMPACTPYKTypbl OTKPHITHIX KIIIOUEH CO3IaHO U OIMyOJIMKOBa-
HO MHOXECTBO CTaHIapToB. UX HOMIEepKKa MO3BOJISIET TTPUIIOXKE-
HUSIM, (YHKIIMOHUPYIOIIMM Ha COBEPIIIEHHO Pa3HbIX armapaTHbIX
U OTepallMOHHBIX TUIaT(opMax, 0OMEHUBATHCS 3AITUIIIEHHON WH-
dopmanmeii.

Hab6op ¢ynkumit CryptoAPI 2.0 peamisyeT GOJBIIMHCTBO U3 CY-
IIECTBYIOIIMX CTAHAAPTOB MHMPACTPYKTYPhI OTKPBITHIX KITIOYUEH.
Inst ynoocrsa unrtarenss pyHkuum CryptoAPI 2.0 MBI crpynmmpo-
BaJIA [TO Ha3HAYECHUIO,

DyHKUMM NoAAEPXKU KOBUPOBAHUS
M AEeKOAUPOBaHUS CTPYKTYP AaHHbIX

Jannas rpymmna ¢GyHKIuiA (Tabmuua 6 -1 ) conepXut 6a3oBbie (QyH-
KM KOIVPOBAHUS U JeKOAUPOBaHMS JaHHBIX. DYHKIIMY peatu-
gytot cranmapt [TU-T X.208 u X.209, Ha3biBaeMblii Abstract Syntax
Notation One (ASN.1), u npenqHa3HAYCHEI IJI1 KOOUPOBAHMS pa3-
JIMYHBIX CTPYKTYP TAHHBIX (IeJIbIe YMclia, CTPOKU CUMBOJIOB, CEp-
TU(MUKATHI U T.I.) B TTOCJIeA0BaTeIbHbIE OMHApHbIE OJIOKW JaHHBIX,
riepenaBaeMble 1o KaHanam CTIIBU. J17st onpenenieHUst Conep>KrUMO-
TO IaHHBIX, TTepeIaBacMbIX B QYHKITUU, UCTIONIB3YeTCsT YHUKATBHBIA
unentuukarop oovekta (Object Identifier, OID). B Gonbimii-
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CTBE CJlyyaeB UACHTU(GUKATOP 00BbEKTa — 3TO IPOCTO CTPOKa, CO-
Jnepxaiuasi necsiTuuHble madpsl pasaeneHHble TouKamMu. Hampumep,
ctpoka «1.2.840.113549» aBnsieTcs 6a30BBIMUACH TU(GUKATOPOM KOM-
nanuu RSA(CM. [Mpunoxenue 1), a ctpoka «1.2.840.113549.1.1.1»
unenrudunmpyeraaroputm RSATON ke xomnmanuu. UMeHHO Gna-
rojapss YHUKaJIbHOCTU MIEHTUDUKATOPOB OOBEKTOB CTPYKTYDPHI
JaHHBIX, KOTOPBIM NPUCBOEHBI NISHTUGUKATOPHI, OyIyT paBUJIb-
HO WHTEPIPETUPOBATHCS U 00pabaThIBATHCSI Ha JIIOOBIX MPOTpamMM-
HBIX TUTaTdhopMax.

Tabnmua 6-1. PyHKUMM KOAMPOBAHMS 1 AEKOAVPOBAHWS CTPYKTYP AaHHBIX

DyHKuMnA KpaTkoe onucaxune

CryptDecodeObject JlekonupyeTr CTpyKTypy, TUI KOTOpPOit
onpernensieTcss ykasareneM IpszStmctType.

CryptDecodeObject Ex AnanornyHa QyHKIIUU

CryptDecodeObject. [1onnepxuBaet
TMOTIOJTHUTEbHBIE (hyiaru.

CryptEncodeObject Komupyet ctpykTypy, TUTT KOTOpOI OIpe-
nensietcst ykasatenem IpszStmctType,
CryptEncodeObjectEx AHanornyHa GyHKIIUU

CryptEncodeObject. [1onnepxuBaeT
JOMOIHUTENbHEIE (1ary.

DyHKUMK yNpaBneHns XpaHunuwamm
ceptudpukaTos

B HekoToOphIX ciaydasix MPUIOXKEHUE JAOIKHO paboTaTh CO MHOTH-
MU cepTUdUKaTaMU OTHOBpeMeHHO. XpaHUJUIIA CepTUGDUKATOB U
GYHKIIUUA UX TMOANEPXKKU 00eCleurBaloT BO3MOXHOCTh XpaHEHWUS,
MOJyYeHUs, TIepeunCcIeHus], TPOBEPKU U MCTOJb30BaHUSI UHGDOP-
Malluu, xpaHuMmoi B ceptudukartax. Cnenyiomue GYHKIUU MO -
NIep>XU MaloT paboTy HEMOCPEACTBEHHO C XpaHWJIWILAMU cepTudu-
KatoB (Tabauia 6-2).

Tabnvua 6-2. DyHKLMKM YNpaBieHNs XpaHUInLLaMm cepTudukaToB

DyHkuus KpaTkoe onucanue
CertAddStorelbCollection  J106aBisieT ONpeneieHHOS XpaHWIMUILE K
KOJUTEKIIMM XPaHWIMIL, CepTH(UKATOB.

CertCloseStore Of BOOOX HaeT 1eCKPUITOP XPaHUIUIIA
cepTuhUKaTOB.
CertControlStore [Mo3BossieT MPUIOXKEHUIO TOTYy4aTh CO00-

IIEHUsI B OTpPeIeSIeHHbIX CUCTEMOU CITy-

YasiX, OTHOCSIIUXCSI K paboTe MOACUcTe-
MBI OOCTY>XKMBaHUSI XPaHWIUII cepTudu-
KaToB.

(cm.cned, cmp.)
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DynKums

Certﬁuplic_ateSEz

CertEnum PhysicalStore

CertEnumSystemStore

CertEnumSystemStore-
Location

CertGetStore Property

CertOpenStore
CertOpenSystemStore
CertRegister PhysicalStore

CertRegisterSystemStore
CertRemoveStoreFrom-
Collection
CertSaveStore

CertSetStore Property
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Kpatkoe ommcanue

JyonvpyeT IeCKpUITOP XpaHWIUIIA
CepTU(hUKATOB, yBEIMUMBAsT CUETUMK
(bITK 1aHHOTO JECKPUIITOPA.
Hcnonb3yercst st MepeurcieHust 10c-
TYMHBIX GU3MIECKUX XPAHUJIMIL] CEPTH-
uKaToB /TSI ONpPeIeIeHHOTO CHCTEMHO-
TO XPAHWIMILIA.

Hcnonb3yercst st MepedruciieHust 10cC-
TYIHBIX CUCTEMHBIX XpaHWIHILL CepTU(hHU-
KAaToB.

Hcnonb3yeres [UTs1 TIEpeYMCIICHUS BO3-
MOXXHBIX BApYAHTOB XpPaKeHusi CUCTEMHO-
rO XpaHWINIIA CePTUHUKATOB.
Hcronb3yercst Iisl MOMydeHUs] CBOMCTB
YKa3aHHOTO XPaHWJIMIIA CepTU(HUKATOB.
OTKpbIBacT XpaHWINIIE CePTU(PUKATOB
IUIsl OTpelieJIeHHOTO TUIa IpoBaiiaepa
XpaHeHUsl cepThdUKATOB.

OTKpbIBaeT CUCTEMHOE XPAHWJIUIIIE Cep-
TUGhUMKATOB [1J1sI O peie/l eHHOTOTHIA
MPOTOKOJIA.

HobGasisteT (puzndeckoe XpaHWIUIIEe K
PEeCTpOBOMY CUCTEMHOMY XPaHWIMIILY
cepTU(UKATOB.

Peructpupyer cucteMHOe XpaHWIUILE
cepTudUKaToB.

VYnassier onpenesieHHoe XpaHUIUILE U3
KOJUIEKLMU XpaHWIUILCEPTUDUKATOB.
CoxpaHsieT OnpeeeHHOE AeCKPUITTOPOM
XpaHWIULIE CepTUHUKATOB.
Hcnonb3yercst sl yCTAaHOBKKM CBOMCTB
XpaHWIMILA CePTU(MUKATOB.

Cert Unregi&terPhysicalStore Ynansier huznieckoe XxpaHWIHIIE U3

OIpeeIeHHOTO CUCTEMHOTO XpaHWIHUIIA
cepTU(hUKATOB.

Cert Unregister SystemStore OTMEHSIET PETUCTPALIVIO OTIPEACIICHHOTO
CHCTEMHOTO XpaHU, N1acepTU(PUKATOB.

Oowwme yHKUMM MOAAEPXKN

CryptoAPI mpemocTaBiisieT HECKOJIBKO IIPOLICAYP, PeaTu3yIOLINX
o01mre GyHKIMU NOAAESPXKKU CePTUGUKATOB, CIIMCKOB OTO3BaH-
HbIX ceptudukatoB (Certificate Revocation List, CRL) u criuc-
KoB moBepeHHBIX ceptudukaroB (Certificate Trust List, CTL)
(tabmuua 6-3).



270 MpuknagHaa kpuntorpadusa

Tabnuua 6-3. ObLwe PyHKUMM NOAAEPXKKM

DOyskups Kpatkoe ommcanue

CertAddSerialized Element- JloGapnsieT OJOK JaHHBIX MOC/IEI0Ba-

ToStore TeJIbHOI (DOPMbI NMPEACTABIEHUS CEPTU-
¢ukara wiu CRL aeMeHT B XpaHWJIMILIE.

CertCreateContext Co3smaeT KOHTEKCT cepTu(durKara U3 KOIu-

puMiiThniii crpykTypb! gaHHbix. Co3maH-
Hblii KOHTEKCT He TMOMEIIaeTcsl B XpaHU-
JIUIIIE.
CertEnumSubjectinSortedCTL Vicnoab3yercs TSI TIEpEIMCICHUS TOBE-
PEHHBIX CYOBEKTOB B COPTUPOBAHHOM
CTL-koHTeKcTe.
CertFindSubjectinCTL Haxonur onpenenennsiii cyobekt B CTL.
CertFindSubject/nSortedCTL Haxomut ornpeneicHHbII CyObEKT B COpP-
TupoBarHoM CTL.

®yHKUMM paboTbl C cepTudmrkaTamm

JdaHHas rpynrna ¢pyHKOMH paboTaeT HEIOCPeICTBEHHO C cepTudu-
KaTtamMu (Tabmmua 6-4). BoJbIIMHCTBO (YHKIMI MMEIOT aHAJOrUY-
Hble JUIs1 paboThl CO CIMCKAMU OTO3BaHHBIX CEPTU(UKATOB U CIUC-
KaMH JOBEpPeHHbIX CepTU(dUKATOB.

Tabnua 6-4. OyHKUMM PaboThl C cepTUdUKaTaMM

DyHKIMS Kpartkoe ommcanue
CertAddCertificateContext- ]J106aBJisieT KOHTEKCT cepTUdUKaTa
TaStore B OIpPEIENEHHOE XPAHWIMLLIE.
CertAddCertificateLink- JloGaByseT B XpaHWIMILIE CepTU(hUKATOB
ToStore CCbUIKY Ha ceprudMKaT, pacrooXeHHbIN

B ApPYroM XpaHWIMILIC
CertAddEncodedCertificate- KoHBepTUPYET KOOMPOBAHHYIO CTPYKTY-
IoStore Py JaHHBIX B KOHTEKCT cepTy(MKaTa 1 10-
OaR/IsIeT €10 B XpaHWJIMILIEC CepTH(UKATOB,
CertCreateCertificateContext KoOHBepTUPYET KOOIUPOBAHHYIO CTPYKTY-
Py JaHHBI X B KOHTEKCT cepTuduKara.
CertCreateSelfSignCertificateCoz0aem KopHeBOW cepTudUKaT.
CertDeleteCertiJtcateFrom-  Ynansier ceptuduKar U3 XpaHWIALIA

Store cepTu(MKaTOB.

CertDuplicateCertificate- Jly6aupyeT KOHTEKCT cepruduKara,

Context YBEJIMYUBAsA CUETYMK CCHUTOK TAHHOTO
KOHTEeKCTa.

CertEnumCertificatesInStore Vicrionb3yeTcst il MEPEYUCIICHUST BCEX
KOHTEKCTOB CepTU(HUKATOB, KOTOPbIE
XpaHSITCSl B ONpPENEIEHHOM XPaHWIHILE.

CertfindCertificatelnStore  Vicrionb3yercst Uisl TIOJyYEHMsI IIEPBOIO
WM TIOC/IEIYIOIIEr0 KOHTEKCTa cepTUdu-
KaTa, YIOBJIETBOPSIIOIIETO OIpEIeIeHHBIM
KPUTEPUSIM TTOMCKA.

(cm. cneo, cmp.)
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Dynxumst ;
CertFree Certificate Context
CertGetlssuerCertificate-
FramStore

CertGetSubjectCertificate-
FromStore

CertGetVatidUsages

CertSerializeCertificate-
Store Elemettt

CertVerifySubject-
Certificate Context
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Kpatkoe onucanne o
OcBOOOXIAET KOHTEKCT cepTuduKara.
[Momnyyaer U3 XpaHWIUILA KOHTEKCT
cepTudUKaTa ISl TIEpBOrO WM TOCIeIy-
JOILIET0 TIOCTAaBIIMKA IS OMpe/ieJIeHHOTO
ceptudrKara CyObeKTa.

[Monyyaer 13 XxpaHUIUIIA KOHTEKCT
ceptrdUKaTa CyObeKTa, MICHTU(PHUILIIPO-
BaHHOTO MMOCTABLIMKOM 1 CEPUIAHBIM
HOMEpPOM.

Tlomyyaer MaccuB ceprpmKaToB 1 BO3-
BpalllaeT MacCUB UAEHTU(HUKATOPOB TH-
TIOB KMCIIOJIb30BaHUs cepTU(dUKaToB, 00-
IIMX 1si BceX ceprudukaros.

Cosnaer 110CiIeIOBaTE/IbHYIO (hopMy
TIPE/ICTaBICHUST cepTrduKaTa 1 ero
CBOJACTB.

BeimosnHsieT IpoBepKy KOHTEKCTa CepTU-
¢uKara cyobeKTa, MCIOJb3Ys CepTU(hU-
KaT IMOCTaBIIUKA.

DyHKUMN paboTbl CO CMMCKaMU OTO3BaHHbIX

ceptudukaTos

Cnenytomiast rpymnmna ¢Gynkuuid (tadbmmia 6-5) MCIoab3yeTcs st
XpaHEeHWsI, TIOJTyYeHUs] U 00OpabOTKM eNMCKON OTOTHAHHBIX CEPTH-

duxare».

Tabnvua 6-5. PyHKUMM PaBOTLl CO CAUCKAMM OTO3BaHHbLIX CEPTUDMKATOB

DyHxims
CertAddCRLContextToStore

CertAddCRL Link ToStore

CertAddEncodedCRL ToStore

CertCreate CRLContext

CertDelete CKL FromStore

CertDuplicate CRLContext

CertEnum CRLsInStore

Kpartkoe ommcanune _
Jobasisier CRL-KOHTEKCT B XpaHWIHIIIE
cepTU(hUKATOB.

JlobarisieT B XpaHUJIUILIE CBS3b C KOH-
TekctoM CRL, naxii sImmmrsi B IpyroM
XpaHWIHLIE.

Kongeptupyet komapoBannbiii CRL B
CRL-KOHTEKCT U J00ABIISIET KOHTEKCT B
XpaHWIHKIIE CepTU(MUKATOB.
KounBepmupyer xomupoBanHbiii CRLB
CRL-koHTeKCT. CO30aHHBII KOHTEKCT HE
noGaBIIsieTcsl H XpaHWuile cepTuduka-
TOB.

Vnansier CRL#M3 xpanwimiia ceptudu-
KAaToB.

Jyompyror CRL-KoHTeKCT, yBeTnuuBast
CYETYMK CCBUIOK.

Wcnonb3yercs nist nepeunciiennst CRL-
KOHTEKCTOB B XpaHWJIMILE.

(cm. caed, cmp.)
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D Kpatkoe omucanue -

CertFindCertificateln CRL Hcnonsiyercst i moncka crmcka CRL
C BXOXJIEHHEM OIIPENe/ICHHOIO cepTUdu-
Kara.

CertFindCRLInStore Wcnonszyetcs niist nepeunciennss CRL-
KiHTIKCKIB 13 xpaHuuiia, yIoBIeTBO-
PSIIOIIMX OMIpeNeIEHHBIM KPUTEPHSIM.

CertFreeCRLContext OcBoooxmaer C RL- KOHTEKCT.

CertGetCRL FromStore HWcrombayercs s nepemciennss CRL-
KOHTEKCTOB 13 XpaHWIMILA. TS OIpeie-
JIEHHOT'O TIOCTABILIMKA CEPTU(UKATOB.

CertSerialize CRLStore ElementKOHBEPTUPYET B IOC/IEN0BATENBHYIO
¢opmy npencra BreHust CRL-KOHTEKCT 1
€ro CBOICTBaA.

¢yHKL|MVI paGOTbI CO cCnuckamMmum AO0BEpPEeHHbIX
cepTudukaTtoB
HanHag rpymma ¢GyHKUMEA (Tabnuia 6-6) MCHonb3yeTcs Uit Xpa-

HEHWUS, TIOJyYeHUsT M 00pabOTKK CITMCKOB TOBEPEHHBIX CEPTHMhU -
KaToB.

Tabnuua 6-6. PyHkuMmM paboTbl CO CMUCKAMW LOBEPEHHbLIX CEPTUDMKATOB

Dynkuust Kpatkoe onucanue

CertAddCTLContextToStore Jlobarnser CTL-KOHTCKCT B XpaHWIUIIIE
cepTU(MUKATOB.

CertAddCTL Link ToStore Jlobasisier B XpaHWINIIIE CBSI3b C KOH-
TekctoM CTL, HaxomsmmMcst B IpyroM
XpaHUJIMIIE.

CertAddEncodedCTLToStore Kouseptupyer konupoBaHHbiii CTL B
CTL-KOHTEKCT U J100aB/IsIET KOHTEKCT B
XpaHWImILe cepTUdUKATOB.

CertCreateCTLContext Konseptupyet konupoBanHbiii CTL B
CTL-koHTekcT. Co3gaHHbII KOHTEKCT HE
OOABIISIETCST B XPAHUJTUILE CepTI(HKATOB.

CertOelete CTL FromStore Ynansier CTL u3 xpaHunuiia ceprudu-
KAaTOB.

CertDuplicateCTLCon text Hdyo6mupyer CTL-KOHTEKCT, yBeIMUMBast
CYETYMK CChUIOK.

CertEnum CTLsInStare Ucnonbayercs mist nepeuncienuss CTL-
KOHTEKCTOB B XpaHUJIHIIIE,
Cert FindCTLInStore Wcnonssyercs mis nepeunciaenus CIL-

KOHTEKCTOB 13 XPaHWIMILIA, YIOBJIETBO-

PSIIOILIMX ONpPEeIeICHHbIM KPUTEPUSIM.
CertFreeCTLContext OcBoooxmaer CTL-koHTEKCT.
CertSerialize CTLStore EtementKOHBEPTUPYET B TOCIIEAOBATENHYIO
¢opmy npenctaBieHust CTL-KoHTeKCT u
ere CBOICTBA.
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®dDyHKUMM ynpaBneHns cBoMcTBaMmmn ceptudunkaTos

M CMUCKOB cepTuduKaToB

HNannas rpymnmna GyHKIUA (Tabnuua 6-7) MCHoab3yeTcs s yIpaB-
JICHWSI CBOMCTBaMM CepTU(MUKATOB, CIIMCKOB OTO3BAaHHBIX CEPTUGDM -
KaTOB M CITMUCKOB MOBEPEHHBIX CEPTUDUKATOB.

Tabnumua 6-7. MyHKUMM yNpaBieHnsi CBOACTBaMM CePTUMMKATOB 1 CTIMICKOB

ceptndukaToB

DyHKIMA
CertEnum Certificate Context-
Properties

CertEnum CRLContext Properties

CertEnum CTLContextProperties

CertGetCertificateContext Property

CertGetCRLContextProperty
CertGetCTLContextProperty

CertSetCertificateContextProperty

CertSetCRL ContextProperty

CertSetCTLContextProperty

Kparkoe onucanme _
Hcnonb3yercst wist mepeduncrie-
HUST CBOMCTITYKa3aHHOTO KOHTEK-
cra cepruduKkarta.

Hcronsayercst mist  mepeduciie-
HMSI CBOYCTB YKa3aHHOTO KOHTEK-
cra CRL.

Hcronbayercst misa  miepeduce-
HUST CBOMCTB yKa3aHHOTO KOHTEK-
cra CTL.

Boszppaniaer ungopmaimio o6
OIpeNeJIEeHHOM CBOMCTBE CEpTH-
¢ukara.

Bosspamaer rHbopmaIinio oo
onpeneneHHoM cBoiictBe CRI.
Bo3spamaer ungopmammio o6
onpeneneHHoM cBoiictBe CTL.
YcraHaBIMBaeT CBOMCTBA OMpe-
(161 HOTO KOHTEKCTa cepTrudu-
Kara.

YcraHaBnmBaeT CBOMCTBa OIpe-
neneHHoro KoHTekcta CRL.
YcraHaBIMBaeT CBOMCTBA OIpe-
neneHHoro koHTekcra CTL.

DyHKIMM TPOBEPKU CePTUGUKATOB U 1IeNOYEeK

cepTuduUKaToB

IIponecc nmpoBepku cepTU(OUKATOB MOXET OCHOBBIBATHCS I1a CITUC-
K€ JOBEPEHHBIX CepTUGUKATOB MJIM LEMOYKax CepTU(dUKATOB.
CryptoAPI 2.0 Bkmouaer B ce6s1 06€ 3T BO3MOXHOCTH.

B crenyroiyto TpyIimy BOILIA HECKOJbKO (GyHKIMiE (Tabmuia 6-8),
MO3BOJISIOIINX MMOCTPOUTh IMPOIECC MPOBEPKU CepTU(UKATOB Ha
OCHOBE CIIMCKa JOBEPEHHBIX CepTU(UKATOB.



274 MpvknagHas kpuntorpadus

Tabnmua 6-8. OyHKLMM NPOBEPKM CEPTUHUKATOB HA OCHOBE CMIMCKa
BOBEPEHH biX CEPTUDUKATOB

Kpartkoe omicanwe

QOyskuua _

CertVerifyCTL Usage Boemoymsier Ha ocHoBe CTL mpoBep-
Ky CYOBEeKTa Ul OTpeleeHHOTO
THIIT-"Iv::on:nu-s« * + « ceprudukara.

CryptMsgEncodeAndSign CTL Komnpyer n mogmiceiBaeT CTL kak
COOOLICHME.

CryptMsgGetAndVerify Signer [Momy4aer CTL u3 coobiieHust u

NPOBOUT €TO TTPOBEPKY.
CryptMsgSign CTL [TonnuceiBaeT cooOlieHre, conepxka-
mee CTL

J111 UCTIONTb30BaHMS 1IeTIOUeK CepTU(MHUKATOB B IMPOILIECCce TTPOBEP-
ku CryptoAPI npenocraBisieT GyHKIIMK CO3MaHMS, OOpadOTKU U
MPOBEPKM 1IeTiouek ceprumkaToB (Tabmmia 6-9).

Tabnvua 6-9. PyHkuMM paboThl C LenoYekamm cepTndUKaToB

@yskumss ~ Kparkoe ommcanme

Ce rtCreate CertificateChain- Co3maeT HOBYIO TIOICHCTEMY OOpa-

Engine 0O0TKHU LIeroYeK cepTU(hUKATOB ISt
TIPWIOZKEHUS].

CertCreate CTL Entry From- Cosmaer Touky Bxoma B CTL ¢ atpu-

CertificateContext Properties OyTamMM M3 CBOIWCTB KOHTEKCTa CepPTU-
¢ukara.

CertDuplicate Certificate Chain  JlyoiipyeT IETIOUKY cepTU(HMKATOB,
YBEJIMYMBasT CYETYMK CCHUIOK, MBO3-
14>3ii,i,in yKa3aTeslb Ha LICTIOUKY.

CertFindCtiaininStore Hcronbayercst T TiepedrcIeHsT
LIETIOYEK CepTUGUKATOB B XPAHIWIHMILE.
CertFree CertificateChain OcBOOOXIAET TETOYKY cepThdUKa-

TOB, JAEKPEMEHTHpYSI CICTUMK CCHUIOK.
CertFreeCertificate CkainEngine YHUYTOXAaeT CO3IAHHYIO B TIPUIIOXKE-
HUU HOBYIO TTOJICUCTEMY OOpabOTKU
LEeTIOYeK CepTU(MKATOB.
CertGetCertificateChain Cosnaer 1enouky cepruduKaros,
HauyWHasl ¢ KOHEYHOTO cepTrdukara
W, eCJIF BO3MOXHO, 3aKaHUMBasT KOp-
HEBBIM CepTU(HUKATOM.
CertSetCertificateCon text- YcraHaBnMBaeT arpuOyThl KOHTEKCTa
PropertiesFrom CTLEntry ceptudrkara, MCIIONB3Ys] aTpUOYTHI
touku Bxoma CTL.
Certls ValidCRL ForCertificate Tlposepser CRLHa Hannuue ykasan
HOTO ceprudukara.
Cert VerifyCertificateChain Policy T1pOBepsieT IeHOUKy cepTh(hHKaToB
Ha COOTBETCTBHE KPUTEPUSIM YKa3aH-
HOW NOJUTUKH,
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DYHKUNM NOAOEPXKM KpUNTOorpaduyeckmx
coobLeHnn

(®yHKImK paGoTsl ¢ KpunTorpaduuecKuMu coobueHusMu B Cry-
ptoAPI nenstcst Ha ABe TPYIIIBL: 0a3068ble yHKyuu, NI GYHKUUU
Huskoeo yposus (Low-level message functions), U ynpouwennvie
¢gyukyuu (Simplified message functions).

BazoBbie (pyHKIIMM CO3MalOT U OOpabaTHIBAIOT HEIOCPEACTBEHHO
coobmenuss PKCS #7. OHu KomupyloT HaHHBIEe OJs1 Tepeaadyu u
JNEKOAUPYIOT TIPU TpUeMe COOOIICHUSI, a TaKXe MCIONb3YIOTCS s
neimndpoBaHus U MPOBEPKU MOIMUCH.

Yopomennsle GYyHKIIMY HAXOASTCS Ha YPOBEHbB BHI IIIe, UM TPeOy-
eTcsI i paboThl 6a3oBble GYHKIMU U HEKOTOPbIe PYHKIIMKM 0Opa-
60TKU cepTU(UKATOB, CKpPbIBasi 4acTh pabOThl OT MOJIb30BATEJs.

B TtaGauie 6-10 mepeuucieHbl 6a3oBble GYHKIMKU 00pabOTKU CO-
obuieHnit. HeoOXxomMMOCTbh MX MCIOJIb30BaHUSI BO3HMKAET KpaiiHe
peaKo, Tak Kak B GOJBIIMHCTBE NMPUJIOXEHUN 3a1a4yu yaaeTcs pe-
IIUTh C MOMOUIBIO YIPOIIEHHBIX QYyHKIIUHA.

Ta6nuua 6-10. Basosblie GpyHKLMM NOAAEPXKU KpUnTorpadpuyeckmnx CoooLLeHnn

DyHKIMA Kpartkoe ommcanue

CryptMsgCalculate- Wcnonb3yeTcst 111 BEIMUCICHMS JUTUHBI

EncodedLength KOJIMPOBAHHOTO KPUMTOrpachuuecKOro
COOOIIeHNUS.

CryptMsgClose OCcBOOOXKIACT AECKPUIITOP KPUIITOTpa-
(bUYECKOTO COOOIIIECHMSI.

CryptMsgCantrol Hcnomw3yercs 1151 POBEICHYSI OIPE

JIHHBIX OTepalnii Hajl KpurTorpapuiec-
KUM COOOILIEHMSIM TTOCTIE 3aBEPIIAIOIET0
BbI130oBa ¢ynkmun CryptMsgUpdate.
CryptMsgCountersign TloamichIBaeT y>xe CyLIECTBYIOILYIO MO~
THCh B COOOIIEHUHY.
CryptMsgCountersign EncodedIloonucsiéaem yxe CylieCTBYIOLIYIO TTO/I-
MHUCh B COOOLICHUM (KOIMPYET CTPYKTYpY
Signerinfo, kak onpeneneno B PKCS #7).
CryptMsgDuplicate [dyomipyetr geckpunTop Kpunrtorpadu-
YEeCKOro COOOIIEHMS, YBETUUMBasi CYET-
YK CCBUIOK JTAHHOTO JECKPUIITOPA.
CryptMsgGet Param Hcnone3yeTcst A ModydyeHUsT mapameT-
poB Kpunrorpaduyeckoro CooOIIeHNS
TocJie ero KOIMPOBAHUS WU JEKOAUPO-
BaHMUSI.
CryptMsgOpenToDecode Wcnonb3yercst il TOTyYeHUST TeCKPUII-
TOopa KpUMNTOrpachuyeCcKOro Coo0LIeHus,
NPETHA3HAYEHHOTO TSl OTlepaliy JeKOo-
TUPOBaHUSI.
(cm. caed, cmp.)
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Dynkims Kpatkoe onucaHue

CrypitMsgQOpenToEncode Hcnonbayetcs i MOTyYeHUs TECKPUII-
TOpa KpUNTOrpahuueckoro CooOIIeHN s,
MpeHa3HaueHHOTO IS OTlepaliy KOJu-

pOBaHMsI.

CryptMsgllpdate H3mensieT comepxkanue Kpunrorpabu-
YECKOIo COOOLIEHUSI.

CryptMsg VerifyCounter- IMpoBepseT NOANKUCH B COOTBETCTBUU CO

signature Encoded cTpykTtypoii Signerlnfo (kak orpeneneHo
B PKCS # 7).

CryptMsgVerifyCounter- TTpoBepsieT MOANKCH B' COOTBETCTBHM CO

signature Encodedbx crpykTypoii Signerlnfo. TToanuceiBaro-
LI OOBEKT MOXKET OBbITh OMpe/e/icH
crpyktypoit CERT_PUBLIC_KEY
INFO, xoHTekcToM ceprudrkaTa uiu
KOHTEKCTOMIIETIOUKHU CEPTUHUKATOB.

I'pynmna ynpomensnix GyHKIUN (Tabauiua 6-11) ucnonb3yercs B
OONBIIMHCTBE MPUIOXEHUN i paboOThl C KpUNTOTpaduuecKUMU
COOOIIEHUSIMU.

Tabnumua 6-11 . YnpoLueHHble GYHKLMN NOAAEPXKKM KPUNTOrpadrieckmx
CO0BLLIEHNI

Dyukims Kpatkoe ommcanue _ _
CryptDecodeMessage JlexonupyeT Kpunrorpauyeckue coood-
LIEHUSI.

CryptDecryptAndVerify PacimdbpoBeIBaeT YKa3aHHOe KPUIITOT-
MessageSignature pacduyeckoe coolilleHre U MPOoBepsieT

MOJMUCH OTIPABUTEJIS.
PacimmdbpoBbiBaeT ykazaHHOE KPUTITOT-
pacduyeckoe coodIIeHue.
CryptEncryptMessage 3ammdposBaeT Kpunrorpadbuiyeckoe
COOOLIEHHWE TSI ONPEASNICHHOTO TMOJTyyYa-
TeJs WIM TIoTyJaTesiei.
CryptGetMessageCertificatesBo3BpaiiiaeT JeCKpUIITOp  XpaHWJIUIIA
cepTU(dUKATOB, KOTOPOE CONEPKUT Cep-
Tudukar coodienus 1 CRL.
CryptGetMessageSignerCoitntVicrionb3yercss [UIsl TOMyYeHUs] KoJaude-
CTBa OTIIPABUTEJICH TTOAMUCABIINX KPUIT-
Torpacuueckoe COOOIIEHUE.

CryptDecryptMessage

CryptHashMessage XemmpyeT coiepxkaHue Kpunrtorpadu-
YECKOTo COOOLIEHNS.

CrypiSignAndEncrypi- Tlommicemaer u 3aimbpPOBLIBAET KPUII-

Message TO rpacuyeckoc coo0I1IeHrE TUTST onpene-
JICHHOTO TIOJTyYaTesisl WM TOTyJaTesiei.

CrypiSignMessage TMoamuceiBaeT kpunrorpacbuyeckoe cood-
IIEHHUE.

CryptVerifyDetached- TTpoBepsieT XelpoBaHHOE COOOILLIEHKE,

Message Hask cofiepKallee OTCOeTIMHEHHBIN Xelll.

(cm. cred, cmp.)
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DyHKUMSA Kpatkoe onucanue

Crypi VerifyDetached- TMpoBepsieT NONMMCAHHOE COOBLICHHUE,

MessageSignature COIePXKAlIee0TCOEINHEHHOE 3HavYeHHue
TNOAMUCH MY MOAMMUCEH.

CryptVerifyMessage Hash Hcnonb3yercs nans MpoBepKM Xxema Xe-

IIMPOBAHHOTO COOBIIEHUS.
CryptVerify MessageSignatureHcnoa'syemcs  [1isi  TIPOBEPKU
MOJMMCAHHOTO COOOLIEHMUSI.

nmoaIrnunucu

BcriomoratesnbHble  pyHKLMM

I'pynnnma MHOTOYMCJIEHHBIX BCHOMOraTejdbHbIX (yHKIMiA (TadIu-
a 6-12) ucrnosb3yeTcs AJisi CpaBHEHUsI PA3JIMYHBIX TUTTOB JaHHBIX,
Mmoucka, MOJydeHUsI HeoOXoauMoil mHbopMalMu O HaHHBIX U pa-
6OTBHI C pa3JMYHBIMU CTPYKTypamMu Kpunrtorpadmueckux JaHHBIX
u cepruduUKaTamu.

Tabnuua 6-12. OyHKuMK ynpaBneHns CTPYKTypamu AaHHbIX U cepTudmrkaTamm

DyHKUMA
CertCompareCertificate

KpaTkoe omucanmue

Hcnonb3yercst AJ1si CPAMHEHUST COACPXKU-
MOTO ABYX cepTH(}hHMKATOB Ha MpeaAMeET UX
UIEHTUYHOCTH.

Hcnonb3yeTcsi st CpaBHEHUsI WMEH
IBYX cepTUdUKATOB Ha MPEAMET MX
WAEHTUYHOCTH.

Hcnonb3yercst wisi cpaBHEHUSsT ABYX OJ10-
KOB IaHHbBIX, COAEPKAIMXCS B CTPYKTY-
pax Tuna DATA BLOB. nma npeamer nx
WOEHTUYHOCTH.

CertCompareCertificate Name

CertCompareintegerBlob

CertComparePublicKeylnfo Vicnonb3yercsi 1Jisi CpaBHEHUST IBYX OT-
KPBITBIX KJIIOYE Ha MpeaMeT UX UACH-
TUYHOCTH.

CertFindAttribute Ucnonb3yercst a1 HaxoXAEHUsT TEepPBOTO
arpubyTa, ONpeneJeHHOTO ero MAeHTH-
dbukaTopom.

Hcnonb3yercst o1 HaxXOXAEHUs MEPBOTO
pacimmpeHus: ceptudukara, omnpeneaeH-
HOTO €ro MIAEHTH(PHKATOPOM.
Hcnonb3yeTcs aynsi HaXOXAEHUsI MEPBOTO
RDM arpubyta, ornpenejieHHOro ero
wienmdukatopom, B crnucke RDM-umeH,

IMonyyaer Oydep ¢ TMMaMu UCIOJb30Ba-
Hus ceprudukara.

CertFindExtension

CertFindRDNAur

CertGetintended Key Usage

CertGetPublicKeyLength
CertlsRDNAttrsIn-
CertificateName

l'[onyl{aeT JJIUHY OTKPBITOTO KJIrOYa.

CpaBHMBaeT aTpuOyThl UMEHU CepTUudu-
KaTa ¢ onpeneseHHbIM MaccuBoM RDN-
MMEH.

(cm. caed, cmp.)
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QY HKILIVST
Cert Verify CRLRevocation
CertVerifyCRL Time Validity

Cert Verify Revocation
Cert Verify Time Validity

Cert Verify Validity Nesting
Crypt ExportPublic KeylInfo

Crypt ExportPublic Keylnfo Ex

CryptFindCertificate Key-
Provinfo

CryptFindLocalized Name

CryptHash Certificate
CryptHask Public Keylnfo
CryptHash ToBeSigned

CryptimportPublicKe, jInfo

Cryptimport Public Keylnfo Ex

MNpuvknapHas kpuntorpadpus

KpaTkoe ormcanme

ITpoBepsier Hannuue cepTuduKara
cyobekTa B CRL.

ITposepsier BepHocTth CRLB coorBer-
CTBUU C OMNpPeNeJeHHbBIM BpeMEHHBIM
nmapaMmeTpoM.

IMpoBepsier Hanuuue cepTudOUKATOB
cyobekToB B CRL.

IIpoBepsier BpeMeHHYI0 BEPHOCTb CEPTHU-
¢ukara.

ITpoBepsieT BEpHOCTh BpEMEHHBIX Mapa-
MeTpOB cepTuduKkaTa B COOTBETCTBUHU C
BpeMEHHBIMUTIApaMeTPaMU IO C TABIIMKA.
DkcnopTupyer MHGOOPMAILIUIO OTKPBHITOTO
KJII04a, aCCOIIMMPOBAHHOTO C OMpeaeieH-
HBIM CEKPETHBIM KJTIOUOM.

DKcnopTupyeT HHOOPMAIUIO OTKPHITOTO
KJII04a, aCCOLIMMPOBAHHOTO C OINpeaeaeH-
HBIM CeKpeTHBIM KitouoM.[Ipunoxenue
MOXET OINPEeAeIUTh aJITOPUTM OTKPBITOTO
KJII04a, OTIMYAIOMMIACS OT UCIOJIb3yEeMO-
ro MO 'YyMOJYaHUIO KPUTNITOMPOBaliIepoMm.
Hcnonb3yercst 4151 MepevyucaeHust Kpur-
TONPOBANAEPOB U KJIIOUECBBIX KOHTEIHE-
POB [JISI HAXOXIEHUSI CEKPETHOTO KJloya,
COOTBETCTBYIOIIETO ONpeaeIeHHOMY OT-
KPBITOMYKJIOUY.

Ocyl1lecTBAsIeT MOMCK JIOKaJIbHOTO HMe-
HU JIs1 cnenuuupoOBaHHOTO UIMEHH,
TaKOro, Kak UMsl CUCTEMHOIO XpaHUJIUILA
«Root».

' IIMpyeT KOAUPOBaHHBI cepTUdhHUKAT.
Bbruncasier xeu KOJUPOBAaHHOTO OTKPbI-
TOTO KJIoya.

Brruucnsiet xemr «to be signed* mHdop-
Maluu B CTPYKType
CERT_SIGNED_CONTENT__INTO.
KoHBepTupyeT 1 UMNOPTUPYET B KPUII-
TONPOBaiaep OTKPBITHI KJIIOY, Nmpea-
CTaBJIEHHBbI CTPYKTYypOU

CERT PUBLIC_KEY_INFO. Bosspa-
11aeT AeCKPUNTOP OTKPLITOTO Kiloya.
Ananormuna dyHxkuuu  CryptlmportPub-
HcKeylnfo. TlonnepxuBaeT IOMOJHU-
TeabHble ¢hjiaru, neperaBaeMble napaMer-
pamu dwFlagsu pvAuxlinfo.

(cm. caed, cmp.)
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DyHKuMsL
CryptMemAlloc

CryptMemFree

CryptMemReattoc
CryptQueryObject

CryptSignAndEncode-
Certificate

CryptSignCertificate

CryptVerify Certificate-

Signature

CryptVerify Certificate-
SignatureEx

Kparkoe ommcanue
Bbuiensier Oydep maMsiTu yKa3zaHHOTO
pa3mepa. JaHHYI0 (DYHKIUIO UCIOJIb3YIOT
Bce Tpoueaypbl oubauoreku Crypt32.dil.
OcBOOOXIaeT MaMsITh, BbIIEICHHYIO

dynxkuuavmu  CryprMemAtlo nian
CryptMemRealloc.

OcBOOOXIAET BBIACICHHYIO MaMSITh U
BBIIEJISIET HOBBIM Oydep.
BosBpaiaeT undopmamio o conepxa-
HUY 0100anmm daiina.

Konmupyer «to be signed* mHpopmaiuio,

MOAMUCHIBAET KOAMPOBAHHYIO MHMOpMa-
LUI0 U KONUPYET Pe3yJibTaT oliepalun
ITonnuceiBaeT «to be signed» mHpopma-
1LIUIO.
ITpoBepsier moanuch cyobekTa “ 1111 @ 1
kata uan CRL , ucnonb3ys mHdopMalmo
00 OTKPBITOM KJIIOYE.
PacmupenHas Bepcusi (pyHKLIUN
CertificateSigi e.

Crnenytolas rpymmna (tabauna 6-13) Mcmosib3yercst A KOHBEp-
TUPOBAaHUS PA3TMYHBIX THIIOH IAHHBIX.

Tabnmua 6-13. DYHKUUM KOHBEPTUPOBAHUS CTPYKTYP AaHHbIX

DyHKUIMA

Kparkoe onmcanue

CertAlgldTHOID

CertGetNameString
CertNameToSir

CertOIDToAlgld

CertRDNYalueTaStr

CertStrToName

CruptBinary ToString
CryptFormatObject
CryptString ToBinary

10-4775

KonBeprupyer uaeHTUdUKATOP aIropuT-
Ma KpUIrmonposaiiaepa B uaeHTuduKaTop
obowvekTa (OID).

TTony4yaer CTpOKy ¢ MMEHEM CyObeKTa
WIY MOCTaBIIMKa cepTudukara.
KonBepTtupyer 65106 ¢ uMeHeM cepThdU-
Karta B CTPOKY CHMBOJIOB.

KouBepTupyeTr nneHTUhUKATOp 0OBEKTA
(OID) B uneHtudukatop aaropurma
KpUIITOIpOBaiiaepa.

Kounseptupyer RDN uMsi B CTPOKYy CHUM-
BOJIOB,

KonBepTupyer cTpoKy CUMBOJIOB B (hop-
mare X.500 B KogupOBaHHOE UMsI CepTH-
dukara.

KoHBepTupyeT GMHapHYyIO MOCJIea0Ba-
TEeJIbHOCTh B (hOPMAaTUPOBAHHYIO CTPOKY.
dopmaTupyeT KOAMPOBaHHbIE JaHHbIE U
Bo3Bpamiaer Unicode-cTpoky
KonBepTupyer hopMaTUpOBaHHYIO CTPO-
Ky B OMHAPHYIO MOCJIE€A0BATEILHOCTD.
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I'pyrma u3 yeTbipex ¢hbyHKIUM (Tabiauia 6-14) momMoraeT MpUIOXKeE -
HUIo pabortaTh ¢ MH(pOpManmeil 0 pacIIMPEHHBIX BO3MOXHOCTSX
ucrons3oBaHusg kmouda (Enhanced Key Usage, EKU). ®yHknuu
pa6otaotr ¢ EKU-pacmupenuem ceptucdukara u EKU-ceoiicmeom
ceptudukara. Pacmupenune u coiictBo EKU ycranaBnuBaeT or-
paHWYEeHUSs Ha UCTIOJb30BaHUS cepTudukara. PacmupeHue aBisi-
ercs 4actpio ceptudukara. OHO ycTaHABIMBAETCS TMOCTAaBIIMKOM
M OCTYITHO TOJNBKO 1 uTeHus. CBONCTBO cepTudukara — 3TO
3HaYeHME, aCCOIMMPOBAHHOE C CepTU(HUKATOM, OHO MOXET OBITh
YCTaHOBJICHO TIPUJIOXEHUEM.

Tabnvua 6-14. PyHKuumn ynpaesneHus UHpopmaumeii 0 pacLUMPEHHbIX
BO3MOXHOCTSIX MCMOMb30BaHWUS KJlloya

DyHKLIMS Kpartkoe onucanue
CertAdd EnhancedKey- JloGaBsieT MIeHTU(hUKATOP HCIIONh30Ba-
Usageldentifier Hust xnoya K EKU-cBoifcTBy cepridukara.

CertGetEnhancedKeyUsage  Tlomydaer mHbopMmaimio o EKU-pacim-
penusix i EKU-cBoiictBaxcepTudu-

Kara.

CertRemoveEnhancedKey-  Ynanger mnentudukarop ncmonp3osa-

Usage ldentifier Hus kmodya u3 EKU-cBolictBa ceptudu-
Kata

CertSetEnhancedKey Usage Ycranasmueaer EKU-pacmmpenue cep-
Tr(UKaTA.

Crnenyromias rpymnmna GyHkouid (tabamia 6-15) obciyxuBaeT pa-
6oty ¢ udenmugurxamopom kaoya (Key Identifier). OHuM mmo3BOJIS-
0T CO371aBaTh, YCTAHABINWBATh U UCKAaTh UACHTU(PUKATOP KITIOYA WU
€ro CBOJCTBaA.

HMpaentudukatop Kiovya — 3T0 YHUKaJIbHbBIM UAEHTUDUKATOP KITIO-
4yeBoii mapbl. MM MOXHO Ha3HAYUTH JIIOOOE YHUKAJIbHOE 3HAYCHUE,
mo oObIYHO McToyb3yercsa 20 Gait xema 1o aiaroputmy SIIA-1
ctpyktypsl CERT_PUBLIC_KEY_INFO. Kak nmpaBuiio, ero mo-
aydator yepe3 cBoiictBo CERT KEY IDENTIFIER PROP ID.
HpaeHTr U KaTOp KITI0Ya 110 3BOJSIETUCIIOIb30BaTh KIIOYEBYIO Mapy
st 3ammdpoBaHusa UM pacmindpoBaHus COOOLIEHUs 6€3 UCIOb-
30BaHMsA ceprudukara. UnaeHTHdUKATOp KIOYa HE acCOLMUPYET-
casc CRLwm CTL.

Tabnmua 6-15. DyHKUMM yNpaBneHus OeHTUhUKATOPOM KIltoya

DyHKUMSA Kpartkoe onucanue

CrypiCreateKeyidentifier- Cosnaer uneHTuduKaTop Kioya u*

FromCSP 61106a oTKpbITOro kioda CSP,

CryptEnumKeyldentifier- Hcnonb3yeTcst Wisl nepeunciaeHust

Properties UAEHTU(HUKATOPOB KJIloya U ero
CBOWCTB.

{cm. caed, cmp.)
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DYyHKUMS,
CryptGetKeyldentifier Property

CryptSetKeyldentifier Property

281

Kpartkoe omicanmue

TMonyyaer onpeneneHHOE CBOMCTBO
U3 ONPEIEIEHHOTO KITFOYEBOTO MIeH-
TdUKaTOpa.

YcTaHaBIMBaeT CBOMCTBO ONpEe/eH-
HOTO KJIIOUEBOTO UICHTU(hUKATOPA.

B rpynmne ¢pyHKUMU Tpouaiiicpa XpaHUINWIIA cepTUhUKATOB (Tab-
nuua 6-16) pyHKIuM 0OpaTHOrO BBI30BA MCHOJIMYIOTCS IJIsSI PETH-
CcTpallM¥u, yCTAaHOBKM UM paboOTHI Mpouaiacpa XpaHuJuila ceptudu-
KaTOB, OMpPEeJeHHOTO MPUIOXKEHUEM.

Tabavua 6-16. DYHKLMM yNaBneHNs XpaHuauwamm ceptndmnkaTos

CertDHOpenStore Prov

CertStore ProvClose Callback

CertStore ProvDelete CertCallbach

CertStore ProvDeleteCRLCallback

CertStore ProvReadCertCallback
CertStore ProvReadCRLCattback
CertStore ProvSetCertProperty-
Callback

CertStore ProvSetCRL Property-
Cattback

CertStoreProv WriteCertCallback

CertStore Prov Write CRLCattback

CertStore ProvReadCTL

CertStore Prov WriteCTL

CertStore ProvDelete CTL

Kpartkoe omicanue

OrnpenensieT GyHKIIMIO OTKPBITHUS
TpoBalifiepa XpaHwmInAa cepTudu-
KaToB.

Onpenensiet NefCTBUs, MPOU3BOAM-
MbIe TIPU OOHYJIEHHU CUETYMKA
CCBIJIOK.

Onpeodeasem NeyiCTBUS, IPOU3BOIM-
MBe miepen ynaneHueM cepTraduKa-
Ta U3 XpaHWIWILA.

Ornpenensier 1eiicTBUS, NPON3BOIM-
mble Tiepen ynaneHuem CRL u3
XpaHWJIWIIA CepTU(hUKATOB.
3ape3epBUpoBaHa.
3ape3epBUpOBaHa.

OmnpenensieT NelCcTBUS, TTPOM3BOIAM-
MBI TiepelT BI30BoM dyHKI1nit Cert-
SetCertificateContext Property n
CertGetCertificateContext Property.
Onpenensier neiicTBUS, MPOU3BOIU-
MBk niepen BbI30BOM (DYHKIIMI
CertSetCRLContextProperty u
CertGetCRLCo ntextProperty.
OnpezensieT AeiCTBUS, TIPOU3BOIM-
MBbIe Tiepe 100aBIeHNuEM cepTrudu-
Karta B XpaHWIMILIE.

Onpezensier AeiiCTBUS, TPOM3BOIU-
Mble niepen nobdasienneM CRL B
XpaHWINLLE.

CuntbiBaet konuio CTL-KoHTeKCTa.
U €CJTM OHA CYILIECTBYET, TO CO3/IAET
HOBBIT CTL-KobITEKCT.

OrnpenensieT BO3MOXKHOCTb 100aB-
nenust CTL B xpaHusuiie,
Onpenensier BO3SMOXHOCTD yiaie-
Husa CTLu3 xpaHuiuina.

(cm. caed, cmp.)
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@ymkws  Kparkoe omucamme

CertStore ProvSetCTL Property Onpezensier 'BO3MOXHOCTb Ha3Ha-
yeHus cBoiicts CTL.

CertStore Prov Control Ipenocrasnsger BO3MOXHOCTb  [PUJIO-

JKEHMIO TTOJTyYaTh U3BEILEHKE O He-
COBMAJICHUM CONEPKMMOTO K3IIIa Xpa-
HWIKIIA U CONEPXKMMOTO XpaHWJIa.

CertStore ProvFindCert Hcnonb3yetcs m1si MepeurciaeHus
CcepTU(hUKATOB  YIOBIETBOPSIOIINX
ONpeneeHHBIM KPUTEPUSIM.

CertStore ProvFree FindCert OcBo0OOX/IaeT KOHTEKCT CepTutu-
Kara.

CertStoreProv GetCertProperty [lonyvaer omnpeneneHHOE CBOMCTBO
ceprudukara.

CertStore ProvFindCRL Hcnonb3yeTcs misi nmepedyucaeHus

CRL, ynoBieTBOPSIOIIMX ONpee-
JICHHBIM KPHUTECPUSIM.

CertStore ProvFreeFindCRL OcpoGoxnaer CRL-konrekcr.

CertStore ProvGetCRL Property gOHY‘iaCT Orpe/e/IeHHOe CBOHCTBO
RL.

CertStore ProvFindCTL Hcnonb3yercs Wil MepeyrcieHust

CRL. ynoBiaeTBOPSIIOLIUX OTpe/e-
JIEHHBIM KPUTEPUSIM.
CertStore ProvFree FindCTI. OcBob6oxnaeTC  TL-KOHTEKCT.
CertStareProv GetCTL Property g_l?HY‘iaGT OIpEIENEHHOE CBOMCTBO

Cnenytouas rpynna pyHkuuii (Tabauia 6-17) moanepkuBaeT pa-
00Ty ¢ MIeHTU(PUKATOpaMU OO0BEKTOB. DTU (YHKIIMMU yCTaHaBIM-
BalOT, PETUCTPUPYIOT U 00pabaThiBalOT HYHKIUMU 00pabOTUYMKU IS
omnpeeieHHbIX NASeHTU(MUKATOPOB.

DYHKIMK 3TOX TPYMIIbl BbI3bII BAIOTCS TaKUMU (DYHKIUUSIMHA, KakK
CryptEncodeObject CryptEncodeObjectEx, CryptDecodeObject
CryptDecodeObjectEx, CertVerifyRevocation, CertOpenStore

Tabnuua 6-17. OyHKUMM ynpaeneHus maeHTudvkaTopamy o6bEKTOB

Oyskups ] Kparkoe onmcanme

CryptEnumOIDFunction Hcnonb3yercs isl nepevyrcaeHust 3ape-
ructpupoBaHHbIx O -dyHK1IMI, onpe-
JIEIEHHbIX TUIIOM KOIMPOBaHUsI, UMEHEM
(GYHKIUM U UACHTU(DUKATOPOM.

CryptEnum OIDInfo Henoisayencs il epevrcIeHus 3ape-
TMCTPUPOBAHHBIX  MICHTU(HUKATOPOB
o0bekToB. DyHKIIMS Bo3BpallaeT MHMOP-
Maiuio 00 uaeHTUduUKaTope oObeKTa,
KOTOPBIii OTpeie/ieH nASHTH(hUKaTOpoM
rpynmnbl.

(cm. fae 0, cmp.)
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msa Kpatkoe onucanue

CryptFindOWinfo Hcnonesyercst aist moucka UHdopmManuu
<6 uaeHTU(UKaTOpe 00bEKTa, KOTOPBIit
OIl pefIesIsIeTCs KITFOYOM U TPYIINOW.

CryptFreeOID Function- OcBOOOXKIACT 1eCKPUNTOP (hYHKIIUU,

Address BO3BpalllaeMblii  TIPOLIEAYpaMU
CryptGetOID Function Addressuau
CryptGetDefaultOWFunctionAddress.

CryptGetDefaultOIDDItList Bosspamaer criicok UMEH 3aperuCTpUpoO-
BaHHbIX DLL mis1 onpenesneHHOro Habopa
byHKIMIT U TUIAa KOMUPOBAHUSI.

CryptGetDefaultOID- [Monyyaer mepByr0 WM TOCIENMYIONIYIO

FunctionAddress YCTaHABIMBAEMYIO (DYHKIIMIO, UCIOJNb3Y-
eMylo I10 yMoyyaHuto. Vm 3arpyxaer
DLL, conepkaliyto COOTBETCTBYOLILYIO

(YHKLUIO.
CryptGetOIDFunction- Hcnone3yercst A1s1 HoUcKa UHCTALTUPO-
Address BaHHBIX (DYHKIMHU, OTTPEeIEHHBIX TUTIOM

KOIUPOBAHUS U UIEHTU(DUKATOPOM.

CryptGetOI 'D Function Value Tlonydaer 3HaueHUe MEPeMEHHOI, acco-
LIMMPOBAHHOM C MIEHTU(PUKATOPOM, B
COOTBETCTBUU C THUITOM KOIMPOBAHUSI,
nMeHeM (DYHKIIMM U UMEHEM TepeMeHHOil,

CryptinitOIDFunctionSer ~ VIHMIMAIMBUpyeT 11 BO3BPAILACT IECK-
punTop Habopa OL-pyHkumM B coot-
BETCTBUU C UMEHEM (DYHKLIAU.

CryptinstallOID Function - Yeranasmsaer Habop O LU-¢yHKumit.
Address

CryptRegister DefaultOID- Peructpupyer DLL, conepxariyio ¢dhyHK-
Function 1110, KOTOpasi UCITOJIb3YeTCs YMOJTYaHUIO

IUISI OTIPENIEJIEHHOTO TUTIAa KOMUPOBAaHUSI U
UMeHU PYHKLIUH.

CryptRegisterQIDFunction  Peructpupyer DLL. conepxantyto (yHK-
LU0 LTSI OTIPEJICIECHHOTO TUTIA KOIMPOBa-
HMSl, UMEHU (DYHKIIMU U uieHTMUKaTopa
00BEKTA.

CryptRegisterOIDInfo Peructpupyet O ID-undopmanmio, ornpe-
neneH Hyto cTpyktypoit CRYPT_OID
INFO u coxpaHsiemyto B peecTpe.

CrtyptSetOIDFunction Value YcTaHaBIVBaeT 3HaYeHUe IEPEMEHHOM
IUISl OTIPEJICNICHHOTO TUIa KOAMPOBAHUSI,
MMeHU (DYHKIIUY U UMEHU HEPEMEHHO.

CryptUnregister Default- Ormmenster peructpaimio DLL, comepxa-

OIDFunction LIyt (YHKIMIO, UCIIOIB3YEMYIO 110 YMOJI-
YaHUIO ISl OTNPENEIEHHOTO TUIA KOIUPO-
BaHUS U UMEHU (DyHKIIUU.

(cm. caed, cmp.)



284 MpuknagHaa kpuntorpadpusa

Kpatkoe onucanue

CryptUnregisterOID Function Otvensiet peructpaunio DLL, comepxa-
1yo (GYyHKIMIO T OTNpeieIeHHOTO THTIA
KOIUPOBaHMS U UMEHU (DYHKIIUU.

CryptUnregisterOIDInfo  Otmensier peructpanuio OII-undop-

M a [THH,

HanHasg rpynma ¢dyHKOui (tabnuuna 6-18) MO3HOISET MOJIb30BaTe-
JII0 TIOJTy4aTh 00BEKT MHPPACTPYKTYPhl OTKPHITHIX Kitoueit mo URL
cepruukaroB, CTL unu CRL. A takxe 1aeT BO3MOXKHOCTb I10JIYy-
yuth URL u3 o0bekra,

Ta6nuua 6-18. dyHkummn pa6oTbl ¢ URL 06bEKTOB MHPPACTPYKTYPbI
OTKPbITbIX KJlo4Yein

DyHKius Kpatkoe ommcanue

CryptGetObjectUrl Hcnomw3yerca i nonyyenust URL
YAAJeHHOro 0ObeKTa U3 cepTudukara,
CTLMMCRL.

CryptRetrieveQbjectByUrl Ucnonb3yercs nis monydenust PKI-
o0bekTa 1o ykazaHHoMy URL. -

IMocnennss rpynmna dynkumii (tabauua 6-19) Mmo3BosisieT OpraHuU30-
BaTh 3allMTy TaHHBIX HA OCHOBe rmapoJist. JlaHHble GYHKIUU TOaep-
KMBIOT hopMat 0OMeHaTUYHBIMY CEKpEeTHBIMU JaHHBIMU (Persona!
Information Exchange, PFX), omucannsiit B cranmapre PKCS #12.
K coxaneHuto, 1aHHBI HAOOP MPOLEAYP MO3BOJSET OCYILIECTBISATh
3KCNOPT U MMIIOPT Ha IMapoJjie TOJbKO CEPTUGDUKATOB M acCCOIUU-
POBAHHBIX CEKPETHBIX KJIOUeil, He MPeaoCTaBlsisi BO3MOXHOCTHU
paboTaTh C TIPOU3BOJILHOM MMOJb30BATEIbLCKON MHMOpPMaIUEid.

Tabnuua 6-19. dyHKUMKN NOAAEPXKKN OOMEHA IMYHBIMU CEKPETHBLIMUN
OaHHbIMWN

KpaTtkoe ommcanue
PFXExportCertStore DKCIOPTUPYET i+ YKA3aHHOTO XPaHWIN-
a cepTUdUKaT 1, eCJii BO3MOXKHO, acco-
IMUPOBAHHDBIA CEKPETHBI KITIOY.
PFXExportCertStoreEx DKCIOPTUPYET U3 YKA3aHHOTO XPaHWIIHA-
1112 cepruhMKAT 1, €CJIM BO3MOXKHO, acCO-
IIMUPOBAHHBIN CEKPETHBI KITIOY.

PFXImportCertStore Wmmnoptupyer PFX BLOB u >kmumparaer
NECKPUTITOP XpaHWIUIIA cepriuduKkaTos,

PFXIsPFXBlob TMposepsier kKoppekTHOCTH PFX 011002,

PFXVerify Password IT posepsier nenoctHocth PFX 671002 Ha

YKAa3aHHOM T1apoJie.
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CnoBapb TepMMHOB

IIpunokenne comep>kUT HamMbOOJIee 9acTO MCTIONb3yeMble KPUTITOT-
padudecKre 1 MporpaMMHbIC TEPMUHBI, KPOME TOTO, JIJIST KasKIOTO
TIPUBEICH €T0 aHTIMIMCKUI 2KBUBaJeHT. [lociemnHee OueHb BAKHO,
TaK Kak B PYCKOSI3bIYHOM KpUNTOrpadUIecKoil Juteparype MmpH-
MEHSIOTCS He TOCTIOBHBIE TIEPEBOIBI TEPMUHOB, a OTIpEIeICHHSI, C-
TOJTb3yeMble M TOCYNapcTBeHHBIX cTaHmapTax Poccuiickoit Dene-
pauu (FTOCT 28147-89, TOCT P 34.10-94, TOCT P 34.11-94).
Psan mpuMeHsieMbIX B aHIJIOSA3BIYHOM JINTEPAType TEPMUHOB BOOO-
e He MMeeT COOTBETCTBYIOIIMX aHATIOTOB B POCCUNCKUX TOKYMEH -
TaX, ¥ aBTOPHI B3SUIM Ha ceOs CMETOCTb TIEPEBECTH 3TU TEPMUHBI,
WCXONA M3 COOCTBEHHOTO OITBITA.

Jnst ynobcTBa TEPMUHBI TiepeyrciieHbl He B andaBUTHOM TIOPSIIKE,
a 110 TeMaTUYeCKUM TpymraM. TaM, Tae 3T0 HeoOXOAMMO, YKa3aHbI
CCBIIKM Ha TC maparpadbl MTPUIOXKEHUS 2, Tie TIOOpOOHO paccMar-
pUBaeTCcsl 00CYXKIaeMblii BOIPOC WM Ha COOTBETCTBYIOIIIEE M3MAHUE.

O6wume onpepeneHus

IIIucgp ~ Cipher — COBOKYITHOCTH aJITOPUTMOB MJIM OTOOPaKEHMI
OTKPBITOI (OOIIEMOCTYITHOI) MHGpOPMAIlUK, IIPEACTaBICHHON B
(opMan30BaHHOM BHJIE, B HEIOCTYITHBIM 1T BOCTIPUSTHS UG-
POBaHHBIN TEKCT, TAaKXKe TMPEACTaBICHHBIN B (POPMATM30BAaHHOM
BUJIC.

Kpunrorpagmueckuit kmou - Cryptographic key, key — mapamer-
PUUYECKUI KOMITOHEHT KPUTITOTpahrIecKoro mpeoopa3oBaHusl, BeCh
WY YaCTUYHO HEM3BECTHBIM TIPOTUBHUKY (3JIOYMBIILICHHUKY),
BBITIOJTHSIOIIEMY KPUIITOAHAIU3 (AelndpoBaHue).

Z[aHHI:IM TEPMUHOM 0003HayaloTCs Kak CUMMETPUYHBIC KIIIOYN
H.[I/I(I)pOBaHI/IH, TaK 1 HCCUMMETPHUYHBIC KITIOYU WKW KITIOYEBBIC ITapbI.

IIpu pabote a pamkax Kpurrorpapuieckoro uarepdeiica 1mom Tep-
MUHOM <«KJTIOU» TIOHUMAETCS UCS COBOKYITHOCTb KITIOUEBO MHMOP-
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MaliH|, YIaCTBYIOILIEH B TIpoliecce KpUMTorpaduieckoro mpeodpa-
30BaHMs. TOYHBIN HAOOP MapaMeTpoB KITIOYEeBON MHOOPMAIUY 3a-
BHCHUT OT KOHKPETHOTO aJlrOpUTMa KPUIITOrpadruieckoro mpeodpa-
30BaHUST — IIM(POBAHUSI, AIEKTPOHHO# 111poBoil moaricu (BLIIT)
WIN KToueBoro oomeHa. Hampumep, i kimoda 6J109HOTO -
POBaHMSI COBOKYITHOCTb KJTIOUEBOM MH(OpPMAIIMU COCTABIISIIOT Cam
KITI04, MoandUKaTop Kioua (ecid OH MMeeTcs), CMHXPOITOChLTKA,
conepXkuMoe BHYTPeHHUX pervctpoB wmmdpa. B pamkax CryptoAPI
IUTST paboThl ¢ KITIOUeBOM WHGOpMAaIell cpencTBaMy KpUITOTrpa-
(uueckoro uHTEpdeiica onpenensaeTcs IeCKpUNTop Kioya.

CeccroHHBIN Kmod - Session key — Kak MpaBWJIO, CUMMETPHY-
HbIil Kmou OnouHoro (Hanpumep, DES, RC2, TOCT 28147-89) nnu
notouHoro (Harmpumep, RC4) mmdpoBanust. «CecCHOHHBII» 03Ha-
YaeT BPeMeHHbIA, VCITOJIb3YeMbIii TOJBKO IS OJHOTO ceaHca 3a-
IIWIIEHHON (3aKphiToil) cBsizn. B pamkax xonnenuum PKI nonro-
BPEMEHHBIMU SIBIISTIOTCS  KITFOUEBBIe TIapbl IIM(POBON MOMMUCU U
KJTIOYEBOTO OOMeHa

KitoueBast mapa OTKpBITHIN/CeKpeTHBIN Kimod ~ Public/private
key pair, key pair - ormpenensieT KIOUYEBYIO Iapy HECUMMETPUY-
Horo anroputma DLIT (mampumep RSA, DSS, T'OCT P 34.10-94)
WIM KJTIoueBoro oomMeHa (Harmpumep, DH).

OTKpBITHIA KIMIOY KTo4eBoii mapel - Public key — TouHbII Habop
MapaMeTpoB, KOTOPHIE COCTABISIIOT OTKPBITHII KITIOY, 3ABHCHT OT
KOHKpETHOTO anropuTtMa. Ilomaraercsi M3BECTHBIM KPUITOAHAM-
TUKY (MPOTHBHHUKY).

CeKkpeTHBIN KIII0Y KJTI0OUeBOM maphel - Private key — To4HBINM Ha-
60p TapaMeTpoB, KOTOPBIE COCTABRISAIOT CEKPETHBIN KITIOY, 3aBUCHT
OT KOHKPETHOTO ajJIropuTt™a. [ OMHOTO M TOTO Xe ajJropuTMma
TIPEZICTABJIEHHE CEKPETHOTO KITI0Ya MOTYT OTin4aThcsi. Hampumep,
s craHmapra RSA cekpe i Tplif K04 MMEET [Ba BapHaHTa Tpel-
CTaBJICHUSI.

3ammppoBanue - Encryption — mporenypa (1eTepMUHUPOBAHHBI
ITOpUTM) MPeodpa3oBaHUA OTKPHITOM MHMOpMALK (OTKPHITOTO
TeKcTa) M ImdpoBaHHYIO (mHMGPTEKCT) ¢ UCIIONB30BAHUEM KITIOYA
(xmoya 3armumgpoBaHus).

Pacumdposanne ~ Decryption — mipolienypa (1eTepMUHUPOBaH-
HBI adropuT™M) IIpeoOpazoBaHMs MM(GPOBAHHOW HHGOPMALIIU
(mmpTCcKCTa) B OTKPBITYIO (OTKPBITHINA TEKCT) C UCITOJIb30BaHUEM
Kmoya (KIoda pacimdpoBaHys).

Kpunroanamis, nemmdpoBanue - Cryptanalysis BCSI COBOKYII-
HOCTbMaTeMaTHYeCKUX, TPOrpaMMHO-TEXHUUECKUX, OTIePaTUBHBIX
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W IPYTAX BOSMOXHBIX METONOB M aJTrOPUTMOB, HaIpaBJIEHHBIX Ha
MoJTydeHHe Kimova (OTKPBITOTO TeKCTa) MpU HEUM3BECTHOM KITIOYe U
3a7laHHOM Habope MCXOMHBIX MapamMeTpoB (HarpuMmep, MHOXKECTBa
IMGPTEKCTOB, 3al(pPOBaHHBIX HA OMHOM M TOM e KITode, TUd-
PTEKCTOB, 3alM(GPOBAHHBIX HA HEUCITPaBHOM Iimdparope U T.I.).
Kraccnueckuii KpuntoaHaau3s onychiBaeTcs npaBuiioM Kupxroda:
MPOTUBHUKY M3BECTHA BCSl MHGOPMAIIMS 00 aJlTOPUTME KPUTITOT-
padudeckoro mpeodpazoBaHusI, KpOMe CaMOro KIIoya.

OtkphITHIA TeKeT - Plaintext — McXomHBIM MaTepuai I -
poBaHMs (TTOMy4YeHUs] IIMGPTEKCTa) MO0 pe3yibIaT pacimdpo-
BaHUS IMPpPTEKCTa.

IMudgprercr ~ Ciphertext, encrypted text — pe3yiapTaT muUdpo-
BaHUSI OTKPBITOTO TEKCTa.

LLindpposaHme

Baounsiii mudp - Block cipher — anroputM Kpunrorpadudecko-
TO Mpeodpa3oBaHMsI, UCTIONB3YIOIINI BO3MOXKHOCTb TEKOMITO3UIIMK
OTKPBITOTO TEKCTa Ha HeTepeceKaroluecst 6JI0KM OMMHAKOBOM JUTH -
Hel. [Ipu aToM mipeobpazoBanue (IMdpoBaHUe WIM pacimudpoBa-
HHE) KaXI0ro 010Ka IIPOMCXOAUT aBTOHOMHO (i [€3aBHCHMOOT TIpe-
JBITYIIMX) JIMOO 3aBHUCHT OT pe3y/ibTata MpeoOpa3oBaHUs TPEIbl-
IyIIETo (HEeCKOJIbKUX IPEABIIyIINX OJOKOB).

IMotounsrnii mmdp ~ Stream cipher — aaropuT™M KpuIrrorpapudec-
KOTO TpeoOpa3oBaHusl, peTHa3HAUYSHHBIIN 15 ITM(MPOBAHMS OTKPBI-
TOTO TeKCTa MPOW3BOJIBLHON JJTMHBI.

brnok nmmdpposanusa - Block — 60K oTKpbITOro Tekcra (mmgp-
TeKcTa), oOpabaThIBaeMbIi 32 OOWH MK B OJJOYHOM AJTOPUTME.

Monudukarop Kmoda ~ Salt value — OJIOK cydaifHBIX JaHHBIX
KOTOPBIY MHOT/IA BKITIOYaeTCs Kak 4acTh CECCMOHHOTO Kimoya. Kor-
nia MoaudUKaTOp J0OABISIETCS] K CECCMOHHOMY KITIOUY, TO OH Tiepe-
JAeTCsl BMECTe C MM(PTEKCTOM B OTKPHITOM BUJIE.
Cunxponocbuika - Initialization vector — oTkpbiTast nHpopMa-
1IMsI, WCTIOJIb3yeMasl B AJITOPUTME OJIOYHOTO VJTH TIOTOYHOrO 1T -
poBaHMS IS IM(MPOBAHUS PA3TMUHBIX OTKPBITBIX TEKCTOB.

DddexkTuBHas miuHa kmodya - Effective key length — Tepmun,
OMUCHIBAIOLIMI UCTIONB30BAHUE B aJl TOpU mme 1M pOBaHUs dJIeMEeH-
TOB KJIIOYA /ISl PETYJIMPOBAaHMSI YPOBHS KpUIITOrpadrueckoit cToii-
KOCTH TipeoOpazoBaHus. DddeKTrBHAs AMTMHA KJII0Ya ONpenesieT
YuCco OUT KJTI0Ya, OT KOTOPBIX CYIIECTBEHHO 3aBUCUT 1M (POBaH-
HBII TEKCT.
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Jlonomenne - Padding — Ilporenypa momoaHeHMsI OTKPBITOTO
TekeTa JUIsT 00ecTieyeHnsT BO3MOXHOCTH OJIOUHOTO MG POBAHUS
JAHHOTO OTKPBITOTO TeKcTa. [Ipolieaypa DOMOJTHEHUST MOKET OKa-
3aTh BJIMSHUE Ha KPUNTOrpadUUyecKylo CTOMKOCTB.

Pexxum mmdpoBanust - Cipher mode

Ooparnas cBa3b - Feed back

Pezxum npocroii 3amensl - Electronic codebook (ECB)

Pezxuv ramvmpoBaamsi - Output feedback (OFB)

Pezxum ramvmpoBanust ¢ oopaTHoii cBs3bio - Cipher block chai-
ning (CPB)

Pexum npocroii 3amensl ¢ 3aneisieaneM ~ Cipher block chaining
(CBC)

LUudpoeas noanmcb U XeLUMpPOBaHUE OAHHbIX

Xem-¢hyakims, pyHkms xemmposanus, xem ~ Hash, digest —
npeobpa3oBaHue, OTOOpaXKalolee CTPOKM OUT MPOM3BOJBHOM TN~
HbI (MCXOIHBIC JaHHBIC) B CTPOKM OUT (PMKCHPOBAHHOM IJIMHEI 1
VIOBJIETBOPSIIONIEE CIIEAYIOIIMM IIByM CBOMCTBAM: ITO PE3yJbTary
npeodPa30BaHKsA BeChMAa TPYIHO (HEBO3MOXHO) BBIYMCINTD UCXOI -
HbIe TaHHBIC OTOOpAXKEHHbIE 1 STOT PE3yJbTaT; ISl (MKCHpOBAH-
HbIX (33JaHHBIX) MCXOMHBIX JAHHBIX TPYOTHO HAWTH APYrde MCXOMI-
Hble JaHHbIe, OTOOpaXKaeMble C TeM K€ Pe3yJIbTaTOM.

Xem-kon, xem-3Hayenne ~ Hash-code-eTpoka 6ut, mpencras-
JISTIOTIIAsT BBIXOMHOM Pe3y/IbTaT Xell-(hbyHKIMY. OnpenesieHus Xel-
byHKIIMY 1 xem-Kkoaa npusenensl o MCO/MODK 148881-1(3].

3nauvenue xem-gynkuuu - Hash value — cam. xew-xo0.

Xell ¢ KIMOYeM, CEKPETHBIA Xelll, CeKpeTHas xem-GyHKImA -
MAC (Message Authentication Code), Keyed-hash, secret
hah—- asiropuT™MBbI XemmpoBaHMsi TaHHbIX, 17151 BbMUCIEHUSI KO-
TOPBIX HEOOXOIMM CEeKPETHBII KITI0OY CUMMETPUIHOTO TN (POBAHMS.

Kimouenoii oomen - Key exchange

BDnexrponHas mucdposasa nommick (DIIIT), midpoBasa moamice,
noonuce ~ Digital signature — cTpoka OUT, ITOJIydeHHAS B pe3yJib-
Tate BbIIOJHEHWs1 TIpoliecca (GOopMUPOBAHUS TOITKCH.

IIpouecc ¢opMupoBanus NOAMUCH - Signature process — IIpo-
1Iecc, B Ka4yecTBe MCXOMHBIX TAHHBIX KOTOPOTO BBICTYIIAIOT COO0-
meHue (OTKPBITBIA TEKCT), KIIOY TIOANMCU W TAPAMETPbI CXeMbI
BMII, B pe3yibraTte 4ero dhopmupyercs udppoBasi IMOAMINUCE.
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IIpouecc mpoBepku mommucu - Verification process — Ipoiiecc,
B Ka4eCTHE MCXOTHBIX TAHHBIX KOTOPOTO BBICTYIAIOT MOIITMCAHHOE
coo0IIIeHNe (OTKPBITHIA TEKCT W MOMAIMCH), KITIOU TIPOBEPKU 1 T1a-
paMeTphl CXeMbI

ITommichiBaHNe 3HaYeHus1 Xem-GyHkmn ~ Signing a hash

IIpoBepka mommicu 3HaYeHns1 xem-gynkumu ~ Verifying the hash
signature

I'enepatop (maTumk) ciayvaitHbIx urcen ~ Random number (se-
quence) generator — aJrOPUTM IOJIyYeHUS (BEIPaOOTKI) Clydaii-
HBIX BEKTOPOB (3HAUEHUI, YMCEN) C 3alaHHBIMU BEPOSTHOCTHBIMU
U anredpandecKuMM Xapaktepuctukamu. CiydaifHble yuciia uc-
TOJTB3YIOTCSI B PA3IMYHBIX KPUNTOrparUecKUX airopuTMax Iist
opMupoBaHMs KITIOYEH, CHHXPOTIOCBIIOK,, CITyJaifHBIX KOMITOHEH -
TOB cxeM OUIT m 1.11.

T'eneparop (maT4vK) mceBmaoO-ciaydaiHbIX yricesl ~ Pseudo-random
number (sequence) generator — ajJrOpUTM ITOJyYEeHMS IICEBIO-
CJTy9aifHbIX (CTy9alfHbIX B CTATUCTUYECKOM NMOHMMAHHMM) BEKTOPOB
(3HaYeHMIA, YMceN) ¢ 3aMaHHBIMUA CTAaTMCTUUYECKUMU M alreOpan-
YeCKMMM XapaKTePUCTUKAMU.

HavanbHoe 3ano/iHeHMe JaTYHKA COydaidHbIX yncel - Seed —
ncxomHoe 3HaueEnie s peanm3alny reHeparopa (IaTdvMKa) TCeB-
JOCTyYaifHBIX YMCEIL.

CraHpapThbl

PKCS (Public Key Cryptographic Standards) ~ Kpumnrorpa-
(rueckue cTaHIAPTBI OTKPHITHIX KITIOUel — KpunTorpaduieckue
crangaptel RSADSI, onuckiBaloniye pa3IndHble aCIIeKTHI IIPUME-
HEHUST MHMPACTPYKTYpbl OTKPBITHIX KITIOYCH.

DES (Data Encryption Standard) — amMepuKaHCKUI cTaHmapT
mmdposBanus faHHeIX. DES - mepBbIil onmy0IMKOBaHHBINA B OTKPEI-
TBIX MUCTOYHUKAX OJIOYHBIA aJITOPUTM C JJIMHOM Ooka 64 Gura u
JUTMHOM Kmova 56 6ur. DES npunsrT emme B 1976 Tomy, B HacTosIIee
Bpemsi B CHIA mpuHST HOBBIN cTaHmApT IMMPOBAHUS TaHHBIX
(AES), mpoToTHIIOM KOTOPOTO ITOCTYKIJI aJITOPUTM IIH(MPOBAHUS
Rijndail.

RC2, RC4 (Rivest Cipher) - Anroputm mudposaHus Paiisec-
Ta — TPYIa AITOPUTMOB MM POBAHUS JAaHHBIX, pa3pabOTaHHBIX
Ponom Paiisectom mist RSADSI. RC2 — Go4HBIi aJIropyuT™ C IJI1-
Hoi1 Groka 6-1 6uta 1 3 eKTUBHOM IMHOM Kimoua oT | go 1024 our.
RC4 — noTouHbIii aropyuT™ ¢ M3MEHSIOMIEHCS IIMHOM KITI0Ya.



290 MpuknagHas kpuntorpadusa

T'OCT 28147-89 — poccuiickuii cTaHIapT IIMOPOBAHUS TaHHBIX.
D10 OJIOYHBII ATOPUTM C JUTMHOM 010Ka 64 OuTa 1 JUIMHOM KiTIoYa
256 our. Pa3paGoTaH rpyrroi COBETCKMX KpUIITOrpaoB BO IJIaBe
¢ M. A. 3a00TUHBIM,

MD2, MD4, MDS (Message Digest) — rpymma aJropuTMOB Xe-
IIMPOBaHUsS JaHHBIX, pa3padoTaHHbIx Ponom PaiiBectom. Bo Bcex
Tpex aJropuTMax BbIpaOaThIBa€TCS Xelll JIMHON 128 OuT.

SHA (Secure Hash Algorithm) — aJroputM XxempoBaHUs TaH-
HbIX, pazpadoTaHHbili NIST coBMecTHO ¢ NSALISI UCTIOIB30BaHUST
B Iape ¢ aroput™MoM IigpoBoit oanucu DSA. AropuT™ Beipa-
0aTbIBaeT Xeul UIMHOM 1606uT.

T'OCT P 34.11-94 — poccuiickuii cTaHIapT XeIIMPOBAHMS JAHHbIX.
Wcnonb3yeTrcs COBMECTHO C ajropuTMOM IIM(POBOIM IOAMUCU
TOCTP 34.10-94. AnropuT™ BbIpabaThIBaeT Xelll JUIMHOM 256 our,

CBC-MAC — ajiIropuT™ CEKpeTHOTO Xellla, OCHOBAHHBII Ha UCTTOJIb-
30BaHUM AJITOPUTMOB OJIOYHOIO IIM(pPOBaHMSI, IIe B KAUeCTBE 3Ha-
YeHUsT Xell-(QYHKIIMM HMCHOJb3yeTcsl IOC/IeTHMI 3airdpoBaHHbII
onok. IIudpoBaHue oCyIIeCTBISIETCS B peXKMME TIPOCTOI 3aMEHbI
¢ sanerienueM (CBC) uiau raMMupoBaHUsI C OOpaTHON CBS3bIO
(CFB).

HMAC (Hugo's Message Authentication Code) — Anroputm
CEKPETHOTO Xellla, OCHOBAHHDIA Ha UCTIOJIb30BAaHUU UTEPALIMOHHBIX
ITOPUTMOH XEITMPOBaHUS JAHHBIX C 3aMEIMBAHUEM CEKPETHOTO
Kmoua. B kadyecTBe 0a30BBIX aTOPUTMOB XEIIMPOBAHUS OOBIYHO
ucnons3ytorcss SHA (HMAC-SHA) uwmu MD5 (HMAC-MD)5).

MMuToBcTaBKa — pOCCUNCKUI aITOPUTM CEKPETHOTOXeTra. AJro-
pUTM SIBJISIETCSI 4YacThio cTaHmapra O1oyHoro mmdposanusi TOCT
28147-89.

RSA (Rivest, Shamir, Adleman) — ajroput™M mMMpPOBaHUS HaA
HEeCUMMETPUYHBIXKITIOYaX, pa3padotaHHblii PoHom PaiiBectom, Amu
Hlamupom v Jleonapdom AnnemaHoM.

DSS (Digital Signature Standard) ~ CranmapT uucpoBoii moji-
nucu — cradaapt uudpa toH noanucu B CLUA npunst 1994 rony.
B kavectBe anroput™ma HK(pPOBOI MOAMUCH B HEM HCTIOIb3YeTCs
DSA, a B kauectBe xeln-¢pyHKIuy anroputM SHA.

DSA (Digital Signature Algorithm) — amepuUKaHCKUI aaropuTM
nudpoBoii moamucu, paszpadotaHHbli NIST coBmecTHO ¢ NSA.
Hcnonb3yercst B mapc ¢ aJilrOPUTMOM XeIIMPOBaHUS JaHHBIX SHA.
AJITOPUTM HCITOJIb3YET CEKPETHBIM KoY ITMHOM 160 OUT U OTKpPBI-
ThIA KMoY JavHou oT 512 mo 1024 Our, mivHa 1mdpoil moanucu
coctasisier 320 OurT.
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T'OCT P 34.10-94 — poccuiickuii ctaHmapT muGpoBoii TOITHICH.
Hcronb3yeTcs COBMECTHO C QMOPHIMOM XEITMPOBAaHUS NTaHHBIX
T'OCT P 34.11-94. Anroput™M HUCIIOJIB3YeT CEKPETHBIN KITIOYU JJIH -
HOI1 256 OUT ¥ OTKPBITBIN K04 IUIMHOM oT 509 1o 512 ouT wim or
1020 mo 1024 6uT, nrHA MU GPOI MOAIMCH cocTaBisieT 512 our. B
HacTosIIee BpeMs peKOMEH/IyeTCSI UCTIOIb30BaTh OTKPbITHIA K0T
niauHoi 1024 outa.

I'OCTP 34.10-2001 — uHoBBIM Poccmiickuii crannapt macdpoBoii
TTOANKMCH Ha OCHOBE JITUTITUYECKUX KpuBbIX. Kcronb3yeTcs co-
BMeCTHO ¢ airoputMoM xeurupoBaHusi naHHbIX TOCT P 34.11-94.

DH (Diffie— Hellman) — anroput™M Kio4eBoro ooMeHa, Mmpeaio-
xeHHbI Yurdunmom duddu 1 Maptudom XemmmarnoM B 1976
rony. AJITOPUTM SBJISIETCA MEPBOii ITpaKTUUSCKOM peaym3anyeit
KOHIIETIIIMY HECUMMETPUYHBIX KITIOUEBBIX CXEM.

RSAES-OAEP (RSAEncryption Scheme — Optimal Assimetric
Encryption Padding) - Cxema mmdpoBanna mo amropurmy RSA
C HCNoJIb30BaHueM MeTona nonosHenus OAEP

RSAES-PKCSI-vl_5 (RSAEncryption Scheme - PKCS #1 ver-
sion 1.5) - Cxema mmgpposanmst o amropurmy RSA ¢ ucnosm3o-
BanueM Metoaa nonosHennss PKCS #1 sepcim 1,5

OAEP (Optimal Asymmetric Encryption Padding) - Aimopurm
ONTUMAJIHHOTO JIOTIOJIHEHHS /111 HeCMMMETPHIHOro g poBanust

OpraHunsaumn

RSADSI (RSAData Security, Inc.) — ocHOBHOIf pa3paboTIUKU
PACnpOCTPAHUTENh KPUMTOTPadUIECKMX CTAHAAPTOB OTKPBITHIX
xmoueit (Public-key cryptography standards, PKCS). Kommanus
Ha3BaHa 10 MMEHaM TpeX eeocHoBartesel u BianesblieB PoHa Paii-
secra (Rivest), Am ITlammpa (Shamir) u JleoHapaa AmremaHa
(Adleman).

NIST (National Institute of Standards and Technology) - Ha-
muoHAbHBIA VincTuryT Texnonorun u CtaHzaproB - moapasie-
nenue [emapramenrta Toprobm CIIA (US Department of Com-
merce) KoTopoe yoauKyeT ouIinagbHble CTAHAAPTHILIS TPaBY -
TEJTLCTBEHHBIX M YACTHBIX CEKTOPOB KOMITBIOTEPHBIX cucTeM. CraH-
JIapThl MYOJMUKYIOTCS 1o HazBaHWeM «PenepasbHble CTaHAAPTHI
o0pabotku undopmammm» (Federal Information Processing Stan-
dards, FIPS).

ITU (International Telecommunication Union) - Mexmynapona-
bl Coto3 TenekoMMyHMKAIMIA — -TIOApa3ae/ieHe 3TOM OpraH u-
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3auuu ITU-T nmyOGnukyeT pa3anyHble CTaHAAPTHI B 00JacT oOMe-
Ha uHdopmarlmei.

NSA (National Security Agency) ~ ArenrcTBo HanmoHasHo#
BesonacHoctu — cnemaibHas cryxkOa CILA, ogHuM 13 Harpali-
JICHUI JeSITeIbHOCTH KOTOPOiA SIBJISIETCS KpUTTorpadus.



Hpunezxemnme [

ITpunoxeHue conepXuT onucaHue GYHKIUN U Ipyrue crpaBod-
HbIe IaHHble, OTHOCsIIMecs K craHmapty Microsoft Cryptographic
Application Programming Interface (CryptoAPI). IIponenypsr,
OMNUCaHHbIE B IPUIOXKEHUH, PEATU3YIOT 0a30Bble KpUMTorpaduiec-
KUe TpeodpazoBaHusl, Takue, Kak GyHKUIMU 3ammdpoBaHusi/pac-
mnbpoBaHusl, XeIMPOBaHUsI, co3naHus/mposepku DI, kioue-
BOro oOMeHa, TeHepaluu Cay4aitHo (WM TceBIOCTyJaiiHoOM) Toc-
nenoBateabHOCcTH. Habop 3TMx GyHKIMIT OTHOCUTCST K UHTepheii-
cy Microsoft CryptoAPI Bepcuu 10.

BT0 MPUIOXKEHUE CO3MaHO Ha OCHOBE CITpaHOYHMKa GyHKimi Cry-
ptoAPI, ony6mukoBanHoro B Microsoft MSDN Library (January
2002 Release). Mbl MOMBITATUMCH MPUBECTH ONMUCaHUE (PYHKIIUI B
COOTBETCTBUH C TEPMUHOJIOTHEN, TIPUHSITON B POCCUIACKUX KPHIT-
TorpadMyecKMX CTaHAApTaX, WCIPABUTh HEKOTOPBIE HETOYHOCTH,
KOTOpBIE ¥ MEIOTCST B OPUTUHATBHOM OTICAHWH, A TAKKE TOTIOTHUTh
TC TeMBI, KOTOPBIC B CIIPABOYHUKE, TTO HAIIIEMY MHEHUIO, OCBEIICHBI
HEIOCTaTOYHO.

Kpatkoe onucaHue Kpuntorpaduueckux airopuTMOB U COOTBET-
CTBUE aHTJIMACKUX U POCCUNCKUX KpUTITOrpadhudecKrux TEpMUHOB
npuseneHo B [1puioxenun 1.

dyHkuum CryptoAPI 1.0
CryptAcquireContext

®yukuus CryptAcquireContextuc TONb3yeTCs ST CO3MAHUST 1eC-
KPUIITOPa ONpeIeICHHOTO KITIOYeBOr0 KOHTEHepa B paMKax oIpe-
NeJICHHOTO KPUITONpoHaiiaepa. Jleckpumnrop, KOTOPBIA BO3Bpamia-
eT (pyHKIIMSI, MOXKHO MPUMEHSITh /UIS1 BHI3OBOB BBIOPAHHOTO KPUII-
TOIIpOBaKIEPA.

DyYHKIIYS BHITIOTHSET B¢ orepaliy. CHavaia OHa TTbITacTCsl Hali-
TH KPUTITOIIPOBAMIEp ¢ XapaKTepUCTUKAMK, ONMUCAPIIBIMA B Tapa-
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metpax dwProvType u pszProvider. Eciu XpuutonpoBaiiaep Haii-
JIeH, TO (DYHKIMS TIHITACTCS HAWUTH KITIOYEBOM KOHTEMHEp B paMKax
KPUIITOTIPOBaiiiepa B COOTLCTCTBUM C MMEHEM, YKazaHHBIM Tapa-
mempompzeConuimee.

B1y YHKUMIO TaKXkKe UCTONB3YIOT VISl CO3MaHusl U YHUUTOXEHUS

KJIIOUEBBIX KOHTEHHEPOB B 3aBUCHMMOCTH OT 3HAUEHUS IapaMmeTpa
dwFlags.

BOOLWINAPI CryptAcquireContext(

HCRYPTPROV  *phProv,

IPCSIR pszContainer,

IPCSIR pszProvider,

DWORD dwProvType,

DWORD dwFlags

>

ITapameTpsl
phProv

[out] VYkazaremb Ha OECKpPUIITOp KPUIITOJpoBaiimepa.
pszContainer

[in] Mg KmioueBoro KOHTeliHepa. DTO yKa3aTe/lb Ha CTPOKY, MICH-
TUGUILMPYIONTYIO KI0YeBoii KOHTeitHep. OHO He 3aBUCUT OT METO-
Jla, WCTIOb3YEMOTO JIJIsl XpaHeHUs Kimoueil. Hexomopuie kpunmon-
poBaiepsl XpaHsT KIIIOUeBble KOHTEMHEPHl Ha BHEIIHMX HOCHTE-
T (cMapT-Kaprtax, Touche memory), Apyrie — B CUCTEMHOM pee-
crpe wm (aiinax. Ecim B dwklags ycranosnen ¢mar CRYPT VE-
RIFYCONTEXT, mo pszContainer nomxkeH Obitb paBeH NULL.

Ecmu pszContainer panen NULL, To OymeT MCIOJNBb30BaThCS HUMS
KJTI0OUeBOro KOHTeliHepa HO ymoianmio. Kpurironposaiinepsr Mic-
rosoft B 3TOM ciTyJae 3amaloT UMsI TIOJIb30BaTeNisl, BOLICAIIETO B CH-
CTeMy, B KauecTBe MMEHM KOHTelHepa.

IMpunoxeHus He TOJKHBI TPUMEHSTh TaKWe KITIOUeBble KOHTEHHe-
pBI JUT XpaHEHUsT CeKPETHBIX Kimoueit. Korma Heckoiabko Mpuiio-
SKeHMIA UCTTONB3YIOT ONWH U TOT K¢ KOHTEHHEp, OMHO M3 MPUIIOXKe-
HUIT MOXET M3MEHHTh YUTH YHUUTOXUTD KITIOUM, HEOOXOMMBIE TSI
paboThI IPYTHUX.

IpunoxeHus: MOTYT MOJYYUTh UMSI KOHTEiHEpa, C KOTOPbIM OHU
pabortatotr, npouutaB 3HauyeHue PP_CONTATNER ¢ nomomibio
BozoBa (Qyukiuu  CryptGetProvParam.
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pszProvider

[in] Ykazarenb Ha CTpOKy, COmepKalllyto UMsI KpUMNTOIpoBaiiaepa.
Ecmu atotr mapamertp paBeH NULL, 1o ncnonb3yercst KpUnTomnpo-
Balaep IO yMOJYAHUIO.

Crniucok JOCTYITHBIX B HACTOSAICC BPEMS KpHHTOHpOBaﬁZ[epOB Ipu-
BCACH B KOHIIC CITpaBOYHMKA.

[prnoxxeHus1 MOTYT TIOJTyYUTh UMSI KPUMTONIPOBAiiiepa. MpouYnTan
3HaueHue PP_NAME c momormipto BbizoBa dyHkuuu CryptGet-
ProvParant,

dwProvType
[inj 3HaueHuWe THIIA 3aMpaiMBacMOro KpUITonpoaiinepa. TUHBI

KpHHTOHpOBaﬁZ{epOB, OIIPCACJICHHBIX B HACTOALICC BPEMA, U UX
XapakKTEPpUCTHUKU NPUBEACHbI B KOHILIC CITpaAaBOYHUKA.

dw Flags

[in] 3Hauenue naroB. [MapameTp MMeeT HyJieBOe WM OIHO M3
3HAYEHMUI1, IEPEUNCICHHBIX Jajiee.

*  CRYPTJVERIFYCONTEXT

Ecnu dmar ycraHOBJIeH, TO TIPUJIOXEHWE HE MMEET IOCTyIa K
CEKPETHBIM KJTI0YaM KJI04eBOro. KoHTeviHepa. [lpu stom mapa-
MeTtp pszContainer nomxeH ObITh ycraHoBieH B NULL.

®rnar ipeHa3HAYeH I pabOThI ¢ TTPUIOKEHUSIMU, 1IE/Tb KO-
TOpBIX — TIpoBepKa UbpoBoii nmoanucu. Onepaunu, 0ObIYHO
HEeOoOXOIUMbBIE B 3TOM CJTydae, — MOJTy4eHUe JeCKPUTITOPOB OT-
KPBITBIX KJTIOYEH, XeIIMPOBAaHUE U MPOBEPKa MOAIHCH.

Korna Bwi3biBaetcst dyHkius CryptAcquireContext, MHOTUE
KPUNTOIPOBaiiaepbl TPeOYIOT OT IOJIb30BaTE/Isl BBOAA JTOTION-
HUTEIbHOU MHGbOopMaluK. Harpumep, ceKpeTHBbII KITIOY B KITIO-
YeBOM KOHTEIHEpe MOXET OBbITh 3all(poBaH, MO3TOMY HEOO-
XOAUMO, YTOOBI MOJIB30BATCIb BBEJT TTAPOJIb TSl TOCTYIA K KITHO-
yeBoil MHpopMaru. OmgHako, ecm onpeaeieH ¢mar CRYPT
VERIFYCONTEXT, To moctymna K CeKpeTHOMY KITIOUy He Tpe-
OyeTcs, 1 HET HEOOXOAUMOCTU BBOAUTH MApOJb MOJb30BATES.

*  CRYPT_NEWKEYSET

Ecmu dnar ycrtaHoBeH, To OyneT co3naH HOBBIN KITIOUEBOI Karl-
TeifHep ¢ MMeHeM, CooTBeTCTBYIOIIMM ;KI(.'on(siNe. EcaparCon-
inerpaBeH NULL, To co3maercst KJTloueBOi KOHTEHHED € UMe-
HEM, WCTOIb3yeMBIM TT0 YMOTYaHHIO.
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TIpK co3naHnM KITI0YeBOro KOHTEHHEpa OOJBIIMHCTBO KPUIITOIT-
POBaiiIEpOB HE CO3MAIOT aBTOMATUYECKU KIJTIOUEBBIX Tap LUd-
pOBO#i ToANUCcH (M/UU KITIoYeBOro oomeHa). [Insi reHepaiuu
9TUX KJouell HeoOxomuMo BbI3BaTh (yHKuMIO CryptGenKey.

*  CRYPT,UACHINE_KEYSET

[To yMOIYaHUIO KITIOYM U KITIOYEBbIe KOHTEWHEPHI COXPAHSIOT-
cs Kakmnoyab3oBaTenabckue. st Base Providers 310 3Ha4uT, 4TO
KOHTEITHEPHI COXPAHSIOTCS B MOJIb30BATEJILCKOM TTpodie (Ha-
npumep, B kmoue peectpa HKEY CURRENT_USER). ®nar
CRYPT _MACHINE KEYSETB koMOMHALIMY ¢ IpyruMu (iia-
TaMU O3HAYaeT, YTo KITFOUYEBOW KOHTEMHEP SIBIISIETCS MAIIMHHBIM.
Hns Base Providers, 310 03Ha4yaeT, YT0 KOHTEHHEpPHI COXpaHsI-
torca B npocune All Users (i B kimoue peectpa HKEY_LO-
CAL_MACHINE).

Ecm KimioueBoil KOHTeIHED SIBJISIETCS] MAITMHHBIM, TO TIPU JTFO-
6om oOpamieHuu K GyHkuuu CryptAcquireContextcaedyem
ncnonbs3oBath ¢imar CRYPT MACHINE KEYSET.

(0):1 IIPUMEHACTCA IJI1 KITIOYEBBIX KOHTefIHepOB, K KOTOPbIM 00-
palaroTcd CEPBUCHI WM TTOJIb30BaTe/iv, HE MMCIOIINE MHTECPaK-
TUBHOI'O JOCTyIIa K CUCTEME.

*  CRYPT,SELETEKEYSET

Ecnu nar ycTaHOBIIEH, TO KITIOYEBON KOHTEWHED, COOTBETCTBY-
toumii pszContainer, ynansiercsi. Ecm pszContainer — NULL,
TO YOQIETC KJIIOYEBO KOHTEHHEDP C MMEHEM, 3alaHHBIM I10
yMoiyaHuio. Bce KimoueBble Mapbl B KJIIOUEBOM KOHTEWHEpPE
TakXe YHUYTOXKAIOTCA.

Korma ¢dnar CRYPT DELETEKEYSET ycraHoBineH, 3Have-
HMe, BOTIBpalLIeltoc Bp/TAzia. He onpezenieHo u yHKiwms Crypt-
Release Context He NOoTKHA BBI3BIBATHCSI.

* CRYPT_SILENT

JInst TaHHOTO 3ampoca KPUMTOMPOBaiiep He OyleH akTUBU3U-
poBaTh MOMB30BaTeNbCKMIA Auasior. Ecnu Kpunrtonposaiinep
JIOJDKEH aKTUBU3UPOBATHIIOAb30BATEIbCKUIANAIOT, TO (YHK-
uust Bo3Bpamaer FALSE ¢ komom ommbku NTE SILENT
CONTEXT. Takxke, ecnu Bbi3oB yHKuuM CryptGenKey c
¢marom CRYPT,JSER PROTECTED npoucxoaut B KJo-
yeBOM KoHTeitHepe, cozmaHHoM ¢ ¢arom CRYPT _SILENT,
dyukuus nepnem FALSE ¢ xomom ommbku NTE _SILENT
CONTEXT.
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®nar CRYPT _SILENT mnpenHa3HayeH IIPUIOXEHMSIM, IS
KOTOPBIX KPUIITOIIPOBAiiep HE MOXET aKTIIII3MPOBAT, 10J1b30-
BaTEJIbCKUI TAATIOT.

HaHHBI# (aar nmoaaepxkuBaeTcsi, HaunHas ¢ Microsoft Win-
dows 2000. Ero He nmonaepxxuBaeT Windows 98 unu Microsoft
Internet Explorer 5.0.

Bosspaljaemoe 3HadeHne

ITpu ycnemrHom 3aBepitieH un ¢pyHkuus Bo3ppaiaer TRUE, B mpo-
TuBHOM ciiyyae — FALSE. Ecnu Bo3Bpaiaercs BennunHa FALSE,
COOTBETCTBYIOIIUIA KO OIIMOKHU MOXET ObITb IOJIy4eH yepe3 pyH-
kuuto GetLastError.

* ERROR BUSY (HekoTopbie KpUNITOMpPOBaiiiepbl MOTYT BO3-
BpAllATh JAHHYIO OIIMOKY,e ¢ i1 ycTaHoBieH ¢pnarCRYPT _DE-
LETEKEYSET,anpustoMapyroii MOTOKUIN MPOLIECC UCTIOb-
3yeT JaHHbIN KJTIOUEBOI KOHTEIHED)

*  ERRORJNVALID PARAMETER
* ERROR_NOT_ENOUGH_MEMORY
* NTE_NO_MEMORY

* NTE_BAD_FLAGS

* NTE BAD KEYSET

* NTE_BAD_KEYSET PARAM

* NTE BAD PROV TYPE

* NTE BAD SIGNATURE

* NTE_EXISTS

* NTE KEYSET ENTRY BAD

* NTE_KEYSET NOT_DEF

* NTE_PROV_DLL_NOT_FOUND

* NTE_PROV_TYPE_ENTRY_BAD
* NTE_PROV_TYPE_NO_MATCH

* NTE_PROV_TYPE_NOT_DEF

* NTE_PROVIDER_DLL_FAIL

* NTE_SIGNATURE_FILE_BAD

HAononuurensHas nHgpopmavumns

‘Windows NT/2000: tpeGyercsa Windows NT 4.0 uiu Gosiee O3IHsIS
uepcusl.
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Windows 95/98: tpedyercss Windows 95 OSR2 wiu Gornee mo3mHsist
Bepcust (i Windows 95 u Internet Explorer 302 wiu crapiue).

3arojIoBoK: MPOTOTUII B (paiisie wincrypl.h.

bubnuoreka: advapi32.dll

Unicode: Ha Bcex 1iargopmax peannszoBaHbl Unicode- u ANSI-
BEpPCUM.

Cm. Takoke

CryptGenKey, CryptGetProvParam, CryptReleaseContext

CryptContextAddRef

Ddyukuus CryptContextAddRefyseaunueaem na envuiHuily cuem-
yuk ccoinox (reference count) Ha JecKpuITOp KpUNTOIIpoBaiiaepa
hProv. 9TapyHKIUSIUCIIONb3YETCSl, KOTIaAeCKPUNTOP BKIIIOUAET-
€1 KaK WIEH KaKoIi- ubo CTPYKTYpbl, IIepeiaBacMoil B Apyryio (hyH-
kuuio. Dyukuuio CryptReleaseContextcaedyem BbI3bIBaTh, KOra
B IECKPUNTOPE KPUMTOIIPOBaiiaepa Oojibilie HET HEOOXOAMMOCTH.
BOOL WINAPI CryptContextAddRef(

HCRYPTPROV hProv,

DWORD pdwReserved,

DWORD dwFlags

)s
MapameTtpsbi
hProv

[in] JeckpunTop KpunTorposaiiaepa, Ajisi KOTOPOTO UHKPeMeHTH-
1'TcI CYETYUK CChUTOK. JIaHHBII TeCKpUNTOp CIemyeT MpeBapu-
TEJIbHO MOJIYYUTh uepe3 K;l 1o pyHkiuu CryptAcquireContext.

pdwReserved
[inj T1apameTp 3ape3epBupoBaH U nonKeH Obithb paBeH NULL.
dwFlags

[in] MapameTp aape3epBHPO' ' L, 1 JOKEH ObiTb HYNEBLIM.

Bosspaujaemoe 3Ha4eHue

ITpu ycnemHoM 3aBepiieHun pyHKIus Bo3BpaiiaeT TRUE, B mpo-
tuBHOM ciiyyae — FALSE. Ecnu BosBpaiiiaercst BenuuriHa FALSE,
COOTBETCTBYIOILIMI KOJ OLIMOKM MOXKET ObITh MOJyYeH uepe3 (hyH-
xuvto GetLastError:

* ERROR INVALID PARAMETER
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KommeHTapum

JInst 0CBOOOXIEHUSI NeCKPUIITOpa KPHUITOINpoBaiaepa, CYeTINK
CCBUIOK KoToporo Obut yBenumueH ¢yakimelr CryptContextAddRef,
HEOOXOAMMO COOTBETCTBYIOIIEE KOJMYECTBO BbHI3Z0BOB (DYHKILIMU
CryptRelease Context.

JHononHutenbHas vHGopmMaums

Windows NT/2000: nHeooxommma Windows 2000,

Windows 95/98: Heooxonuma Windows 98.

3arosoBoK: TIpOTOTUIT B (paiiie wincrypc.h.

bubmmoreka: advapi32.dil

Cm. TaHKe

CryptAcquire Context, CryptRelease Context

CryptEnurn Providers

®yukuus  CryptEnumProvidersucnoavzyemcea 1si  TIOJy4eHUS
TEPBOTO M CIICAYIOILETO JOCTYITHOTO Kpunrornposainepa. [Tpu rpu-
MEHEHUM U LIMKJIE (PYHKIIMS TMO3BOJISIET TTOJYYUTD Tice KPUITOMPO-
Baiiepbl, YCTAHOBJICHHbBIE HA HAIlleM KOMIIbIOTEPE.

BOOL WINAPI CryptEniHnProviders(
DWORD dwindex,

DWORD *pdwHeserved,

DWORD dwfFlags,

DAORD 'pdwProvType,

LPTSTR pszProvName,

DWORD *pcbProvName

);

MNapameTpsbi

dwindex

[in] MHAeKc cienyroliero KpUIronpopaiaepa B nepedrcieHny.
pdw Reserved

[in j [MapameTp 3ape3epBrupoBaH u AokeH ObITh paBeH NULL.
dwFlags

[in] ITapameTp 3ape3epBUPOBaH U JOJKEH ObITh HYJIEBBIM,
pdwProvType

[out] Anpec 3HaueHus Tuma DWORD, nipenHa3HaueHHOTO IS 110~
JIydeHUsT TUTIa KPUIITOIIpoBaiiaepa.
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pszProvName

[out] Ykazarenn Ha Oydep 111 TOJTyIeHUSI UMEHY KPUTITOIIPOBaii-

nepa. Ms mepemaeTcsl B BUIE CTPOKM, KOTOpasl 3aKaImIMBaeTCst
HyJeBbIM cumBosioM. [lapamerp Moxet comepxkarb NULL-yka3a-
Tenb. Torma mapamerppco-PrnmVame vcnionb3yeTcs Ui TONTyYeHUs
HeobOxoaumoro pasMepa oydepa. Cm. pasnen «[lomyyeHrneaaHHBIX
Heu3BeCTHOTO pasMepa*- [1punoxenus 2.

pcbProvName

[in/out] Yxa3zarems Ha 3HaueHue Tuma DWORD, ompenenstoriee
pasmep B Oaiitax Oyge papszProvName. Tlocne 3aBepiueHust GyHK-
mu DWORD nokasbiBaeT KOMMUYECTBO OaiiT, IepelaHHBIX B Oydep.
Ecmu mapametp pszProvName conepxutr NULL, 10 pchbProvName
WCTIOJIBb3YETCS [IJIs MOJIydeHns1 HeoOXoIMMoro pasMepa Oydepa.

lNMpumeyarHne

Korna oGpabarbiBatoTcsi Bo3BpaliiaeMble B Oydepe TaHHbIE, MpU-
JIOXEHE TOJKHO MCITONTb30BaTh (PaKTUIECKHIA pa3mep AaHHBIX. OH
MOKET 0Ka3aThCsl HEMHOTO MeHbIIIe, yeM pa3Mep Oydepa, yKazaH-
HbIIA Ha 6xode. Ha Bxome pasmep Oydepa 0OBIYHO yKa3bIBAIOT Ta-
KUM, 4TOOBI Oydepa XBaTaio IS TOJTYyYEHUST MaKCUMAJbHO BO3-
MOXHOTO 0ObeMa JaHHbIX.. Ha BbIxozme TiepeMeHHasi, Ha KOTOPYIO
VKa3blBaeT JAaHHBIA TIapaMeTp, COmepKUT (PaKTUUECKHiA pasmep
JTaHHBIX, CKOMMPOUAHHBIX B Oydep.

BosBpallaemoe3HayeHne

Ipu ycnemrHom 3aBepiieHnu GyHkist Bo3Bpaiiaer TRUE, B ipo-
tuBHOM ciyyae — FALSE. Ecnu Bo3Bpataetcs Benuunna FALSE,
COOTBETCTBYIOIIMIA KO/ OIIMOKK MOXHO TIOJYYUTh #e pe3 (DYHKIIMIO
GetLastError-

*  ERROR_MORE _DATA

* ERROR_NO,IORE_ITEMS

* ERROR_NOT_ENOUGH_M EM O RY
* NTELBAD_FLASS

* NTE"FAIL

KommeHTapum

®Oyukuysa Cmyp 1 Enum P20 1 2{ 1ees Icmioassyemces 1Jist IepeInCIeHUST
KPWITTOIIPOBANIEPOB, YCTAHOBJICHHBIX Ha BallleM KoMIiblotepe. Jlst
TiepeynclieHlst TUIIOB KPUTITOIIPOBANIEpPOB TIpeHa3HaYeHa (DyHK-
uust CryptEnumProviderTypes.
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JononHntensHas nHopmaLms

Windows NT/2000: nHeooxonrma Windows 2000.

Windows 95/98: Heobxonuma Windows 98.

3arojioBOK: MPOTOTUTI B haitie wincrypt.h.

bubnuoreka: advapi32.dl]

Unicode: ma Bcex miatgopmax peanuszoBaHbl Unicode- m ANSI-
BEpCUU,

CMm. makce

CryptEnum ProviderTypes

Crypt Enum ProviderTypes

®yukuus  CryptEnumProvider Typesnpumensemca Iisi  Tojyde-
HMSI TIEPBOTO M CJICIYIOIIEr0 TUITOB JOCTYITHBIX KPHUITOIPOHAM-
nepoB. [1pu vcnosib30BaHUM B LIMKJIE (DYHKIIMS TTO3BOJISIET TIOJTY-
YUTh BCE TUITBI KPUMTOINPOBAWICPOB, YCTAHOBJICHHbBIE Ha BallleM
KOMITbIOTEDE.

BOOL WINAPI CryptEnumProviders(

DWORD dwindex,

DWORD -pdwReserved,

DWORD  rfwFlags,

DAORD «pdwProvType,

LPTSTR pszTypeName,

DWORD -pcbTypeName

);

Tlapamempuot

dwlindex

[in] MHpekc cnenyrouiero Tumna KpUnTonpoBainepa , nepeyuciie-
HUMU.
pdw'Reserved

[in j [TapameTp 3ape3epBupoBaH U gokeH ObiTh paBeH NULL.
dwFlags

[in] TTapameTp 3ape3epBUPOBAH U JOJKEH OBITH HYJIEBBIM,
pdwProvType

[out] Ampec 3HaueHust Turra DWORD, nipenHazHayeHHOTO AJIsI TIO-
JIydeHMsI TUIlA KPUNTONpoBaiiaepa.

pszTypeName

[out] Ykazarenn Ha Oydep IS MOIydYeHUSI UMEHU TUTIAa KPUTITOII-
poBaiifiepa. M riepeniaeTcst B BUAE CTPOKM, KOTOpasi 3aKaHYMBa-
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eTcs MyJIeBbIM CMMBOJIOM. HeKoTopblie KpunTorpoBaiaepbl He CO-
JIiep>KaT MEH CBOUX THIIOH. B 3TOM cilyyae MMsT He BO3BpalllaeTcs,
a 3HaveH ue, Ha KoTopoe Yy Kas3bl saempch Type Name,0yeT Hy1€BbIM.

IMapamerp moxer comepxkatb NULL-yka3zarens. Torma mapamerp
pcbTypeName ucnionb3yeTcst Uil TIOMYJeHUsS HEOOXOIMMMOTO pa3-
Mepa Oycdepa. CMm. pazmen «[lomydyeHuenaHHbIX HEM3BECTHOTO pa3-
Mepa» B [Ipunoxenun 2.

pcbTypeName

[in/out] Ykazatens Ha 3HaueHue Tuna DWORD, omnpenensioiiee
pa3mep B Oaiitax Oydep a pszTypeName Ilocne 3aBepiiieHust PyHK-
uuu DWORD moka3biBaeT KOJIMYECTBO OailT, TepeaaHHBIX B Oy-
dep. Ecnu napametp pszType Namecodepaicum NULL, To pch Type-
Name vicriofib3yeTcsl JUTsl TIOJydeHUs] HeoOXOAMMOTo pa3mepa Oy-
¢depa. Hekoropsle KpunroripoBaiiiepbl He coaepXaT MMEH CBOMX
TunoB. B aToM ciyyae 3HaueHue, Ha KoTopoe yKasbiBaetpchType-
Name, Oyner HyJIEBBIM.

lMpumeyaHue

Korna obpabGatwiBatoTcst gosspaujaemsie B Oydepe naHHbIE, MPU-
JIOXKEH 1€ JOJIKHO UCTIONh30BaTh (haKTUYEeCKU pa3Mep JaH H bix. O

MOXeT ObITh HEMHOTO MEHBIIIe, YeM pa3Mep Oydepa, yKazaHHBIN Ma
éxode. Ha Bxome pasmep Oydepa 0OBIMHO 3aJal0T TAKHM, YTOObI
Oydepa XBaTayio Ijisd MOJYYEeHUS MaKCUMaTbHO BO3MOXHOIO OObeMa
naHHbIX. Ha BbIxonenepemMeHHasi, Ha KOTOPYIO YKa3bIBaeT JaHHBIN
MmapaMmeTp, CONEPKUT (haKTUUECKUI pa3Mep TaHHbBIX, CKOITUPOBaH-
HBIX B Oydep.

BosBspalljaemoe 3HavyeHve

IMpuycneurHom 3aBepiieHuu GyHkius Bo3spaiiaet I RUE, B ipo-
TtuBHOM ciydae — FALSE. Eciu Bo3pamaercsa BemmauHa FALSE,
COOTRETCTEY IOUMA KO OIITMOKY MOXKHO TTOJIyYUThuepe3 (PyHKIINIO
GetLastError;

* ERROR_NO_MORE, TEMS
*ERRORNOT_ENOUiGH_MEMORY
* NTE_BAD_FLAGS

* NTE_FAIT,

KommeHnTapuu

®yukius CryptEnumProvider Typesucnoas3yemcsa 1jisi Tiepedyuc-
JIEHWS] TUTIOB KPUTITOIIPOBAiICpOB,yCTAHOBIEHHBIX Ha BallleM KOM-
neloTepe. J1 7151 mepeunciienust KpUIITOITPOBaiIepOB. COOTHETCTBY-
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TOIMX yKa3aHHOMY TWITy, TpemHa3HayeHa ¢yHkiys CryptEnum-
Providers.

Jlonoanumeavnan  ungopmanus

Windows NT/2000: aeooxoquma Windows 2000.

Windows 95/98: Heobxonuma Windows 98.

3arojI0BOK: MpOTOTUII B (haitie wincrypt.h.

bubmoreka: advapi32.dil

Unicode: Ha Bcex muatdopMax peasm3oBaHbl Unicode- m ANSI-
BEPCUM.

Cm, makxxce

CryptEnumProviders

CryptGetDefaultProvider

DOyHKIUS CryptGetDefault Provider HaxonuTKpUITOIIPOBAMIED,
HCTIONB3YEMbIH TI0 YMOTYAHUIO, [UTS1 YKa3aHHOTO TUITaKPHUIITONPO-
naiincpa. OYHKIMS OCYIIECTBIISIET MIOMCK KPHIT TOMpO ,Baiiaepa, uc-
TIOJTb3yEMOTO TI0 YMOJMAHMIO, WJTU ISl TEKYILETO TOJb30BaTes,
i mist kommsiotepa (LocalMachine).

B WINAPL CryptGetDefaultProviders(

DWORD  dwProvType,

DWORD  *pdwReserved,

DWORD dwFlags,

LPTSTR pszProvName,

DWORD *pcbProvName

)
Ilapamempoi
dwProvType

\m\ Tun xpunTomposaiinepa, AT KOTOPOIO BBHIOJHAETCS TTOMCK
MMEHHM KPUITOIPOBaiifiepa. UCIOIb3yeMOro 110 YMOIYaHUO. TUIb
KPUITOINPOBAIEPOB, ON pelesie HHbIX B HACTOSILIEE BPEMSsI, U UX
XapaKTePUCTUKK NMPUBEIEHbI B KOHIIC CIIPABOYHMUKA.

pdwReserved
[in] ITapamerp 3ape3epBupoBaH U momkeH ObiTh paBeH NULL.
dwFlags
[in] B HacTosmtiee Bpemst orperesieHbl CIemyIome 3HaueH s (hJIaros:
*  CRYPT_MACHINE_DEFAULT

Hcnonb3yeTcs i moMcKa KPUIITOIIPOBaiiiepa, MCIIONb3yeMOo-
IO IO YMOJYAHUIO JJIsI KOMITBIOTEPA,;
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* CRYPT_USER_DEFAULT

Hcronb3yeTcs IIsl TTOMCKa KPUITTONPOBAiinepa, MCITOIb3yeMO-
TO HO YMOJTYaHUIO JIJIST TEKYIIIETO MOJIb30BaTEIA.

pszProuName

[out] Ykazarenp ma Oydep il mosydeHUs: UMEHM TUIIa KPUMTOI -
poBaiinepa. ms mepenactcss B WMae CTPOKM, 3aKaHUMHAIOILEHCS
nyneBbIM cumBosioM. [lapamerp moxer comepxxatb NULL-ykaza-
renb. Torma napamemppcebPro'wVame npuMeHsIETCs IS TIOJTyYEHNS
HeoOXomMMoro pasmepa Oydepa.

Cwm. pasnen «IlomyyeHune TaHHBIX HEM3BECTHOro pasmepa* B Ilpu-
JIOKEHUU 2.

pcbProvName

[in/out] Vkazaremp Ha 3HaueHme Thira DWORD, ompenernstioriee
pa3Mep B Oaiitax OydepapszTypeName. [locre 3aBepiiieHUs (QyHK-
mm DWORD moka3pIBaeT KOJIMYECTBO OaiiT, mepemaHHBIX B Oy-
dep. Ecmu mapamertp pszProvName conepxxutr NULL, 1o pchType-
Name ucnonb3yeTcsl s 3aAaHUsl HEOOXOAMMOro pasMepa Oydepa.

lpumeyaHne

Korma oGpabateiBatoTcsi Bo3BpallaeMble B Oydepe NaHHblE, MpU-
JIOXEHUE JIOJDKHO MCTIONb30BaTh (hakTUUecKnii pazmep AaHHbIX. OH
MOXeT ObITh HEMHOTO MEHbIIIe, YeM pa3mep Oydepa, yKazaHHbI Ha
Bxone. Ha Bxome pasmep Oydepa OOBIMHO 3a[alOT TaKUM, UYTOOBI
Oydepa xBatayo ISl MOJyYeHUS MaKCUMaJIbHO BO3MOXHOIO o0beMa
naHHbIX. Ha BbIxozne mepeMeHHasi, Ha KOTODPYIO YKAa3bIBaeT AaHHBIM
rapameTp, ToKa3bIBaeT (HaKTUIeCKUit pa3mep TaHHBIX CKOITMPOBaH-

HbIX B Oydep.

Bosspalyaemoe 3HadeHue

Ipu ycrrerrHOM 3aBepirenny ¢yHkims BO3 BpamaerTRUE, B mpo-
tuBHOM ciydae — FALSE. Ecim Bo3Bpamaercs BenmmunHa FALSE,
COOTBETCTBYIOIINIA KOJI OLTMOKN MOXHO TTOJYYUTh yepe3 (hyHKIINIO
GetLastError.

*  ERROR_INVALID PARAMETER

* ERROR_MORE DATA

* ERROR__NOT_ENOUGH_MEMORY
* NTE BAD FLAGS

JHononHntenbHas vHpopmMmauyms
Windows NT/2000: xHeobxomnuma Windows 2000.
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Windows 95/98: Heooxoauma Windows 98.
3aroJI0BOK: IPOTOTHUIT B ¢haiyie wincrypt.h.
bubnmoreka: advapi32.dll

Unicode: Ha Bcex muatdopmax peanmsoBaHbl Unicode- m ANSI-
BEpCUMN.

Cm. Takke
CryptSetProvider, CryptSetProviderEx

CryptGetProvParam

®yukuus CryptGetProvParam Bo3BpalllaeT NapaMeTpbl KPUITOI-
poBaiinepa,

BOOL WINAPI CryptGetProvParanK

HCRYPTPROV hProv,

DAMORD dwParam,

BYTE *pbData,

DWORD *pdwDatalen,

DWORD dwFlags

)

MapameTpbl

hProv

[in] JdeckpunTop KpunrorpoBaiiaepa. JJaHHBIN TeCKPUTITOP IO-
JKeH OBITh TIPeIBapUTEIHFHO TOIydeH uepe3 Bbizou (pyHkiuu Crypt-
A cquireContext.

dwParam

[in] 3HaueHme onpenensolIee 3alIpanIMBaeMblii Tapamerp. B Ha-
CTOSIIIIee BpeMsl OIpeeeHbl CIEAyIOlIMe 3HaYeHUsI TapaMeTpa
dwParam.

* PP_CONTAINHR

Mmst kmoueBoro KoHTeliHepa. Korga 3ampaliinBaeTcst 3TOT Ia-
pametp, GyHKIMS 3aroiaHseTpbData Oybep MMEHEM TeKyIle-
TO KJIIOYEBOTO KOHTeliHepa. DT0O UMSI MPEACTaBiIsieTcs B hopMe
CTPOKM, 3aKaHYMBAIOLLCHCS HYJIEBbIM CUMBOJIOM.

D10 Ta Xe caMasi CTpoKa, KOTopasl TiepenacTcs B TapaMmerpe
pszContainer dyaxkuum CryptAcquireContextnpu 3amaHuN
KITIOYEBOTO KOHTEHepa.

HapaMeTp HCITOJIBb3YCTCA OJId ONPEAC/ICHUA MMEHU KIIIOUCBOIO
KOHTEeM HEpa 110 yYMOJIYaHU10.
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* PP_ENUMALGS

HMudbopmanust 06 anroput™e, Bo3BpalaeMasi B BUIE CTPYKTY-
pei PROV_ENUMALGS. Korma 310T mMapaMeTp YCTaHOBJICH,
dyukums 3anonusietr phData Oydbep nHbopmanmeir 06 ogHOM
13 aJITOPUTMOB, TTOIIEPKUBAaeMbIX KpUHTOIpoBaiinepom. Ila-
pametp PP ENUMALGS crenyer niepenaBaTh B IIUKJIE, YTOOBI
NePeYrcINTG BCE TIOJIEpKMBaeMble anroputMbl. [lopsimok me-
peuuncIIeHUs AJITOPUTMe» HE OTIpe/IesIsSIeTCs.

Ilepsrrit pa3, korga nepenaércs nmapamerp PP ENUMALGS,
crenyer ycraHoButh ¢uar CRYPT FIRST. Takum ob6pazom
rapaHTUPYeTCs, YTO OymeT Bo3BpallleHa MHGOpPMAaIUsT OTHOCH-
TEJIbHO «II€PBOTO* aJIrOpUTMa B CITUCKE MEePeYnCIIeHUs. 3aTeM
mapamerp PP_ ENUMALGS MOXHO HEOTHOKpaTHO rieperaBaTh
IUTSL onpenie/ieHnss WHOOPMAlMK 00 OCTaJbHBIX aJlTOPUTMAaX.
Eciu dyukuusa CryptGetProvParam Bosspamaer FALSE c
konoMm ook ERROR._NO_MORE_ITEMS, to mocturHyT
KOHeII CITUCKA TIepeurCIeHMSI.

DyHKIMS He coXpaHseT MHGOPMAIIUIO O TIOTOKAX, ITO3TOMY B
ClTyd4ae BbI30Ba B MHOTOITOTOYHOM KOHTEKCTE BBl MOXeTe He
TTOIYYUTh BCeil HEOOXOMUMOM MHMOpMAaIIUH.

* PP_ENUMALGS_EX

Nudopmaiius o6 anroputMme, Bo3BpailiaeMasi B BUIE CTPYKTY-
pei PROV_ENUMALGS EX. Korga stor mapameTp yCTaHOB-
JeH, pyHKums 3anoiaHsgerpbData Oydep nHpopmaimeit 06 on-
HOM M3 aJITOPUTMOB, TMOAJIEPKMBAEMbIX KPUIITOTIPOBANIEPOM.
ITapamerp PP_ ENUMALGS crenyer nepeaaBaTth B IIUKIIE, YTO-
OBl TIEPEYMCITUTD BCE TOIEP>KMBaeMble alropuTMbl. [Topsimok
TepeUrCcICHUs] AITOPUTMOB HE OTPEIEISIeTCS.

IepBelii pa3, korma nepenaéres mapameTp PP ENLIMALGS EX,
Heoboxonumo yctaHoBUThH (rar CRYPT_FIRST. Takum oOGpa-
30M TapaHTHUpYeTCs, 4To OymeT Bo3BpallleHa MHMOopMaIus oT-
HOCHUTEJIbHO <«IIepPHOT0» aJITOPUTMA B CITMCKE TEPEeYMCICHUSI.
3arem mapamerp PP ENUMALGS MOXHO HeomHOKpaTHO IIe-
penaBaTth T oTpeeeHrs MHGOPMaIlui 00 OCTATbHBIX aJlro-
putmax. Ecmm dynkuust  CryptGetProvParam Bo3Bpanaet
FALSE c komom ommb6ku ERROR NO MORE ITEMS, Tto
JOCTUTHYT KOHEIl CITMCKA TIepeurCICHMSI.

DyHKIUS He CoXpaHseT MHGOPMAIIMIO O TIOTOKAaX, TTO3TOMY B
cllydae BbI30Ba B MHOTOIIOTOYHOM KOHTEKCTE BbI MOXETe He
TTOJTYIUTh BCeld HEOOXOMMMOM MHMOpMaIIi.
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*

*

(Doar PPENUMALGS EX nonnepxusaercst Internet Explo-
rer 4.0 wum Beite, Windows NT 4.0 Service Pack 4, Windows
98 wnu Boeie 1 Windows 2000.

PP_ENUMCONTAINERS

WMs1 o1HOTO 13 K0YeBbIX KOHTEHEPOM B paMKax YKa3aHHOTO
KpwirronpoBaiinepa. Mms komupyercs gpbData Gydep B Bume
CTPOKM, 3aKaHYMBAIOIICHCS HYyJIEBBIM CHMBOJIOIW.

ITapamerp PP_ ENUMCONTAINERS cnenyer nepenaBath B
LIMKJIe ISl TIOMy4YeHMsI MMEH BCeX KMOYeBbIX KOHTEIHEPOB aHa-
normuHo mapamerpam PP JENUMALGS u PP ENUMALGS _EX
DyHKIMS He COXpaHseT MHMOPMAIMIO O TIOTOKAaX, MOJTOMY B
clyyae BbI30Ba B MHOTOIIOTOYHOM KOHTEKCTE T1bl MOXETe He
TIOJIy4UTh BCEil HEOOXOMMMON MH(pOPMALIH.

PPJIMPTYPE

Tum peanmzanum KpunrorpoBaiinepa. Bemramma DWORD, co-
JepKaiasi TATT peaTu3alliy KpUITONpoBaiiiepa.

Bo3MoXKHBIE TUTTBI peaausayuu Nepednciiensl B pasneie «Kom-
MEHTapumn»,

PP_NAME

Wmsa xpunronpoBaiinepa. Mims kormpyetcs B pbDaf.a Oydep B
BUJIE CTPOKHU, 3aKaHUMBAIOIICHCS ITYJICBHIM CUMBOJIOM.

BDro Ta Xe camasl CTpoKa, KOTopas IMepema€rcss B mapamerpe
pszProvde r dyukuunu CryptAcquire Context ipy 3a1aHUN UC-
TTOJIb3YyeMOT0  KPUTITONPOBaiaepa.

PP_VERSION

Bepcus xpunronpoBaiinepa. Bo3ppaiaercst 3Hauenne DWORD,
cozepaliiee HoMep BepCUU KPUITOIIpoBaiiaepa. Miamimii Gait
COEPKUT MJIAMIIMIA HOMEP BEPCH U, a CIeAYIOLInii 0T — cTap-
it Homep Bepcun. Hanpumep, Bepcus ' ('nipecTaBieHa Kak
0x00000100.

PP SIG_KEYSIZE INC

3nauennie DWORD, ompenensoliee mar MHKpeMEHTA IJIMHBI
xmova DI B 6urax. Bra mHOOpMALIMSI UCIIOIB3YEeTCsS B CO-
BOKYIMHOCTH ¢ uH(opManmeii, moJlydeHHON depe3 mapameTp
1P° ENUMALGS EX, o momycTuMbIx minHax kmodeir DLIIT.
Hamnpumep, ecim KpUNTOIPOHANACD OMpenensieT B CTPYKType
PROV_ENUMALGS_EX 3nauenue dwMinlen paBHBIM
512 6uram, dwMaxLen — 1024 Gutam, a 1ar MHKpeMeHTa — 64
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6UTaM,TOIOMYCTUMBICIVIMHBI Kaoua— ! 512,567,640,...,1024.
Mx mMoxHO ucronab3oBaTh npu BeI3oHC GyHKIMM CryptCenKey.

Dr0T Mapamerp InomaepxxuBaercss, HaurHast ¢ Windows 2000, u
He nonnepxuBaeTcsd B Windows 98 unu Internet Explorer 5.0.

PP_KEYX_KEYSIZE_INC

3nauenne DWORD, ompenensionee mar ”HKpeMeHTa JIMHEI
KITI0Ya aJIrOpyUTMa KIIIOYEBOTO oOMeHa B OmTax. Dta MHMOpMa-
LIVIST MICTIONTB3YETCSl B COBOKYITHOCTU ¢ MH(OpMaIIMeid, TToIydeH-
Hoii yepe3 mapameTrp PP ENUMALGS EX, o momycTUMBIX
JUTMHAX KIIoYel ajiropuTMa KIo4eBoro oOMeHa.

Hamnpumep, ecim KpunTornpoBaiinep orpenessieT B CTPYKType
PROV_ENUMALGS_ EX 3nauenue dwMinLen B 512 Owur,
dwMaxLens 1024 Guta, a 1Iar UHKpeMeHTa — B 64 OuTa, TO
JOMYCTUMBIE AJIMHBI Kioda — 512, 567, 640,..., 1024. Ix Mox-
HO MCITOJIb30BaTh I1pu Bb3oBe hyHKIUMU CryptGenKey.

DTOoT mapaMeTp moanepxuBaeTcs, HaunHas ¢ Windows 2000, u
He nonaepxuBaercs B Windows 98 wiu Internet Explorer 5.0.

PP_KEYSET _SEC_DESCR

JleckpunTop 6e30MacHOCTH ISl KITFo4eBoro KoHTeitHepa. He mon-
JIep>KMBAeTCs onepamMoHHoii cuctemoii Microsoft Windows 95.
PP_UNIQUE_CONTAINER

YHUKaJIbHOE MMsI KITFOYeBOro KOHTeltHepa. Korma 3ampaniiBa-
eTcsl 9TOT mapameTp, QyHKuMs 3aronHser oybeppbData yHu-
KaJIbHBIM MMEHEM TEeKYIIETO KI0YeBOr0 KOHTeliHepa. DTo MM
TIPENCTaByIsieTcs] B (popMe CTPOKHU, 3aKaHYMBAIOIICHCST HYJICBbIM
CUMBOJIOM. [IJIsT MHOTUX KPUIITOITPOBAMIEPOB aTO UMsI COBIIa-
JaeT ¢ UMEHEeM KITIOUeBOTO KOHTEHepa.

Oyukuust CryptAcquire Context nokHa paboTaTh ¢ UMEHEM
KITIOYEBOTO KOHTEWHepa.
PP_PROVTYPE

3nagenrie DWORD, conepxarniee TiIr KpunronpoBaiiaepa. Turb
KPUTITOIIPOBAIEePOB, OIpe/ie/IeHHbIC B HACTOSIIIIEE BPEMsI, M UX
XapaKTepUCTUKY TTPUBEICHBI B KOHIIE CITPAaBOYHUKA.

PP_USE_HARDWARE_RNG

3navenne BOOL, mokaspiBaroliee BO3MOXKHOCTD ITOIICPXKKI
KPUIITOIIPOBAMIEPOM arrmapaTHOTO JaT4yrKa CAyJaiiHbIX YHCeT
(ACY). Ecmu ycranosinen mapamerp PP_USE HARDWA-
RE_RNG u ¢pynkius Bosspautaer TRUE, o anmaparubiit ICH
noanepxuBaercs, ecii FALSE — 1o Her. Ecmm anmapaTHbIi
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ACY nonaepxuBaeTcs KpUIITOIPOIARAEpOM. TO IapameTp
PP_USE_HARDWARE_ RNGM OXH O ucnonb3oBaTh Npu BbI-
30Be ¢yHKuMu CryptSetProvParamoaa yka3aHusi KpUNTOII-
PpoBaiinepy, 4To B KOHTEKCTE, ONPEEIISIeMOM TEKYIIIUM JIeCKPHUTI-
TOPOM, JTOJKEH MCIOJIb30BaThCs TOJIBKO amnmapatHeiil JJCY.

Ecmu ycranosnen napametrp PP USE_ HARDWARE RNG, to
pbData ycranaBmusaercsi B NULL u dreFlagsnomxkeH ObImh
HYJIEBBIM.

*  PP_KEYSPEC

3naueHue DWORD, onpenensioniee tunbsl Kmoueir (DL -
AT SIGNATURE, xmoueBoro oomeHa - AT_ KEY EXCHAN-
GE), nonnepxuBaeMbIx KpunToupoBaiinepom. BosBpaiaemoe
3HAYEHUE SIBJISIETCSl pe3y/ibTaToM omepamud Jjiornuyeckoro OR.

Hanpumep, Microsoft Base Cryptographic Provider vl.O Bo3-
spamiaer 3HaueHre AT SIGNATURE| AT KEYEXCHANGE.

JaHHBII MapaMeTp Momaep:KuBaeTcs: Tojibko Ha Windows 2000.
pbData

[outj Bydep nanHbIX mapamerpa. OYHKIIUST KOIT UPYET COOTBETCTBY-
folMe apaMeTpy AaHHble B Oydep. Popmar 3TUX JTaHHBIX 3aBUCUT
OT 3HaueHus dwParam.

Ecm mapametp paBeH NULL, To naHHbIe He Konupylotcs. Tpedye-
MbIii pazmep Oydepa (B O6aitTax) Bo3Bpaiaercs BpdwDatalen. CM.
paznen «[losyyeHne naHHBIX HEM3BECTHOTO pa3Mepa» B [punoxe-
HUUA 2.

pdwDatal.en

[in/out] Anpec avHbBI faHHBIX HapameTpa. [Ipu BeI30Be (DYHKIIUKU
9TOT TapaMeTp IOKa3bIBaeT yucio GailT B Oydepe pbData. Ilocne
e€ MCTOJHEeHMsI TapaMeTp MOKa3bIBaeT pa3Mep JaHHbIX MapaMeTpa
B OaiiTax, CKONMpPOBaHHLIX B Oydep pbData.

IIpumeuanue

Korma obpabarbiBaloTcsi Bo3Bpa IlaeMble U Oydepe JaHHbIE, ITpU-
JIOXKEHUMEIOIKHO MCITOIb30BaTh(akTUUeCKuit pa3mMep JaHHbIX. OH
MOXeT ObITh HEMHOTO MEHBIIIe, YeM pa3mep Oydepa, yKazaHHbBII Ha
Bxone. Ha Bxome pasmep Oydepa oObIYHO 3a[aloT TaKUM, YTOOBLI
OydepaxBaTajio 115 MOJIyYeHUsI MAaKCHUMaIbHO BO3MOXKHOIO 00beMa
nMaHHbIX. Ha BbIXome mepeMeHHasi, Ha KOTOPYIO YKa3bIBaeT JaHHbBIN
rapameTp, TIOKa3bIBaeT PaKTUIECKUU pa3Mep NaHHBIX, CKOTTMPOBaH-
HBIX B Oydep.
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Ecmn (yHKIMs 3aBepmiaeTcss ¢ KOIOM OIIMOKM, OTJIMYHBIM OT
ERROR_MORE _DATA, B 3ToM napaMeTpe BO3BpAIllaeTCsl HOJb.

Ecmu dyHKLIMM mepenaéTess QM M3 TTapaMeTpoB TepeurcieHUs
(PP_ENUMALGS, PP_ENUMALGS_EXumu PP_ENUMCON-
TAINERS), mapamerp pdwDataLen pabotaeT HECKOJbKO IMO-MHO-
Mmy. Koedapb Data — NULL vinu BenuuuHa, ykazameaspdwDataLen,
HEJIOCTATOYHO BEJIMKa, 3HAYeHWe, BO3BpalllaeMoe B 9TOM MapamMeT-
pe, pPaBHO pa3Mepy caMoro OOJIbLIOTO 3JIEMEHTa B CITUCKE Tepevrc-
JIEHUSI BMECTO pa3Mepa YUTaeMOro B HACTOsILIee BpeMsl 2JIEMEHTa.

Ecmu dynkiumu nepenaercst mapamerp PP ENUMCONTAINERS,
TO TIPY TIEPBOM BbI30Be (DYHKIIMSI BEPHET pa3Mep MaKCUMaJIbHO
BO3MOXHO JJIMHBI UMEHU KJTI0YeBOTO KOHTeltHepa. [Ipu criemyro-
IIMX BbI30BaxX GYHKIIMW BeIUYMHA, Yiia3atimasgpdwDatalen, He 13-
MeHsieTcst. PakTUYeCKyIo JJIMHY UMEHU KOHTelHepa, ecu Heoo-
XOIMMO, TIPWIOXEHUE OIMpenessieT Yepe3 BbI30BbI COOTBETCTBYIO-
umx GyHkuui (Harpumep, Istrlen).

Korpa dbyHk1my nepenaéresi oiMH U3 TTapaMeTpoB MepeYMCIICHUS
upbData napametrp - NULL, ¢dmnar CRYPT FIRST Heobxomumo
YCTaHOBMTB, 4YTOOBI MHGOPMALIMS O pa3Mepe OblUla MPaBUJIbHO BOC-
CTaHOBJIEHA.

dwkFlags

[in) 3Hayenus ¢aros. B HacTosIee BpeMs CiemyloNiye 3HaYeHHS
¢naroB orpeneneHsl I 3TON GYHKINU.

e CRYPT FIRST

Korma uyurtaeTcss mapaMmeTp TiepeduciieHusl (Hampumep,
PP_ENUMALGS, PP_ENUMALGS EX wm PP_ENUM-
CONTAINERS) 1 ycranoBieHn 3TOT ¢hjiar, BO3BpalliaeTcsi nep-
BbI 3JIEMEHT B CITUCKE MepevyncieHus. MHade — coemyrommii
3JIEMEHT B CITHCKE.

Ecnu dnaxok ycTaH o BieH, KOTa YUTaeTcsl mapaMeTp He mepe-
yucaeHus, Bo3paiaercs kon ommboku NTE BAD_ FLAGS.

Ecim mapametp dwParam ycranosiieH B PP_KEYSET SEC
DESCR, To dwFlags icnioyib3yeTcst JUisl Tiepefadyu OUTOBBIX
dnaroB SECURITY INFORMATION,koTOopble onpenessor
3amnpallrBaeMyo HHGOpMalnio, Kak orpenencHo B Win32 Prog-
rammer'’s Reference. 3HaueHuss OurtoBbix (iaroB SECURI-
TY_ INFORM ATI ON MoryT ObITb CKOMOMHUPOBAHBI OMepaliy-
eit nopaspsinHoro OR.

‘Crenyronivie 3HaueHusi (praroB onpeaeseHsl A1 UCOIb30Ba-
nust ¢ mapamerpom PP_KEYSET SEC DESCR.
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*  OWNER_SECURITY,NFORMATION
WUnentnduxarop praamenbiia (Owner) oOBEKTa.
*  GROUP_SECURITY_INTORMATION
Wnentndukarop nepBuaHO rpymsl (Primary group) oObekTa.
*  DACL_SECURITY_INFORMATION
Jlnckpemonnbiii criicok goctyrna (Discretionary ACL) oobekra.
*  SACL_SECURITY_INFORMATION
CucremHbli crimcok gocryma (System ACL) obGbekTa.

BosBpatlyaemoe 3HayeHne

IIpu ycnemnom3aBepimeHnn GyHkmus Bo3BpaimraeT TRUE, B mipo-
tuBHOM ciydae — FALSE. Ecmm Bo3Bpamaercsa BeamumHa FALSE,
COOTBETCTBYIOIIUI KOIl OIIMOKN MOXKHO TIONYIUTh depe3 (hYHKIIUIO
GetLastError.

* ERROR_INVALID HANDLF

* ERROR_INVALID PARAMETER
* ERROR_MORE_DATA
FJRROR_NO_MORE_ITEMS
NTE BAD FLAGS "

*  NTE_BAD TYPE

* NTE_BAD_UID

Kommenmapuu

DyHKIINSA HC COXpaHSIET MH(OPMAIMIO O TIOTOKAX, TIOSTOMY B CITy-
Yae BBI30Ba B MHOTOIIOTOYHOM KOHTEKCTE BbI MOXETe He TIONyJUTh
Bceil HeoOXommMMol MH(MOpMALIH.

* %

Ecmn umnraercs mapamerp mepeuncienuss PP ENUMCOD N TA I
NERS, 1o nepeu uciie HE KIIOYEBBIX KOH' €iiHEpOB 3aBUCUT OTTOTO,
¢ KakuM (arom BeBeBanack GyHkius CryptAcquireContext npu
MTOJTy9eHU JTeCKPUNTOpa KpUMToIpoBaiinepa hProv. Ecim mipu
BoizoBe (QyHkuuu  CryptAcquireContextucnoav3oeaicsa  ¢nar
CRYPT _MACHINE KEYSET, Tto mepeumncieHue KOHTEHHEPOB
TPOMCXOMUT B paMKaX MAlTMHHOTO XpaHWJIMINA, eClIM 3TOT (uiar He
ObUT OTIpe/iesieH, TO 3arpaliiBaeTCs MOoJb30BaTeIbCKOEe XPaHWIT -
11I€ KJII0YEBbIX KOHTEHHEPOB.

Hitxe miepeuriciieHbl 3HaYeHMsI, KOTOPbIE BO3BPAIIIAIOTCST TIPU 3aITpO-
ce mapamerpa PP IMPTYPE:

*  CRYPT IMPL_HARDWARE - anmapatHast peanu3auusi;
*  CRYPT_IMPL__SOFTWARE - mporpammHasi peanu3anus;

11-4775
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*

CRYPT_IMPL_MIXED — nporpamMmHo-amnmnapaTHasi peajau-
3aLus;

*  CRYPT_IMPL_UNKNOWN — Heu3BeCTHBII TUIT peanu3aluu.

Ecnu mapamerp dwPamm yctanosied 8 PP_KEYSET_SEC_DESCE,
To dwFlags ucnonp3yetcs nasi nepegaun OuToBbIX (aroB SEC-
URITY_TNFORM ATION, KoTOpbI€ OnpeaesioT 3arpaninBacMyto
nHdopmauuio. Ykazareap Ha SECURITY _DESCRIPTOR Bo3Bpa-
maetcs fipbData, a pasmep — BpdwDataLen. [longpoOHee matepu-
anm u3NoxeH B omnucaHugax (GyHkuuii RegGetKeySecurityu Reg-
SetKeySecuritye  Win32 Programmer's Reference.

Kpunrorpaduueckue aaropuT™MBbl, MOJYICHHBIE Yepe3 MapaMeTphl
PP__ENUMALGSunu PP_ENUM ALG S_EX, knaccucduuupyrorcs
no tunam. s mosydyeHUs Kjlacca aiTOPUTMa UCIOJIb3yeTCs MaK-
poc GET ALG_CLASS,ede B KayecTBe mapaMeTpa MPUMEHSIETCS
uneHtuduxkaTop anroput™ma. B HacTos uiee BpeMsi onpeaeseHbl cie-
NyIOlIUe KJIAcChl aJrOPUTMOB:

*  ALG_CLASS_DATA_ENCRYPT

*  ALG_CLASS_HASH

* ALG_CLASS_KEY_EXCHANGE

* ALG_CLASS_SIGNATURE

B rta6nuue [1-1 mepedncieHbl alTOPUTMBI, TTONICPKUBACMbIE KPUII-
TompoBaiinepamu Microsoft, u Kjacchl 3TUX aJTOPUTMOB.

Tabnuua M-1. AnropuTMmbl, NOLLEPXVBAeMble KpUNTONpOBaiiaepaMu
Microsoft

Uvwa  Wpewrndmkarop  Kmace
«MDZ» CAIII MD2 ALG CLASS_HASH
«MD5» CALG MD5 ALG_CLASS_ HASH
«SHA» CALG SHA ALG CLASS HASH
«MAC» CATIT MAC ALG_CLASS_HASH

«RSA__SIGN» CALG RSA SIGN  ALX> CLASS SIGNATURE
«RSA_KEYX» CALG RSA KEYX  ALGCLASS KEY

EXCHANGE

«RC2» CALG_RC2 ALG CLASS DATA_
ENCRYPT

«RC4 CALG RC4 ALG CLASS DATA_
ENCRYPT

HdonosnHuurenbHas uHpopmayns
Windows NT/2000: nHeobxommma Windows 2000.
Windows 95/98: Heob6xonuma Windows 98.
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3aroyoBoK: IPOTOTUII B daiie wincrypt.h.
Bubnuoreka: advapi32.dit

Cm. TaKxe

CryptAcquireContext,  CryptCreateHash,  CryptDeriveKey,
CryptGenKey, CryptGetKeyParam, CryptSetProvParam

CryptReleaseContext

®yukiusa  CryptReleaseContextuc nionb3yercst s OCBOOOXICHUS
JECKpUITOpa KpUIITOIpoBaiiaepa, co3maHHoro CryptAcquireCon-
text. Kaxnpiit BbI30B 3TOM (DyHKIIMU AEKPEMEHTUPYET CUETUUK CChI-
JIoK feckpuntopa. Korna cueTdyuk Jo cTuraHeT HyJ1eBOro 3HaUeHUs,
KOHTEKCT JeHCTBUTEIbHO OCBOOOXIAETCS M MPUJIOXKEHUE HE MO-
KeT OoJIbllle MCIONb30BaTh neckpunrop kProvmis Bel3oBa Kpwuii-
TOIpOBaiinepa.

D10 JeiicTBrE NOKHO OBITh BBITIOJHEHO, KOTIa MPUIOXEHUE, UC-
MOJIB3YIOIIEeEe JAaHHBINA KIIIOYEBOM KOHTEWHEP KPUIITOIIpOBaiaepa,
3aBepiuaercs. [loce BbI30Ba 3TOM (YHKIMU AECKPUTITOP KITIOYEBO-
IO KOHTeliHepa, yKa3aHHBIA AProv mapaMeTpoM, OOJbllie HE CyIle-
ctByeT. DYHKIIMSA HE YHUUTOXKAET KTIOYEBBIX Map U KOHTCHEPOB.
BOOL WINAPI CryptReleaseContext{

HCRYPTPROV hProv,

DAMORD dwFlags

);

MapameTpbi

kProv

[in] Heckpurirop KpHUHOTOIpOBaliaepa, IOMyYeHHBINH MPUIOKEHM-
em uepe3 BbI3oB dyHKuUuU CryptAcquireContext.

dwFlags

[in] 3HaveHus ¢aroB. DTOT mapaMmeTp 3ape3epBUpPOBaH s Oy-
JYILIETO MCTIOJb30BaHUS U JOJDKEH ObITh paBeH HYJIIO.

Ecmm mapametp He paBeH Hy0, pyHKIus BepHeT FALSE, Ho kputi-
Tonpouaiinep OyaeT OCBOOOXKICH.

Bo36pau4aeM0e 3HaueHue

IIpu ycnemHom 3aBepineHny pyHkiys Bo3ppamaer I RUE, B mpo-
tuBHOM ciydae — FALSE. Ecim Bo3Bpamaercs BemanHa FALSE,
COOTBETCTBYIOIIMI KO OommOKy (cM. Tabmuiry [1-1) MoxHO momy-
yuth 4yepe3 ¢yHkuuio GetLastError.

* ERROR_BUSY
* ERROR_INVALID HANDLE
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* ERROR_INVALID PARAMETER
* NTE_BAD_FLAGS
* NTE_BAD_UID

KommeHTapumn

ITocne BbI30Ba 3TOM (DYHKIIUU IECKPUNITOP A Prov CTAHOBUTCST He-
NeNCTBUTENbHBIM. Bee cecCHOHHBIE KITIOUM U OOBEKTHI Xell-(PyHK-
LI, KOTOpblE CO3MABAIMCh B KOHTEKCTE kProv, yHUYTOXAIOTCS.
PexomeHmyeTcs, chenarb 3TO 3apaHee uyepe3 BbI3OBBI (DYHKITUI
CryptDestroyKey n  CryptDestroyHash.

JHononHutenbHas vHGopmMaums

Windows NT/2000: neooxomuma Windows NT 4.0 wm crapiire.
Windows 95/98: nHeooxonuma Windows 95 OSR2 unu crapiie (mau
Windows 95 u Internet Explorer 302 wm crapiie).

3aroJioBoK: MPOTOTUI B (aiiie wincrypt.h.

bubmmoreka: advapi32.dll

Cm. Takxe
CryptAcquireContext, CryptDestroyKey, CryptDestroyHash

CryptSetProvider

®Oynkuus CryptSet Provider mo3BoJIsIeT 3anaTh UMsI M TUIT KPUII-
ToIpoBaiiaepa 11 TOCIeIyIONIer0 UCITONb30BaHUSI UMEHU KPUII-
TOMpoBaiinepa Mo yMOTYaHWIO JIISI TEKYIIIEro TOJTb30BaTEs.

IMocne Toro kak ata yHKIIMS BbI3BaHa, BCE TMOC/IEIYIOIINE BbI30-
BBI JTaHHOTO Toyib3oBatenst dyHkumu CryptAcquireContext MOX-
HO OCYILECTBJIATh ¢ mapamerpompszProvName, paBHbiM XULL, u
3a1aHHbIM TUIIOM dwProvTypekpu, TonpoBaiincpa. B pedynbrare B
KayecTBe UMEHHU KPUIT OHpOBaiinepa MpUMeHseTCsl UMsI, YCTaHOB-
neHHoe dyHkumen CryptSetProvider.

lMpyumeyaHne

OO6BIYHBIE TPUKIIATHBIE T POrPaMMbI HeTOJIKHBIMCIIOIb30BaThITY
dyukumio. OHa IpeaHa3HaYeHa NCKJIIOYUTEIBHO TS aIMUHICTPA-
TUBHBIX TPOTPAMM.

BOOL WINAPI CryptSetProvider(

LPCTSTR pszProvName,
DACAD dwProvTipe
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MapameTpsbi
p-szProvName

[in] Ams HOBOTO KpUNTOIPOBAiiIEPa, UCTIONB3YEMOTO HO yMOJTYa-
HMIO. DTOT KPUNTONPOBAWAEp JOKEH OBITh Y, . 'YCTAHOBJIEH Ha
KOMITbIOTEpE.

dwPro’ Tipe

[in] Tun nmpoBaiinepa, ykazaHHOTO rapameTpompszProvName.

BoaBpaujaemoe 3Ha4eHue

[pu ycnemrHom 3aBepiieHun pyHkims Bo3spaiiaer TRUE, B mpo-
tuBHOM ciyyae — FALSE. Ecm BosBpainaercs BenmunHa FALSE,
COOTBETCTBYIOILIMIA KOJI OIIMOKU MOXKET ObITh TOJTydeH uepe3 (pyH-
kuuto GetLastError:

* ERRORJNVALID_HANDLE

*  ERROR_INVALID PARAMETER

* ERROR_NOT_ENOUGH_MEMORY

Kompl ommboK MOTyT Takke HaciaemoBaThcsl oT (GYHKUIWN Reg-
CreateKeyExwn RegSetValueEx,

KommeHTapun

OOGBIYHO MPUKITATHBIE TTPOTPAMMBI He OTIPEIEISIOT UMST KPUIITOTI-
poBaiinepa nipu 3arpoce dyHKiUKu CryptAcquire Context,0nqHaKo
€CJT €CTb HEOOXOMMMOCTb, MOXXHO SIBHO YKAa3aTh UMsI KPUTITOIIPO-
Haifyicpa, HeOOXOIMMOTO TSI PabOTHI TPYITOXKEHUST. DTO AT MOJTb-
30BaTelsIM CBOOOMY B BBIOOpE KPUIITOMPOBaiinepa, 0becrieanBaro-
IIETO COOTBETCTBYIONINI YPOBEHb OE30TaCHOCTH,

3anpoc k CryptSetProvideronpedeasem TN KpUITOIpoBaiaepa,
KOTOpBIA OyleT MCTIONB30BAThCS BCEMH TPUKIIANMHBIMUA TIPOTPAM-
MaMH, 3aIyIIeHHBIMU ToClie ->To MOoMeHTa. [1o 3Toit mpudnHe
dyukuust CryptSetProvider He 10/XXHA BbI3bIBaThCsl 0€3 coracust
MOJIb30BaTeJIs.

HAononuurenbHas nHgopmavus

Windows NT/2000: Heobxonuma Windows NT 4.0 wiu crapiie,
Windows 95/98: Heobxonuma Windows 95 OSR2 wnu crapiie (uiu
Windows 95 u Internet Explorer 302 wiu crapiie).

3aroioBoK: IpOTOTHUI B (paityie wincrypt.h.

Bubnuoreka: advapi32.dil

Unicode: Ha Bcex miardopmax peanm3oBanbl Unicode- m ANSI-
BEPCHM.
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Cm. makace

CryptAcquire Context

CryptSetProviderEx

DOyukuus CryptSetProvider ExmttuGlixetzadamp Ms1 Y TUTI KPHII-
TOIpPOBaMAePaIIsl MOCAEAYIONIET0 UCIIONIb30BaAHUSI UMEHU KPUII-
TOIpOBalifepa MO YMOIYAHUIO IJIsI TEKYILEro MOJIb30BaTENs WU
KOMITBIOTEpA.

Kpu nrornipoBaiinep, yCTaHOBJIEHHbINM MO YMOTYAHUIO JUIsT TEKYILIE-
TO TMOJIb30BaTelsl, UMEET MPUOPUTET Tepell KPUMNTOMPOBAWIEPOM,
YCTAaHOBJIEHHBIM HO YMOJTYaHUS 711 KOMITbIOTEpA.

Tlocne Toro kak aTa YHKIIMS BbI3BAHA, BCE TTOCIEAYIOIINE BbI30O-
Bbl JaHHOTO MoJjib3oBaTenst ¢yHKuuu CryptAcquireContext MOX-
HO OCYILECTBJISITh ¢ MapamMeTpoM pszProvName, paBubiMm NULL, u
3agaHHbIM TurioM dwProvTypekpunTonposaiinepa. B pesynsrate B
KauyecTBe UMEHU KPUNTOMpoBaiinepa npumeHsemcs UMsi, yCTAaHOB-
neHHoe dyHkuueir CryptSetProviderEx.

Ecnu onpeneneHsbl mapamMeTphbl JJis1 KOMITbIOTEPA, MOb30BATETbCKUMN
BbI30B CryptAcquireContext He VIMeeT KpUIITOIpoBaiiiepa nu
YMOJIYAHUIO U SIBHO HE OMpeAessieT KpUMNTOIPOBAUIED, TO UCTIONb-
3yeTcsl KpUIITOIIPOBaiiep, OINpeaeseHHbINA s KOMIbIOTepa.

lpumeyaHue

OObIYHBIE TPUKJIIAIH ble TPOrPaMMBbl HE JOJKHBI MCOJIb30BATh ATY
dynkuuto. OHa npenHa3HAYeHA UCKITIOYUTENBHO IS aMUHUCTPA-
TUBHBIX TPOTPAMM.
BOOL WINAPI CryptSetProviderEx(
LPCTSTR pszProvName,
DAORD dwProvTipe,

DAORD *pdwRe served,
DAORD dwFlags
):

lMapameTpbi

pszProvName
[in| MMs1 HOBOro KpUITOIpPOBaiinepa, UCIOIb3yeMOTO 110 YMOJIYa-
HUIO. DTOT KPUIITOIPOBaiiiep AOKEH OBbITh YK€ YCTaHOBJIEH Ha
KOMIIBIOTEpE.

dwProvTipe

[in|Tun nmpoBaiifiepa, yKazaHHOTO IapaMeTpoM pszProrName
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pdw Reserved

[in] TTapamerp 3ape3epBUpoBaH 1 AOJKeH ObITh paBeH NULL.

dwkFlags

[in] B HacTosmiee Bpemst onpe/ieieHBl ClIeAyIolre 3HaYeHNS (DI1aroB.

«  CRYPT _MACHINE DEFAULT
IIpumeHsieTcs a1 MoMcKa KPUMTOIIpoBaiinepa, UCIIONIb3yeMO-
TO 10 YMO;IITIaHUIO TSI KOMITBIOTEpa.

+ CRYPT_USER_DEFAULT
ITpuMeHsieTcst I IToKCcKa KPUIITOIIpOBaiinepa, UCIOIb3yeMO-
TO TI0 YMOJYaHUIO TSl TEKYIIIETO TTOJIb30BaTeIs.

«  CRYPT _DELETE DEFAULT
Ipumensiercs B komOouHanuu ¢ ¢maramu CRYPT _MACHI-

NE DEFAULTumu CRYPT_USER_DEFAULTIJ A cusarus
TEKYIIIEro IMapamerpa.

BosBspalyaemoe 3HayeHue
Ilpu ycneuHom 3aBepmiennu GyHkims Bo3Bpaiiaer TRUE, B mpo-
TBHOM ciydyae — FALSE. Ecim BosBpamiaercs BeamunHa FALSE,
COOTBETCTBYIOIINIA KO OIIMOKN MOXXHO TIOJTYIUTh Uyepe3 (yHKIINIO
GetLastError:

«  ERROR_INVALID PARAMETER

« ERROR_NOT ENOUGH MEMORY

KommeHTapumn

OOGBIYHO MPUKIIAAHbIC IPOrPAMMbI HE OMPEACISIOT UMl KPUIITOH -
poBaiinepa 1ipu 3anpoce dyHkimu CryptAcquireContext, omHaKo,
€CJI eCTh HEOOXOIMMOCTh, MOXKHO SIBHO YKa3aTh MUMsI KPUIITOIPO-
Baiiziepa, HEOOXOAMMOTO JUTs pabOThI IPUIOKEHHUSI. DTO JAET MOJTb-
30BaTe/IsSIM CBOOOIY B BbIOOpE KPUIITOIIPOBaiiiepa, o0ecreurBaio-
ILIEr0 COOTBETCTBYIOILINIA YPOBEHb 0€30MACHOCTH.

3anpoc K CryptSetProvider Exonpede sem TUIl KpUIITOIIpOBaiie-
pa, KOTOPBIi1 OyIeT UCIIOIb30BATHCS BCEMU TIPUKIIAIHBIM M TIPOTpaM-
MaMHU, 3aMylIeHHbIMU ¢ 3Toro MoMmeHTa. [lo atoit nmpuunHe GyHK-
mato CryptSetProvider Ex He CTOUT BBI3BIBaTh 0e3 COIVIACHSI TTOJIB30-
Baresns.

HAononuurensHas nHpopmavuns
Windows NT/2000: rHeobxommuma Windows 2000.
Windows 95/98: nHeobxommma Windows 98.
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3aroJjiIoBOK: IPOTOTHUIT ¥ (aityie wincrypt.h.
Bubmoteka: advapl)32.dll

Unicode: Ha Bcex miardopmax peannsoBaHbl Unicode- u ANSI-
BEPCUM.

Cy. makxce
CryptAcquireCon text, CryptSetProvider

CryptSetProvParam

®yukuus CryptSetProvParam 3aiaeT mapaMeTpbl KpUIITOMPOBaii-
ncpa. Ee oObIYHO MPUMEHSIOT ISl YCTAHOBKU JIeCKpUIITOpa 6e30-
MacCHOCTU Tia KJTIOUEBOI KOHTEiHep, YTO TO3BOJISIET KOHTPOJIUPO-
BaTh JOCTYI K CEKPETHBIM KJII0YaM B KOHTEIHepe.

BOOL WINAPI CryptSetProvParam(

HCRYPTPROVhProv,

DWORD dwParam,

BYTE *pbData,

DAORD dwFlags

);

MapameTpbi

k Prov

[in] deckpuntop Kpurromnposaiigepa. JJaHHBII AECKPUIITOP 10~
JKEeH ObITh NPEIBAPUTENIBHO MOJTy4YeH Yepe3 BbI30B (ynkuu Crypi-
Acquire Context.
dwParam

[in] 3HayeHue mapameTpa oOIpenessieT TUIT 33aBaeMOil BEJTUYUHBI.
B Hacrositiiee Bpemst orpe/iesieHbl Cleaylolue 3HaUeHUs rapaMeT-
padwParam.
* PP CLIENT_HWND
VYkasbIBaeT, uto B OyhepepbDatacoaepKuTcsaecKpUnTop OKHa.
* PP _CONTEXT_INFO
VYkaspiBaeT, 4TO0 B Oydepe pbData HaXOOIUTCS CTPYKTypa
DATA_BLOB,co “pxaluasnonb3oBaTebCKUil KOHTEKCT. [1a-
paMeTpbl 3TOM CTPYKTYPhl TIEPEIAtOTCsl TIPY BbI30BE KPUIITOII-
posaiinepa dyukumuu CPAcquireContext TlogpobOHee mapameT-
pol dyHKIMKU CPAcquireContext 06Cy>X1aloTcsl B IJiase 3.
* PP__KEYSET SEC_DHSCR
VYkasbiBaer, 4To B 0ydepe pbData conepKuTcst 1eCKpUNTOp Oe-

30MMaCHOCTH ISl KJIF0UEBOTO KOHTeliHepa. He mommepsku BaeTcst
ornepaluoHHoi cuctemoir Windows 95.
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* PP_USE_HARDWARE_RNG

YkasbIBaer, 4T0 KpUNTOIIPOBaiaep JOJDKEH MCITOIb30BaTh UC-
KmounTc; 1sHO ammapartHbeiii JCY.

11eKOTOPBICKPHUITTOIIPOBANIEPHI MOTYT NPUMEHSITH ANMAPATHBIIA
JCY, aTaxxke armmapaTHbII 1 niporpaMMHBbIii JICH coBmecTHO.
Korma ycranaBnuBaercss mapamerp PP_USE HARDWA-
RE RNG, kpunronposaiinep A0JkeH OpaTh ciayyailHble 3Ha-
YeHHUs TOJNBKO ¢ armmapatHoro JCY.

Ecm ammapamasiii [ICY nommepkuBaeTcst 1 KpUHTOIIPOHAACD
MOXeT paboTaTh B peXVMe IKCKIIIO3MBHOTO MCITOJIb30BaHUS
armaparHoro JICY, To ¢yukums Bo3spamaer TRUE, B mpotus-
HoM ciaydae — FALSE.

Iapamerp pbData nomxen 6wuiTh paBeH NULL u dwfFlags -
HYJTIO.
pbData

[in] Bydep manHbIx mapametpa. [Ipn obpaineHn K QYHKIIMKA OH
TIOJDKEH CONIepKaTh JAHHblE, KOTOPHIE COOTBETCTBYIOT THITY I1apa-
MeTpa, IIOMeIEHHOMY B dw Param. ®opMar TaHHBIX 3aBUCUT OT THHA
mapamerpa.

dwkFlags

[in] Ecu dwParam ycranosien B PP KEYSET SEC DESCR,
10 dwkFlags conepxut ouroBbie ¢daarm SECU RITY INFORMA-
TION, xak ompenenerHo B Win32 Programmer's Reference. nst
Windows 2000 1 crapiiie omepanuyd yCTaHOBKW/CUYUTHIBAHUS JIEC-
KpHUIITOpa 0e30MacHOCTH Ha KIIIOYEBOM KOHTEHHEP BBITOIHSIOT
dyukimu SetFileSecurityu GetFileSecurity./[aai TpenblIylmmx
Bepcuil ucnoib3ytorcs: GyHKIUM RegSetKeySecurityu RegGet-
KcySecurity. JJonoaHUTeIbHYI0 MHGOPMALIMIO BbI HaiifeTe B OIU-
canuu byukuuun  CryptGetProvParam.

Ecm dwParam ycranosinen B PP USE_ HARDWARE RNG, 10
dwFlags nookeH OBITb paBeH HYJTIO.
BosBspalyaemoe 3HayeHue

ITpu ycnenmHoM 3aBepieHnn ¢pyHKIMS Bo3BpaiaeT TRUE, B ripo-
TuBHOM ciiydae — FALSE. Ecim Bosspamaercss BemmumHa FALSE,
COOTBETCTBYIOIIMIA KO OIITMOKI YCTAHABIMBAETCS Yepe3 (DYHKITIIO
GetLastError;

* ERROR_BUSY
* ERROR JNVALID_HANDLE
* ERROR_INVALID PARAMETER
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* NTE_BAD_FLAGS
* NTE_BAD_TYPE

* NTE_BAD_UID
* NTE_FAIL

KommeHTapum

Ecmu dwParam ycranosiien B PP_CJJENT_HWND, 1o pbData

conepxut 3HaueHne DWORD, siBsio1ieecst 1eCKpUIITOPOM OKHa,

KOTOPOEKPUIITOITPOBAIEP UCTIONIB3YET 11T CO3AaHUST UHTePAKTUB-
HOro nuajiora ¢ mnojb3oBaresieM. Dyukuuio CryptSetProvParam

cleqyeT BbI3bIBaTH M0 BbI3oBa dyHKuuU CryptAcquireContext,

IOTOMY YTO MHOIME KPUIITOIIPOBAiephl aKTUBU3UPYIOT II0JIb30-

BaTenbckuil MHTepdeiic B dyHkuuu CryptAcquireContext. Ilpu

BbI3oBe CryptSetProvParam napameTp hProv ycTaHaBiuBaeTcs B

HyJ1b, B 9ToM ciydae mapamerp PP_CLIENT_HWNDycranasnu-

BaeTCs IS BCceX KPUIITOTrpaduueCKUX KO HTEKCTO 8, KOTOPBIE OyayT
CO3/1aBaThCsl BIIOCJICACTBUM B TEKYILEM TPOLIECCE.

HononuutenbHas nngpopmauus
Windows NT/2000: Heooxonuma Windows NT 40 wiu crapre.

Windows 95/98: Heooxomuma Windows 95 OSR2 wnu crapiie (v
Windows 95 u Internet Explorer 3.02 wiau crapiie).

3arojioBoK: TpoTOTUI B haitine wincrypt.h.
butnmoteka: advapi32.dll

Cm, Takxe
CryptAcquireContext, CryptGetProvParam, CryptSetKeyParam

CryptDeriveKey

DyuryusaCrypt Derive Keycozdaem cecCMOHHBIE KpuITOTpaduyec-
KHe KJIIOUYM U3 KITIOYEeBOro MaTepuaia. Ota yHKIIMS rapaHTUpyeT,
YTO TIPU MCNIOJIb30BAHMM TEX XK€ KPUIITOPOBANMIEPOB U aJITOPUT-
MOB Hee KJIIOYU OyIyT MACHTUYHBI. B KauecTBe KIIOYEBOro Mare-
pyiajia MOXHO WCTIONB30BATh MAPOJIb UJIU JIIOObIE IPYTUe TOIb30-
BaTeJIbCKUE JaHHBIE.

Ora pynkuus nonodoHa CryptGenKey,0mHaKo 31ech MPOU3BEIEH-
HbI€ CECCOHHBIC KJTIOUM TTOJTy4YaloT U3 KJIFOUEBOTo MaTepuasa, a He
oepyresa u3z JICY. Kpome toro, dbyHkuuio CryptDerive Keyneavssn
HCTIONIb30BaTh TOJIHKO JIJISI BBIPAOOTKU CECCMOHHBIX Kimodeil. C ee
TOMOIIBI0 HEBO3MOXHO BBIPAOOTATh KITIOUEBYIO TMAapy (OTKPBITHIN/
cexpeTHbIi Kmoun) DI vnu kroyeBoro oomMeHa.
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JleCKpHIITOp CECCMOHHOIO KJII0Ya BO3BpalllaeTcsl ¢ mapamerpephKey.
Oror necEdumnTop MOXHO MCMOIb30BaTh MO HEOOXOAUMOCTH C JIIO-
ooit 13 pynkuuii Crypio API, TpeOyrolmx necKpunTop Kiroya.
BOOL WINAPI CryptDeriveKey(

HCRYPTPROVhProv,

ALG_ID Algid,

HCRYPTHASH hBaseData,

DWORD dwFlags,

HCRYPTKEY .phKey

);

MapameTpsi

k Prov

[in] leckpurmrop Kpuntonposaiiaepa. JlaHHbIN JeCKPUITOP ClIeAyeT

MpeIBapUTEIbHO TOJYYUTh Yepe3 Bbi3oB GyHKLMU CryptAcquire-
Context.

Algid
[in] UnenTuduxarop aaroputMa mudpoBaHusl, 17151 KOTOPOro He-
00XOMMMO TIPOM3BECTH KJTIOY. PasnuyuHble KpUITOMPOBaiaephl MO -
JEepXXUBAIOT Pa3IMyHble aJroputMbl mmpposanusa. [lonmepxkuBae-
Mble B HACTOSIILIEE BPEMS aJITOPUTMbI CM.  pasaene «TUIMbl KpuIl-
TorpoBaiinepon» B [Ipuioxenuu 2.

hBaseData

[in] deckpunTop o0beKTa XeIl-(PYHKIIUM, COAEPXKAIIEro KJII0UeBOi
marepraa. YToObl MOJYyYUTh 3TOT AECKPUIITOP, MPUIOXKEHUE CHA-
Yaja co3maeT 0ObeKT Xell-(pyHKIUK ¢ MoMoulbio dyHkimuu Crypt-
CreateHash,a 3atem 100aBlisieT KIIIOYEBOM Martepual K OOBEKTY
xeni-¢yHKuMyu 4epe3 mpouenypy CryptHaskData.

dwFlags

[in] ®naru onpenessoT TUI CO30aBaEMOI0 CECCMOHHOIO KJIIoYa.

Pa3mep ceccrOHHOTO KJTtOYa 3aJai0T MpU co3iaHuu. Pasmep Kimo-
ya B OMTax ONpesessioTesl , cTapiimx 16 Gurax 3Toro mapamerpa
dwFlags. Hanpumep, ecu 128-6utHbiii RC4 ceccroHHBIN Kittou
cosmaercsa, To 3HayeHue (x00800000 xomMOMHUpPYETCSI C APYTUMU
3HaYECHUSIMHU (hJI1aroB C MOMOIIBIO onepaluu ropaspsiaHoro UJAN.
Manuie 16 6ur Moryr ObITh HYJIEBBIMU JIMOO MPUHUMATH OIHO
wi Oeniec CleayoUMX 3HAYeHU, CKOMOMHUPOBAHHBIX OMepalu-
eli mopaspsinHoro UJIN.

*  CRYPT_CREATE_SALT

OOBIYHO, KOIJa CO3JAeTCSl CECCUOHHBIN K04 M3 KITIOYEBOTO
MaTepuana o0beKTa Xelll-(pyHKIMM, BO3HMKAET M30BITOUHAS
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uHbopManusg. Hanpumep, ecau pasmep xema 128 our, a pas-
Mep cecCMOHHOTrO Kiroua 40 6u T. To N30BITOK COCTABIISIET 88 OUT.
Ecmu ycranoBneH gpmar CRYPT _CREATE_ _SALTT O monudu-
KaTop KJIIoYa co31aeTcsi Ha OCHOBE U30BITOYHBIX OMTOB. [10/1630-
BaTelb MOXET MOJYYUTb MOAUGMUKATOP KiItoYa, UCIOJb3Ys
dyHkuuto CryptGetKeyParamc dwParam, yCTaHOBJIEHHBIM

B KP_ SALT.

Ecnu atot hniar H el ycTaHOBIeH, TO MOAU(pUKATOpP KIItoya 3a1a-
10T PaBHBIM HYJIIO.

Kornma kmoun ¢ HeHyJeBbIM MOIUGMUKATOPOM 3KCIOPTUPYIOT-
csa (pyakuus CryptExportKey),monudukaTop Kiodya HeoO-
XOIMMO TIOJIYYUTh U COXPAHUTh C KITIOUEBBIM OJI000M.

*  CRYPT_EXPORTABLE

Ecimu at0T (hniar ycraHOBIIEH, TO CECCUOHHBIN KJIIOY MOXKHO T1e-
penath M3 KPUIITOIIpoBaiiiepa B KIIOUEBOM 0100 ¢ ITOMOIIbIO
dyuxumu CryptExportKey.IlockoabKy ceCCUOHHBIE KITIOYM, Kak
NPABWIO, OJIKHBI ObITh SKCTIOPTUPYEMBIMU, TO JIJISI HUX 3TOT
¢iar 0OBIMHO YCTaHABJIMBAIOT.

Ecnu 10T (hriar He ycTaHOBJIEH, TO KJTHOY OyIeT TOCTYIIEH TOJIbKO
B TEKYIIIE CeCCUM M TOJbKO MPWJIOXEHUIO, KOTOpOE CO3MaIo
9TOT KJTIOY.

*  CRYPT_NO_SALT

Ecmu ¢nar ycraHoBiieH, To mjisl Kiaroueir pazmepom 40 GuT mMo-
nr¢UKaTOp HE CO3MAeTCs.

*  CRYPTJJPDATEJCEY

HexkoTtopble KpunTonpoBaiiaepbl UCTIONB3YIOT CECCOHHBIE KITIO-
YW, IMOJyYeHHbIE U3 HECKOJIbKUX OOBEKTOB Xell-(yHKLMi. B
atoM ciydae ¢yHkuus CryptDerive Keydoaxncna BbI3bIBaThCS
HECKOJIbKO pas.

Ecimu nanHBIM drar ycTaHOBJIEH, HOBBIM CECCUOHHBIN KITIOU He
coznaetcs. BMecro aToro Kiio4, OIpeesieHHbId yKazaTenaeM
phKey, monubuiupyercs. TouHble T1eMiCTBUS, yCTaHABIMBAaEMbIe
¢narom CRYPT_UPDATE_KEY, 3aBucAT OT KOHKDPETHOTO
K P ¥ IITONPO Baiiepa.

Kpunromnpopaiinepst Microsoft urHopupyloT 3TOT (hJiar.
phKey

[in/out] Anpec, Mo KoTopoMy (bYyHKIIMSI KOTIMPYET IECKPUITOP CO-
31AHHOTO  KJTIoYA.
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Bosspalaemoe 3HaveHune

IIpu ycrieniHom 3aBepmenun dyHk1vs Bo3spamaer TRUE, B nipo-
uinom ciydae — FALSE. Eciu Bo3spauiaercs pemauna FALSE,
COOTBETCTBYIOLLIWI KOJ OIIMOKM MOXKHO TMOJIYYUTh Yepe3 (PYHKIIMIO
GetLastError.

* KRROR_INVALID_HANDLE

*  ERROR_INVALID PARAMETER

* NTE_BAD_ALGID

* NTE_BAD FLAGS

* NTE_BAD_HASH

* NTE_BAD_HASbi_STATE

* \TE_BAD UID

* NTE_NO_MEMORY

* MTE_FAIL

KommenTapun

ITo ymomaammo dbyvikiucii CryptDeriveKeyBbipabaTbiBaeTcst Ko
B pexuMe Tipoctoii 3ameHbl ¢ 3aueruieHueM (CBC) ¢ HyneBbIM
HayaJbHBIM BEKTOPOM. [[JIsl CMEHBI 3TOil yCTAHOBKW UCIIOJIb3YeTCST
dynkuus Crypt SetKeyParam.

Tlocne BbBoBa yHKLUST CryptDeriveKey HOBble JaHHBIE HEJIb3SI
N00aBUTh K OOBEKTY Xell-(yHKUUU. Bbi3oBbl dyHkuuii Crypt-
HashDatau CryptHaskSessionKeynepuym FALSE. ®yHkino
CryptDestroy Ha.skneobxodumo BbI3BaTh IS YHUYTOXEHUS 00b-
eKTaxel-(QyHKIUU.

s onpeaeneHus IJIWHBI KJIIO4Ya, PEKOMEHIyeTCsl CeAyrolasl mo-
CJIENOBATEIbHOCTh JIEUCTBUIA:

*  [epedyucIvTe aJlTOPUTMBbI, KOTOPbIE MONIePKUBAETKPUIITONPO-
Baiiziep, ¥ ONpeAeTUTEMUHUMATbHYIO U MAKCUMATbHYIO JUTUHY
KJTo4a isl Kaxkaoro aiaroputMa. Ecimu mcnonb3yercs Internet
Explorer 4.0 uu crapiie im6o Windows NT 4.0 (Service Pack 4)
WM cTapiile, MOXHO mnpumeHuth GyHKiUO CryptGetProv-
Param c napamerpom PP_ ENUMALGS_EX;

*  HMCHOJBb3YUTe IMOJyYeHHbIe 3HAYCHUS WIS OIpeaesieHUsl pabo-
yeli JUIMHBI KiToda. He Bcerma cTouT 3amaBaTh MaKCUMAaTbHYIO
JUTUHY, TIOCKOJIbKY 3TO BJIMSIET Ha CKOPOCTh paboThI;

*  Korga pabouasl JUIMHA KJIHoua BbIOpaHa, WCMHOJIb3YWTe CTapllue
16 6ur napamerpa dwFlagsoas ee yCTAaHOBKU.
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B Tabnuue I1-2 comepKUTCSI CIMCOK KpUMTOIpoBauaepoB Microsoft
U TIOAIEPXKMBAEMbIX UMU aJTOPUTMOB UM POBAHMUS.

Tabnuua M-2. Kpuntonpogaiipepbl Microsoft u nopnepxunsaemble
UMW anroputMmbl  WwWndpoBaHns

MuHu- Jlvna Makcu-
MaJibHast KJTIo4ya MaJibHast
Kpunro- JUTMHA 10 yMOJI- JUTMHA
nposainep  AJTopUTMbL KJItoYa, OMT YaHWIO, OHT  KJro4a, OUT
MS Base RC4 u RC2 40 40 56
MS Base DES G 56 56
MS Enhanced RC4MRC2 40 128 12S
MS Enhanced DES 56 56 56
MS Enhanced 3DESI12 112 r 112
MS Enhanced 3DES 168 168 168
MS Strong RC4 u RC2 40 id 128
MS Strong DES 56 56 56
MS Strong 3DESI112 112 112 112
MS Strong 3DES iliS 168 168
DSS/DHBase RC4 and RC2 10 40 56
DSS/DH Base CylinkMEK 10 1] 10
DSS/DH Base DES 56 56 56
DSS/DH Enh  RC4 u RC2 ill m 128
DSS/DH Enh  Cylink MEK  e0 10 10
DSS/DHEnh  DES 56 56 56
DSS/DH Enh  3DESI112 112 112 112
DSS/DHEnh  3DES 168 168 168

AdononHurenbHas nHpopmauuns

Windows NT/2000: neooxonuma Windows NT 4.0 uau crapuie.
Windows 95/98: Heob6xonuma Windows 95 OS R2 unu crapuie (uiu
Windows 95 u Internet Explorer 3.02 uau crapiie).

3arojioBoK: MpoToTUN B (paitne wincrypt.h,

bubnmoreka: advapi32.dll

CmM. Takxe

CryptAcquireContext, Crypt Create Hash, CryptDestroyHash,
CryptDestroyKey, CryptExportKey, CryptGenKey, CryptGet-
KeyParam, CrypttiashData,  CryptSetKeyParam

CryptDestroyKey

Oyukuus  CryptDestroyKey ocBoOOXIaeT AECKPUNTOP, Ha KOTO-
pbiit ykasbiBaeT napamerpHKey.[locie Toro kak AeCKpUNTOp KO-
Yya OCBOOOXIEH, €ro Helib3s HUCIOJb30BaTh BHOBb.
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Eciu necKpuInTop OTHOCUTCS K CECCUOHHOMY KITHOYY MJIM OTKPbI-
TOMy KJIIO4Yy, KOTOpbIA ObUT MMIIOPTMPOBaH B KPUHTOIPOBaaep
yepe3 GyHKiUo CryptlmportKey,mo Kmod yHUYTOXaeTcs U Ta-
MSITh, KOTOPYIO OH 3aHMMaJI, (DYHKIIUS OCBOOOXIAET.

Ecau aeckpumrop OTHOCUTCS K Tape OTKPBITHIN/CEKPETHBIN KITIOY,
TO TIPOMCXOAMT TOJBKO OCBOOOXIEHUE AECKPHUIITOPA, IPU 3TOM
KJIIOYeBas mapa He YHUYTOXAeTCs.

BOOL WINAPI CryptDestroyKey(
HCRYPTKEY TKey

);

MapameTtpbi

hKey

[in] JeckpunTop ymaiasieMoro Kiroya.

Bosspalyaemoe 3HaveHue

IIpu ycriemrHoM 3aBepiieHnu ¢yHKIMS Bo3ppamaeTI RUE, B ipo-
tuBHOM ciydae — FALSE. Ecim BosBpammaercs BenmmunHa FALSE,
COOTBETCTBYIOIIUI KO OITMOKM MOXHO TOJXYyIUTh Yepe3 (PYHKIIIO
GetLastError.

* ERROR_BUSY (rono4, onpeneneHHbII mapameTpoM /i Key, ceii-
Yyac MCIIONB3YETCS U HE MOXET ObITh YHUUTOXEH)

* ERROR_INVALID HANDLE
*  ERROR_INVAHD PARAMETER
* NTE_BAD_KEY
* NTE_BAD__UID

KommeHTapumn

INpuxnagHble MporpaMMBbl K LESIX 5KOHOMUU PECYPCOB MPH 3aBep-
LIEHUH PabOThl C KIIIOYaMU TOJKHBI YHUUTOXATh MX C TIOMOIIBIO
dyukumm  CryptDestroyKey.9To 0COOEHHO BaXHO IIpU padoTe C
KPUIITOMPOBaiilepaMu C armapaTHOW peanu3alueil, MOCKOJIbKY
KJIIOYeBasi MaMsITh B HUX MHOTIA JOBOJIBHO OrpaHUYEHA.
HAononuurensHas nHpopmavuns

Windows: NT/2000: Heooxomuma Windows NT 40 wm crapie.

Windows 95/98: meooxomrma Windows 95 OSR2 wnu crapuie (unu
Windows 95 u Internet Explorer 302 wmm crapie),

3aroyloBoK: TIPOTOTHUIT B (haiine wincrypt.h.
bubmmoteka: advapi32.dil
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Cm. Takxe
CryptDeriveKey, CryptGenKey, CryptGetUser Key, CryptimportKey

Crypt Ouplicate Key
®yuxuusi CryptDuplicateKeyd,'aem TouHylo KOIHMIO KITIOYa, €I0
napaMeTpoB ¥ BHYTPEHHETO COCTOSTHUS,

BOOL WINAPI CryptDuplicateKeyC
HCRPTKEY hKey,

DAORD *pdwReserved,

DWORD dwfFlags,

HCRYPTKEY -phKey

);

lMapameTpsl

hKey

[in] deckpunTop ay0aMpyeMoro Kiroya.
pdwReserved

[in] TTapameTp 3ape3epBUpOBaH i OyayIlleTO MCITOJIb30BaHUS U
nokeH ObiTh paBeH NULL.

dwFlags

[in] 3HayeHmst ¢iaroB. DTOT MapaMeTp 3ape3epBUPOBaAH I Oy-
JYILIETO UCTIONBb30BAHUS U IOJIKEH ObITh paBeH TIYJIIO.
phKey

[in/out] Yka3zaTear Ha IeCKPUNITOP DyOJIMPOBAHHOIO KJTIOYA.

BO3BpALLAEMOE 3HayeHue

I1pu ycnemmHom 3aBepmiennu ¢yHk11s Bo3Bpaiaer TRUE, B nipo-
tBHOM citydac — FALSE, Ecim Bo3Bpamaercs BemunHa FALSE,
COOTBETCTBYIOIINIA KOJI OIIMOKA MOXKHO TTOJIy9UTh Yepe3 (hyHKIINIO
GetLastError.

+ ERROR_CALL_NOT_IMPLEMENTED

e LRROR JNVALID PARAMETER

e NTE_BAD_KEY

KommeHTapum

®yukuus CryptDuplicateKey nenaet TOYHYIO KONMWIO KIfo4a, €ro
MapaMeTpoB U BHYTPEHHETO COCTOSTHUSI. DTa (DYHKIIUS UCITOJb3Y-
eTcsl TIPUJIOKEHUSIMU, KOTOpbIe MIMMPYIOT 1Ba pa3IMYHBIX OJIOKa
JAHHBIX 112 OIHOM KITIOYe, HO C Pa3TUIHBIMK MapaMeTpamu. Takvie
TMPWITOXKEHUSI TeHEPUPYIOT KITIoY, TyoITUpyIOT ero dynkumeit Crypt-
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Duplicate Keyu BBHICTaBIISIIOT COOTBETCTBYIOIIME TTapaMeTphl (hyK-
Kuuen CryptSetKeyParam.

[nst yHudTOXEeHUs Kimoda, co3naHHoro ¢yHkumeir CryptDuplicate-
Key, neoOxommMo wucnonb3oBaTh ¢yHKuuio CryptDestroyKey.
VYHUUYTOXEHNE WCXOOHOIO KITIoYa He BIeUeT 3a CO0OM YHUUTOXKe-
Hus myomupoBanHoro. CosmanHbelii ¢yHKuMci CryptDuplicate Key
KITIOY He CONEPIKUT B cebe MapaMeTpoB U BHYTPEHHMX COCTOSTHUIA,
pazaensaeMbIX ¢ MCXOOHBIM KITIOUOM.

HAononHutenbHas wHpopmauuns

Windows NT/2000: Heooxonruma Windows 2000.
Windows 95/98: nHeooxonnma Windows 98.
3arosoBoK: TPOTOTHUIT U (aiiye wincrypt.h.
butbmmoreka: advapi32.dll

Cm. TaKxe
CryptDestroyKey, CryptSetKeyParam

Crypt ExportKey

®yukuus CryptExportKey vicnionb3yeTcst Uil 9KCTIIOPTa KPUTITOT-
paduyecknx KIouei 1 KIoUeBbIX TIap U3 KIIOYeBOTO KOHTeHepa
KPHUIITOTIPOBaiiepa, COXpaHssI UX B 3alUIICHHOM BUIE.

Ha sxon dyHKIMM iepenaércs AeCKPUITOpP SKCIIOPTUPYEMOTO KITFO-
ya, (byHKIMS BO3BpalllaeT KIO4eBOH (00, KOTOPBIN ITepemacTcs
110 OTKPBITBIM KaHaJIaM CBSI3U WM 3aITMCHIBAETCST Ha HE3aITUIIEH
HbIil HOcUTeNb. JlaHHYIO (DYHKIMI10 TMPUMEHSIOT UIS 9KCIIOpTa
Schannel ceccMOHHBIX KiTo4eil, OOBIYHBIX CECCMOHHBIX KITIOUei,
OTKPBITHIX KITIOYel MM KIo4eBbIX map. Mcnoib3oBaHue Kimoda U3
KJTIOUEBOro ioba BO3MOXKHO TOJIBKO IIOCJIE TOTO, KakK ITOIyvaTesib
KJTI04a UMITOPTUPYET €0 B CBOM KPHIIT, ONPOBAiIEp, MCIIOIb3YsI
dyakuuio  CryptlmportKey.

BOOL WINAPI CryptExportKey(

HCRYPTKEY hKey.

HCRYPTKEY hExpKey,

DAORD dwBlobType,

DAMORD dwFlags,

BYTE *pbData,

DAMORD *pbDatalen

)

MapameTtpsbi

hKey

[in] JeckpunTop 3KCIOPTUPYEMOTO KJTIoYa.
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hExpKcy

[in] JeckpunTop Kioya IojiydaTensl KitodeBoro Ooba. JlaHHbie
BHYTPY 3KCTMIOPTUPYEMOTO KITIOUEBOTO Qrioda 1MppyoTCsl ¢ UCIIONb-
30BaHUEM 3TOTO KJIHoYa. DTO TapaHTUPYET, YTO TOJBKO TOJTydaTeslb
KJII04YeBOTO 0r106a cMOXKeT paciindpoBaTh U UCITOJIb30BaTh 3KCIIOP-
TUPYEMBIA KJTIOU.

Yalre Bcero 3T0 OTKPHITBIN KITIOY aJIfOPUTMa KIIOYEBOro OOMEHa,
MpUHAIJIEKAIIIA TOJTyJaTe/Ii0 KIIo4eBoro 0mooa. OmHako ompeze-
JIEHHBIE TPOTOKOJIBI B HEKOTOPBIX KPUIITOIIpOBaiiepax TpeOyIoT,
YTOOBI 3TO OBUT CECCUOHHBINM KITIOY, ITPUHAIJICXKAIINI ITOTyJaTeIio
KJIoyeBoro 0s100a.

B Windows 2000 mommepxXmBaeTcsi 3KCIIOPT Ha CHUMMETPUYHOM
xmoue (Symmetric Key Wrap), omHako 3Ta BO3MOXHOCTh HE ITOMI-
JepXXuaeTcsl Ha Oaree paHHUX IIaTopMax JIu KpUTITOIIpOBaiize-
poM Microsoft Base Cryptographic Provider, Hu Microsoft Enhan-
ced Cryptographic Provider.

Ecmm Tun xmodeBoro 6;100a, omnpeaesieMblil mapameTpoM dwBlob-
Type,ycranosieHn B PUBLICKEYBLOB, To 3T0T Mapamerp He uc-
OJIb3YETCSl U IOJDKEH OBbITh PaBeH HYJIIO.

Ecmm tum kmodeBoro 67100a, onpenesisieMblii napamempomdw Bloh-
Type, ycranosineH B PRIVATEKEYBLOB, 10 00bI4HO 3TOT mapa-
METp SIBIISICTCSI IECKPUTITOPOM CECCOHHOTO KITI0Ya, MCTIONIB3YeMOTO
IUTST TPOBaHUsI KiTodeBoro 6oba. Hekotopble KpunTomnpoBsaii-
Jepbl TTO3BOJISTIOT YCTAHABIMBATL 3TOT IMapaMeTp B Hy/lb, B 3TOM
ciTyJae TIPUIOXKEHUE TOJDKHO CaMOCTOSITENTbHO 3aliidpoBaTh 67100
CEKPETHOTO KJTIoYa.

dwBlobType

[in] Tvm xmoveBoro Grioba, IpeIHA3HAYSHHOTO I SKCIIOPTA KITIO-
ya. B HacTosiiee BpeMsi ompeieieHbl CIIEMYIONINE TUTThI KITIOUEBbIX
61000B.

*  OPAQUEKEYBLOB

Hcnonb3yercs st coXxpaHeHUsT CECCUOHHBIX KiToueil B Schan-
nel-xkpunromnposaiinepax. OPAQUEKEYBLOB ne tpaHcmop-
TUPYETCS U JOJDKEH MCIOJIb30BaThCs BHYTPY KPUIITOMPOBAii-
Jiepa, CO3IaBLIETO KIIIOUEHOM 07100.

* PRIVATEKEYBLOB

Hcnomb3yeTcs it TpPaHCIIOPTUPOBKU TTaphl OTKPBITHIN/CEKPET-
HBIA KJIIOUM.

*  SIMPLEBLOB
Hcnonesyercs 111 9KCMOPTa CECCUOHHBIX KITIOYEH.
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* PUBLICKEYBLOB

I/ICHOJIBYCTCH JJIA 9KCITOpTa OTKPBITBIX KJTIOUEN KITFOUYEBBIX nap
MOAINKUCU WM KIIOYEBOTO OOMEHa.

*  PUBLICKEYBLOBEX

HUcnonb3yercs a1 obMeHa 3HayeHusMu P, G, u (G*X)mod P
npyu oOMeHe KiodaMu ITo anroputMmy Juddou — XemiMmaHa.
Hanubrii TMI KmodeBoro anooa B Windows 2000 He mpuMeHs -
eTCsl M He MOAACPXKUHAETCSI.

*  SYMMETRICWRAPKEYBLOB

Hcnoneayeres Ui aKkcnopta CMMMETPUYHOIO KIII04Ya Ha Apy-
TOM CHMMETPUYHOM Kimtoue. Popmar 3KCIIopTa OIMCaH B CTaH-
napre IETF SMIME X9.42.

dwkFlags

fin] B HacTosiee BpeMs onpeiesieHbl CISAyIOIIMe 3HaYeHUs (Py1aroB.

*  CRYPT DESTROYKEY
I1pu ycranoBke atoro ¢aarancxonHbiii Kmod B OPAQUEKEY-
BLOBynuuroxaercs. ®narmocTyneH Tojbko B Schannel-kpuri-
TO TpoBaiiaepax.

»  CRYPT_SSL2 FALLBACK

IIpu ycraHoBKe 3T0TO (hrIara repBbie 8 GaiiT TOTTOTHEHUS B OJ10-
Ke, 3a11M@POBaHHOM I10 aITOpuTMy RSA. 3aN0IHEHBI 3HaUCHUEM
0x03, a He CITyJaitHOI TOCJIeNOBaTeIbHOCTHIO. BTO MpemoTBpa-
maet rollback-araky. [TonpoOHee 06 3ToM — B cieUUKaLINNI
Ha SSL3. ®dnar goctyreH TOJAbKO B Schannel-KpunTorpoBaii-
Jepax.

* CRYPT_OAEP

IIpu ycranoBke 31oro ¢riara 3ammdpoBanue 1o arroputMy RSA

npu skcnopre SIMPLEBLOB mnpoucxonur ¢ mpuMeHeHUEM

cxembl RSAES-OAEP, npenycMotpenHoii B craHmapre PKCS # 1

Bepcus 2.0. ITo ymorganuto 3ammgpoBaHue 1Mo anropu TMy RSA

npoucxomut ¢ TnpumeHeHueM cxembl RSAES-PKCSI-vl 5.
pbData

[out] Bydep maHHbIX, Kyna GyHKIIUS KOMUPYET KITIO4YeBOil 07100.
®opmar Ki1o4yeBoro 06;106a 3aBUCHT THIIA, OIPEACIsSIeMOro mapa-
meTpoM dwBlob Type.

Ecm mapametp paBen NULL, To naHHBIe He KomupytoTcs. Tpebye-
MBIi1 pa3Mmep Oydepa (B Oaitrax) mosckeH BosBpaimaercss EpdwData-
Len. Cwm. paznen «IlomyyeHue JaHHBIX HEM3BECTHOIO pasMepa» B
ITpunoxennm 2.
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pbDatal.en

[in/out] Ampec pa3mepa Kroi:eBoro 6106a. [Ipu BbIzoBe (yHKLIUU
YKa3aHHBII TapaMeTp COAEPXKUT 4uciao OailtoB B Oydepe pbData.
Tlocne ee vcnonHeHUsI TapaMeTp 3adaeTcsl YMCIOM OalT JaHHBIX
napameTpa, CKOIMPOBAHHBIX B Oydep pbData.

Mpumeyaune

Korma obpabatbiBaloTcsi Bo3BpailiaeMble B Oydepe JaHHBIE, TPU-
JIOXEeHUE TOJKHO UCTIONb30BaTh (haKTUuecKuit paamep JaHHbIX. OH
MOXET ObITh HEMHOT'O MEHbIIIe, YeM pa3Mep Oydepa, yKazaHHbBII Ha
Bxone. Ha Bxome pasmep Oydepa 0ObIMHO YKa3bIBalOT TaKUM,, YTO-
Obl Oydepa xBatajo ISl 1. JiydeHus MaKCUMaJTbHO BO3MOKHOIO
obbema naHHbIX. Ha BbIXxome mepemMeHHasi, Ha KOTOPYIO YKa3bIBaeT
JAHHBIA TIApaMeTp, COAEPKUT (PaKTUYECKUI pa3Mep JaHHBIX, CKO-
MUPOBaHHLIX B Oydep.

Bosspaujaemoe 3Ha4eHue

IIpu ycnenrHoM 3aBepiieHuM ¢pyHKIMs Bo3BpaiaeT TRUE, B ipo-
tuBHOM cinyyae — FALSE. Ecau Bo3Bpainaetcs BeamurHa FALSE,
COOTBETCTBYIOIIMIA KO OIIIMOKKM MOXHO TIOJYYUTD Yepe3 hyHKIIUIO
GetLastError.

* ERROR_INVALI D_PARAMETER
* ERROR_MORE_DATA

* NTE_BAD_FLAGS

* NTE_BAD_KEY

* NTE_BAD_KEY_STATE

* NTE_BAD_PUBLIC KEY

NTE__NO_KEY (akcnoptupyercsi CECCUOHHBIN KIIOY, a Mapa-
metp HExpKeyne onipenen:i T JE€CKPUIITOP OTKPHITOrO KJI0o4a)

* NTE _BAD_TYPE

* NTE PERM

* NTE_BAD,JID

* NTE_NO_M EMORY

HAononuurenbHas nHgpopmavumns
Windows NT/2000: nHeobxomuma Windows NT 4.0 wiu crapiie.

‘Windows 95/98: Heobxonuma Windows 95 OSR2 wnu crapiie (wm
Windows 95 u Internet Explorer 302 wnu crapiie).

3aroioBOK: MPOTOTHUII B (haitie wincrypt.h.
bubnuoreka: advapi32.dil
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Cu. makice

CryptlmportKey

CryptGenKey

OyH kuus CryptGenKey TeHepupyeT ClIydyaliHble CECCUOHHBIE KITIO-
YU U KJIIOYeBble Maphl. JleCKpUNTOP CO3MaHHOrO Kiioya MOo3Bpalia-
eTcsl yepe3 mnapametp phKey. DTOT NeCKPUNTOP MOXHO 3aTeM HUC-
MOJIb30BaTh MO HEOOXOAMMOCTH ¢ 10001 u3 ¢pyukuuit CryptoAPI,
TPeOyIOIIMX JECKPUIITOP KJI0Ya Ha BXOIE.

[Ipu BbI3OBE TON (DYHKIMU MPUTOXKEHUE JOJIKHO ONPEAETUTD ajl-
TOPUTM KpunTorpadudeckux npeodpasosanmii. Kpunronposaiinep
COXpaHsIeT aIrOpUTM KakK OIMH U3 TMapaMeTpoB KJioya, MO3TOMY
MPUTOXEHUI0O HET HEOOXOAUMOCTH 00palaThCs K 3TOMY MapaMeT-
py Mo3xe, MpU BBINOJHEHUU KpunTorpaduyeckux (GpyHKIU.
BOOLWINAPI CryptGenKey(

HCRYPTPROVhProv,

AIGID Algid,

DNXD dwFlags,

HORYPIKEY .phKey

);

NMapameTpsi

hProv

[in] deckpunTop kpuntomnposaiiaepa. Ero Heo6xonmumMo npeasapu-
TEJILHO TIONYyYMTh Yepe3 BbI3OB (yHkuuu CryptAcquireContext.
Algid

[in] Mnentudukarop anroputMma mudposanus, LI wiu kitoye-
BOTO OOMEHa, AJIs KOTOPOTO ClIeAyeT Co3/1aTh K04, 3HAaYeHUe 9TO-
ro rapamMmeTpa 3aBUCUT OT HCIIOJIb3YEMOTO KpUIITONIpOBaitaepa,

[ns Microsoft Base Cryptographic Provider omnpeneneHsl cieny-
olle 3HaYeHUsT UIeHTU(HUKATOPOB AJITOPUTMOB.

*  CALG_RC2

Anroputm GsouHoro mugposaHus RC2.
* CALG_ RC4

AnroputMm norouHoro mudpoBaHusi RC4,

711 KpUNTOMPOBaACPOB, MOAIEPKUBAIOIIMX KITIOUEBOI OOMEH 10
anroputMmy duddu — XennmaHa, ornpeneseHsl clieylolime 3Haye-
HUS UAEHTU(HUKATOPOB AJITOPUTMOB.

* CALG_DH_EPHEM

Onpenensier «Ephemerals wnou Judbdu — Xeiuinana
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* CALG_DH_SF

Onpenensier «Store and Forward» kmtou [luddu — Xennmmana.
BMecto uaeHTU()pUKATOPOB AJITOPUTMOB JUISI TEHEPALMU KITIOYEBBIX
Tap TIPUJIOKEHHE MOXET HCIOJIb30BaTh CJEAYIOIIVe MapaMeTphl:

*  ATJCEYEXCHANGE
Ormpeenser KIIOYEBYO MMapy oOMeHa.
* AT SIGNATURE

OrnpenensieT KJIOYEBYIO Tapy MOIICH.

[Mpu ucnonb3oBanuu mnapametrpoB AT _KEYEXCHANGE un
AT _SIGNATURE uaentudukatopsl Kpunrorpahudeckux ai-
TOPUTMOB, KOTOpPbIE OyIyT MPUMEHSTHCS MpA CO3MaHUU KITIO-
Ya, 3aBUCSIT OT KpUNITOTIpoBaiinepa. st onpeneneHust UaeHTH-
¢dukatopa anroputma wucronssyiite GyHkuuio CryptGetKey-
Pazam ¢ napamerpom KP_ALGID.

dwFlags
[in] ®naru onpenensOT TMH €O3IABAEMON0 CECCHOHHOTO KITIOYA.

Pa3mep kpunTorpaduueckoro Kioya 3aaatoT Mpu co3aaHuu. Pas-
Mep KiIoua B OMTax OIpeneseTcs B crapiinx 16 Ourax 3Toro mna-
pamerpa dw Flags. Hanpumep, ecom 2048-6utHbiii RSAKITIOY ST
coznaetcst, To 3HaueHue 0x08000000 KOMOWMHMPYETCS C APYTUMU
3HaYeHUSIMU (hJIaroB ¢ MOMOIIBIO omepanny nopaspsaaHoro UJIN.

Eciu crapiime 16 6UT Hy/eBble, TO UCTIONB3YETCS UTMHA KTIoYa Mo
ymomuaHuto. Ecnu 3ampammBaeMasi AJIMHA KITIOYa MEHBIIE MUHMU -
MaJTbHO TONICPXUBAEMON WU OOJbIE MAKCUMAIBHO TOMIEPXKU-
BaeMoOil KpunronposaiinepoM, To GyHkiust BepHeT FALSE ¢ komom
o6k ERRORNVALIDJ PARAMETER.

Mnamime 16 GUT MOTYT OBbITH HYJEBBIMM JTMOO MPUHUMATH OTHO
WM GoJiee 3HaAUGHUI, CKOMOMHUPOBAHHBIX OTepaliieii mopaspsiji-
Horo MJIN (oHM TepednciieHsl majee).

»  CRYPT_CREATE_ SALT

Ecmu atot dnar ycraHoBlIeH, TO MOOU(pUKATOp Kitoua Oepercst
n3 JICY. IIpuroxeHre MOXeT IMOJIYYUTh MOIU(PUKATOP KITIOYA,
BbI3BaB (pyHkimio CryptGetKeyParamc napametpom KP_SALT.

Ecu ¢rar He ycTaHOBJICH, TO 3a[aloT HyJIeBOiI MOIUGUKATOP
KJTIova.

Korma kimoun ¢ HEHy/IeBbIM MOIU(MUKATOPOM 3KCIIOPTUPYIOT-
cs1 (bynkuust  CryptExportKey ) Momubukatop Kio4da Heoo-
XOIMO TIOJIyYUTh U COXPAHUTH C KITIOUEBBIM OJI000M.
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* CRYPT_EXPORTABLE

Ecmm s10T (hniar ycTaHOBJIEH, TO CECCUOHHBIN KITFOY MOXKHO TTe-
penath M3 KPUTITONIpOBaiiiepa B KIIOUeBoOi 6100 depe3 (hyHK-
o CryptExportKey.Ilockoabky Kinouu, Kak NpaBUIO, JOJ-
SKHBI OBITh AKCITOPTUPYEMBIMHU, 3TOT (hJIar ClieayeT YyCTAaHOBUTb.

Eciu stor (bnar HE€ YCTAaHOBJICH, TO CECCUOHHBIN K04 HEJIb3s
OKCIIOPTHUPOBATD. 310 03HAYACT, YTO OH JOCTYIICH TOJILKO B IIPE-
Jcjiax TCKyHIeIL/'I CECCHU U TOJIBKO IMPUJIOXKECHHNIO, KOTOPOE CO3JaI0
OTOT KJIIOY.

JInsl KIMOYeBbIX TIap 3TO O3HAYAET, YTO CEKPETHBIN KITIOU HENb3s
SKCTIOPTUPOHATh U3 KPUTITOMpOBaiiaepa.

JleiicTBre 3TOrO (hylara He PacpOCTPAHSIIOTCS Ha OTKPBITHIC
KITIOYM KJTFOYEBBIX TIap, OHM BCETIadKCIIOPTHPYEMBIE.

- CRYPT _NO SALT

Ecmu ¢mar ycraHoBieH, To I Kimodeil pasmepoM 40 6ur Mo-
IUGUKATOP He CO3IaeTCsl.

* CRYPT_PREGEN

DT0T (h1ar onpenessieT MHALMATA3ALMIO TeHepalliy KITIOUEBbIX
nap Aupdu — Xemmmana u DSS. ®rar ucnonb3yeTcst TOIBKO
CKPUTITOIpOBaiiaepamMu, MOIIePKUBAIOIIMMI alrOpUTMBbI -
¢u - Xcnnmar/DSS.

[MapaMeTpbl, UCIIOIb3yeMbIE TIPH JaTbHEMIINX BbI30Bax (DYHK-
1u CryptSet Key Param,00.41cHbt COOTBETCTBOBATD JI/IUHE KITIO-
Ya, YCTAaHOBJIEHHOM IIPY MHULMATA3ALMY TeHEPALIH.

- CRYPT USER PROTECTED

Ecmu a10T (hriar ycTaHOBJIEH, TO TIOJB30BaTe/lh M3BEIIaeTCs Ye-
pe3 AMayior WM IPYyrM CIOCOOOM, KOrma MPUIOKEeHUE TIhbITa-
€TCsI UCTIONB30BaTh TaHHBIN KITIo4u. TOYHbIe NeiCTBUS TTO0 3TOMY
(bnary 3aBUCAT OT KOHKPETHOTO KPUITOMpOBaiiepa.

JaHHbiil dnar noaaepxuBaercsi, HauMHas ¢ Internet Explorer
4.0, a rakxe B Windows 98, Windows NT 4.0 (Service Pack 4)
1 Windows 2000.

Ecim KOHTeKCT KpUIITOINpoBaiiiepa OTKPHIT ¢  harom
CRYPT _SILENT, To B pe3ynbrare MCIIOJb30BaHUS (hjiara
CRYPT USER PROTECTED d¢ynkuus BepHer FALSE c
konom ommbku NTE_SILENT CONTEXT.

phKey

[out] Ampec, o KoTOpoMy (DYHKIIMSI KOTIMPYET NECKPUIITOP TPO-
M3BEEHHOTO KITIOYa.
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BoaBpalyaemoe 3HavyeHne

IIpu ycnenrHom 3aBepiieHuu @yHkims Bo3Bpaiiaer TRUE, B mpo-
tuBHOM ciydae — FALSE. Eciu Bo3Bpaiaercs BenuunHa FALSE,
COOTBETCTBYIOIINI KO OIIMOKK MOXKHO TMOJYUUTh Yepe3 GyHKIINIO
GetLastError.

* ERROR_INVALID HANDLH

* ERROR_INVALID PARAMETER
* NTE_BAD_ALGID

* NTE_BAD_FLAGS

* NTK_BAD_UID

* NTE_NO_MEMORY

* NTE_FAIL

* NTE_SILENT_CONTEXT

KommeHTapun

Eci mopoxnaiorcsl K4y A CUMMETPUYHBIX OJIOYHBIX M-

POB, TI0 YMOJTYAHUIO KJTIOY YCTAaHABIMBAETCS B IIMMPATOP B PEXKM-

Me npoctoii 3ameHsl ¢ 3auerieHueM (Cipher Block Chaining Mode
CBC) (cm. Tabauiy I1-4) ¢ HyaeBbIM HayaJabHBIM BeKTOpoM. JlaH-

HBII TTapaMeTp MOXXHO M3MEHUTh, UCTIONB3Ys pyHKuMIo CryptSet-
KeyParam.

151 ompeneneHys IIMHBL KJII0Ya PeKOMEHIYeTCsl CIIeAyoIast I1o-
CJIeAOBATEIbHOCTb JIEMCTBUIA:

*  IepeYrciIMTe aJITOPUTMBbI, KOTOpPbIE MOAIEPKUBAET KPUMTOIPO-

Baiinep, U onpeaeInuTe MUHUMATbHYIO M MAKCUMAJIBHYIO JUTUHY
Kimoya Ui Kaxnoro ajaroputMa. Ecimu ucnosbsyercst Internet
Explorer 40 wmu ctapiie g1 n6o Windows NT 4.0 (Service Pack 4)
WIM CTaplie, MOXHO TpuUMeHUTh GyHKuuio CryptGetProv-
Param c napamerpom PP_ ENUMALGS_EX;

WCTIONB3YITE MONyYeHHble 3HAUEHMS JIs1 OTpenesieHus] pabo-
Yeil 1MHbl Kmoya. Ho Bcerma mmeeT cMbICh 3amaBaTh MaKCH-
MaJIbHYIO JUTMHY, TOCKOJBKY 3TO BJIMSIET HAa CKOPOCTh PabOTHI;

Korja pabouasl JyIMHA KIIIoYa BbIOpaHa, MCMOJb3YHTE cTaplive
16 6ut napameTpa dwFlagsons ee yCTAHOBKU.
B Tabmuie 11-3 nepeurcieHbl BO3MOXKHBIE alTOPUTMbI M HX Mapa-

MeTpbl. JIJ1s1 CEeCCMOHHBIX KIIOYel JaHHble MPUBEACHBI B TaOJIM-
ue I1-2 B onucanuu pyukuuu CryptDeriveKey.
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Ta6nuua M-3. ANropuTMbl M VX NapameTpsbl

JdauHa
Tun Kmoya MunumanbHasi KJIo4a no MakcumaabHas
¥M_KpPUNITONP_OBaiiiep_ JIJIMHA KJII0Ya  YMOJYAHMIO JIJIMHA KJIIOYa
Kioun DIIII/RSA Base 384 512 16000 )
u Strong providers
Kiroun DLIT / RSA 384 1024 1 GO
Enhanced provider
Koouu o6mena / Base 384 11 1024
u Strong providers
Kioun obmeHa 354 1024 16000

Enhanced provider

JononHntenbHas nHoopmaums
Windows NT/2000: nHeobxomuma Windows NT 40 wm crapiie.

Windows 95/98: Heobxommma Windows 95 OSR2 wnu crapiie (wim
Windows 95 u Internet Explorer 302 wiu crapuue).

3arojioBoK: MpoToTUIl B (aiiae wincrypt.h.
butnunoteka: advapi32.dil

CMm. Takxe

CryptAcquireContext, CryptDestroyKey, CryptExportKey,
CryptGetKeyParam, CryptimportKey, CryptSetKeyParam

C ryptGen Random
®Oyukuust CryptGenRandomBbipabaTbiBaeT CIydaliHYIO ITOC/IEIO-
BaTeJIbHOCTb M COXpaHseT ee B Oydep pbBuffer.

BOOL WINAPI CryptGenPandom(
HCRYPTPROVhProv,

DWORD dwLen,

BYTE *pbBuffer

):

MapameTpsbi

hProv

] in] JdeckpunTop KpunTonposaiiaepa. JlaHHbIA AECKPUIITOP AOJ-

>KeH ObITh TTPEABAPUTENILHO TOJydeH Yepe3 Bbi3oB hyHKumu Crypt’
Acquire Context.

dwlLen
[in] JyMHa cirydailHO MOCIEN0BATEIBHOCTA B OaiiTax.
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pb Buffer

[in/outj Bydep, Kyma KOMUpyOTCs ciaydailHasl IOCJ/eIOBaTEe/Ib-
HOCTb. JIHa atoro Gydepa noKkHa ObITh HE MEHbIIE, YeM OTpe-
JiesieHo B mapametpe dwLen.

IpuioxeHre MOXeT 3apaHee MTOMECTUTh B Oydep maHHBIE, KOTO-
pble KPUITTOHPOBAMICP MCIIONB3YeT KaK HayaIbHOE 3arfOMHEHUE IS

[ACH.

BosBspalyaemoe 3Ha4yeHve

Ipu ycnenHoM 3aBepiiennu pyHKus Bo3BpainaetI RUE, B ripo-
™1 HHOM ciiydae — FALS E. Ecnu Bo3Bpaiiaercst Benmunna FALSE,
(1C ,OTBETCTBYIOILMI KOJ OIIMOKK MOXHO TMOJTYYUTh Yepe3 PyHKLNIO
GetLastError.

* ERROR_INVALID_1IANDLI£

* ERROR_INVALID_PARAMETER
* NTE__BADJID

* NTE_FAIL

KommeHTapum

[NocenoBateIbHOCTD, BIpabaThiBacMast TaHHOM hYHKIIUCH, STBITSI-
eTcst KpurrTorpaduyecku cirydaitHoi. TpeGoBaHUsS K CIydaitHBIM
JaHHBIM, WCITOJIB3YeMbIM B KPUIITOTpa®MIeCKHMX MPeoopa3oBaHM-
SIX, 3HAYMTEITHLHO CTPOXE, YeM, HallpUMep, KIaTYnKaM 13 G1oImo-
Tekrn C-KOMIUISITOPA.

BTy GYHKIMIO YaCTO MPUMEHSTIOT TSI TeHepaIii CMHXPOIIOCHUTKH
1 MomudurKaTopa KioJa.

Bcee mporpammusie JICY no npuHIuUIy padotsl aHajoruyHel. JJCH
HHMIMAJIM3APYeTCS CTyYailHOM Moc/ienoBaTeIbHOCThIO, Ha3biBae-
MoliHauaabHbiM3anonHenuem (seed), U, UCTIOIb3Ys ONpeneIeHHBIM
ITOPUTM TeHepallru TCeBIO-CaydaliHbIXUKMCeN, TeHEPUPYeTCsl Moc-
nenoBatenbHOCTh. Hambosiee cioxHasi yacThb 3TOro mpoiecca —
MoJlydeHre HaYaIbHOTO 3aMOJHEHUS, KOTOPOE MOXHO CUMTATh CITy-
yafiHbIM. OOBIYHO METONbI MOJYYEHMS] HAyaJIbHOTO 3arOJHEHUS
0a3MpyIoTCSl Ha TOJIb30BaTEIbCKOM BBOJE NAHHBIX ¢ 00pabOTKOI
CITyyaiiHbIX 3allep:KeK MpY paboTe TMoJIb30BaTeNsl W Ha dpojca-
Huu (jitter) Kakux-J10O anmnapaTHbIX TaHHbBIX.

Ecmi mpuitoxkeHue MMeeT AOCTYN K HalesKHOMY HMCTOYHMKY CITy-
YailHBIX JaHHBIX, OHO MOXET 3anojHuth OydeppbBuffer do BbI30-
Ba dyHkuuu CryptGenRandom. Kpunmonposaiioep UCTIONb3YeT 3Ty
TTOCIIEIOBATETILHOCTD JUTSI PAHAOMU3AIMKA BHYTPEHHETO COCTOSTHHSI
ACY,
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JononHntenbHas vHGopmMaums

Windows NT/2000: neooxomuma Windows NT 4.0 uiu crapiie.
Windows 95/98: neooxomuma Windows 95 OSR2 mmn crapiine (v
Windows 95 u Internet Explorer 3.02 wnu crapiue).

3arosI0BOK: MPOTOTHUII B (haitjie wincry pt.h.

bubnuoreka: advapi32.dll

Cwm. Takxe
CryptAcquire Context, CryptGenKey, CryptSetKeyParam

CryptGetKeyParam

Oyakumst  CryptGetKeyParameosBpaliaeT IapaMeTpbl KJIIO4a,
OIpee/IsIeMOro AeCKpUIITOpoM hKey.

BOOL WINAPI CryptGetKeyParam(

HCRYPTKEY  hKey,

DWORD dwParam,

BYTE -pbData,

DAORD *pdwDatalen,

DWORD dwFlags

);

MapameTpbi

hiKey
JlecKpuIiTop KiIto4a, rapamMeTpbl KOTOPOro 3arpalivBaroTcs.
dwParam

3HayeHue ImapaMeTpa OonpeacsACT TUII 3aIpoca.

Z[J'[F[ BCEX TUIIOB KJIIOUYEN BCJIIMYUHY dwParam MoOXHO YCTaHOBUTb
B OIHO U3 CJIeAYIOLIUX ."3HAYECHUIA.

* K P_ ALGID

Anroput™m kmwouda. MaeHtudukarop anroputma (ALG_ID),
COOTBETCTBYIOIIMI JaHHOMY KIIO4y, OyleT BO3BpallléH uepe3
o6ygeppbData. 3HauyeHue 4 Bo3BpaluaetTcs epdwDatalLen.

* KP_BLOCKLEN

Ecmu Mey ykasbiBaeT Ha ceCCUOHHBIN Kinod, BeindrHa DWORD.
yKasblBalollas [IIMHY O0Ka mudpa B OUTax, BO3BpALIAETCs
yepe3 Oydep pbData. JIns NOTOYHBIX MM(pPOB 3Ta BeIUYMHA
Bcerma HyJieBasi. 3HayeHue 4 BosBpallaercs B pdwDatalen.

Eciu hKey ccbltaeTcs nma KiouyeByto mapy, yepes pbData Bo3-
BpallaeTcst 67100, comepXKaliuii rpaHyJISIPHOCTb KJTF0YEeBOM Mapbl
B 6utax. Hampumep, Microsoft Base Cryptographic Provider
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reHepupyeT 512-6utHblii RSA kimo4, U (pyHKIIMSI BEpHET 3HAYe-
Hue 512. Ecau aaropuTM ¢ OTKPBITBIM KJTIOYOM HE MOJIJIEp>XKHUBa-
et mmdpokaHue, Bo3Bpataercs kona ominbku NTE _BAD _TYPE.

* KPJCEYLEN

3HauyeHUe UCMOJb3yeTCsl JJIsl MOJyYeHUs JJIMHbI KJIIoYa B Ou-
Tax. BeauunHa DWORD, conepxaiasi AJIMHY KiIto4a, BO3Bpa-
maetcs B oydepephData.

* KP_SALT

\SpbDatakonupyetcss moagubukatop kiw4da. Pazmep monucbu-
KaTtopa KJIio4a 3aBUCUT OT KPUMNTONPOBaiiaepa U UCIIOIb3yeMO-
ro aaroputma mudpoBaHus. KiroueBblie nmapsl Moaupukaropa
KJIIoYa He CoaepxKar.

* KP_PERMISSIONS
BpbData xoniupyetcsi 3HaueHue DWORD, conepxkaiiiee 0uto-

BbIe (hyiaru, KOTOpbIE OMPEACISIOT OTPAHUYECHUsI Ha MCIIOJb30-
BaHMe Kiawuda. [TogpooHee — B pasneiie «KoMMmeHTapuu».

Ecmu hKey siBnsercsa kmoucm DSS wiu Judbdu — Xennmana,
TO dwParam MOXHO YCTAaHOBUTb TaKXKe B CJICAYIOIIME 3HAYCHMUSI.
* KP_P
Bydep pbData conepxut 3HayeHue momayiist P. JnvHa naHHBIX
Bo3Bpaluaetrcst epdwDatalen.
* KP_Q
Bydep pbData conepxut 3HaueHue napamerpa Q. JivHa naH-
HEIXBO3BpaNiaeTcs .r"."-- Datalen
* KP G
Bydep pbData conepxut 3HaueHue napamerpa G. [dnvHa naH-
HBIX BO3Bpauiaetrcsi updwDatalen.

Ecnu hKey napaMeTp OTHOCUTCSI K CECCUOHHOMY KJTIOUY, BeJMYH-
Hy dwParam MOXHO yCTaHOBUTb B OIHO U3 CJICAYIOIINX 3HAYCHUNI
napamerpa.

*  KP_EFFECTIVEJCEYLEN
SanpamuBaet 3ddekTu BHytoiuHy kiaouya RC2.pbData conep-
xwut 3HaueHrue DWORD, paBHoe 3ddeKkTUBHON AMHe KITtoya.
* KPJV
3anpaiBaeT 3HaUeHUE CUMNXPOIOChUIKU. [lociienoBaTelbHOCTh
OaiiT, colep:Kalllasi CUHXPOIMOCHUIKY, BO3BpalllaeTcsi yepe3 Oy-

dep pbData. PazMep CUHXPOUOCKHTIKU B OaliTax BO3BpalllaeTcst
yepe3d pdwDaialen. Pa3mep CUHXpPOMOCBUIKM B OaliTaXx paBeH
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pa3mMep Gyioka B 6utax/8. Hanpumep, ecim pasmep Gioka 64
OuTa, TO CMMXPONOCHUIKA COCTaBJISIET 8 OailT.

* KP_PADDING

3anpamuBaeT MeToa nonoHeHus. Ben mav a DWORD, conep-
Kallasi MeTo/l IOTIOTHEHHsI, KOTOPBIA UCTOJIb3yeTCs U -
POHaHU M HaITAaHHOM KJTI0ua, Bo3BpalaeTcsiuepes oydep pbData.
3HaueHue 4 BO3 Bpalaetrcs uyepe3 pdwDatalen.

B Hacrosmee HpeMsl ompeneieH METo JOMNOJHEHUS [0 alro-
putmy PKCS 5: PKCS5 PADDING - PKCS 5.

*  KP_MODE
3anpaiuBaet pexum mudposaHus. Benmunna DWORD, co-
JIepxKaliasi pexxuM, BoaBpalaeTcs depe3 Oydep pbData. 3Ha-

yeHue4 BosBpalaetcsa depe3 pdwDatalen. CHUcoOK peKMMOB
umdpoBaHus TipuBeneH B pasznene «KomMmeHTapum*.
* KPJVIODH BTTS

Sanpanntiacranacero durodpatnoi ez, Berunia DWORD,
coJiepkailiasi BeJIMYMHy OOpaTHOM CBSI3W B OWTax, BO3BpAlllacT-

cs1 uepe3 6ypep/ ?6E£>#/1i. 3nauenune 4 Bo3Bpaitiactcs vepespdw Da-
taLen. DTOT mapaMeTp MPUMEHSIETCS, TOJIBKO KOTa UCTIOJb3Y-
J0TCS pexXuMBbI 1vdpa pexkuM rammupoBaHus (Output Feedback

Mode, OFB) unu pexxum raMMUpOBaHUsI ¢ OOPaTHOI CBA3bIO
(Cipher Feedback Mode, CPB) (tabauua I1-4).
pbData
Bydep nannbix napamerpa. yHKIMSI KOMUPYET COOTBETCTBYIOIIME
rnmapaMeTpy JaHHbie B Oydep. Dopmar 3TUX JaHHBIX 3aBUCUT OT
3Havenms1 dw Param.
Ecmu napametrp — NULL, To naHHbIe He KOonupyroTcs. Tpedyemblit
pa3mep Oydepa (b 6aiitax) Bo3spamaercs epdwDatalLen. Cm. pa3-
nen «IlomydeHue naHHBIX HEM3BECTHOIO pa3Mmepa» B KoHie [lpu-
JIoXeHus 2.
pdwDatal.en
Anpec pa3Mepa JaHHBIX napameTrpa. [Ipu Bbi3oBe (hyHKUMHU OH MO
Ka3bIBaeT yucyio 6auT B O6ydepe pbData. Tlocne e€ ucnonHenus
rapaMeTp 3amacTcsl YUCIOM OaiiT JAHHBIX TapameTpa, CKOMUPOBaH-
HEIX B Oydhep phData.

lpumeyaHue

Korna o6pabaTtbiBaoTcsl Bo3BpalllaeMble B Oydepe 1aHHbBIE, MpU-
JIOXKEHHE JIOJDKHO MCTOJb30BaTh (DAKTUYECKUi pasMep qaHHbIX. OH
HEMHOI'0 MEHbIIIe, YeM pa3Mmep Oydepa, yKazaHHbBII Ha Bxoae. Ha
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Bxole pa3Mep Oydepa 0ObIYHO 3aar0T TaKUM, YTOOBI Oydepa xBa-
TaIO TS TIOJTyYeHWST MAKCMMAIBHO BO3MOKHOIO o0keMa JaHHbIX. Ha
BBIXOJIE TTEpeMEeHHas1, Ha KOTOPYIO YKa3bIBaeT JaHHbII MTapaMeTp, Mo-
KazbIBaeT (haKTUUECKUIT pa3Mep JaHHBIX, CKOMMPOBAaHHBIX B Oydep.

dwFlags

3HaueHus (aroB. DTOT mapameTp 3ape3epBUpPOBaH AJIs Oymyiie-
IO WCTIOJIb30BAHUSI U JOJDKEH OBITh HYJIEBBIM.

Bosspawjaemoe 3sHa4yeHne

ITpu ycnetrHoM 3apepienm K yHkuwst Bo3spaiaer TRUE, B mpo-
TuBHOM ciydae — FALSE. Ecnu Bo3Bpamaercs BeamurHa FALSE,
COOTBETCTBYIOIIMIA KOJI OIIMOKU MOXHO TIOJYYUTh Yepe3 GyHKUu0
GetLastError,

* ERROR_INVALID HANDLE

*  ERROR_INVALID,>ARAMETER
* ERROR_MORE_DATA

* NTE_BAD_FLAGS

* NTE_BAD_KEY

* NTE NO KEY

* NTE_BAD TYPE

* NTE BAD. UID

KommeHTapun
B tabmuue 11-4 nepeuncieHbl peXXvMbl IIM(POBAHKS, ONpeeIEH-
HbIE B HACTOSILIIEE BPEeMsI.

Ta6nuua M-4. Pexumsbl winudpposaHus

Pexum mudpoBanus Onucanue

CRYPT MODE CBC Ilndp mpocToii 3aMeHbI € 3alleIUIecHUEM
(Cipher Block Chaining Mode, CBC).

CRYPT_MODE CFB  PexxyM raMMMpPOBaHMsI C OOPATHOI CBSI3BIO
(Cipher Feedback Mode, CEB).

CR YPT >10DE ECB Illudp npocroii 3amens! (Electronic
Codebook Mode, ECB).

CRYPT MODE OFB Pexum rammuposanus (Output Feedback

Mode, OFB).

B tabnuue I1-5 nepeuncieHsl OUTOBbIC (yiarv, KOTOpble (PYHKIUS
Bo3Bpaiaer npu 3amnpoce napamerpa KP_ PERMISSIONS. ®ina-
M MOTYT ObITb CKOMOMHUPOBaHBI onepalueil nopaspsimHoro MJIN.
D1 ¢arm UTHOPUPYIOTCS B KpuUIITONpoBaiinepax Microsoft B
Windows 95/98 u Windows NT 4.0. Windows 2000 UCIOJIb3YIOT
tonbko iar CRYPT EXPORT. OmHako Apyrue KpUIITOIpOBaii-
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JCPbI MOI'YT UCITIOJIb30BaTh IaHHBIC d)nam JJIA YCTAaHOBKM OTrpaHU-
YEeHU Ha MCITOJIb30BaHME KIII0Ya.

Tabnuua MN-5. ButoBble Gnary orpaHNYeHnin Ha NCMNoNb30BaHWe Kiva

®ar 3navenne
CRYPT DECRYPT Paspenrero 3ammdpoBaHue.
CRYPT ENCRYPT  PaspeueHo pacumdyposanue.

CRYPT EXPORT  PaspelileH 3KCIOPT KITIOYA.

CRYPT MAC PazpertieHo ncmop30BaTh KITOY TSI CO3TAHUS
00BeKTa Xel-(YHKIIMH.

CRYPT _READ PazperieHo uTeHMe 3HaYEHUS KITIOYa.

CRYIPT_ WRITE Pa3pe|neHo_ycraHaB.lMBaTh3HAYEHUE KITIOYA.

JonosnHutesnibHas nHpopmaums

Windows NT/2000: nHeooxomuma Windows NT 4.0 wm crapiie.
Windows 95/98: Heooxommma Windows 95 OSR2 wm crapiie (v
Windows 95 u Internet Explorer 302 wm crapiie).

3aroJloBoK: MpoToTUN B (haiiie wincrypt.h.

bubmoreka: advapi32.dil

Cm.  makaice

CryptSetKeyParam

CryptGetUserKey

®ynakiusa  CryptCetUserKeygsozepawaem NECKPUIITOP OMHOUW U3
TIOCTOSIHHBIX KJTIOYEBBIX Tap. OTa MyHKIMS UCTIONB3YEeTCs TOJbKO
BJIaIesIblIEM KJTIOUEBBIX AP M TOJIBKO KOTIA TOMYYeH NECKPUTITOP
COOTBETCTBYIOILIETO KITIOUEBOTO KOHTElHepa,

BOOLWINAPI CryptGetUserKey(

HCRYPTPROVhProv,

DWORD dwKey Spec,

HCRYPTKEY *phUserKey

);

lMapameTpsbi

hProv

fin] JleckpunTop Kpumronposaiinepa. /laHHBIN MECKPUNTOP IOJI-

>KeH ObITh MPeaBapUTETHHO TIONYYeH Yepe3 BbI3oB GyHKIMU Crypt-
JcquireContext.

dwKeySpec

[in] NUnentndukaTop 3ampaimBacMoro ceKpeTHoro kimoda. Iapa-
metp MoxeT mpuHuMath 3HaueHnsI AT STGNATURE rwm AT KEY-
EXCHANGE.
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JonoTHUTEIPHO HEKOTOPhIe KPUIITOIIPOBAKAECPHI peai3yIoT Yepes
9Ty QYHKIIAIO JOCTYI KAPYTUM IT0Ih30BaTeIbCKUM Kimrodam. Tlom-
pobOHee 00 3TOM — 1 JOKYMEHTAILIMK Ha COOTBETCTBYIOIII KPHI-
TOIpoBamaep.

pk UserKey
[out] Ampec, o KoTopoMy OYHKITMST KOTIMPYET NECKPUIITOP KIIrova.
Bozepawaemoe 3nauenue

Ipn ycriemHom 3aBepiennn ¢ynkmus sosspamaer TRUE, B nipo-
ripnont cayuac — FALSE. Ecom Bo3spamaercs BennunHa FALSE,
COOTBETCTBYIOILIMI KO OLIMOKKM MOXKHO TOJYUUTh Yepe3 (PYHKIINIO
GetLastError.

* ERROR_INVALID_HANDLE

*  ERRORJNVALID_PARAMETER

* NTE_BAD_UID

* NTE_BAD_KEY

* NTE_BAD_TYPE
Jlonoanumeasnas ungopmayus

Windows NT/2000: neooxomruma Windows NT 4.0 wmm crapiie.

Windows 95/98: Heobxonuma Windows 95 OSR2 wnu crapie (i
Windows 95 u Internet Explorer 302 wmm crapiue).

3aroIoBOK: IIPOTOTHIT B daitnie wincrypt.h.

bubmmoreka: advapi32.dil

Cm. Takke

CryptAcquire Context, CryptDestroyKey, CryptGenKey

CryptimportKey

®yukums CryptimportKey victionb3yeTcsl 11 UIMIIOPTa KPUTITOT -
paduueckoro Kiroya u3 KIIoueBoro 07106a B KOHTEIHEp KPUIITOI-
poBaiinepa, a Takxe Uit uMropta Schanncl cecCMOHHBIX KITIOUei,
OOBIMHBIX CECCMOHHBIX KITIOYEH, OTKPBITBIX KITIOYEH W KITFOYEBBIX
nap. Bo Bcex ciyyasix, KpoMe ciydasi OTKPBITBIX KJTioueit, nHdop-
Malusi B KJIIOYEBOM (riobe 3ammdpoBaHa.

BOOL WINAPI CryptimportKeyC
HCfIYPTPROV UProv,

CONST BYTE *pbData,
DWORDdwDatalLen,

HCRYPTKEY himpKey,
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DAORD dwFlags,
HCRYPTKEY «phKey
)

ITapameTtpni
hProv

[in] Aeckpuntop Kpuntonposaiiaepa. Ero ciemyer npeaBaputebHO
MoJyuyuTh yepes BbBou byHK1UU CryptAcquireContext.

pbData

[in) Bydep, comepxammii kinodeBoii 6100. OH 3KCIOPTUPOBAaH
dynkuueit  CryptExportKeyuz naHHOrO TPWIOXEHUS WIM ApY-
TOTO TIPUJIOKEHUSI, BOSMOXHO 3aITyIlIEeHHOTO Ha YIAJIEHHOM KOM-
TbIOTEpE.

KimoueBoit 65106 COCTOUT M3 CTAHAAPTHOTO 3arojioBKa U 3aiiundpo-
BaHHOTO KJTIOYA.

dwDatalen

[in] JdnuHa kirodeBoro Gao0a B Gaiitax.

himp Key

[in] 3HaueHue 3TOrO MapameTpa 3aBUCUT OT UCTIONB3YEeMOTO KPHUTI-
TOIPOBAiiiepa U TUTIA UMIIOPTUPYEMOT'O KJIFOUEBOTO Or100a.

Ecmu xmoueBoit 67100 3amnmmgpoBaH Ha OTKPBITOM KIlloue OOMEHa,
Hanpuvep SIMPLEBLOB, ator napamerp MOXeT ObITb J€CKPUTI-
TOPOM CEKPETHOTO KJTtoua oOMeHa.

Ecim xroueBoit G106 3aidpoBaH Ha CECCHOHHOM KITIOUE, Harlpy-

mep PRIVATEKEYBLOB, sToT mapamerp comep:XuT AeCKPUITOP
CECCUOHHOTO KITIoYa.

Ecmm xmoueBoii 6100 He 3anmdposad, HanpuMep PUBLICKEY
BLOB. 3t10T NMapameTp He MCIOJBL3YETCSI U IOJIKEH ObITh HYJIEBBIM.

Ecmu xmoveBoit 61106 3amm¢poBaH Ha CECCHOHHOM Kimode B Schan-
nel xpurnrronpoBalnepe, Haripumep OPAQUEKEYBLOB. stoTma-
paMeTp He UCTOJIb3YeTCsT U TOKEH OBbITh HYJIEBBIM.

dwFlags

[in] 3Havyenue ¢mara. B Hacrosiiee BpeMst OIpeneeHbl CIemyIo-
1Me 3HauYeHus1 (hIaroB.

*  CRYPT_EXPORTABLE

MMIopTHpOBaHHBIN KITFOY MOXXHO CHOBA 3KCITOPTUpoBaTth. Ecm
o10T (iar He ucnosb3yercsi, To Bb3oB dyHkuuu CryptExport-
Key Beprer FALSE.

12-4775
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+ CRYPT_OAEP

®gar 3amaer ucnojb3oBanue npu ummnopre SIMPLEBLOB
paciidpoBaHue 1Mo anroputMy RSA ¢ mpuMeHeHHeM CXeMbl
RSAES-OAEP, nipenycmotpenHoit a cranaapre PKCS #1 Bep-
cuu 2.0. Tlo ymomyanuio pacimdpoBaHue no ajropumy RSA
npoucxoautc npumeHeHueM cxembl RSAES-PKCSI-vl 5.

*  CRYPT_NO_SALT

Jns cecCMOHHBIX Kimroueit muHoi 40 6ut MoauduKaTop He co-
3MaeTcsl.

phKey

[out] Anmpec, o KotopoMy (PYHKIIMSI KOITMPYET IECKPUTITOP UMITOP-
THPOBAHHOTO KJIIOYA.

Boszepawaemoe 3nauenue

Ipu ycrientHoM 3aBepitieH i 1 1 ¢pyHkius Bo3Bpaiiaer TRUE, B mpo-
tuBHOM ciyyae — FALSE. Ecnu BozBpaiaercst Betuunna FALSE,
COOTBETCTBYIOIINI KO OIIMOKUA MOXHO TOTYYUTh Yepe3 (hyHKIMIO
GetLastError.

* ERROR_BUSY

* ERROR_INVALID_HANDLE

+ ERROR_INVALID_PARAMETER

* NTE BAD_DATA

*  NTE_BAD_FLAGS

* NTE_BAD_TYPE

* NTE_BAD UID

* NTE_NO_MEMORY
AdononuntenbHaa nugpopmauns

Windows NT/2000: neooxonnma Windows NT 4.0 winu crapiue,

Windows 95/98: nHeobxonuma Windows 95 OSR2 wiu crapiie (vmu
Windows 95 u Internet Explorer 3.02 unu crapiue).

3arosioBoK: MpOTOTUMN U (haiine wincrypt.h.
Bubnuoteka: advapi32.dil

Cm. Takxe

CryptAcquireContext, CryptDestroyKey, CryptExportKey
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CryptSetKeyParam

®Oyukuus CryptSetKeyParamycmanasauéaem mapameTpbl KITioda.
JleWicTBIe YCTaHOBICHHBIX MTAPaMEeTPOB PACIIPOCTPAHSIOTCS TOJb-
KO Ha OITHY CEeCCHIO.

Microsoft Base Cryptographic Provider He mo3BosisieT 3amaBaTh
mapaMeTpbl Ha Kmoun DIII u xmodyeBoro ooMeHa. OmHako, Apy-
IVie KpUMITONpOoBaiifiepsl, Hanpuvep Microsoft Base DSS and Diffie-
Hellman Cryptographic Provider, mcrnomib3yior 3Ty QyHKIIUIO C
LIEJTBIO OTIpeieNIeHs TTapaMeTPOB HAa HECUMMETPUUHBIE KITIOUH,
BOOL WINAPI CryptSetKeyParam(

HCRYPTKEY hKey,

DWORD dwParam,

BYTE *pbData,

DAMORD dwFlags

);

MapameTpbl

hKey

[in] deckpunTop Kiroya, MapaMeTpbl KOTOPOTO YCTaHABIWBAIOTCS.
dwParam

[in] 3HaueHMe TTapameTpa.

st Bcex TUTIOB KIItoueil BeJTMUUHY dwParam MOXHO YCTaHOBUTH
B OJIHO W3 CJIEAYIOIIMX 3HAYEHUIA.

*  KP_SALT

IMapameTppb Data yka3biBaeT Ha MacCHB, CONEPXAIIMii HOBBII MO-
mudukatop kimoda. Pasmep MomudukaTopa Kioya 3aBUCUT OT MC-
MOJIb3yeMOTro KpUMnTorpoBaiinepa. [lepen TeM Kak ycTaHaBIMBaTh
9TOT TMapameTp, MPUJIOXEHWE MOXET OINpeneuTb HEOOXOMUMBIA
pa3Mep, BbI3BaB QyHKLMIO CryptGetKeyParam. B KpuritonpoBaii-
nepe Microsoft Base Cryptographic Provider momugukarop Kimo-
4ya 10 YyMOJTYAHUIO SIBJISIETCS] HYJIEBBIM.

* KP_SALT_EX

IMapamerp pbData ykasbiBaeT Ha cTpykrypy BLOB, B KoTOpOIt
CoIepXUTCS HOBBI MomuduKaTtop Kioda. JLomoTHUTENbHYIO
nHGopMaLIo Bbl Hailnere B onucaHuu napamerpa KP SALT.

* KP_PERMISSIONS

IMapametppbData yka3eiBaeT Ha 3HadeHne DWORD, conepka-
1iee 6uToBbie (JIarv, KOTOPBIE OMPENENSIIOT OTPAHUYEHUST Ha
WCIOIb30BaHMs Kimoya. [lonpobHee 06 3TOM — B OMUCAaHUU
GYHKIIUUA CryptGetKeyParam,
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* KP_ALGID
IMapameTp pbData yxa3piBaeT Na UACHTU(DUKATODP aJrOpUTMA.
DTOT mapaMeTp MCITOJIb3yeTCsT TIPHU KIII0YeBOM oOMeHe B Micro-
soft Base DSS and Diffle-Hellman Cryptographic Provider v
COBMECTUMBIX KpunTomnpoBaiiaepax. Korma OTKpPBITBIA KITIOY
KJII0YEeBOI Tapbl 0OMeHa MMITOPTUPYETCSl B KPUITTOIIPOBAMICD
dyuxuwueit  CryptlmportKey,mo napamerp KP ALGID ycra-
HaBJIMBAeT aJrOpUTM IIMGPOBAHUST MOJYYEHHOTO CECCUOHHO-
ro kio4da. TOJIbKO MOCje 3TOro KoY TOTOB K MCTOJIb30BaHUIO.

Ecnu mapamerp hKey OTHOCUTCSI K CECCHOHHOMY KITIOYY, BEIUYU-
HY dwPoeam MOXHO YCTAaHOBUTH B OIHO M3 CJICAYIOIINX 3HAYCHUIA.

* KP_EFFECTIVE_KEYLEN

DTOT mapaMeTp MCIOJb3yeTcsl TOJbKO ¢ KimodamMu RC2 u mo-
OaBiieH Wit coBMectTuMocTu ¢ Microsoft Enhanced Crypto-
graphic Provider Windows NT 4.0 Service Pack 2. B aroii pea-
nu3anuu minHa kmodeir RC2 cocrasisina 128 6ur, HO addek-
TMHHasiIMHa Kiaoya — Beero 40 out. [1nst odpaTHoii coBMec-
TUMOCTH 3TO CBOMCTBO coxpaHeHo. OnHako 3(hHeKTUBHYIO 111 -
<+ KJIF0Ya MOXIIIO YCTaHOBUTH Oosiee 40 OUT C TTOMOIIBIO (PyHK-
uuu  CryptSetKeyParamc napametpom KP_EFFECTIVE_
KEYLEN. ¥YcranasmBaeMoe 3HaY€eHNe TIepelacTCs B TTapaMeTpe
pbData xak ykazatenb Ha 3HaueHne DWORD. MunumanbHas
addexTHBHAs ATMHA KJIIOYa B KpUIITOINpoBaiiaepe Microsoft
Base Cryptographic Provider paBHa 1, a MakcumaiibHast - 40 GuUT.
B xpunronposaiinepe Microsoft Enhanced Cryptographic Pro-
vider MuHUManbHas pasHa 1, a Makcumanbhas — 1024 Oura.
DdbdexTUBHYIO UIMHY CJeayeT YCTaHOBUTH IO IPOBEIECHUS
ornepanuii 3amndpoBaHust WK paciindpoBaHUsI.

*  KP_IV
[Mapamerp”/) Datayka3bpiBaeT Ha CUTIXPOITOCKHLUT K Y. Pazmep cuH-
XpOIIOCHUTKMA B Oaiitax paBeH [pa3mep Oioka B Ourtax/8]. Ha-

HpUMED, eciau pa3Mep 00ka 64 6uTa, TO CUHXPOIOCHLUIKA PaB-
Ha 8 GaiiTaM.

ITo ymonyaHuio B KpulrornpoBaiigepe Microsoft Base Crypto-
graphic Provider cMHXpONOCHIJIKA paBHA HYIIO.

*  KP_PADDING
IMapameTp pbData ykaspmact Ha 3HaueHne DWORD, ompene-

JIsTIolee crnocod JoToTHEHWs. B HacTosimee BpeMst (1111 16111
crioco0 nonosHeHuss PKCS5 PADDING.
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*

KP_MODE

IMapamerppbData ykaspBaer HazHaueHne DWORD, ompene-
Jistioniee pexkum 1 pobaHus. CiMCOK BOBMOXHBIX PEXKUMOB —
B onucanuu dyukuuu CryptGetK.eyPa.ram.

Ilo ymomuanmio B KpumnrolpoBaiinepe Microsoft Base Crypto-

graphic Provider pexum mmdpoBaHUs ycTaHaBIMBaeTCS B
CRYPT_MODE_CBC.

KP_MODE_BITS

IMapamerp pbData yxa3piBaeT Ha 3HaueHrue DWORD, ompcne-
JISIIOILIEC YMCII0 OUT 0OpaTHOI CBsI3u. OM TPUMEHSIETCS, TOJIBKO
KOIJIa UCTIONIBb3YIOTCSI PEXXMUMBI TIPOCTON 3aMEHBI C 3alleTUIeHU-
eM (OFB) mwm rammupoBanus ¢ ooparHoii csi3bio (CPB) (Tad-
mna [1-4).

I1o ymomuanuio B KpuntorpoBaiinepe Microsoft Base Crypto-
graphic Provider uncio 6ur oOGpaTHOI CBSI3U paBHO BOCHMIU.

Hnst xmoveit DSS u [iudun — XeumMaHa onpefetsiioTcst CIemyio-
1IMe TTapaMeTpPhbl.

*

KP_P

[MapamerppbData yxasbiBaeT Ha 3HaueHue momyist P. JlaHHbIe
nepepatorcst B popme BLOB crpykrtypsl, tne wien p b/Imeyka-
3bIBaeT Ha Oydep, a uneH chData onpenensier pavep. JaHHbie
repeaaloTcsi 6e3 3arojloBKa, TMEPBbIM TEPENacTCcsl cCaMblil Myaji-
muii 6ait (popmar «little-endian*).

KP Q

ITapametp pbData yka3piBaeT Ha mapamerp Q. JlaHHBIE mepe-
natorcst B popme BLOB crpykTyphel, tme wieH pbData yKasbi-
BaeT Ha Oydep, a wieH cbData onpeneis €T pa3Mep. JlaHHbIe
repenalTcs 6e3 3arojioBKa, MepBbIM TepenaeTcsl CaMblil MIlaI-
mmii 6aitT (popmar «little-endian»)

KP_G

Ilapamempp6.0iifa yka3piBaeT Ha 3HaYeHMe reHepaTtopa G. JlaH-
HEbIe TIepenatorcs B ¢opme BLOB cTpyKTypHl, re WwieH piiAs 20
yKa3bIBaeT Ha Oydep, a wieH chData onpenenser pa3mep. JlaH-
Hble TIepenaroTcs 0e3 3arosioBka, IMEpBbIM TepenaeTcst caMblit
miaammuii Gaiit (popmar «little-endian»)

KP_PUB_ PARAMS

IMapameTtp pbData yka3biBaeT Ha 3HadeHUe mmapamerpoB P,Q,G,
Hannbie nepemaiotcss B opme BLOB cTpykTyphl, Ime wieH
pbData ykazeBaer Ha ctpykrypy DHPUBKEY VER3 uwmu
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DSSPUBKEY_VER3 BLOB. /lannble mepenatorcst 06e3 3aro-
JIOBKA, TEPBBIM MepeaaeTcsl caMblii Miaammuil Gait (dopmar
little endian). Jleckpunrop Kitoua, A KOTOPOTro ycTaHaBJIM-
BAIOTCA 3TU MApaMETPhI, CIEAYET MOJYYUTh C UCIIOJIB30BAHUEM
(mara CRYPT PREGEN. Ilocsie Takoro BbI30Ba IPUIOKEHNE
JNOKHO BbI3BaTh GyHkuMio CryptSetKeyParam mnapameTpoM
KP_Xnns 3aBepiiieHust reHepalu KiitodeBoit mapel. [lapamerp
KP PUB_PARAMS mno3BosisieT yCTAHOBUTH BCE MapaMeTphl C
TOMOIIIBIO OJHOTO BbI30Ba (DYHKIIUM, a HE TpeX C mapaMeTpamu
KP_P KP_QUKP_G.

pbData

[in] Bydep nannbix. [Ipu BbI3oBe (GYHKIIUU OH IOJDKEH CONEPXKATh
JNaHHbIE, COOTBETCTBYIOLIME 3HAYEHUIO TMapamerpa B dwParam.
®opmar JaHHBIX 3aBUCUT OT THIA TMapamerpa.

dwkFlags

[in] 3nayeHust raroB. B Hacrosmumee BpeMsi MCIOMB3YETCSI TOJBKO
¢ mapamerpoMm KP ALGID. Tlapamerp dwFlags MOXHO UCIIOJIb30-
BaTh [UIsl YCTAHOBKW 3HAYEHMSI JUITMHBI KJII0Ya M JAPYTUX 3HAUEHUIA
¢yaroB, KOTOpbIe MPUMEHSIIOTCS ITPU TEHEPALIUY TOTO XKe TUTIA KITI0-
ya B ¢yHkuuu CryptGenKey. OnucaHue BO3MOXHBIX 3HAYEHUM
¢naros Bbl Haiinere B onucanuu byHkuuu CryptGenKey.
Bo3sBpawjaemoe 3Ha4eHne

Ilpu ycnentnoM 3aBepiieHun dyHkiys Bo3ppainaeTTRUE, B mpo-
tuBHOM ciyyae — FALSE. Ecnu BosBpamnaercst BenuuriHa FALSE,
COOTBETCTBYIOIIUI KO OIIMOKUA MOXHO TMOJTYyYUTh Yyepe3 QYHKIINIO
GetLastError:

* ERRORBUSY

* ERROR INVALID HANDLE

*  ERROR_INVALID PARAMETER
* NTE_BAD_FLAGS

* NTE_BAD_TYPE

* NTE_PERM

* NTE_FIXEDPARAMETER

* NTNTEJ3AD UID

* NTE_FAIL

KommenTapun

Ecnu nmapamerpel KP_O , KP_P wi KP_A ycraHaBnuBawoor dis
kimoya DSS wim Audpdu — XenamaHa, co3maHHOTO ¢ (paroM
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CRYPT_PREGEN, ux 1iMHbI JOJDKHBI OBITH COBMECTUMEI C IJIH -
HOU Kmoda, yKazaHHOU B dyHkumu CryptGenKey.Ecau B cTap-
mumx 16 6utax mapamerpa dwkFlasg dyukiun CryptGenKey siBHO
WT YKa3aHa JUTMHA KJTIo4a, TO UCTIONIb3YETCs pa3Mep 110 YMOITYaHUIO.
B atoMm ciygae pasmepsl mapameTpoB P, O 1 A mOKHEI OBITH CO-
BMECTMMBI C IJTMHOM KJTI0Ya 10 YMOJTYaHUIO.

Cxema nonomHeHuss PKCS5 PADDING onpenenena 8 PKCS #5.
Ilpy ee ucCMoNb30BaHUM TOCIIENOBATEILHOCTh BCET/A AOTIOTHSIET-
cs1, Take B clydyae, Korja e€ IJIMHA KpaTHa ITuHe O6ioka mmdpoBa-
Hus. [TocnenoBaTeTbHOCTb JOTIOTHEHUST COCTOUT M3 OaiT, KaxKIbIid
U3 KOTOPBIX paHEH YKCITY JOTIOTHUTENbHBIX OaiT. Ecnmu momosnHsi-
€TCsl TIOCJIeIOBATENIbHOCTh M3 24 GUT, MOC/IeNoBaTeIbHOCTD JI0TTOJ-
Henwust paBHa «03 03 03». Ecim monosHsieTcst 64 Gura, IocienoBa-
TeJIbHOCTh HomoiHeHus paunHa «08 08 08 08 08 08 08 08».

HAononuurenbHas nHgpopmavmns

Windows NT/2000: neooxommma Windows NT 4.0 wm crapie.
Windows 95/98; Heooxonuma Windows 95 OSR2 unu crapiie (vim
Windows 95 u Internet Explorer 302 wnu crapiie).

3aroyIoBoK: MPOTOTUII B (haiisre wincrypt.h.

Bubmoreka: advapi32.dll

Cwm, Takke

CryptGenKey, CryptGetKeyParam

CryptDecrypt

®yukumst CryptDecrypt UCTIONB3yeTCsl UIsT paciIndpoBaHys TaH-
HBIX, TpeaBapUTeIbHO 3ammppoBaHHBIX GyHKUMeir CryptEncrypt.
OZ[HOBpCMCHHO BO3MOXKHO XCHIMPOBAHUE OAIIIIX.

BOOL WINAPI CryptDecrypt{

HCRYPTKEY hKey,

HCRYPTHASH hHash,

BOOL Final,

DWORD dwFlags,

BYTE *pbData,

DWORD «pdwDatalLen

);

MNapameTpsbi
hKey

[in| [lecKpUIITOp CECCMOHHOIO KITIOYa, MTPUMEHSIEMOTO [UTST pacIimd-

pOBaHMsI JaHHBIX. [IpUIOKeHME TIONydaeT ero, WCIob3ysT (HyHK-
uuio CryptlmportKeyuau CryptGenKey,



350 MpuknagHaa kpuntorpadus

DTOT KIIOY OIpenessieT UCIIOAb3yeMbIi alTOpUT™M 1 POBAHUSI.
kHash

[in] deckpuntop oobekTa xeui-pyHkiuu. Eciu naHHble oqHOBpe-
MEHHO PacIM(pPOBLIBAIOTCS U XEIIUPYIOTCS, TO IECKPUIITOP O0BEK-
Ta XeIIMPOBaHUsI MepefaeTcsl B 3TOM MapaMeTpe. B mporenypy xe-
IIMPOBaHMS JaHHBIE TIepeaaloTcs mocie paciigpoBaHus. DTy BO3-
MOXHOCTb YIOOHO HCIIOJIb30BaTh, €CJIM JaHHbIE OITHOBPEMEHHO
paciudpoBbiBaloTcs: U mpoBepsiercss DLIIT.

Jlo Toro kak BbI3BaTh QyHKI1UIO CryptDecrypt,npusoxcerue n10mi-
JKHO TIOJIYYUTb JECKPUINTOP 00BEKTa Xelll-(DYHKIIMM, BbI3BaB (hyH-
xumio CryptCreateHash.Ilocae paciindpoBaHus 3Hau€HME Xellla
MOXHO TMOJy4uTh BbI3oBoM GbyHKUUM CryptGetHashParam,noo-
mucatb ¢dyHkuuelr CryptSignHaskuau nepenatb i1 IPOBEPKU
SUII B dynkuuio CryptVerifySignature.

Ecnu 3HaueHue Xelia He BEIYUCTISIETCS, ITOT MapaMeTp JA0KeH ObITh
paBeH HYIIIO.

Final

[in] ByneBa Benumuuna. OmnpenensieT, SIBASIETCS JU MepedaHHbIN
GYHKIUM OIOK TOCJEIHMM paciiv(poBaHHLIM OJIOKOM JaHHBIX.
OHa noypkHa 66Tk ycTaHoBieHa TRUE, ecim ato mocnennuii (viu
coierieHHBIN ) 610K, u FALSE — B mpotuBHOM ciydae. Cwm. pas-
nen «KommeHTapumn».

dwkFlags

[in] 3navyenus ¢aroB. B HacTosIIIee BpeMst onpeaeeHO OMHO 3Ha-
yeHue ¢Jiaros.

* CRYPT_OAEP

Ilpu ycraHoBKe 3TOrO (hyara paciirdpoBaHUe MIPU UCIOIb30-
vaHuu ajroputMa RSA mpoucXoauT ¢ MpUMEHEHUEM CXEeMBbl
RSAES-OAEP, nipenycmotpeHHoli B cranmapte PKCS #1 Bep-
cun 2.0. Ilo ymonuyanuio pacimdppoBaHue 1Mo anroputMy RSA
BBIMOJIHSIETCS ¢ TIpuMeHeHreM cxembl RSAES-PKCSI-vl_5.

®nar ucnonb3yeTcs ¢ Kpurromnpoaiinepom Microsoft Enhan-
ced Cryptographic Provider, Hauunas ¢ Windows 2000.
pbData

[in/out] Bydep, conepxkarimii naHHble i paciidpobanus. [ocne
paciidpoBaHUsl OTKPBITHIN TEKCT MOMEIIAeTCsl B TOT e CaMblii
Oydep.
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pdwDatalen

[in/out] Vkaszatenp Ha 3HayeHue DWORD, KoTOpoe comepKuUT
nJauHy oydepa naHHbIX. [Ipu BbI3oBe (DYHKIIMU STOT MapamMeTp Orn-
penensieT yriciao oairt mudprekcra B 0ydepe pbData. Eciau ucronb-
3yeTcst 6J10uHbIN KM@ p, a npusHak Final — FALSE, 310 3HaueHue
JIOJDKHO OBbITh KpaTHBIM AJIMHE OJioKa 1ivdpa.

Uepes 5TOT mapamerp (YHKIIMS BO3BpalIaeT yKas3aTelb Ha YKUCIO
0aliT OTKPBLITOTO TEKCTa, IOMELIeHHOro B Oydep pbData.
BosBpalyaemoe 3HavyeHne

I1pu ycnewrHoMm 3aBepuieHuu pyHkuus Bo3spauaer TRUE, B po-
TuBHOM ciyyae — FALSE. Ecnu Bo3Bpamnaercs BennuuHa FALSE,
COOTBETCTBYIOIINI KO OLIMOKU MOXKHO TOJYYUTh Yyepe3 hYHKIIUIO
GetLastError,

* ERROR_INVALID HANDLE
*  ERROR_INVALID PARAMETER
* KTE_BAD_ALGID

*  NTE_BAD FLAGS

* NTE_BAD_HASH

* NTE_BAD_DATA

* NTE_BAD_UID

* NTE_BAD LEN

*  NTE_FAIL

KommeHTapun

PacuidpoBaHue 60JblIOro o0bEMa JaHHBIX MOXHO BbIMOJHSTH IO
6J10KaM, MHOTOKpaTHO BbBbBass CryptDecrypt. Dnar Final cie-
nyet ycraHoBuTh B 3HaueHue TRUE Tonbko 1ipu nocienHem obpa-
mennmm K CryptDecrypt, 4ToObI Mpoliecc paciunud@poBaHUs 3aBep-
muiacs ao/LKHbIM oopaszom. Korna napamerp Final papeH TRUE,
BBITIOJIHSIOTCSI CJIEAYIOINe NOTOTHUTEbHbIE NeHCTBUS:

*  ecnu MpUMeEHsIeTCs KIo4d 6J1o4Horo mudpoBaHUsl, JaHHBIE 10-
TMOJTHSIIOTCSI 1O [IMHBI, KPATHOW pa3Mepy mmdpoiioka. st om-
pedejieHUs1 OJIWHBL MK pOIoKa wucronb3yiite CryptGetKey-
Param ¢ napmctpom KP_BLOCKLEN;

*  eClM WCIIONIb3yeTcsl mudp B pekrMMe raMMUPOBaHUsI ¢ obpar-
Holt cBI3b10, @YHK U Crypt Decrypt yCTAHOBUT PETUCTP OOpaT-

HOI cBs13u 1M dpa, paBHbII pa3Mepy ¢ U 1 X1 X pOITOCHUIKU KJTF0Ya, YTO

TIO3BOJIAT €€ ucrioyib30BaTh B CJIEAYIOIIEM OJ10Ke JaHHBIX;
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*  ecM UCTOJIb3yeTcsl MOTOYHbIN mudp, dyukuus CryptDecrypt
YCTAaHOBUT IIU(P B €ro HayaIbHOE COCTOSIHUE IJISI CIeayole-
TO 3ampoca.

B Windows 2000 xpunromnposaiinep Microsoft Enhanced Crypto-
graphic Provider v 1O momaepxuBaeT HeMOCpeACTBEHHOE MIUMPO-
BaHUE Ha OTKPHITOM Kmode RSA u paciimdpoBaHue Ha CEKPeTHOM
kmode RSA. Tlpu mmdpoBaHuM UCTIONb3yeTcsl (popMaT TOMOTHEe-
Hus PKCS #1 Bepcuu 2, nipu pacuugposaruu NONOJIHEHUE TTPO-
BepsieTca. dnuHa mmgpTeKeTa npy paciigpoBaHUU I0KHA CO-
BragaTh ¢ AJIITMU Momynei RSA kimoua, ucnonbdyeMoro mnpu
pacudppoBaHud. Ecau mmprekcT umMeeT HyJIU B CTapiluux Oaii-
Tax, TO UX CJIeAyeT BKIIIOUUTh BO BXOAHOI Oydep u ydecTb B JJIMHE
BxogHoro Oydepa. Illudprekcr Hamo mepemaBath B ¢opmare, e
MepBbIM TIepeaacTcsl caMblii MiTaaimnii 6ait (opmar «little endian»).

HononHntenbHas nHpopmaumns
Windows NT/2000: nHeobxomuma Windows NT 40 wiu crapiie.

Windows 95/98: Heobxomuma Windows 95 OSR2 wnu crapiie (miu
Windows 95 u Internet Explorer 3.02 unu crapiie).

3aroyioBoK: mpoToTtun B (aitie wincrypth.
bubmuoteka: advapi32.dil

CM. Takke

CryptCreateHask, CryptEncrypt, CryptGenKey, CryptGetKey-
Param, CryptGetHashParam, CryptimportKey, CryptSignHask,
CryptVerifySignature

CryptEncrypt

®yukuusa CryptEncrypt NCnionb3yeTcst i 3aliu@poBaHus JaH-
HbIX. AJITOpUTM 1IUGPOBAHUSI TAHHBIX OMPEACNISETCS KIIIOUOM, Iie-
penaBaeMbIM 4epe3 TapameTrp hKey.

BOOL WINAPI CryptEncrypt(
HCRYPTKEY hKey,
HCRYPTHASH hHash,

BOOL Final,

DWORD dwFlags,

BYTE *pbData,

DWORD *pdwDatalen,

DWORD dwBuf Len

it
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MapameTpsl
hKey

[in] JdeckpunTop CECCUOHHOIO KIlo4ya, MCIOIb3yeMOro IS 3alnd-
poBaHUs JaHHBIX. [IpuoxkeHue MojiydaeT 3TOT JeCKPUIITOP, MC-
nonb3ys GyHkuuio CryptCenKeyuau CryptimportKey.

BT0T KoY omnpeneisieT IPUMEHSIEMbI aJllOPUTM LIM(ppOoBaHMSL.
hHash

[in | Aeckpunrtop oobekTa Xeui-(pyHkiuy. Eciu naHHbIe omHOBpe-

MEHHO 3alI()POBBLIBAIOTCS M XELITUPYIOTCS. TO NECKPUIITOP 00bEeK-
Ta xell-(pyHKIIMKU TepeaaeTcss B 3ToM Iapamerpe. B mpouenypy xe-
IIMPOBaHMSI JaHHbIE TIEPENaloTCs 10 3aliudpoBaHusl. DTy BO3MOX-
HOCTb YIOOHO MCIOJIb30BaTh, €C/IM AaHHbIE OIHOBPEMEHHO TIOMIH -
CBIBAIOTCS W 3allM(DPOBBIBAIOTCS.

Ho Toro kak BbI3BaTh (yHkuuoo CryptEncrypt,npusodicenue non-
JKHO TIOTYy4YMTh TECKPUNTOP O0beKTa Xelll-(hyHKIIMHU, BbI3BaB (hyH-
kumio CryptCreateHash. Tlocne 3ammbpoBaHUs 3HaYeHME Xellla
MOXHO MOJIy4uTh BbI30BOM GyHKIMU CryptGetHaskParamu non-
nucatb yHkuueir CryptSignHash.

Ecnu 3HaYeHue Xelia He BBIYMCIISIETCS], 3TOT MapaMeTp JODKeH ObITh
paBeH HyJIO.

Final

[in] ByneBa BeamuuHa. Omnpenenser, SIBISETCS JU MepelaHHbII
GYHKIIMY 010K ITOCIETHUM 3alppOBaHHBIM OJIOKOM JaHHbIX. Ee
crenyet yctaHoBuTh B TRUE, ecim 310 nmocnenHuii (My eTMHCTBEH-
Hblif) 610K, 1 B FALSE — B npotuBHOM ciydae. Cwm. pasnen «Kom-
MEHTapUU».

dwFlags

[in] 3nauenust aroB. B HacTosiee BpeMsi OIpeeieHO OMHO 3Ha-
yeHue (aros.

*  CRYPT_OAEP

Korna ¢nar ycraHoBneH, 3am@poHanue Mpy UCIIOIb30BaHUU
anroputMa RSA mpoucxomur ¢ npumeHeHueM cxembl RSAES-
OAEP, npenycmorpenHoil B cranaapre PKCS #1 Bepcuu 2.0.
Ilo ymomyanuio 3ammdpoBaHe Ipy UCIOIb30BAHUU aJITOPUT-
ma RSABbinoansiercsic npumeHeHueM cxembl RSAES-PKCSI -

®rar ucnojb3yeTcsl ¢ KpUIToIpo Baii acpom Microsoft Enhan-
ced Cryptographic Provider, HaunHas ¢ Windows 2000.
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pbData

[in/out] Bydep, conepxkaiumii saHHbIe 11 3amndpoBanus. [Tociae
3amMdpoBaHUs HM(PTEKCT TTOMEIIAECTCSI B TOT XK€ caMblii Oydep.

Pasmep aroro Oydepa omnpeneneH napamerpom dwBuflen. Konu-
4yecTBO OaiiT, mojuiexxaluyx 3amugpoBaHuio, orpeiessieTcs B na-
pamerpepdmDaraLen.

Orot nmapametp ycraHapauBaioT B NULL, eciu HeoOXoaUMO TOJIb-
KO OIpeaeuTh pazMep Oydepa, TpeOyeMbli 17151 pa3MelleHus -
pTeKcTa.
pdwDatal.en

[in/out] Ykazarenb Ha 3nadenne DWORD, conepxaiiiee 1uHY
naHHbIX. [lepen BbI30BOM (YHKIMY TMTPUIOXKEHKE JOKHO YCTAHO-
BUTh 3TOT MapaMeTp PaBHBIM KOJIMYECTBY OAMT OTKPBITOrO TEKCTa,
KoTOpble TMomiexa T 3aiudpoBaHuio. [Tociae Bo3Bpara 3TOT aapec
MOKAa3bIBaET YUCJIO OalT MUppTEeKCTa.

Ecmu Gydepa, ykazanHoro pbData, He 10CTaTOYHO, TO (DYyHKIIUSA
BosBpaiaeT FALSE ¢ komom o6k ERROR MORE DATA, nipu
3TOM KOIUpYeT TpeOyeMbiii pasmep Oydepa B OaiiTax B IepeMeH-
HYI0, YKa3aHHYI0 napmetpom pdwDatalen.

FEcaupbData— NULL, ¢pyHK1IMS KONIMpYyeT pa3Mep JaHHBIX B Oaii-
Tax B MEPEeMEHHYIO, YyKaj;iiiiivo MapameTrpoM pdwDatalen. D10
[0SR0 4eT TPUIOXEHUIO ONpeAeIsiTh TpedyeMblit pasMmep Oydepa.

Ecnu ucnonsayercst 0JI0UHBIN IIMDP, ATMHA UG PYEeMbIX JaHHBIX
JIoJKHA ObITh KpaTHOM pa3Mepy Hu¢pOI0Ka, 3a UCKIOUYEHUEM
MocJIeIHero 6I0KaIaHHbIX, MepeaBacMbl XHa 3allIMdpoBaHUE, PU
atoM ¢ar Fma/ ycranaBnubaetrcss B TRUE.

dwBuflLen

[in"| Pasmep Gydepa pbData B Gaiitax.

B 3aBUCHMOCTH OT MCIOJB3yeMOro ajJropMTMa, JJIMHA 3aluppo-
BaHHOTO TEKCTa MOKET HeCKOJIbKO OOJIbIIIE, YeM UCXOTHOTO OTKPHI-
Toro Tekcra. B atom ciydae Oydep pbData noJKeH UMETh COOT-
BETCTBYIOILYIO JUTUHY.

Kak npaBuio, eciiv UCMOJb3YeTCsl TOTOYHBIN IKUQP, ATUHA IUd-
PTEKCTa Takasi e, Kak OTKPbITOro TeKCT. Ecin ucnosb3yercs 6104-

HbII D, MUGPTEKCTAOMOMHSIETCS 10 JIUHbI, KpaTHOU pa3me-
py mmdp0OI0Ka, U CTAHOBUTCS INIMHHEE OTKPBITOrO TEKCTA.

BosBpalyaemoe 3HaveHue

IIpuycnemHoM 3aBepiieHun pyHkius Bo3spaiiaeT T RUE, B ipo-
TuBHOM ciiyyae — FALSE. Ecnu Bosupamacres sesmmavna FALSE,
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COOTBETCTBYIOLIMIA KO OLINOKY MOXHO ITOJIyYUTh uepe3 (PYyHKIUIO
GetLastError:

* ERROR_INVALID _HANDLE
*  ERROR_INVALID PARAMETER
* NTE_BAD_ALGID

* NTE_BAD_FLAGS

* NTE_BAD_DATA

* NTE_BAD_UID

* NTE_BAD_LEN

* ERROR MORE_DATA

* NTE_FAIL

Kommenmapuu

Korga mmdpyercs 6omblioii 006EM JaHHBIX, I(PPOBaHIE MOXHO
OCYILIECTBIIATh IO 6JIOKAaM MHOTOKPATHBIM BbI30oBoM CryptEncrypt.
IMapamerp Final cnenyer ycranosutb B TRUE Tombko mpu mocie-
nHeM oOpamennn K CryptEncrypt, 9TOOBI 3aBEpIINTH IIPOLECC
murdpoBaHUs MTOLKHBEIM o0pa3om. Korma mapamerp Final panen
TRUE, BbINOJHSIOTCS CIEAYIOLIUE TOTIOJTHUTENIbHbIE NeCTBUS:

* eclv IPUMEHSIeTCS KITIoY OJI09HOTOo M poBaHus, JaHHBIE Oy-
TlyT IOTIOTHEHBI 10 IJIMHBI, KpaTHOW pasMmepy 1mdpomoka. s
ompenesieHus IIUHB mrdpomaoka ucmnons3yiite CryptGetKey-
Param c mapamerpom KP_ BLOCKLEN;

*  eCJIM MCTONIb3yeTcs MMGp B peXMMe TaMMUPOBaMUST ¢ 0OpaT-
HOI1 cBs13b10, QYHKLUS CryptEncrypt yCTAHOBHT pETHCTp 00-
paTHO CHs13H 1IMpa paBHOM BCIMYIIT ie CHHXPOHCCHUTKY KITIoYa
TSI CE MCTIOJIb30BAHMS K CIIEAYIOIIEM OJTOKe TaHHbIX;

*  eCIM UCITONB3YyeTCs MOTOYHBIN mmdp, dyakuus CryptEncrypt
YCTaHOBUT IMGP U €0 HaYaIbHOE COCTOSTHUE IUIS CIIeaylole-
TO 3arpoca.

B Windows 2000 xpunromnposatinep Microsoft Enhanced Crypto-
graphic Provider v1.O momaep:KrBaeT HeNOCPeACTBEHHOE IppO-
BaHWe Ha OTKPHITOM Kiode RSA 1 pacimdpoBaHre Ha ceKPeTHOM
xmoue RSA. TIpu mmdppoBaHum uCmonb3yeTcs ¢hopMar JOMOIHE-
Hust PKCS #1 Bepcuu 2, mpu pacimdpoHaMUN JOTIOJTHEHUE IIPO-
BepseTcsd. JmrHa mmdprekcra IIpy pacHmpoBaHH JOJDKHA CO-
BMamath ¢ IMHAMU Momysieii RSA kimoua, wMcronb3yeMoro mpu
pacmgpoBanur. Eciam mmbprcKeT nMeeT IMyiad B crapmmx Oaii-
Tax, TO WX CJeAyeT BKIIOYMTh BO BXOIHOIM Oydep M ydecTh B IJTMHE
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BxonHoro Oydepa. ITludpreker Hano mepenaBath B ¢opmare, Iie
MepBbIM MepeaaeTcs caMblil Mtaanii Gaitr (hopmar «little endian»).

JononHntenbHas nHoopmaums
Windows NT/2000: nHeobxommma Windows NT 4.0 wim crapiie.

Windows 95/98: Heooxonrma Windows 95 OSR2 uiu crapiiie (uiu
Windows 95 u Internet Explorer 302 wiu crapiue).

3aroj0BOK: MPOTOTUIT B (paiie wincrypt.h.
bubnuoreka: advapi32.dll

Cwm. Takxe

CryptCreateHash, CryptDecrypt, CryptGenKey, CryptGetHash-
Param, CryptimportKey, CryptSignHash

CryptCreateHash

®Oyukuus CryptCreateHash wvicrionb3yeTcst I MHULIMATA3ALNNA
XellrpoBaHUs MoTtoka faHHbIX. O HA coznaer 00beKT Xel-(pyHKIUU
M BO3BpallaeT MPWIOKEHUIO €r0 JeCKPUNTop, DTOT JECKPUIITOP
WCITOJIb3yeTCsl Ipu BbIzoBax dyHkumii CryptHashDatau Crypt-
HashSessionKeyoaa xellMpoBaHMSI TOTOKA OAHHBIX M CECCUOH-
HBIX KJIIOYEH.

BOOL WINAPI CryptCreateHash(

HCRYPTPROVhProv,

ALG ID Algid,

HCRYPTKEY HKey,

DAMORD dwFlags,

HCRYPTHASH *phHash

)

MapameTpbl

hProv

[in] Jdeckpunrop KpunTonpoBaiinepa. Ero ciemyer rpenBaputeabHO
HOJTy4uTh 4epe3 BbI3oB (yHKIUM CryptAcquireContext.

Algid

[in] MaeHTUdhUKaTOp KMCIONB3YEMOro ajropuTMa XEIIMPOBaHUS.
3HavyeHue mapaMeTpa 3aBUCUT OT UCIIOIb3YeMOro KPUIITOIPOBaii-
nepa. CrniMcoK alrOPUTMOB, MCITOJIb3YeMbIX KPUIITOPOBaiiaepaMu
Microsoft, cM. B pasznene «KomMmeHTapum».

hKey

[in] Ecim ucnosb3yeTcsi ajlfOPUTM XELIMPOBAHUS C CEKPETHBIM
KkmouoM, Harmpumep HM AC vin MAC, To B 3TOM napameTpe nepe-



MprnoxeHve 2 357

TTAETCS CECCMOHHBIN KITIOU JUIST 0OBbeKTaxel-pyHKunn. Kmoda mon-
JKEH OTpeACISITh aJITOPUTM OJToUHOTO I poBaHus, HarmpuMep RC2,
B pexkxume CBC.

JIns1 aNropuTMOB, He TpeOYIOIIMX Kilo4ya, ImapaMeTp JOJKEH ObITh
paBeH HYyJIiO,

dwkFlags

[in] 3Hauenus ¢maroB. DTOT TAapaMeTp 3ape3epBUPOBAH LI Oy-
QYILIETO MCITOJIb30BAHMUSI U JOJKEH OBITh HYJICBBIM.

phHask
[in/out] Anpec, 1m0 KOTOpoMYy (MYHKIIMS KOIHUPYET IECKPUIITOP
HOBOTO O0BEKTa XeII-(hyHKIINH.
Bo3sBpawjaemoe 3aHa4yeHmne

IIpwm ycrrentHoM 3aBepieHuu ¢hyHKIys Bo3spamaer TRUE, B po-
tBHOM ciydyae — FALSE. Ecm BosBpamaercsa BemmunHa FALSE,
COOTBETCTBYIOLLIMIA KO OIIMOKH MOXKHO MOJIYYUTh Yepe3 PYHKIIMIO
GetLastError:

* ERROR _INVALID HANDLE

*  ERROR_INVALID_PARAMETER

* ERROR_NOT_ENOUGH_MEMORY
* NTE_BAD_ALGID

* NTE_BAD_FLAGS

* NTE_BAD_KEY

* NTE_BAD_ LEN

* NTE_NO_M EMORY

* NTE_FAIL

KommeHTapun

B xpunromnposaiincpax Microsoft ompeneneHbl pa3IM4yHbIe allro-
PUTMBI XelrpoBaHust (tabuuiia I1-6).

Tabnmua M-6. AnroputMbl XeLLMpoBaHUs Kpurronpoeaiinepos Microsoft

WpeHtudukarop Onucanne

CALG_HMAL IMAC, anroput™ XeIMpoBaHUs C KIIFOYOM
CALG_MAC Message Authentication Code

CALG _MQ2 MD2

CAIlI_MIII MD5

CALG_SHA US DSA Secure Hash Algorithm
CALG_SHA1 Toxe camoe, uto CALG_SHA

CALG SSL3 SHAMDS Kimentckas ayreHTrguKauusa B SSL3
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Xeni-(yHKIUM BBIYUCISIOTCS cpenctBamu  ¢dyukuvii  CryptHask-
Data v CryptHashSessionKey. 9t GyHKIIMY MOTy4aloT HA BXO-
JIe JECKPUTITOp 00BbeKTa Xell-pyHKIMU. [locime Toro Kak Bce He0O-
XOIMMbIE JaHHbIe TiepelaHbl OOBEKTY Xell-(DYHKIIMM, BBITTOJHSIET-
Cs OIHO Y TOJIBKO OIHO U3 CJIEQYIOIMX JICCTBUIA:

*  IUIST TIONTyYeHUSI 3HAUYEHUsI Xellla UCTIONb3yIoT GyHKIuio Crypt-

GetHaskParamc niapametpom HP_HASHVAL,;

JUIST TIONTYeHUsI CECCMOHHOTO KIToYa MCIONB3YIOT (QYHKIIUIO

CryptDeriveKey,

IUIA TIOATIMCU 3HAYeHUs Xellla MCTHONb3yloT dyHKiuio Crypt-
Sign Hask,

Ul TIPOBEPKU TIOATMCU UCTONB3YIoT GyHkuuio CryptVerify-
Signature.

TMocrnie BBI30Ba OMHOM U3 3T UX (YHKIUWM eNIUHCTBEHHAsE DYHKIIMS,
e MOXKHO HCITOJIb30BaTh JECKPUIITOP OObEKTa XelI-MOYHKIIMK, —
Cryp tDestroyHask.

JononHntensHas nHopmayms

Windows NT/2000: neooxonuma Windows NT 4.0 wiu crapiue.
Windows 95/98; Heobxomuma Windows 95 OSR2 wmu crapiie (M
Windows 95 u Internet Explorer 302 wnu crapiie).

3aroyioBOK: MpOTOTHUII JI ¢haitie wincrypt.h.

bubmuorexa: advapi32.dil

Cm. makace

CryptAcquire Context, CryptDeriveKey, CryptDestroyHash,
CryptGetHashParam, CryptUashData, CryptHashSessionKey,
CryptSignHash, Crypt Verify Signature

CryptDestroy Hash

®Oyukius  CryptDestroy Hash yHndTOXaeT 00BEKT Xelll-(DyHKIINH,
onpeaeaeHHbIN fecKpurropoM 2 Ha.sk. Tlocine yHUUTOXEHNST OOBEKT
xein-(yHKHUU OoJiee MCIIOJIb30BaTh HENb34.

o 3aBepiiieHUN PabOTHI TPUTOKEHUS C OOBEKTAMU Xell-(DyHKIIMIA,
BCe OHU yHUUTOXatOTcsl pyHkiuer CryptDestroyHash.

BOOL WINAPI CryptDestroyHash(

HCRYPTHASH hHasf

Iy
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Ilapamempuot
hHash

[inj [lecKkpunTOp YHUUYTOXKAEMOTO OOBEKTa Xelll-(hyHKIIMU.

Bo3Bpauwjaemoe 3HayeHmne

ITpu ycnemiHom 3aBepiieHnu GyHKIiMs Bo3Bpaiaer TRUE, B npo-
tuBHOM ciydae — FALSE. Ecom BosBparaercst BemmurHa FALSE,
COOTBETCTBYIOLLMIA KOJI OLIMOKU MOXKHO MOJTYYUTh Uepe3 GyHKIIUIO
GetLastError:

*

ERROR_BUSY (00bekT xemr-(pyHKIMT, ONpeAeSIeHHbII TTapa-
MeTpoM HKey, ceiiuac UCTIONB3yeTCs M He MOXET ObITh YHUUTO-
JKeH)

* ERROR_INVALID HANDLE

* ERROR INVALID PARAMETER
> NTE_BAD_ALGID

* NTE BAD HASH

* NTE BAD _UID

AononuurensHas nHpopmavmns
Windows NT/2000: nHeoboxommma Windows NT 4.0 mnu crapirre.

Windows 95/98: Heobxonmmma Windows 95 OSR2 wnu crapuie (v
Windows 95 u Internet Explorer 302 wim crapiie).

3aro0BOK: MPOTOTHII B (aiie wincrypt.h.
Bubmmoreka: advapi32.dll

Cm. Takke
CryptCreateHask, CryptHashData, CryptSignHash

CryptDuplicateHash

@Oyuxuus  CryptDuplicateHashdeaaem TOYHYI0 KOMHIO 0OBEeKTa
xel-pyHKuuu. HoBblit 00beKT Xelm-QYHKIIMK COAEPXUT 3HAUECHUE
Xellla, mapaMeTpbsl U BHYTPEHHEE COCTOSIHUE TyOIUpyeMoro o0bek-
Ta Ha MOMEHT BbI30Ba (DYHKIIVH.

BOOL WINAPI CryptDuplicateHash(

HORYPIKEY hKey,

DWORD *pdwBeserved,

DMRD dwFlags,

HCRYPTKEY *phHash

]
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MapameTtpsbi

HKey

[in] Jdeckpumnrop aydaupyeMoro o0beKTa Xell-(QyHKIIUU.
pdwReserued

[in] TTapameTp 3ape3epBUpPOBaH IJisI OymyILLIErO MCIIOJb30BAaHUS U
noykeH ObITh paBeH NULL.

dwkFlags

[in] 3HayeHus ¢naros. DTOT mapameTp 3ape3epBUPOBAH s Oy-
JYLIETO MCTOJb30BaHUS U JIOJDKEH ObITh PaBEH HYITIO.

phHash

VYkazarenb Ha JECKPUIITOP, CO3IAHHOTO O0beKTa Xell-(hyHKIIMHU.

Bo3sBpaujaemoe 3Ha4eHne

Ipu ycrientHom 3aBepiieHuu yHkius Bo3spaiiaetr TRUE, B mpo-
TuBHOM ciydae — FALSE. Ecnu Bo3Bpainaercs BesimuniHa FALSE,
COOTBETCTBYIOIIMIA KOJ OITMOKY MOXKHO TOJTYYUTh Yepe3 PYyHKIIUI0
GetLastError.

* ERROR CALL NOT IMPLEMENTED
* ERROR_INVALID PARAMETER
* NTE BAD_ HASH

Kommenmapuu

®yukuus CryptDuplicate Haskdeaaem xonuio xellia, apamMeTpoB
Y BHYTPEHHETO COCTOSTHUST 00beKTa XeI-QYHKINU. DTa GyHKIMS
MOXET OBITh HCTIOJIb30BAHA, KOT/IA MPWIOKEHUIO HEOOXOIMMO BbI-
YUCUTD JIBA 3HAYEHUs Xellla, Y KOTOPhIX HAYaJbHOE COCTOSTHUE
SIBJISIETCS OMMHAKOBBIM. JIJIsT 3TOTO co3maeTcsi OOBEKT Xell-(pyHK-
LIUU, XeMpYIoTcs oo011ve naHHble, dyHkimeii CryptDuplicate Hash
CO3/aeTcsl BTOPOUl OOBEKT Xell-(hbyHKIIUU, U Jajiee XeIIUpYIoTCs
pa3uYHbIe JaHHbIE OTIEIBHO TSI KaKI0ro OObeKTa.

®ynkuus  CryptDestroyHasknomkHa ObITh BbI3BaHa UIS JTIOOOTO
o0BeKTa xelI-GhyHKINH, co3naHHoro dyHkiueit CryptDuplicate Hash.

YHUYTOXEHNE HCXOTHOTO OOBEKTa XelI-(DYHKIIMM HE BIICYET 3a
coboli yHUUTOXeHUs ayosupoBaHHoro. Co3gaHHbIN (PyHKIIUEH
CryptDuplicate Hash o0beKT xelMpoBaHUsI HE COIEPXKUT B cede
mapaMeTpoOB ¥ BHYTPEHHU X COCTOSTHUM, pa3AeIsieMbIXC UCXOTHBIM
OOBEKTOM.
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JHonosnHutesibHas nHpopmaums

Windows NT/2000: nHeooxomuma Windows 2000.
Windows 95/98: Heobxomuma Windows 98.
3arojloBoK: MpOTOTUI B (paitie wincrypt.h.
bubmoreka: advapi32.dll

Cwm. Takxke
Cry ptDest roy Hash

CryptGetHashParam

Oyukuus  CryptGetHashParam Bo3BpalaeT IapaMeTphl OOBEK-
Ta xem-GyHKimya. Yepes 3Ty GYHKIIMIO MOKHO ITOJYIUTh (DaKTH-
YecKoe 3HaYCHUE Xellla.

BOOL WINAPI CryptGetHashParamC

HCHYPTKEY hHash,

DWORD dwParam,

BYTE «pbData,

DWORD *pdwDatalLen,

DWORD dwFlags

)
MNapameTpsbi
hHash
[in] JdeckpunTop o0beKTa XelI-(MYHKIMH, MapamMeTpbl KOTOPOTO
OITPENESTIOTCS.
dwParam
[in] 3HaueHme mapameTrpa. Benmmunna dwParam mMoxer OBITh ycTa-
HOBJIEHA B OMHO M3 CJICAYIOIINX 3HAYCHUIA.
* HP ALGID
Anroput™m xem-¢byHKIMU. WMneHtudukarop anropurMa
(ALG_ID), cooTBeTCTBYIOIIMI TaHHOMY OOBEKTY Xell-(yHK-

I U Bo3BpalaeTcs yepe3 Oydep pbData. 3HadeHne 4 Bo3Bpa-
maercsa epdwDatalen.

CncoK BO3MOXKHBIX &JITOPUTMOB Xellla CM. B ONTMCAaHUU (BYHK-
uuu CryptCreate Hash.
* HP_HASHSIZE

Pasmep 3nHaueHud xema. Bemmunna DWORD, onpenensiomast
KOJIMYECTBO OaliT B 3HAYCHWHM Xellla, BO3BpaIllaeTcs dyepe3 Oy-
dep pbData. 3nauenue 4 Bo3Bpaiaercs gpdwDatalen.
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TproxeHne TOJDKHO ONPEeNUTh 3TOT ITapaMeTp 3apaHee, YTo-
OBl BBIICTMTH HEOOXOMUMBIA O0BEM MaMSTH TS TTOTYyYSHUST
3HAYECHUS Xella.

* HP_HASHVAL
3HaveHue Xella i 00beKTa Xell-GhyHKIIMK, YKa3aHHOTO Jiec-
kpunropoM kHash. D1o 3HaYeHUE BEIMUCIISIETCS OT JAHHBIX TTe-
pelaHHBIX paHee NpuioxeHueM B dyHKuvu CryptHashData
u CryptHashSessionKey.

Oyuxkuust CryptGetHashParam3saxpoiéaem oOBEKT XelI-(pyH-
k1uu. [Tocne 3Toro BeI30Ba, HEBO3MOXKHO MepeaaTh HOBbIE TaH-
Hble 00bekTy Xxelnl-¢pyHKuun. Pynkuum CryptHashData w
CryptHashSession Keysepuym FALSE. Ilocie Toro xak mpu-
JIOKEHUE 3aBepllacT padoTy ¢ OOBEKTOM Xell-(PYHKIUU, OHO
YHUUYTOXAaeT 00beKT BbIBoBOM (byHKIUM CryptDestroyHash.

pbData
[out] Bydep manabIX mapameTpa. OYHKIIHS KOIMUPYET COOTBETCTBY-
follre TTapaMeTpyIaHHbIe K Oydep. PopMaT 3TMXTaHHBIX 3aBUCUT
oT 3HadyeHud dwParam.

Ecmu mapamerp — NULL, To naHHbIe He KonupyroTcs. B aToMm city-
Jae TpeOyeMblii pa3mep Oydepa (B 6aitTax) Bo3Bpaltaetcst BpdwDa-
talen.

Cwm. paznen «[lomydyeHue naHHBIX HEM3BECTHOTO pa3mepa*- B [1pu-
JIOXEeHUH 2.
pdwDatalen

[in/out] VYkaszarenb Ha 3nayenne Tnia DWORD, comepxariiee pas-

Mep, B Oaiitax, Oydepa pbData. Tlocne 3aBepiieHUsT QYHKIINH,
DWORD conepskuT KoJIM4ecTBO 0ailT, mepeqaHHBIX B Oydep.

lpumeyaHne

Korna obpabarsiBatoTcsl Bo3BpainiaemMble B Oydepe JaHHble, ITpU-
JIOXKEHUE TOTKHO UCITO, b30BaT b (haKTUUEeCKU I pa3mep JaHHBIX. OH
HEMHOTO MeHblIlle, YyeM pa3mep Oydepa, yka3aHHbIN Ha Bxone. Ha
Bxolie pazMep Oydepa 0ObIYHO 3a7al0T TaKMM, YTOObI Oydepa xBa-
TaJio JUISl TOTyYeHUsT MaKCUMaTbHO BO3MOXHOTO 0ObeMa JaHHbIX.
Ha BeIxone iepeMeH 11 a :i 51, Ha KOTOPYIO yKa3bIBaeT JaHHbBIi ImapaMeTp,
conepXuT hakTUIECKHUii pa3Mep TaHHBIX CKOITMPOBAHHBIX B Oydep.

dwfFlags

[1n] Suavcina dmaros. DToT MapaMeTp 3ape3epBUPOBaH IS Oy-
NYIIIETO MCTOJb30BAHMA U JIOJDKEH OBbITh PaBeH HYJIIO.
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BosBpalyaemoe 3HaveHue

IIpu ycnenrHowm 3aBepieHun ¢pyHkius Bo3ppaiaeT TRUE, B nmpo-
TuBHOM ciyyae — FALSE. Eciau BosBpaiaercs BeamunHa FALSE,
COOTBETCTBYIOLIMI KOJ OLIMOKY MOXHO MOJYYUTh Ui pe3 GYHKIUIO
GetLastError,

*  ERROR_INVALID _HANDLE

*  ERROR_INVALID PARAMETER
* ERROR_MORE_DATA

* NTE_BAD_FLAGS

* NTE_BAD_HASH

* MTE_BAD_TYPE

* NTE_BAD_UID

Jlonoanumeavnas ungpopmauus
Windows NT/2000: Heooxomuma Windows NT 4.0 wiu crapiiie.

‘Windows 95/98: Heo6xoarma Windows 95 OSR2 miu crapie (vim
Windows 95 u Internet Explorer 3.02 wiu crapiue).

3arojloBoK: MpOTOTUN B (haityie wincrypt.h.
bubnuoreka: advapi32.dil
Cm, maxxce

CryptCreateHash, CryptGetKeyParam, CryptHashData, Crypt-
HashSessionKey, CryptSetHashParam

'CryptHashData

®Oysxima CryptHashData vicnionb3yeTcst 1Jis1 10OaBACHUS JaH-
HBIX K 00beKTy Xell-hyHkunu. Ee u dynkuuio CryptHashSession-
Key MOXHO BBI3bIBaTh MHOTOKPATHO MPU BBIYMCICHUW Xella st
JMAHHBIX Pa30UThIX Ma OJOKU.

Ilepen BbI30BOM 3TOi (pyHKIIMU ClieqyeT BbI3BaTh GyHKIMIO Crypt-
Create Hash asstonyuemu necKpuntopa o0bekTa Xel-hyHKIIH.

BOOL WINAPI CryptHashData(
HCRYPTHASHhHash,

CONST BYTE pbData,

DWORD dwDatalen,

DWORD dwFlags
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lMNapameTpbl

hHash

[in] deckpumnrtop oObekTa Xeu-hyHKIIUH.
pbData

[in] Bydep, comepxaimii xenmpyembie TaHHBIX.
dwDatalen

['n] PazMep XelMpyeMbIXIaHHBIXB Gaiftax. Eciu ycTaHOBiIeH diar
CRYPT_USERDATA, To mapaMmeTp JOJKEH OBbITh paBeH HYJIIO.

dwkFlags

[in] 3nauenust diaros. B HacTositiiee BpeMsi orpeesieHo OMHO BO3-
MOXHOE 3HaYeHHUE.

* CRYPTJSERDATA

Kpunronposaiinepst Microsoft He momaepKuBaOT 3TOT hJiar.
151 Tex KpUMNTOMPOBaIepOB, KOTOPbIe MOMIEPXKUBAIOT (har
CRYPT_USERDATA, oH o3HayaeT, 4To TIOJIb30BaTeNlb OyleT
BBOAWUTH JAHHBIC U1 XCIIUPOBAHUSA B MHTCPAKTUBHOM PEXU-
Me. JlaHHbIe, BBEICHHBIC MOJb30BaTEIeM, 1 OYIyTXEITMPOBATHCS
ynxumeii. [TpunoxeHue, TakuMm 06pa3oM, He MOJTyJaeT T0CTy-
Ma K JaHHBIM. JTOT (yiar UCTOJB3YIOT IUTST BBOJA MOJIh30BaTe-
JIeM CBOero IepcoHanbHOTrO uaeHTudukaropa (Personal Iden-
tification Number, PIN).

BosBspalljaemoe 3HavyeHne

IpuycnenrHom 3aBepimenun (pynkust Bo3ppaiiiaeT TRUE, B mpo-
tuBHOM ciydac — FALSE. Ecim Bo3Bpainaercs BenuunHa FALSE,
COOTBETCTBYIOIINI KOA OIIMOKHM MOXHO MOJIYIUTh Yepe3 PYHKIIUIO
GetLastError:

* ERROR_INVALID HANDLE
* ERROR_INVALID PARAMETER
* NTE_BAD ALGID

* NTE BAD_FLAGS

* NTE_BAD_HASH

* NTE_BAD HASH_STATE

* NTE BAD KEY

* NTE_BAD_LEN

* NTE_BAD_UID

* NTE_FAIL

* NTE NO MEMORY
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JononHutenbHas nHpopmaums

Windows NT/2000: reooxommma Windows NT 4.0 wm crapire.
Windows 95/98: Heobxomuma Windows 95 OSR2 wm crapiie (i
Windows 95 u Internet Explorer 3.02 wm crapiie).

3aroJioBoK; IPOTOTHII B daiiie wincrypt.h.

bubmmoreka: advapi32.dil

Cwm. Takxe
CryptCreateHash, CryptHashSessionKey, CryptSignHash

CryptHashSessionKey

®Oyukuus CryptHashSessionKey ncnonb3yercst st n100aBIeHUS
K 00BEKTY Xell-(hyHKIIMY 3HAYEHUsI CECCHOHHOTO Kimoya. Ee Moxk-
HO BBI3bIBATh MHOTO pa3 C OMHUM M TeM3Ke JIeCKPUIITOPOM OOBEKTa
Xell-(pyHKIIMM ISl BBIYUCIIEHUSI Xellla OT HECKOJBbKUX KITIOUEH.
Boemosel dyakummn CryptHashSession Key MOTYT mepeceKaTbesi C
Be3oBamu GyHkumu CryptHashData.

Iepen BEI30BOM 3TOM (DYHKIMHU CJIeAyeT BbI3BaTh GyHKIMIO Crypt-
Create Hash 111 olydeHUsl JECKPUIITOPa OObEKTa Xell-(DYHKIIUN.

BOOL WINAPI CryptHashSessionKey(

HCRYPTHASHHHash,

HCRYPTKEY hKey,

DAMORD dwFlags

);

MNapameTpsbi

hHash

[in] HeckpunTop o0beKTaxel-pyHKInU. [IpuaoxkeHre noaydaet
3TOT AeCKpUNTOp, Mcnoib3ysd dyHkuuio CryptCreateHash.

hKey

[in] JlecKkpunTop XemupyeMoro CeCCMOHHOTO KJtoua.
dwFlags

[in] 3nauenns ¢maros. B HacTosIiee BpeMs OIpeIe/ieHO OQHO 3Ha-
yeHue (Hraros:
» CRYPT_LITTLE_ENDIAN

Korma yctaHoBieH 3T0T (iar, GaiThl KiIloYa XEIIUPYIOTCSI, Ha-
yuHas ¢ miaamrero (gopmar «little-endian»). Ilo ymomrganuio
(mapametp dwFlags paBeH HyJI0) XEIIMPOBaHUE ITPOMCXOIMT,
HayMHas co crapirero Gaiita (popmar «big-endian»).
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®nar CRYPT LITTLE ENDIAN nomnepsxuBaetcs B Internet
Explorer 4.0 unu crapure, Windows 98 uinu B Windows 2000
WJTH CTapIle.

BosBspaLyaemoe 3HavdeHvne

I1pu ycneniHoM 3aBepiueHuu ¢pyHkius Bo3BpaiaeT TRUE, B mpo-
tuBHOM ciiydae — FALSE. Eciu Bo3Bpamaercs BenmnunHa FALSE,
COOTBETCTBYIOIIMIKO/ OIIIMOKM MOXHO TMOJyYuThuepe3 QYHKIIUIO
GetLastError.

* ERROR_INVALID HANDLE

*  ERROR_INVALID PARAMETER
* NTE_BAD_ALGID

* NTE BAD FLAGS

* NTE_BAD_HASH

* NTE_BAD_HASH_STATE

* NTE_BAD_KEY

» NTE_BAD_UID

* NTE_FAIL

HAononuurenbHas nHgpopmavumns

Windows NT/2000: Heobxomuma Windows NT 4.0 wmmu crapiie.
Windows 95/98: netisxonina ' /Vindows 95 OSR2 wiu crapie (wiv
Windows 95 u Internet Explorer 3.02 wiu crapiue).

3arojioBOK: IPOTOTUI B (aiijie wincrypt.h.

Bubamnoreka: advapi32.dil

Cwm, Takxe

CryptCreatettash, CryptGenKey, CryptHashData

CryptSetHashParam

®Oyukuus CryptSetHashParam ycTaHaBIMBaeT HapaMeTPhl 00beK-
Ta Xel-(yHKLWU.

BOOL WINAPI CryptSetHashParam(
HCRYPTHASHhHash,

DAORD dwParam,

BYTE «pbData,

DWORD dwFlags
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MNMapameTtpbl
hHash

Heckpumnrop o0beKTa XelI-(PyHKIIMU, TapaMeTpbl KOTOpOIro ycTa-
HaBJIMBAIOTCSI.

dwParam

3HaueHne mapamerpa. Bemmuuny dwParam MOXHO YCTaHOBUTH M
OIHO M3 CJIEAYIOIIMX 3HAYEHMI IMapaMerpa Xeu-OyHKIIHN.

* HP_HMAC_INFO

VYxkazarenb Ha crpykrypy HMAC INFO, omnpenensionyio an-
TOPUTM Xellla, a TAaKKe IapaMeTpsl inner string u outer string.

* EP_HASHVAL
MaccuB GaiiT COmEepXKUT 3HAYCHHUE Xellla, KOTOPOS HAMPAMYIO
KOMUpYeTCsl B OOBEKT Xell-(yHKINKU. Pa3Mep xellla MOXXHO OIl-

penemuth BbI3oBoM GyHKIuu CryptGetHashParam mapamer-
pom HP_HASHSIZE.

HCKOTOpI)IC Kpnmonponaﬁz[cpbl HE TIOAACPXKMBAIOT JAHHYIO
BOBMOXHOCTbD.

pbData

Bydep nannpix mapamerpa. [Ipu BeI3oBe pyHKIMEM Oydep momKeH
cojepXaTh JaHHble, COOTBETCTBYIOIIME 3HAYCHUIO TapaMeTpa B
dwParam. ®opmar 1aHHBIX 3aBUCUT OT THIIA TapameTpa dwParam.
dwkFlags

3uauenust iaros. B Hacrostimee Bpemst mist STOM dbyHKIMH 3HAYe-
HUS (DraroB He OIpenesieHbI.
BosBpalljaemoe 3HaYyeHne

IIpu yenemmom 3aBepirennyu dhyHkums Bo3spamaer TRUE, B mpo-
tuBHOM ciydae — FALSE. Ecmu Bo3Bpamiaercs BenmmunHa FALSE,
COOTBETCTBYIOIIMI KON OLUIMOKM MOXHO TIOTy4UTh 4epe3 (hyHKIIMIO
GetLastError,

* ERROR_INVALID HANDLE

* ERROR_BUSY

*  ERROR_INVALID PARAMETER
* NTE_BAD_FLAGS

* NTE_BAD HASH

* NTE_BAD_TYPE

* KTE_BAD_UID

* NTE_ FAIL



368 MpuknapHasa kpuntorpapus

Kommenmapuu

BoizoB dynkuuu CryptSetHaskParamc mnapametpom HP HA-
SHVALDo3BoJisieT KONMUPOBaTh 3HAYeHHWE Xella HErOCPEeICTBEHHO
B 00beKT xeul-¢pyHKIMU. MHorna Heo6xonuMo ToanucaTh 3Hade-
HUe Xella, BbIpaboTaHHOE "mpyrom mecte. OOBIYHO 3TO JeTaeTcs
TaKUM 00Opa3oM:

*  [pUIOXEHUE co3daeT OOBEKT XelI-(PyHKIMU ¢ TTOMOLLbIO (PyH-

xkuyn  CryptCreate Hask;

MPUJIOKEHUE YCTAHABIMBAET 3HAUEHME XELlIa, VMCITOJIb3ys Iapa-
merp HP-IASHVAL;

TMPUJIOXKEHWE TMOAMUCHIBAET 3HAYCHME Xellla, UCTIONb3YsT (YHK-
o CryptSign Hash,u ion y yaet D1IT;

MPUJIOXKEHNE YHUUTOXAET OOBEKT Xell-(YHKIIMU, MCITOJb3Ysl
dyakiio  CryptDestroyHask.

HdononHuurenbHas uHpopmayns
Windows NT/2000: nHeooxomuma Windows NT 4.0 wim crapuie.

Windows 95/98: Heobxoarma Windows 95 OSR2 wnwu crapiie (Miau
Windows 95 u Internet Explorer 302 wiu crapure).

3arosioBok: mipotoTun B (aiine wincrypt.h.

Bbubnuoreka: advapi32.dil

CM. maxxce

CryptCreateHash, CryptDestroyHash, CryptGetHashParam,
CryptSetKeyParam, CryptSign Hash

CryptSignHash

Oyuxius CryptSignHash Beraucnsier 3Hadenue DL ot 3Have-
HUS Xellla, OMNpPEeAeIeHHOTo JeCKPUNITOPOM OO0beKTa Xell-QYyHKIMU
hHash.

BOOL WINAPI CryptSignHashC
HCRYPTHASH hHash,

DWORD dwKeySpec,

LPCWSTR sDescriptlon,
DWORD dwFlags,

BYTE *pbSignature,

DWORD .pdwSigLen

)
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MapameTpbi
hHash

[in] deckpurrop oobeKTa XelI-(PyHKIIUU, JUIsT KOTOPOTO BBIYMCIIS -
erca OLII.

dwKeySpec
[in] ITapameTp mmeHTHGUIMPYET CEKPETHBIM KIIIOY, KOTOPBIA Oy-

net ucnosib3oBatbest mist DI, Bo3aMoxkHble 3HaYeHusl TapaMeT-
pa: AT SIGNATURE wm AT KEYEXCHANGE.

sDescription

[in] Crpoka, onuchIBaromiasi IOAIMKICEIBaeMble JaHHBIE. TeKCT omm-
caHus N00aBJIsIeTCsl K Xellly Tepel TeM, Kak Oyner Mpou3BeieHa
nonmnuck. Beskuii pa3, Korja moanuch mpoBepsieTcsl, B GYHKIIUIO
CryptVerifySignature NoyxHa TiepeaBaThCsSl Ta Xe camas CTPOKa.
DTO rapaHTUpyeT, YTO U TOATMCHIBAIOIIASI CTOPOHA U MPOBEPSIIO-
1asi 3HAKOT TO, YTO TIOJIMCHIBAETCS WU TIPOBEPSIETCS.

Ecnu cTpoka onucaHusl He BKITIOYAETCs B TIOATMKCH, 3TOT MapameTp
MoxeT ObiTh paBeH NULL.

Ipumeyanue

B Hactosiee BpeMsi 3TOT TTapaMeTp MOAIePKUBACTCS IJIsT COBMEC-
TUMOCTH C TIPSABITYIIMMI BEPCUSIMU KPY TITONpOoBakiniepoB. Mcrob-
30BaHME €r0 He PEKOMEHIYETCsI, TaK KaK 3TO CHIKAeT Oe30MacHOCTh
CUCTEMBI.

dwFlags

[in] 3nayeHus ¢paros. B HacTosIee BpeMsI ompeieieHO OMHO 3Ha-

yeHue dara.

*  CRYPT _NOHASHOID
Hcnonn3yercst ¢ xpurrronpoBaiincpamu RSA. B ciydae yera-
HOBKM JIaHHOTO (hriara MmoanvCchIBaeTCsl HEMOCPENCTBEHHO 3HA-
yeHue xenr-pyHkuuu. [lo ymonmyanuio, ecm ¢uiar He ycraHaB-
JUBaeTcsl, moanuchiBaercsl cTpykrypa Digestlnfo, onpenenen-
Has K ctanmapte PKCS #7.
®nar CRYPT NOHASHOID mnoanepxuBaercs B Windows NT
Service Pack 6 u crapiie. ®dnar He mogaepxu Bactest B Windows
98 WU Internet Explorer 5.0.

pbSignature
[out | Anpec Oydepa, B KOTOpHIiI KOIUPYETCS 3HAYCHUE TTOATIMCH.

Bror mapameTp MoxeTobITh paBeH N U LL,ecim HeoOX0IMMO TOJIBbKO
onpenenuTh pasmep Oydepa, TpeOyeMblil Uit pa3MeIeHHsI TIOATKCH.
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Cwm. pasnmen «IloydeHue JaHHBIX HEM3BECTHOIrO pasmepa» B Ilpu-
JIOXKEHUM 2.

pdwSigLen

[in/out] Ykazarens Ha 3HaueHne Tuita DWORD, conepxxariee pas-
Mep B Oaiftax Oydepa pbSignature. Tlocne 3aBepireHuss (PyHKIIMU
DWORD mnoka3bibIBaeT YMCIIO OaiiT, MepemaHHBIX B Oydep.

lMpyumeyaHne

Korna obpabarbiBatoTcsl Bo3BpaillaeMble B Oydepe JaHHbIe, TpU-
JIOXKEHUE JOJKHO UCTI0JIb,0BaTh (DaKTUUECKU I pa3Mep JaHHbIX. OH
MOXeT OBITh HEMHOTO MEHBIIIEe, YeM pasmep Oydepa, yKazaHHBIN Ha
Bxone. Ha Bxome 0OBIYHO 3a1a10T TaKoM pasMmep Oydepa, 4ToObI €To
XBaTWJIO IJIST TIOJTYYeHUST MaKCUMaJbHO BO3MOXHOTO O0BbeMa ITaH-
HbIX. Ha BbIXOme mepeMeHHasi, Ha KOTOPYIO YKa3bIBaeT JaHHBIN T1a-
paMmeTp, IoKa3biBaeT (paKTUUECKHMI pa3Mep TaHHBIX, CKOITMPOBAH-
HBIX B Oydep.

Bosspalyaemoe 3HadeHue

ITpu ycnemHom 3aBepiieHun ¢pyHKuus Bo3spaiiaer TRUE, B mpo-
tuBHOM ciaydae — FALSE. Ecmu Bo3Bpamaercst BenmmunHa FALSE,
COOTBETCTBYIOIINIA KO OIIMOKNA MOXHO ITOJYIUTh depe3 (DyHKIIMIO
GetLastError.

* ERROR INVALID_HANDLE

*  ERROR_INVALID_PARAMETER
* ERROR_MORE_DATA

* NTE_BAD ALGID

* NTE_BAD FLAGS

* NTE_BAD_HASH

* NTE_BAD UID

* NTE__NO_KEY

* NTE_NO_MEMORY
Kommenmapuu

Iepen BBIZOBOM 3TON (DYHKIIMU AECKPUNTOP OOBEKTA XelI-(pyHK-
MM CIIeAyeT TIOMYYUTh depe3 BbI3oB (dyHKIMU CryptCreateHash.
Jarnee 115 XeIIMPOBaHUSI JAHHBIX WM CECCHOHHBIX KITFOUeil UCTTONb-
syercss ¢yukuus CryptHashDatauau CryptHashSessionKey.
Oy CryptSignHashevinoansem cnenyonme OIepamvu:

*  0OBEKT Xelll-(hYHKIIMM «3aKPBhIBACTCSI» M 3HAUCHUE Xellla U3BJIe-
Kaercs;
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*  3HaYeHME Xellla JOTIOJHSETCS, KaK 3TO TpeOyeTcsl alfOpUTMOM
TOAITUCH

*  BBIUMCJISIETCS 3HAYEHHE TTOMITHCH.

IMocne Toro Kkak 3HaYeHUe Xellla MOAMMCAHO, MPWIOKEHUE HE MO-
JKET TOOABISATh HOBBIE JaHHbBIE K 00BbeKTY xelnl-pyHkunu. [Ipuo-
>KEHUE JO/DKHO YHUUTOXUTL OOBEKT Xell-(DyHKIMM, BbI3BaB (DyH-
kuuto  CryptDestroyHash.

AdononHuntensHas nHpopmavms

Windows NT/2000: neooxonuma Windows NT 40 wiu crapiue.
Windows 95/98: neooxomuma Windows 95 OSR2 wm crapiie (viu
Windows 95 u Internet Explorer 3.02 unu crapiie).

3arojI0BoK: TPOTOTUM B (paiisnie wincrypt.h.

butnnoreka: advapi32.dl 1

Unicode: Ha Bcex mmatgopmax peanm3oBaHbl Unicode- m ANSI-
BEpPCUN.

Cwm. Takxe

CryptCreate Hash, CryptHashData, CryptHashSessionKey,
Crypt Verify Signature

CryptVerifySignature

®yukuust  CryptVerifySignature OCylIeCTBIISIET TIPOBEPKY TMOJAIH-
CH, COOTBETCTBYIOLLEH 00ObeKTY Xeln-pyHkuuu hHash,

BOOL WINAPI CryptVerifySignature(

HCRYPTHASH hHash,

CONST BYTE *pbSignature,

DWORD dwsSigLen,

HCRYPTKEY hPdbKey,

LPCWSTR sDescripticm,

DAORD dwFlags);

Hapamempu

hHash

JleckpunTop 00beKTa XelI-(pYHKILIMK, TTOAIIMCH KOTOPOTo MpOBEpsi-
ercsl.

pbSignature

Bydep, comepkanmii 3HaUeHUE TTPOBEPSIEMOI TOIUCH.
awSiglLen

JnwvHa B Oaiftax, 3HaYeHWs TIOAMUCHU, comep:xkamieiica B Oydepe
pbSignature.
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hPithKey

JlecKpUnTOp OTKPBITOTO KJI0Ua, KOTOPBIA MCIONb3YeTCs JIsl TIPO-
BEPKU TOAIMMCH. DTOT OTKPBLITHI KITIOU JOJDKEH COOTBETCTBOBATh
KJIFOUEBOM TIape, Ha KOTOPOU BBIYUCIISIOCH 3HAYEHUE TIOATMCH.

Descripfion

Crpoka onucaHusl TOAMUCAHHBIX TaHHBIX. OHA TOJIKHA ObITh TOY-
HO Takol, YTO Mcmojb3oBajiack B dyHkuuu CryptSign Hashnpu
BbIUMCIeHUU nofanucu. Eciu oHa He COOTBETCTBYET MCITOJIb30BaH-
Hoil B yHkumu CryptSignHash, nipoBepka TIOAMNCU BEPHET OT-
pULATEJIbHBII PE3yJIbTar.

lMpumeyarHune

B Hacrosiiiee Bpemst 3TOT MapameTp MOIEPKUBAETCS I COBMeC-
THMOCTH C TIPESABITYLIMMU BepCUsiIMU KpurTonposaiinepos. Mcnomb-
30BaHUE €0 He PEKOMEH/IYeTCsI, TaK KaK 3TO CHIDKaeT 6e30MacHOCTb
CHUCTEMBI,

dwFlags

3HavyeHus ¢aros. B HacToslee BpeMs onpeaesieHO OIHO 3Haue-

Hue dara.

* CRYPT,SIOHASHOID
Wcnonw3yercst ¢ kpunrtomnposaiimepamMmu RSA. Ilpu mpoBepke
MOAIIUCU TIPOBEPACTCA TOJIBKO 3HAYCHUC XCLLI—(I)yHKL[I/II/l. 1_[0
YMOJTYaHUIO, eclii (bJiar He yCTaHABIUBAETCSI, TIPOBEPSIETCS MO~

MUCh JUIST CTPYKTYpbl DigestInfo, onipenesieHHOU B cTaHIapTe
PKCS #7.

®nar CRYPT _NOHASHOID mnoanepxusaercs B Windows NT
Service Pack 6 u crapiie. @nar He noanepxkuBaercs: B Windows
98 nnu Internet Explorer 5.0.

BosBpallaemoe 3HaYyeHne

IIpu ycrientHoMm 3aBepiieHuu pynkiust Bo3spaiiaeT TRUE, B mpo-
« TuBHOM ciydyae — FALSE. Ecnu BosBpaiaercst BenmuniHa FALSE,
COOTBETCTBYIOIIMI KO/ OIIMOKM MOXHO MOJTYyYUTh Yepe3 HyHKIIUIO
GetLastError.

* ERROR_INVALID HANDLE
* ERROR INVALID PARAMETER
* NTE_BAD_FLAGS

* NTE BAD_HASH

* NTE BAD KEY
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* NTE_BAD_SIGNATURE
* NTE_BAD_UID
*  NTE_NO_MEMORY

Kommentapun

®Oyukuust CryptVerifySignaturesvinoansiem cienyloiye orepaiuu:

*  ecu TapaMmeTp omnucaHus sDescription olpeneneH, OH J100aB-
JIFETCST K Xellly,;

»  OOBEKT Xelll-(hyHKINU <«3aKPbIBAETCS» W 3HAYCHUE Xellla M3BJie-
Kaercsl;

*  3HaueHME Xellla JOIOJHSETCs, KaK 3TO TpeOyeTcsl arOpuTMOM
TOANNCH;

* OCYILIECTRIISIETCS IPOBEPKA MOATMCU Ha OTKPLITOM Katowe HPubKey.

Ecnu nonnucek, nepenanHast uyepes 6ygep pbSignature,HeBepHa, TO

¢y BosBpaiiaer FALSE ¢ komom ommboku NTE BAD _SIG-

NATURE.

Ilocrie BbIMOMHEHMs TPOBEPKU TMOAMUCU MPUIOKEHUE HE MOXET
JI00aBISITh HOBBIE JaHHbIE K 00beKTY Xell-¢pyHKuuu. [lpuaoxeHue
JOJDKHO YHUUYTOXUTh OOBEKT Xell-(PYHKLMU 4Yepe3 BbI30B (DYHK-
uuu CryptDestroyHash.

HAononuurensHas nHgpopmavmns

Windows NT/2000: neooxomuma Windows NT 4.0 wmm crapiie.

Windows 95/98: Heooxonuma Windows 95 OSR2 wnu crapiie (unu
‘Windows 95 u Internet Explorer 302 wiu ctapiue).

3arojioBoK: MPOTOTUIT B aitie wincrypt.h.

bubmmoreka: advapi32.dH

Unicode: Ha Bcex muargopmax peanusoBaHbl Unicode- u ANSI-
BepCUM.

CMm. TaKxe

CryptCreateHash, CryptDestroyHash, CryptHaskData, Crypt-
HashSessionKey, CryptSignHash

MonyyeHre JaHHbIX HEU3BECTHOro pasmepa

MHorve GYyHKIMY NOTEHIMAILHO MOTYT BO3BpalllaTh OOJbIINE
MacCUBBI JaHHBIX MO aIpecy, KOTOPLIA yKa3blBA€T OIMH U3 Iapa-
METPOB, NepeaaHHblii TpuioxkeHueM. Bo meex citydyastx omepanus
BBITIOJTHSIETCSI TIO OZIHOMY clieHapuio. [lapameTp, KOTOpbI yKa3bl-
BacT Ha Oydep ISl KOMUPOBAHMS JaHHBIX, MMEET HOTAlLUIO, I
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TepBbIe ABE OYKBBI B UMEHM — «T >» WJIM «pV». [1epBble TpU OYKBBI
WMEHHU JIpYroro rapamerpa -- «pch». OH orpenensier pasmep B Oaii-
Tax MaccHBa JaHHBIX, KOTOPKII pa3meliiaercs: B Oydepe «pb» viau
«pv». Harmpumep, paccMOTpUM clieayolinyto crieliuuKanuio pyH-
KIUU:

BOOL WINAPI SomeFunction(

PCCRL.CONTEXT pCriContext, // in

DAVORD dwPropld, // in
BYTE *pbData, // out
DAORD *pcbData // infout

J,e
3neck pbData — yxaszatenb na Oydep ayisi pa3MereHus MaccuBa
JIaHHBIX, a pchData — pa3Mep B GaiiTax BO3BpallaeMOro MaccHBa

JaHHBbIX.

Ecnu Oycdepa, onpenenennoro rapametpoM pb Data, HE nocratou-
HO IJIs1 pa3MelleHus1 HeOOXOIMMOro MacCHBa MaHHBIX, (QYHKIWS
BosBpawiaer FALSE c¢ kogom omm6ku ERROR MORE_DATA
(Kom OIIMOKM TIOoJTyyaeTcsl TOCPeICTBOM BbI3oBa (pyHKIMKU Get-
LastError). HeobxomuMmelii pa3Mep Oydepa B OaiiTax Bo3BpalliaeT-
cs yepes napametp peb Data.

Ecmu npunoxenue niepenaet 11 mapamerpe pbData NULL, a napa-
MeTp pchData conepXuT HeH! yaeBoe 3HaueHue, To (PYHKIIUsS BO3-
paiaeT TRU (£ a HeoOxonmmblit pa3mep Oydepa B Gaiitax Bo3Bpa-
1aercst yepes rnapametp pc/j Dflta. 1ot crnocod peKoOMeHIyeTCs 1St
omnpezeseHUsT pa3Mepa Oydepa, HEOOXOAUMOTO ISl pa3MeleHUsT
MacCHUBaJIaHHBIX.

Crnemyer OTMETUTD, YTO (haKTUUECKUIA pa3Mep JaHHBIX UHOTIA He-
MHOTO MEHBIIIE, YeM pa3Mep BO3BpallleHHbIA Yepe3 11 apamemp,/JcuDa -
ta. Tlpu BBI30Be PYHKIIMM ¢ Ta pammn) oM pbData, conepxanium
yKazaTeJib Ha BblIeJIeHHbIi ITo1TaHHbIe Oydep, haKTuyecKuii pa3-
Mep MacCUBaZaHHbIX, TIepeJaHHBIX B Oydep, conepxurcst B pcb Data.
ITpy panbHeiimeii 0OpabOTKe BO,BpalLlEHHBIX JaHHBIX HEOOXOoU-
MO HCIONb30BaTh MMEHHO 3TO 3HAaUYeHUE pa3Mepa MaccuBa.

Crnenyroliuii mpuMep 1eMOHCTPUPYET BO3MOXKHBII BapuaHT peasi-
3alMM OMKMCAHHOK TIPOLIEIYPHI:

ftinclude <stdio. h>
ftinclude <windows.h>
ftinclude <wincrypt. h>
void HandleError(char
void maln() {

!

*

s);

// Dexnapupyem nepemeHHble GyHkuum SomeFunction.
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PCCRL_CONTEXT pCrlContext; // VcTaHaBmMBaeTCs Ine-mbo
B TpOTpaMMe.
DWORD dwPropld; // YcranmaBampaetrcs rme-1u060 B TpoTrpamme.
DWORD cbData;
BYTE *pbData;
_,(‘.‘I——--—" ______________________________
// BobBaem ¢ynkimo SomeFund: ion i ycraHoBku cbData.
J/ Tlocne BeBoBa ¢yHKimM cbData Oymer comepkarth
// HeoOXomuMbIii pa3mep Oydepa,
if  (SomeFunction(
pCrlContext,
dwPropld,
NULL,
&chData)) {
printf("The function succeeded. \n");
else {
// Tpu BBIBOBe GyHKIMK SomeFunction mpomsomuia ommoka.
// BbBbBaeM (YHKIMIO 0OPaOOTKM  OIIMOOK.
HandleEr ror("Function call failed.");

I

1.

// BoepoB dyHkimu SomeFunction 3aBeplIvICs yCHeIHo.

// Heobxomimblii pa3mep Oydepa comepXWTcsl B IepEeMEHHOM

// cbData.

u

// BumenseM HeO6XOmMMENT pazMep IaMATH,

if (pbData = (BYTE*)malloc(cbData)) {
printf ("Memory has been allocated. \n"};

else {
// Tpu TOMHTKE BHOENEHNS [aMITy IPOMU3OWIA OmOKa.
// Be3EBaeM QyHKIIMG 06PabOTKY OmMOOK.
HandleError("Malloc operation failed.");

i
|

rf

// TavsaTs Tom Oydep VCIemHO BHETeHa.
// Bu3bBaeMm ¢yHKIpm SomeFunction mms mONyYeHNsT MacCuBa

// maHHBX.

if  (SomeFunction (
pCrlContext,
dwPropld,
pbData,
&cbData)){

printf("The function succeeded. \n");

,3_4775
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else {
// Mpn noBTOpHOM BbI30BE YHKUMKM SomeFunction
// npowsowna owwbka. Bbi3biBaeM yHAO 06paboTkm

//  owwnbok.
HandleError("The second call to the function
failed."};

rfrvltn:l’tﬂ'tﬁl--.wv'vwat--awi—i«ii&n-&-*.t!wtviilalltiiib-lvr.-
// Tlosropubiii BbBoB Gynkmm SomeFunction 3aBepumics
// ycnemno. MaccuB naHHbIX Haxomutcs a Oydepe pbData.
// Otverum, uro Temeph mepemenHasi chQOata conmepxur
// GakTuyecKuii pa3vep mepenaHHoro Oydepa NaHHBIX.
// Tipn oOpadoTKe mepefaHHBIX NaHHbBIX, NPUIOKEHHE JIODKHO
// WCIoNb30BaTh MMEHHO 3TO 3HAYEHHE.
}
]~
// B atom npumepe ucnonb3yetca GyHKuMs 06paboTki owmnbok
// HandleError. [pocteiiwas ¢yHkuys 00paboTky OLMOOK COaEPXUT
// nedatb coobuieHus 06 owwmbke B cTaHmapTHeid error file
// Cstderr) n 3aBepiueHe NPOrpamMmbl.
void
HandleError(
char *s

)

fprintf(stderr, "An error occurred in running the
prog ram.\n");

fprintffstderr,"Xs\n",s);

fprintf(stderr, "Error number J(x.\n",GetLastError(});

fprintf(stderr,"Program terminating.\n");

ex!It(l);
}
HenocratkoM ornucaHHOW TPOLEAYPHI SBISIETCS TO, YTO MPU Kaxk-
JOM ITIOJIYYCHHUU MacCCUBa JaHHBIX H€O6X0}11/1M [lOl'lOIIHl/ITCJ'l])HbII?l
BBI30B (DYHKIIMU IS TIOJydeHUsT pa3Mepa Oydepa. AlbTepHaTUB-
Hasl TIpoLielypa COCTOUT B MCIIOJb30BAaHUM 3apaHee BbIACJICHHOTO
oydepa. Ecim pasmepa BblmeneHHOro Oydepa XBaraeT JjIsI MacCH-
BaJlaHHBIX, TO BBI30B (DYHKIMU OyIeT yCIiellieH U 9KOHOMUTCS BpeMst
Ha JIONOJHUTEbHbI BbI30B. Eciu pa3vepa Oydepa He mocTaTod-
HO, TO TpeOyeTcsi ocBOOOIUThL Oydep U BBIIEIUTH HOBBI B COOT-
BETCTBUU C Pa3MEPOM, BO3BPALLEHHBIM B napamerpepcb ata. Ta-
Kasl TEeXHOJIOTUSI MMeeT TPEUMYILIECTBO, €CJIM U3BECTeH pa3Mep Oy-
depa, KOTOporo B OOJIBIIMHCTBE CydacB OyleT XBaTaTh JJIsI 3aripa-
IMBAeMOro MaccvBa JaHHBbIX.
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Cnenyommuii (pparMeHT ITOKa3bIBaeT MCITONB30BAHME TEXHOJIOTUN
3apaHee BBIICJIEHHOTO Oydepa:

f
// Tlpunumaem, urto ¢yHkuus SomeFunction (13 mnpexabimyiiero
// TpuMepa) MHOTOKPATHO BbI3bIBAETCS MPUIOXKEHUEM,
/ /M B OOmbIIMHCTBe clyyaeB Oydep pasmepom 50 6Gaiit Oymer
// moctatoyeH U COXPAHEHMsI MAacCUBa JaHHBIX.
j.r’ !
// Hexnapupyem nepemeHHble ¢yHkuuu SomeFund:ion.
POCRL CONIEXT pCrlContext; ///YcranaBiauBaeTcs Tae-J1u00

B IporpamMme.
DWORD dwPropId; // VcTaHaBNMBAETCS TOe-mbo B TIPOTPaMME.

// Bupmensem Oydep pasMepoM 50 OaiT u WUCIONB3YEM €ro I
// BH3oBa QyHKIM SomeFunction.
// OmHako, B CiydYae ecim pa3Mep MacCyBa [OaHHHX Oombme 50
// GanT, wuCHoNB3yeM mepeMeHHyn cbData Mns BHIETEHNS
// Heobxomumoro Oydepa. Ilocme BHOeneHys HOBOTO Oydepa CHOBa
// BH3HBaeM OyHKIMO SomeFunction m7id TONYYeHWs MacCuBa
// DaHHHX.
DWORD dwTries = 0; // the number of times the function has
been tried
BOOL  fHore=TRUE; // flag indicating the function needs to
be tried
DAORD cbData = 50;
BYIE  *pbData;
.’”-f
// Hadano uwkna. Lpkn BoinonHseTcs camoe Gonblioe aBa  pasa,
while (fMore) {

if (pbData = (BYTE *)malloc(cbData)) {

printf("Memory has been allocated.\n">;

}

else {
HandleError("Memory allocation error.”);

// Tlamsatb ans Oydepa BbimeneHa ycneurHo. [lblTaeMcst BbI3BaTh

/1 dyHkumnSomeFunction.

if  (SomeFunction(pCrlContext, dwPropld, pbData,
AcbData)) {
// BbBOB GYHKUMM 3aBEpIIMJCS YCHELIHO. 3aBepliaeM LUKJI.
printf('The function succeeded. Exit the loop.\n");
fMore=FALSE;

}

else {
// Tipu Bb3oBe GyHkimuu SomeFunction npousonuia ommokKa.
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//  OcBOOOXIaeM  BbIIEJNEHHYI0 TaMSTh.
free(pbData);
// Ecwm owwvbka npousousia He MO MPUHYMHE  HEAOCTaTOYHOro
// pa3vepa Oydepa (kon owwubke He paBeH
// ERROR MQRE DATA), TO BbXOOAVM U3 LMKIA C OLUMOKOW.
if(GetLastError() !'= ERROR MORE DATA ) {
HandleError("General function failure.”):
>
// Ecowm owwubka npou3owsia Mo MpUHMHE  HEeAOCTATOYHOro
// pasmvepa Oydepa (kop owwmbke paseH ERROR MORE DATA),
// TO YBENUYMBAEM CYETYMK KOSMMYECTBA OLUMOOK.
// Konm4ecTBO MoOMbITOK He MOXET Obb  Gonblle  OBYX.
if( ++dwtries > 1
HandleError("Function call failed twice"):
t

| ;// ~ KoHel,  wikia

// Tlepmblii wim Bropoil BbBOB GyHKIMKU SameFunction 3aBepuumics
// ycmemHo. B 3TOM ciyyae mepemeHHast cbData comepxur

// dakTuueckuit pasmep MaccuBa IOaHHbIX. [Ipy oGpaboTke

// TepedaHHBIX NAaHHBIX, TPWJIOXEHNE JODKHO MCITOJIb30BaTh HMEHHO
// 92TO 3HavyeHUe.

/| o e NI R s =—
// Ecnm Heobxopgymo, obpabatbiBaem Oydep pbData.
|78

s

// Tocne o6paboTky ocBoboxaaem Oydep OaHHbIX.

free(pbData);

JoOUTbC yBeIMYEHUSI NPOM3BOIMTEILHOCTH BO3MOXHO TaKXke C
TIOMOLLBIO MCNoNb3oBaHuss GyHKUWU alloca 1)1 BbIIEIEHUST TaMSTH
U3 CcTeKa, BMECTO e/ /b3oBlILIs QYHKUUU malloc. KoTopasi BbI-
JeJIsieT maMsITh U3 Kyuu. [10CKONbKY HaMsTb BbIIESIETCS U3 CTeKa,
TO HET HEOOXOIMMOCTH BbIOBIBATH HYUKUIIIO/TEE LTSI OCBOOOXKIE-
HUS TIaMSITU TI0CJIe MCMoJib3oBaHMsl Oydepa. Eciu mpumeHseTcs
¢byHKUMA alloca, TO UCMOIL30BaTh Oydep MOXKHO TOJBKO JIOKA/Ib-
HO, TIOCKOJIbKY IIpY BO3BpallleHUM U3 QYIKIlit « :TeK 0CBOOOXKIAeT-
cs. Takxe HE00X0AUMO OTMETUTD, YTO CTEK UMEET OrPAaHUYEHHbII
pa3Mep, U eCM HEeIpOoAyMaHO IOJIb30BaThCs (yHKIMel alloca, To
BO3MOXHO €TO TMeperoyHeHNe.

Kompl ommbox
ERROR BUSY

Kpunrorpaguueckuii 00beKT, KOTOPBIN IBITAIOTCS YHUUTOXUTD.
3aHAT U HE MOXET ObITb YHHMYTOXKEH.
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ERRORINVALID"RA RAMETER

OouH WIK HECKOJbKO napaMeTpoB MMEIOT HEBEPHOC 3HAYCHMUE.
Yarre Bcero ato HCBCprIfI yKasate€lib.

ERROR_NOT_ENO UGH_MEMORY

B TeueHue omepammm orepallOHHAsl CHCTEMa Mcuepriaia maMsTh.
NTE_NO MEMORY

B TeueHne omepanvy KpUNTONpPOBAIep MCUeprial TaMsITh.
NTE_BAD_FLAGS

Ilapamerp dwFlagsumeeT HeBepHOE 3HAUYCHMUE.
NTE_BAD_KEYSET

KuroueBoit koHTeliHep He MOXET ObITh OTKPHIT. OOBIMHO 3TO O3HA-
YaeT, 4To OH He cymiecTByeT. [T co3maHus KOHTelHepa HeoOXo-
Mo BeBBaTh QYHKIINIO CryptAcquire Context c pnarom CRYPT
NEWKEYSET.

NTE _BAD KEYSET PARAM
IMapameTtp/MrCorr3meruaup.ar/ i erae ycTaHOBJICH WU UMe-
€T HeBepHOE 3HAYEHHe.

NTE BAD PROV_TYPE

ITapamerpdwProvTypermeer HeBepHOe 3HaYeHHUe. Bee TUIib Kpumron-
POBAIEPOB IOVDKHBI IMETh 3HaUeHUE OT 1 10 999 BKITIOUUTEITLHO.

NTE_BAD SIGNATURE

He mpomrna nmposepka mudposoit nmoamucu DLL xpunromposaii-
nepa. DLL i nmudpoBast monnmch ucKaxkeHa.

NTE_EXISTS

ITapamerp «bl&"3ycrasopmm 8 CRYPT_NEWKEYSET, a xmo-
YEeBOW KOHTEWHED yXe CYILLECTBYET.

NTE_KEYSET ENTRY _BAD

KmoueBoit KoHTeiHep, cooTBeTcTBYIONIMi pszContainer, oOHapy-
3K€H, HO OKa3ajicsl UCKaKEHHBIM.

NTE_KEYSET NOT_DEF

KirroueBoii KonTeitHep, cooTBeTCTBYIOIIMIIpszContamer, He Cyllie-
CTBYeT, WX 3allpalliMiBaeMblii KPUTITONPOBAKIEp HE OMpe/esieH.
NTE_PROV_DLL NOT FOUND

Bubnrorekn Kpunronposaiinepa He CYIIECTBYeT, WM HE ONMUACAH
IyTh JIO Hee.
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NTE_PROV,TYPE_ENTRY BAD

Tvn kpunrronpoBaiinepa,ykasannbiii B dw PmyTypeneBepHblil. OT; 1
OIMOKa OTHOCUTCS K CIIICKY KPUIITOIIPOBAMICPOB,, UCTIONB3YeMBIX
HOYMOJTYaHUIO.

NTE_PROV_TYPE NO_MATCH

Tuvn kpunronposaiinepa, ykazaHHbIi B dw Prov Type,He COOTBETCTBY-
eT IefCTBUTEIbHOMY THHY KPUITOIIpoBaiinepa. DTa ommbka Mo-
KET UMETb MECTO, KOrda/MrioTii/eyKasblBaeT Ha peaTbHbIA KpUIl-
TONpOoBaep.

NTE_PROV_TYPE NOT DEF

Tun KpunroHpoBaiinepa, yKasanHblii B napamerpe dwProvType, He
OITMCAH.

NTE_PROVIDER _DLIL_FAIL

@aiimn DLL kpumronposaiinepa He MOXeT OBITh 3arpy:KeH, WU
TIPOM30IIDIA OIIMOKA TIPY MHUIIAATN3ALINH.

NTE_SIGNA TUREFILE BAD
OmmbKa mpon30IIUIa IIpU 3arpy3ke odpasa OMOIMOTEKH 10 IIPOBEP-

KU MO HCH.
ERROR_MORE)ATA

Bydepa, miepenaHHOTO NPUIIOKEHNEM, He XBaTaeT I COXpaHeHUS
HEOOXOMMMBIX TaHHBIX

£RROR_NO__MOREJTEMS

IepeunciieHne 3aKOHYEHO.

ERROR _INALID HANDLE

OmvH 13 TIapaMeTpoB YKa3bIBaeT Ha HEBEPHBIN AECKPUIITOP.
NTE BAD_UID

ITapametp k Prov conepkuT HeBepHBIiA JECKPUTITOP KPUTITOITPOBAii-
nepa.
NTE_BAD _ALGID

IMapametp Algid onpenensier anropuT™M, KOTOPBIN TaHHBIN KPUII-
TOMpoBaiiep He MOAIePXKUBACT.

NTE BAD HASH

JleckpuniTop 00beKTa XeIIMPOBAHMS COAEPKUT NMEeHepHoe 3HaUCHE.
NTE_BAD HASH STATE

ITombITKam00aBUTHAAHHEIE K «3aKPHITOMY™» OOBEKTY XTI POBAHMSI.
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NTE_SILENT CONTEXT

KpunronpoBaiizep He MOXET BHITIOJTHUTD 3allpalliiBaeMylo orepa-
1110, MOCKOJIBKY (pyHK1US CryptAcquire Context Bbi3BaHa ¢ ¢hJia-
rom CRYPT_SILENT.
ERROR_CALL_NOTIMPLEMENTED

Ora ommbKa Bo3Bpaliaercs, eciu Kpunrtonpoaiiaep He moauep-

>KMBaeT JAHHYIO (DYHKIIHIO.
NTE_BAD_KEY

Jleckpunmop KpUITOTpadruecKoro Kiroda COAEPKUT HEBEPHOE
3Ha4YeHUeE.

NTE_BAD_KEY STATE

KpuntonpoBaiepHe MOXeT BBIMOJIHUTh 9KCITOPT KITIOUa, MTOCKOJIbKY
npu ero coznanuu He onpeneyieH diar CRYPT _EXPORTABLE,

NTE_BAD_PUBLICKEY

Tun xmoyeBoro GroGa, ompenejeHHbI B mapamerpe dwBlobType,
ycranoBiieH B PUBLICKEYBLOB, no hExpKeyne conepxur nec-
KPUIITOpa OTKPBITOTO KITIOYa.

NTE_NO_KEY

Heckpuntop KpuUnTorpa@uyeckoro Kioda CONEpXKUT HEBepHOe
3HaYeHUe.

NTE BAD VER

Jaunnbnii KpunTtonposaiinep He NOMIEePKMUBaeT BEPCUIO UMITOPTH-
pyeMoro KitoueBoro 6106a. OObIMHO 3TO O3HAYaeT, YTO HeOOXOmu-
MO OGHOBUTH BEPCUIO KPMIITOIIPOBaiinepa.
NTE_FIXEDPARAMETERS

Hexotopble kpunTonpoBaiiaepbl MMeoT GUKCUPOBAHHbIE TTApaMET-
pol P, Q u G (A). B atoM cityyae mipu IIOIBITKE YCTAHOBUTH 3TU
mapamMeTpbl uepe3 ¢yHkumio CryptSetKeyParameo3zepawaemcs
JaHHasi OIIMUOKa.

NTE_DOUBLE_ENCRYPT

IpunoxeHue nbiTaeTcs 3alndpoBaTh/paciindpoBaTh OTHU U TE
K€ JaHHbIE BTOPOW pas.

NTE_BAD_DATA

HaHHble 111 TpolieAyphl 3ainudpoBaHus/paciin@poBaHusl HEBEP-
Hel. Hampumep, Koraa ucnosnb3yercs 610uHoe 1 poBaHuen guar

Final ycranoBnen B FALSE, mapa metp pdwDatalLen nomkeH conep-
JKaTh 3HaAYeHUe, KpaTHOe pa3Mepy 01oKa 1 poBaHus.
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ITpu pacimbpoBaHUM 3Ta OHMOKA BO3BpAIaeTCsl MPU HEBEPHOM
cofiep>KaHUU JTOTTOJTHEHHSI.

NTE_BAD_L,N

Bydepa, nepesaHHOro NpuaoXeHUEM, HEIOCTATOUHO s COXpaHe-
HUS JAHHBIX.

NTE_FAIL

JIpjj BIMOIHEHU M oniepaliiy B (hyHKIIMH MPOU30IILIA OLIIOKA.

Kpuntonposangepbl Microsoft

B aitne WinCrypt.h gaHbl ornpeaejieHUss UIMEH KPUITOIpOBaitic-
POB, JIOCTYTHBIX B HAcCTOsIlee BpeMsl. 3HAKOM * OTMEYeHbI KpHII-
TomnpoBainepsl, exawuenH e Microsoft B OC, nauunas c Win-
dows 2000:

Microsoft Base Cryptographic Provider v1.0
Ompenenennie: MS DEF  PROV
bubGnuorexa: rsabase.dll

Microsoft Enhanced Cryptographic Provider*
Onpenenenue: MS_ ENHANCED_ PROV
bubnuoreka: rsaenh.dll

Microsoft Strong Cryptographic Provider*
Onpenenenue: MS_ STRONG_PROV
bubnuoreka: rsaenh.dll

Microsoft RSA Signature Cryptographic Provider
Onpenenenue: MS_DEF ,RSA SIG PROV
bubnuoreka: rsabasc.dll

Microsoft RSA SChannel Cryptographic Provider*
Onpenenenue: MS DEF RSA SCHANNEL PROV
Bubdmoreka: rsaenh. dll

Microsoft Base DSS Cryptographic Provider
Onpenenenue: MS_DEF DSS PROV
butGnuoreka: dssbase.dll



MpunoxeHue 2 383

Microsoft Base DSS and Diffie-Hellman Cryptographic
Provider

Omnpenenenue: MS DEF DSS DH PROV

bu6nmoreka: dssbase.dll

Microsoft Enhanced DSS and Diffie-Hellman Cryptographic
Provider*

Ompenenenne: MS ENH DSS DH PROV
bubnmnoreka: dssenh.dll

Microsoft DH SChannel Cryptographic Provider*
Omnpenenennie: MS DEF DH SCHANNEL PROV

bubmuoreka: dssenh.dll

Tunbl KpUNTONPOBaAEepPoB

B aitne WinCrypt.h manbel omnpenejieHUs THIOH KpUIITOIIpoUaii-
NIEpOB, ONpeAC]CHHBIX B HacTosiee BpeMs. 3HAKOM * OTMeYeHBI
TUNBI KPUIITOIIPpOBaiinepoB, BKIOYeHHBIe Microsoft B OC, Haum-
Hast ¢ Windows 2000:

PROV_RSA_FULL(1)

Kpun To npoBaiinicpbl JaHHOTO TUIIA TTOAIEPXKHUBAIOT U IU(MPOBYIO
MOANYCh M IMMPOBaHUS TaHHBIX. JUTd BC '€ X omnepamuii ¢ OTKPbI-
TBIM KJTFOUOM HCITONIB3yeTcsa anroput™ RSA. TlommepkuBaemble
aJITOPUTMBI:

*  gimouyeBoil oOMeH — RSA;

*  1mmdposasg moanmuch — RSA;
* mmppoBanne — RC2, RC4;
*  xemmponanme — MDS, SIIA.

PROV_RSA_SIG(2)

KpunronpoBaiinepbl JaHHOTO THIA MOAIEPKUBAIOT TOJIBKO (DYHK-
LIMM ¥ aJITOPUTMBI, HEOOXOIMMBIE T XeITMPOBAHMS M IIU(PPOBOIA
nonmucH. [lommepskuBaeMble aaTOPUTMBI:

*  KJIIOYEeBOM OOMEH — He MOIICPKUBACTCS:
*  mudposast moanuch — RSA;
*  mmdpoBaHUe — HE MOMICPXKUKACTCS,;

* xemmpoBaHnue — MDS5. S1IA.
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PROV_ RSA  SCHANNEL (12)*

Kpunromnposaiinepbl JaHHOTO THIIA TIOMICPKMBAIOT 1 aJITOPUTMBI
RSA u npotokoiner Schannel. IMonaep:krBaeMble alTOpUTMBI,

*  KmodeBoii ooOMeH — RSA;

* 1mmdpoBas nommich — RSA;

* mmdpposanmne — RC4. DES, Triple DES (#e 06s13aTeJIbHO Bce);
* xemmpoBanune — MD5, SHA.

PROV_DSS (3)

Kpunronposatineps! nanHoro tuma, kKak 1 PROV_RSA SIG, non-
JEPKUBAIOT TOJbKO (DYHKILIMKM M AJTOPUTMbI, HEOOXOOUMbIC ST
XeIMpoBaHUs 1 I poBoit Toanucu. B KadecTBe aaroprTMa Imom-
mucy ucrtoibsdyercs Digital Signature Algorithm (DSA). INommep-
KMBaeMble aJTOPUTMBI:

*  gnllogeBoit OOMEH — He TTOIIePKMBACTCS;
*  1mdposasg nmoamuck — DSS;

*  mmdpoBaHUe — HE MOIICPXKUBACTC,

* xemmpoBanue — MDS5, SHA.

PROV,)SS_DH(13)

Kpunrornpopaiiaepbl JaHHOTO THIIA MOAACPKUBAIOT B IOMOTHEHUE
k PROV _DSS u umdposanust nanueix. [lomnepxuBaemble anro-
PUTMBI:

*  xmodeBoir ooMeH — DH;

*  mmdposag mmognmuck — DSS;

*  mmdpoanne - CYLINK MEK;
*  xemmpoBanue — MDS, SHA.

PROVDH_ SCHANNEL (18)"

Kpunromnpopaiinepbl TaHHOIO THUIIA TOMNEPKWBAIOT U AJITOPUTM
Hudpdun — Xemmmana, n Schannel mpoTokonsl. Ilommep:kiBaeMbie
aJITOPUTMBI:

*  xmoueBoii oomeH — DH (Ephemeral);
*  1mdposas moanuchk — DSS;

* mmdposanue — DES. Triple DES;

*  xemmposanne — MDS5, SHA.



MpunoxeHue 2 385

PROV.FORTEZZA (4)

KpunrmronpoBaiinepsl JaHHOTO TUTIA TIOIIEPKMBAIOT M MPOTOKOJIbBI
¥ aJITOPUTMEI, pa3paboraHHbie National Institute of Standards and
Technology (NIST). ITommepxkuBaeMbIe aJrOPUTMEL:

*  xmoueBoil ooMeH — KEA;
*  1mdpoBas nmoamuch — DSS;
*  mmdppoBanne — SKipjack;
*  xemmpoBaHue — SHA.

PROV_MS_EXCHANGE (5)

Kpunromnposaiifiepsl JaHHOTO THUIA TIOAIEPKUBAIOT KpUIiTorpadu-
yeckue onepaunu Microsoft Exchange mail 1 miproXeHmii coBMe-
ctuMBbIX ¢ Microsoft mail. I[lommepkuBaeMble aITOPUTMEL:

*  Kmo4eBoil o0OMeH — RSA;

*  mmdposas moamch — RSA;
* mmdpoBanue — CAST%;

*  xemmpoBanue — MDA5.

PROV_SSL (6)*

KpunronpoBaiinepsl TaHHOTO TUTIa TIOIIepKuBaloT Secure Sockets
Layer (SSL) mpotokon. Ilommep:kuBaeMble aJrOPUTMEL

» KImodenoii ooMeH — RSA;

*  mudpopas mmonmich — RSA;

*  mmdpoBaHUe — Pa3TUYHbIE aTOPUTMBI;

* XCIIMPOBAHUE — Pa3/IMYHBIE aJITOPUTMBI.



Npunemxenue &

Lenb 1aHHOTO MPUIOXEHUSI — HANOMHUMb YATATETIO CMBICT OC-
HOBHBIX MaTeMaTUIECKUX MOHSITUI, UCTIONb30BAHHBIX B ITPEIbIIY-
11X maparpadax 1 puMepax, a Takke MosiCHUTh HEKOTOphbIe hak-
TbI, Ha KOTOPBIE M TEKCTE CChUIAIOTCS] AaBTOPHI.

OcHOBHbIE KOMOMHATOpPHbBIC 3aiayu

ITycte umeercst maoxkectso M. MoruHocTs MHOXeECTBA M — 4uciI0
2JIEMEHTOB B JAHHOM MHOXecTBe M. JlaH BEeKTOp pa3MepHOCTH k
X=(X, X,,-.., X,), [ICX. IpUHAAIEKUT MHOXeCTBY M. KakoBo unc-
Jo T Takux BEKTOpOB?

Ha nepBoe mMecTo MOXXHO HE3aBUCHMMO ITOMECTUTD JII000 U3 3J1e-
MEHTOB MHOXecTBa M — 6bi6pams U3 T, aHAJIOTUYHO Ha BTOPOE,
TpeThe, -.., k-e. Takum oOpazom,

T=nxmnx..xn(kpa3),

Ilycts umeercst i yucen 1, 2, ..., n. Haiinem uucno T BceBo3MOXk-
HBIX ITIEPECTAaHOBOK M3 HUX,

Ha nepBoe MecTo 4nciio MOXHO BbIOpaTh U3 I, Ha BTOpoe — U3 1-1,
Ha TpeTbe — U3 N-2 U T.JI., Ha MOC/IeHEe — OCTAHETCsT OHO YMCIIO.
CnenoBarebHO,

T=nx@1)x@2)xn-3)x.x1 =1

TpynoemkocTs ajnroputMma (IIpUMep)

Ilycts MMeeTcs T HeYNOpPSIIOYEHHBIX LIEabIX yucea oT 1 mo m. 3a
CKOJIBKO OTiepaliuii UX MOXHO YIOPSIOYUTH HO BO3PACTAHUIO —
paccTaBUTh 110 MOPsIAKY OT 1 1o ni? BBeneM aBe onepaiuu: cpaBHe-

HMe JIBYX 2JIEMEHTOB M WX TEpecTaHOBKa MeXTy CODOi; Ha30BeM
HX B TAaHHOM CJTyJae 2.1eMeHmapHsLMu Onepayusimu.

AJITOPUTM YHOPSIAOYEHUST OMUILEM CAeayIoIMM obpa3oM. Bbioun-
paeM i-if aneMeHT 1 = 1,..., -1 ¥ mocien0BaTeIbHO CPABHUBAEM €TI0
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¢ n-i anemenTamu. Eciu i-it a7eMeHT OOJbIIe j-10, TO IepecTaBis-
€M HX MeCTaMM.

Anroputm cnemaer n-1 mar, Ha KM 1iare Oymer cpaBHUMATBCS N-i
aneMeHToB. OOIIIee YMCIIo orepaiii cpaBHeHUs TspaBHO:
Ts=(n-1)+ (n-2) £...+ 2+ 1 (cyMmmaapuMeTIIECKOI ITPOrPECCHM)
Ts=05xnx@-1)=05xmxm-05x1I

ToBOpAT, YTO TPYIOEMKOCTb TAHHOTO alNropuT™Ma ecTh O(1T’) (dmTa-
eTcst «0 6¢/M T1 0 € OT I KBapat»), MOCKOJIbKY HAMGObIIIast CTENEHD
TOJIMHOMAa — BTOpasl 1, CJIIOBATENIbHO, ITPY YBEJIMYCHUH 1T B 1Ba

pa3a Bpemsi pabOThI aJITOPUTMA YBEJIMIUTCS B 4 pasa.
IlonsiTHE TPYIIITHI

Ilycts 3ampaHo HEKOTOPOE MPOU3BOJILHOE MHOKECTBO S, 0003HAYMM
S X S nmexapToBO NMPOU3BENAEHUE 3TUX MHOXECTB, T.e. MHOXECTBO
BUIA

M= S xS = {(, t)}, mme r u t mpuHAIIEXKAT MHOXECTBY S.

IIpousnomsHoc oToOpakeHne M B S, T.€. COOTBETCTBHE MEXITY Ia-
pamu (T, t) ¥ 2JIeMEHTaMU MHOXeCTBA S, TIPY KOTOPOM KaskKIoi Tape
COOTHETCTBYCT JIEMEHT M3 S, HA30BeM OTlepallfeil ma MHOXKeCTBe S
(w1 OMHAPHOM OIepalnei).

I'pymmoit (G,*) Ha30HEM HeKOTOpoe MHOXecTBo G ¢ omeparuein *
(* o3HAUaeT yIIOMSIHYTOE BBIIIe OTOOpaXeH ue) Ha G, IJIsi KOTOPhIX
COOJTIONAIOTCS CIIEAYIONINE YCIOBUS:

* omepamus * accolMaTrBHA 1T OOBIX an b, mpuHamiexamnmx G
a*(b*c)=(a*b)*c

BO MHOXecTBe (GCYIICCTHYET HEKOTOPHII 3JIeMEHT C, JIJIST KOTO-
poro

a*e=e*a=a

IUTST KaXIoro ayieMeHTa MHoXecTBa G CyIIECTBYeT OOpaTHBIM
aJIeMeHT o ( Takke MpuHamIexammi G)

a*o=o*a=c

Eciu noromHUTEbHO BBIOJIHEHO 151 ToObix a 1 b 13 G
a*bHb»a

TO TPYIINa HAa3bIBAETCS KOMMYMAMUBHOU Ul abenesoil.
IIpumepsr rpyrin

MHoKecTBO 1IeJTBIX YKCETI ¢ orepaiueit ciaoxenus (Z.+) odpasyer
OECKOHEUHYIO abesIeBYIpyIITy.
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IMoncraHoBKU
PaccmoTpuM OOBEKT «ITOICTAHOBKA» — TaOJIMILy BUIA
123..1m

Iae X. IIpUHAIJIEKUT MHOXeCTBY {1,2,..., 11}
TT Ha3bIBACTCSI CMenenbio NOOCMAaHOBKU.
Beenem onepaiiio yMHOXKEHUS MOICTAHOBOK P! 11 p2
pl=12..o0p2=12... 11
xIx2..xn yly2..yno
0O6o3HaunmM xi=pl(i), yi=p2(i)
pl#p2=12...n
p2(p1(1))p2(p1(2))...p2(p1<n))
MHOXeCTBO BCeX TOICTAHOBOK CTETNEHHU IT C BBENCHHOM Orepai-
eil 0bpazyeT HEKOMMYTATUBHYIO KOHEUHYIO TPYITITY.

Tlopsodkom Koneunoil epunnbl Ha3bIBAETCS YUCIIO €€ DJICMEHTOB.
MKIMIHOCTh TPYIIITBI

I'pymma (G,*) cunraercsa UMKINYECKOM, €C/I €€ KaKIbIi 2JIEMEHT
b MOXHO MpeaCcTaBUTh KaK:

b=a,
e CTeneHb IT IOHMMAETCsl KaK N-KPaTHOC BBIMTOJIHEHWE OIMepaLyu
* C DJIEMEHTOM a.

DJIeMeHT a TPYNIbl B 3TOM CJllydyae Ha3bIBACTCS MPUMUMUGHbIM UAU
obpasyrouum.

Tak, B aIAUTUBHOM TPYIIE IIENbIX YMCEN C ONepalyeil CIOXKEHMS
00pa3yoIIMMM OyIyT 2JIeMeHThI 1 1 - 1.

B KoHeuHO# LIMKJINYECKO! TpyTIIe MopsaKa m 3JIEMEHT a B CTere-
HHU kK TIOpOXIaeT MOATPYIITY MOpsaKa t, prudemM

¢ =1/HOd(u, 1)
Ecmu p — nipocroe uucio, o HOI(p-1, p) = 1, 1 cienoBatesibHO, t = m.
Koubua u nonst

PaccmoTprM MHOXeCTBO R, Ha KOTOpOM 3aaHbl IBe HETOXIECTBEH-
HblE olepaluy; 0603HAUUM UX U *.

MmuoxectBo R HaszbiBaeTcs kombiioM R(+,*), ecmm
*  omepanusl + Ha MHOXecTBe R 00pasyeT KOMMYTaTMBHYIO TPYIIILY;

* s moObIX a, b, ¢ BemonHeHo a*(b+c)=a*b+a*c (mucTpudy-
TUBHOCTDH ONepanum).
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Konblo KOMMYTaTUBHO, €C/IM KOMMYTATHUBHA OIICpalivsa *,

HefiTpanbHblil 37€MEHT MO onepaluu * Ha3bIBACTCS eXMHHIIEH
KOJTbIIA.

KomMyTaTMBHOE KOJIBLIO C €qMHUIIE, COBOKYITHOCTh OTJIMYHBIX OT
HyJIsl 3JIEMEHTOB KOTOPOTO OOpasyroT abesieBy IPYITTy OTHOCUTENTLHO
ornepanuu *, Ha3bIBACTCS MOJIEM.

B none MOXHO BBIIETUTH MYJIBTUILIMKATUBHYIO IpyIy (10 orie-
panuu *) ¥ afIUTUBHYIO TPYIITY 1o (110 onepanvu +). Hanbos-
IV MHTEpeC MPEACTABJISIIOT MYJIbTUTUIMKATUBHBIE TPYTITIBI MTOJICH.
MoXHO yTBepXKIaTh, YTO MYJIbTUTUIMKATMBHAS TPYMNA T1OJIsT SIB-
JIsIeTCsl LUMKJIMYecKoi rpynmoit. Ilopsimok maHHOK LMKIWYECKOMR
TPYNIIbI €CTh p-1, TOe p — YMCIO MEMEHTOB TOJS (HYJIeBOil 3Jie-
MEHT UCKJTIOUEH).

Hnst mpocroro p:

aP1=1

Konbua u nosisi BbIYETOB

Lesble yrciia a ¥ b cpaBHUMBI TTO MOAYJIIO P, €CJIM Pa3HOCTh a-b
JETATCS Ha P.

MHoxecTBO M IIeNTbIX YKCeT Ha3bIBaeTCs i-M KIacCOM BBIYETOB TTO
MOJIYJIO P, ecIu AJist oboro uucna t u3 M, = i(mod p).

HetpynHo BuzieTh, YTO BCe MHOXECTBO LIEJbIX YMCEN pa30uBaeTCs
Ha HeTlepeceKarolMecs KJacchl (MX OKaXKETCsl POBHO p) YKCeEll, CpaB-
HUMBIX o Monymo p ¢ O, 1,—,p-1. Ha mHOoxecTBe xitaccoB K, K.,
.., K BBeIeM omepauuu + u *.

K. + K. = K| ecnu d, paBHOe apudMeTH4ecKoil CyMMe 4ucen i Hj,
CPaBHUMO C t TIO MOMIYJIIO P.

K. * K = K, ecmu d, paBHOE 11€7I04HACIEHHOMY TPOU3BEACHUIO YK -
ceni MJ, cpaBHMMO € t IO MOAYJIIO .

Jlerko BUAETH, UTO 3alaHHOE MHOXKECTBO KJIaCCOB C BBEICHHBIMU
ornepauysMu 00pazyeT KOMMYTaTUBHOE KOJIbIIO, KOTOpOE Ha3bIBa-
€TCsl KOJIbLIOM KJTaCCOB BBIYETOB 11O MOJYIIIO p. JlaHHOE KOJIbLIO SIB-
JIeTCs TojyieM, eci p — Tipoctoe uncio. O6o3HaueHue GF(p) —
nojne lamya.

3anaya QUCKpeTHOro JiorapuMupoBaHus

[yctb 3amana KoHeuHas rpymna G U ee 3JIEMEHT a, TIOPOXKIAOIIMI
LIMKJTMYECKYIO MOArpyriny P (MmoaMHOXeCcTBO Ipymiibl) MOpsiaKa T.

Ilycts 3amacr b — mpon3BobHEIHM 35eMeHT P.
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TpeOyeTcst HAliTU Takoe YMCIIO X (OUEBUAHO, MEHbIIIEE T), YTOOBI
a'=b

MeTton nosHoOrO TMepebopa

[epebupaem Bce umciaa i or 0 10 T, BBIMUCIISIEM a B CTEIEHU i U
cpaBHUBaeM ¢ b.

TpynoeMkocts MeTona T = O(T).

MeTon BCTPEYHOTO JBUXEHUS (COTJIAaCOBAHMS)

BoiGepem Ba uunciia € n d Takue, 4ToObl MX MPOU3BEICHUE HE ObLIO
MeHbllle T. Torga moboe YuCiIo X, He TMPEeBOCXOMsIIee T, MOXHO
MpeACTaBUTh B BUIE

x=mnc+d,n<c,d<c.

s Beex umcen i oT 0 10 ¢ BBIYMCIIMM 3HAYEHMS a B CTENCHU i U
TMOMECTUM MX B HEKOTOPBII MacCHB pe3yJIbTaT:

B 0-i1 a7leMeHT — a

B 1-if anemeHT — a’

B C-if amemMeHT — a'

Hanee st Beex uncedtj ot 0 1o d- 1 BeIIMCIMM

BbIpaXeHue t = ba’

U CBEPUM €TI0 C j-M 3JIeMEHTOM HAKOILJICHHOTO MacCHUBa.
[Tockonbky

ar= g™""

b=a""

a'*-b"a

TO COBMajeHUEe BEIPAXXEHUS t ¢ COOEPKUMBIM STUSIIKH, BBIYMCIICH-

HBIM B X0[€ TEePBOro 3Tarna, BCera MPOU3OMIET, U ecii t COBMAo
CO 3HAYEHUEM 2JIEMEHTA T, TO X =j ¢ + T.

JlornuHo BEIOMpaATh € n d KaK KOPeHb KBaIpaTHBII U3 T.
Torma TpynoeMkocth Metona T = O( m*) — KopHeBas OlleHKa.
I'pymna Toyex 3JTMNTUYEeCKO M KPUBOH

[Tyctb 3amano npoctoe uynciop > 3. CumBonom GF(p) Gynem obo-
3Ha4YaTh KOHEYHOE TPOCTOE TMOJIe U3 P 3JEMEHTOB, KOTOPOE MOXHO
TPENCTaBNsATh, KaK MHOXECTBO LiesbIx uncen oT 0 dop-i ¢ onepa-
LUSIMU CITOXEHUST M1 YMHOXeHUsT modp.
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DunTudyeckoi Kpupoii E, onpenenéHHol Han noieMm GF(p), Ha-
3pIBA€TCSI MHOXECTBO Iap uuces {r y), x, y ¢ GF(jp), ynoBieTBo-
PSIOIINX TOXIECTBY

y'=x +ax + b (mod p), (1)
e a, b E GF(p) u uncio 4x' + 27b’He nenutest map.

IMapa yucen (x, y), tie % y e GF(p) yIOBIeTBOPSIOT TOXIECTBY
(1). Ha3bIBaeTCS TOYKOI KpUBOI £, a YMCIa T Uy — €€ KOOpAuHaTa -
MUXWY.

JIBymMepHOe eBKJIMI0BO mpocTpaHcTBO Han GF(p)MoxHO paciiu-
pUThb, 100aBUB OECKOHEUHYIO TOUKy O = (oc, co). EcTecTBEeHHbBIM 00-
pa3oM MOXHO CYMTaTh, YTO KOOPIMHATBHI 3TOW TOYKU TOXE YIOB-
netBopsaoT ToxaectBy (1). T.e. O Toxe MOXHO CUMTaThb TOYKOM
KpuBoii E.

Ha MHOXecTBe ToOUeK 3JUTUIITUYECKOU KpUBOii £ CJIeIyIOIINM 00-
pa3oM MOXHO OCYIIECTBUTh orepaliuio ciaoxeHus. [Iycts koopau-
Hatel Touek Q(xy)H Q,,(x2,y.,)ynoBIeTBOPSIOT YCIOBUIOX, #x,
B aToM cityyae 1x cyMMoli OyieM HasbIBaTh TOUKY 2;/(1e.,, /.5). Koop-
IIMHATBI KOTOPOIA OTPEesISIOTCSI CPAaBHEHUSIMU

\x>=A--x,-x,(mo(1p), rae ASy.’_y’A t{{mOd/ .
lw xexy, @R ), T ke, x, )

Ecim BBIMIOTHEHBI paBEHCTBA X, = X,, HO 'y, =, * O, onpeneanm
KOOpIMHAThI TOUKU Q, clieaylolyM o6pa3oM

>

x, =JI-2x, (mod p), L Ftand,
lw, =Alx, ~ v, )~y (modtag. A= 529, (mod p)_

B ciyyae, ecrm v = *, my, e -y, (mod p) cymmoit Touek Q, u Q,
Oyzner onucaHHast Bbllle Touka O.
Mpumeyanue 4acTo BO3HMKAET BONPOC: HEYXenW Bceraa B GopMynax 4ng Bbl-
yucneHus | yucauTenb BEAMTCS HALeno Ha 3HameHatenb X, - X v 2y, Het, He
BCerfa. 3fech npuBeeHs Gopmynsl Bbiucneuit B none GF(p). 11 onepauuio
LENeHUs TOXE HyXHO BbIMOMHATL B 3TOM MOME, @ HE B KOMbLE Lienbix Yucen. A B
i 0118 MOXHO [1e/INTb Ha BCE HEHYNIEBLIE SNIEMEHTBI.
Wrak, nis mobbix nByx Touek Q u Q, kpuBoi E ompenenena tom-
kaQ,=Q, +Q..
Touka O Ha3zbiBaeTCsl HyJIEBOi TOUKOM. [IJIsi Hee BBIMIOJIHEHBI pa-
BEHCTBA
() () ) () ()

rae Q — MpoM3BOJIbHAsK TOYKA JITUIITUYECKON KprBoii E.
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OTHOCUTE/IbHO BBEACHHOI OIEepalvy CIOXEeHUS! MHOXECTBO BCEX
TOYEK IJUIUIITUYECKOU KpuBoii E, BMecTe ¢ HyJIeBOI TOUKOM, 00pa-
3yl0T KOHEUHYIO abesieBy rpymiy. HeWTpalbHBIM 3JIEMEHTOM 3TOM
rpynmbl siisieTcst Touka O.

Hnst mob6oit Toukn Q, kpuBoit E 1 moboro HaTypaibHOro 4mcia k
MOXHO ONpPEIeTUTh KPaTHYIO TOYKY

kQ=Q+-+Q

A
Croiikoctb asiroputMoB DIITT

Crotikocts cxeMbl oarmicu ['OCT P 34.10-94 ocHoBaHa Ha CI0X-
HOCTH pellleHUs] YaCTHOW 3a7auul JUCKPETHOTO JIorapu(pMupoBaHus
B mipoctoM nionie GF(p). 3amauy a1y MOXHO chOpMYIMpOBATh Clic-
JYIOIMM  00pa3oM:

*  3alaHbl IPOCTbIE YUCIIA P, q U HATYPAIbHOE YUC/IO g < P MOpsi-
Kaq, T.e. g e I (mod p);

*  3Hasg 3HaueHUe y - g¥ (mod p), HeoOXOOMMO HAWTH TIOIXOMISI-
111ee LeJIoe X.

B Hactostiiee Bpemsi Hauboliee OBICTPBIM aJITOPUTMOM PEICHMSI
00IIel 3amaun TUCKPETHOTO JJorapu(GMUpOBaHUsI (TIPX TTPOU3BOJTb-
HOM BBIOOpE g) SIBIISIETCS aJITOPUTM OOOOIIEHHOTO pellieTa YHCI0-
BOTO TIOJISI, BpEMEHHAs CJIOXXHOCTh KOTOPOTO OIEHUBAETCS KaK

ofexp(c + “{))("/") *(Inln p) | onepauuii B none GF(p),

KpOMC HEro AEMCTBEHHBIMUA METOIaMU peIcHuA YAaCTHOW 3ama4n
JUCKPETHOT'O J'[Ol"apI/I(bMI/IpOBaHI/IH CUUTACTCA TI-METOH U 1—M€'IOI[
Honﬂap;[a 1 HEKOTOPLIC aHAJTOTMYHBIC METObI, TpeGy}omI/Ie IS €€
PCIICHUA BBIITIOJTHCHMA ITOPAAKA

e

‘>—;L onepanuii ymHoxeHus B roine GF(p). (2)

Ipu 1024-6utHOM p U 256-OUTHOM ( MBI TIOJTyJaeM MPUOIU3UTEb-
HO 1.3*10™mwst MeToma pelreta umcIoBoro moist u 3.0%10% mms -
u I-memodos [onnapna.

Croiikoctb cxembl udposoit mognucu TOCT P 34.10-2001 ocHo-
BaHa Ha CJIOXKHOCTH PELICHUSI 3a/iaqyl JYCKPETHOTO ,0orapudMupo-
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BaHUs B TpyIIe TOUEK JUITMITUYECKON Kpumoil. Popmyrmupyercs
OHa CJICMYIOLMM 00pa3oM:

*  3amaHa syumnTudeckas kpusas E Ham monem GF(p), mme p —
MPOCTOE YHCIIO;

*  BpIOpaHa Touka G, MMerolasi MPOCTOM MOPSIOK g B TPYITIE TO-
Yyek KpuBoil E;

*  3Has Touky kG, HEoOXOmMMMO BOCCTAaHOBUTH HATYPaJbHOE UKC-
Jo k.

B Hacrosiee Bpemst Haubosiee OBICTPBIMU ATOPUTMAMM PEIIEHUS
337241 TUCKPETHOTO JIOTApU(MUPOBAHUS B TPYIIIE TOUESK DJUIHII-
TUYECKOW KPUBOH MPH MPABUILHOM BBIOOpPE MapaMeTpOB CUUTAIOTCS
r-meton u 1-meronlloriapna 1 HEKOTOpbIe aHAJIOTUYHBIe. VX ctox-
HOCTb OIICHMBAETCS TOi1 ke (popMyJIoii (2) 1, cTaJlo OBITh, TEM XKE
yucnoM 3,0% 10™ omepanmit cioxxeHnst Todek KpuBoil. CpaBHUB €
1,3* 1 (" MoxxHO ckazath, yto HoBbI [OCT mpemmaraer Gosee CTOI-
Kyto cxeMy mihpoBoii oaImcy.
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ePann B3AT C canTa

ehttp://www.natahaus.ru/

[ J

ere eCTb elé MHOXECTBO MHTEPECHbIX U
peaKNX KHUT.

[ J

e/laHHbIN (Pann npencraBneH UCKNKYNUTENTBHO
B

©¢03HAKOMUTESNIbHbIX LENsiX.

[ J

eYBaXaeMbl ynTaTesb!

eECnu Bbl CKOMUpyeTe AaHHbIN davn,

eBbl AO/KHbI HE3aMea/IMTENbHO YaAAaNNTb ero

e Cpa3y Nnocsie 03HAKOMNIEHNS C coAaep>XaHNEM.

eKoOMnpysa n coxpaHasa ero Bbl npHMMaeTe Ha
cebd BClO

eOTBETCTBEHHOCTb, COr/1laCHO AENCTBYHOLLEMY

eMEXAYHAapOAHOMY 3aKOHOAATENbCTBY .

eBCce aBTOpCKMe npaBa Ha AaHHbIN dann

eCOXPaAHSAOTCA 3a npaBoobsiagatenem.

eJ1t060€ KOMMepYyecKkoe N nHoe
MCNosib30BaHme

eKpOME MnpeaBapuTenNbHOro 03HaKoOMJIeHUS
3anpeLleHo.

([ J

o[lybnikauna AaHHOro AOKYMEHTa He
npecnegyer 3a

eCOO0OMN HMKAKOMN KOMMep4yeCcKoun Bbiroabl. Ho
Takme NOKYMEHTbI



http://www.natahaus.ru/

eCNoCo6CTBYIOT ObICTpENLLEMY
npodeccnoHasibHOMY U

e/1JYXOBHOMY POCTY UMTaTENEen n SBNAOTCS
peKkslamMmoun

eOYMaXHbIX N3AAHUN TaKNX AOKYMEHTOB.

[

eBCe aBTOpCKME nNpaBa COXPaHAKTCS 3a
npaBoobnaagartenem.

eECnun Bbl aBNndeTecb aBTOPOM AAHHOIO
AOKYMEHTa N XoTuTte

eJOMNO/THNTb €ro UIN U3MEHNTb, YTOYHUTb
PEKBU3NTbI aBToOpa

eNNN ONY6NIMKOBATb ApYyrme AOKYMEHThI,
NOXanyunucra,

eCBSIXXUTEChb C HAMM NOo e-mail - Mbl 6yaem
paAbl YCNbIWIATb BalUK

MnoXeJjlaHus.





