YacTtb 2

Kpuntorpadunyeckune metoabl



MmaBa 7
IOnwvHa knrova

7.1 OnvuHa CUMMETPUYHOrO Kiko4a

be3omacHOCT, CHMMETPHYHON KPHIITOCHCTEMBI sBisieTcd (QyHKUMed IByX ()akTOpOB: HAAEKHOCTH aNroOpuTMa U
JUTMHBI Kirova. [1epBrlif 6osiee BaskeH, HO PoJib BTOPOTO JIerde MPOAEMOHCTPHPOBATD .

ITycTh HafEeKHOCTH AJITOPUTMA COBepIleHHa. Ha mpakTuke 3Toro 4pe3BbIyaifHO TPYIHO HOCTUIHYTh, HO B TIPUMEPE -
JoctaTouHo Jerko. ITo coBepiIeHCTBOM s MOJpa3yMeBar0 OTCYTCTBHE JIyUILErO IIyTH B3JIOMa KPUIITOCHCTEMBI, 4EM
BCKpBITHE TPyOO0ii CHIION ¢ TIOMOIIBIO TIepedopa BCEX BO3MOMKHBIX KITFOUEH .

[l BBINONHEHMS TAKOTO BCKPBITHS KPUITOAHATIUTUKY TpeOyeTcs KycoueK IM(POTEeKCTa U COOTBETCTBYIOLIEIO O T-
KPBITOTO TEKCTa, BCKPITHE ITPy0Ol CHIION Ipe/icTaBisieT cCOO0M BCKPBITHE C M3BECTHBIM OTKPBITBIM TEKCTOM . J[iist 6104-
HOro mupa KPUNTOAHAIUTUKY MOHAZOOUTCs OJIOK MIM(pPOTEKCTa U COOTBETCTBYIOLMH OTKPBITBIH TEKCT : 00BIYHO 64
Outa. 3anony4YnuTh TaKUe KyCOYKH OTKPBITOIO TEKCTa M MM(POTEKCTa Jierye, 4eM MOKHO ceOe mpencTaButh . Kpunroa-
HAJIUTUK MOXET MOJYYUTh KAKUM-TO 00pa30M KOMHUIO OTKPHITOTO TEKCTa COOOIICHHUS U MEePEeXBATUTh COOTBETCTBYIOLINIA
umgporeket. OH MOXET 3HaTh 4TO-TO O (hopMare MUPPOTEKCTa : Hanmpumep, uTo 310 ¢aiin B popmare WordPerfect,
WM Y HETO €CTh CTaH/JAPTHBIN 3aroJ0BOK COOOIICHHS IIEKTPOHHOM 1oUThI , 1in (aiiin karanora UNIX, wiu u3odpaxe-
nue B opmare TIFF, wiu crannmaprHas 3amuch B 0a3e JAaHHBIX KIMEHTOB. Bce 3T Qopmathl copepxar HEKOTOpbIe
npesonpeeneHHble 0aiiTel. KpunToaHamuTHKy Ui TAKOTO BCKPBITHS HE Hy>KHO MHOT'O OTKPBITOTO TEKCTa .

PaccuutaTh CIOXXHOCTH BCKPBITHS Tpy0OO# cuiioi HetpynHo . Ecin ucnonbs3yercst 8-OMTOBBIA KIIOY, TO CYIIECTBYET
2%, wm 256, BO3MOKHBIX Kimioueii . CIIe0BaTeNbHO, I OOHAPYKEHHMS IPABIIIBHOrO KJIF0Ua IOTPedyercs, caMoe 60T b-
miee, 256 MOmbITOK, ¢ SO-IIPOLEHTHON BEPOSTHOCTHIO HAWTH HY)KHBIH KJIIOY IOCNE MOJOBUHBI MONBITOK . Ecnm mmmHa
KJTI0Ya paBHA 56 GHTaM, TO CyIIeCTBYeT 2°° BO3MOXKHBIX Kitoueii. ECIH KOMITbIOTED MOXKET MPOBEPHTH MHIUTHOH KIT f0-
4yell B CeKyHJIy, IOMCK HY)KHOTO Kito4a 3aiimeT B cpeaHeM 2285 ner. Eciu ucnone3yercs 64-0MTOBBIN KITHOY, TO TOMY
e CYIEePKOMITBIOTEpY MOHAZ00HTC 0K0I0 585000 j1eT, uTo6hI HaiTH MPaBHIBHBIA KTI0Y cpefn 2% BO3MOKHBIX KiTio-
ueit. Ecrn mua kmroua pasHa 128 6uram mowck Kimoda aiimer 10%° ner. Bospact BeenenHoii cocrasmser Bcero 10'°
ner, mostomy 10%° et - 310 Gombmoe Bpemst. IIpu 2048-GHTOBOM KJTFOYe MUJLTHOH KOMITBIOTEPOB, PabOTast Mapasier b-
HO M IPOBEPsisl MIIUTMOH Kimoueil B ceKyHry, notpatst 10°* et B monckax kiroua. K 5ToMy BpeMeHH BCelleHHAS JaBHO
pacIIupUTCs], MPEBPATUBILICH B HUUTO UM COXXMETCSL.

[Mpexne yem KuaaTbesi U300peTaTh KPUITOCUCTEMY C 8-KUIIOOAUTHBIM KIIIOYOM, BCIIOMHHUTE, YTO JIPYrOil CTOPOHOM
ABJIAETCA HAJSKHOCTH: AITOPUTM AOJDKEH OBITh HACTONBKO OE30IaceH, YTOOBI JIyHIIero crnocoda, 4eM BCKPHIBATh €ro
rpy0oii cuioi, He cyIecTBOBasIOo. DTO He TaK MPOCTO, KaK MOXeT Moka3aThest . Kpunrorpadus - 370 TOHKOE HCKYCCTBO .
BhIrnsiisiiye CoBepIICHHBIMUA KPHUIITOCHCTEMbI YaCTO OKAa3bIBAIOTCS 4Ype3BbIUaiiHO ciadbiMu . [lapa m3meHeHwil, BHe-
CEHHBIX B CHJIbHBIE KPHIITOCHCTEMBI, MOXKET pe3ko ocnabuth ux . Kpunrorpadam-mroOuTensim crenyer noaseprarhb o 4-
TH NapaHOUJAILHOMY COMHEHHUIO KaXKIbIi HOBBIM anroputM. Jlydine noBepsATh aaropuTMaM, HaJl KOTOPBIMH TOAaMH
Ounuch npodecCuoHaIbHbIe KPUITOrPadbl, He CyMeB B3JIOMATh UX, U HE 000JIBIIATHCS YTBEPKACHUAMU KOHCTPYKTOPOB
ITOPUTMOB 00 MX TPaHANO3HOM OE30IaCHOCTH .

BcrniomHuTe BakHBIN MOMEHT 13 pa3zena 1.1: 6e30macHOCTh KPUIITOCHCTEM JIOJKHA OCHOBBIBATHCS Ha KIIIOYE, a HE
0COOCHHOCTSIX anroputMa. [IpeamnonokuM, YTo KPHITOAHAIUTUKY W3BECTHBI BCE MOAPOOHOCTH BAIIErO aJITOPUTMA .
[Ipenmonoxum, 4To y HEro ecTh CTOILKO MIM(PPOTEKCTA, CKOJIBKO €My HY)KHO, M UTO OH HOINbITAETCS BBIOJIHUTH HHTE H-
CHBHOE BCKPBITHE C MCIIOJIb30BAHUEM TOJILKO MIM(pOTEKCTa . [Ipenonokum, 4To OH MOMBITASTCS BBIIOJIHUTH BCKPHITHE
C HCIIONIb30BAHUEM OTKPBITOIO TEKCTa, MMesi B CBOEM PACIIOPSDKEHUH CTOJIBKO JaHHBIX, CKOJIBKO eMy HyxHO . [Ipemro-
JIO)KUM JI@XKe, YTO OH IOMBITAETCS BBIIOIHUTH BCKPBITHE C UCIIOIB30BaHUEM BHIOPAHHOTO OTKPBHITOroO Tekcra . Ecnu Ba-
112 KPUIITOCHUCTEMA OCTaHETCsl Oe30MacHOM Jake TIepel JIMIOM BCeX MOJ00HBIX OMACHOCTEH, TO... Y Bac NEUCTBUTEILHO
YTO-TO €CTh.

HecmoTps Ha 3T0 mpeaynpexaeHHe NPOCTPaHCTBO, MPEAOCTaBIseMoe KpHnTorpaduei Uil MaHeBpa, JOCTATOYHO
BENMHUKO. B meiicTBUTENBHOCTH, O€30MaCHOCTh TAKOTO THIA BO MHOTHX NPAaKTHYECKHX CHUTYalUsX HE HyxHa . Y OoJb-
IIMHCTBA BParoB HET TAKUX 3HAHMH M BBIYUCIUTENBHBIX CPEACTB, KaK Y OOJBIIMX NMPAaBHTENLCTB, a T€M, KTO 00JagaeT
TaKHMMHU BO3MOKHOCTSIMH, MOXKET OKa3aThCsl HCHYKHBIM B3JIaMbIBaTh Ballly KPHIITOCHCTEMY . Eciu BBl opraHusyere 3a-
TOBOP C IIEJBI0 CBEPrHYTh OOJBIIOE MPABUTEIBCTBO, IIPOBEPEHHBIC M MPABUIIbHBIE allTOPUTMBI, IPUBEIICHHBIE B KOHLIE
9TOHM KHHTH, OyIyT JUIsl Bac )KU3HEHHO HEOOXOMMMBI. A BCE OCTAIbHbIE IMTYCTh MPOCTO IOIyYaT yI0BOJIbC TBHE.

Ouenku epemenu u CMOUMOCIU 6CKPLIMUA ZPYOOIL CUNOTL

BcenomuuTe, 9T0 BCKpHITHE TPYOO0il CHIION OOBIYHO SIBJISETCS BCKPHITUEM C HCIIONB30BAaHUEM H3BECTHOTO OTKPBITOTO
TEKCTa, UL 3TOr0 HY)KHO HEMHOTO HIM(POTEKCTa M COOTBETCTBYIOLICTO OTKPHITOrO TekcTa . Ecimy BBI mpeamonaraere,
4yro Haubosee F3PPeKTUBHBIM CrIocoOa B3JIOMA alTOPUTMAa SIBJISETCSl BCKPBITHE rPpy0o0il cHIIoii - O0MblIoe IOMyIIeHHE -
TO KJIIOY JIOJDKEH OBITh IOCTATOYHO JUTHHHBIM, YTOOBI C/IETaTh BCKPBITHE HEBO3MOXHBIM . HaCKOIBKO IJIMHHBIM ?



CKOpOCTb BCKPBITHA TpyOOil CHIION ompezensercs IByMs MapaMeTpaMH : KOJIMYECTBOM IPOBEPAEMBIX KIIOUEH M
CKOPOCTBIO TIPOBEPKH OIHOTO KJII04a. BONBIIMHCTBO CHMMETPUYHBIX aATOPUTMOB B KaueCTBE KJIH0OYa MOTYT HCIOJb3 O-
BaTh B Ka4eCTBE KJIt0Ya JI00YI0 OMTOBYIO MOCIEOBATENLHOCTh (PMKCUpOBaHHOW JiuHbl. [{nuna kiroua DES cocrasis-
eT 56 6ur, Bcero Moxer ObITh 2°° BO3MOKHBIX KIouei. J[TiHa Kimoue st psiia arOpUTMOB, 00CYKAAEMbIX B ATOU
KHHTE, PaBHBI 64 GuTam, Bcero MoxkeT 6brh 2 BO3MOKHEIX KiTroueit. JIpyrue aaropuT™bl HCIONB3yioT 128-6HTOBBIE
KITFOUH.

CKOpoCTbh, ¢ KOTOPOH MOXET ObITh MPOBEPEH KaXIbli KIII0Y, MMEeT MeHee BakHOe 3HadeHue . [l mpoBOAMMOTO
aHaJIN3a s PEAIIJIaralo, 4YTo CKOPOCTh MIPOBEPKH KII0Ya JUIs KKAOT0 aJIrOPUTMa IMPUMEPHO OJUHAaKoBa. B neiicTs -
TEIIBHOCTH CKOPOCTh IPOBEPKU OJHOTO AJITOPUTMA MOXKET OBITh B [1Ba, TPH WM JaXKe JECATh Pa3 BBIIE YeM APYIroro .
Ho Tak xak [s Tex AIMH KITIOYeH, A1 KOTOPBIX MbI IIPOBOIMM IIOMCK, BpeMs IIOMCKa B MIJUITMOHBI pa3 OoJiblle, 4eM
BpeMs1 IPOBEPKH OIHOTO KiI04Ya, HeOOJbIINE OTIIMYHS B CKOPOCTH POBEPKU HE UMEIOT 3HAUCHUS .

B kpurmnTonoruyeckoii cpesie GOJIBIIMHCTBO CIOPOB IO TTOBOY BCKPBITHS IPYOO CHIIO CKOHLIEHTPHPOBAHBI BOKPYT
anropurma DES. B 1977 rony Yurdunn Juddu u Maptun Xemuman [497] chopMynnpoBay yclIoBHs CYIIECTBOBAHUS
CHELHaIN3UPOBaHHON MamuHbl 1o B3aoMy DES. Drta MalmHa cOCTOMT M3 MHIIJIMOHOB MHKPOCXEM, KaKAasi U3 KOT O-
PBIX IIPOBEpsieT MUILTHOH Kioueil B cekyHay. Takas MalIMHa 3a [Ba yaca cMoxeT mpoBeputh 2°° 3a 20 wacos. ITpu
BCKPBITHH QITOPUTMA C 64-GHTOBBIM KiouoM nposepka Bcex 2°! motpeGyer 214 mmeit.

3azmaga BCKPBITUs rPy00il CHIol Kak OyATO CHELMAIbHO MPHIyMaHa [Uis MapajuleibHBIX MPOLEcCOpoB . Kaxmplii
HPOLIECCOp MPOBEPSIET MOIMHOMKECTBO MPOCTPAaHCTBA Kitouel . IIpomeccopam He HY)KHO OOMEHHMBATHCS MEXAY co0Oit
nHpopmMalmeii, eMHCTBEHHBIM HCIIOJIb3yEeMbIM COOOIIEHHEM OyJIeT coollieHne, CUrHa3upyomiee 00 ycnexe . He tpe-
Oyercst ¥ IOCTYII K OHOMY y4acTKy mamsitd . CKOHCTpYHPOBaTh MAIIMHY ¢ MIJUTHOHOM IIPOLIECCOPOB, KK/ U3 KOT O-
pBIX paboTaeT He3aBHCHMO OT P YIUX, HETPYIHO.

CKOHCTPYHpOBaTh MalllMHY JUIsl B3JIoMa rpy0oii cuoit Maiikin Bunep peumn [1597, 1598]. (O ckoHcTpynpoBa
Mmamuny s DES, HO aHann3 Mo)keT ObITh BBITIOJNHEH MOYTH Ui BceX anroputMoB.) OH pa3paboran crienuaiu3upo-
BaHHBIE MHUKPOCXEMBI, IUIAThI M CTOWKH, OLIEHUI 3aTPaThl U CHEJAN BBIBOJ, YTO 32 MUJUIMOH J0JUIAPOB MOXKHO IOCTp O-
UTh MAIlIMHY, KOTOpasi CMOXeT B3oMaTh 56-outHbli kiou DES key B cpennem 3a 3.5 yaca (1 HaBepHsika 3a 7 4acoB).
COOTHOIIIEHHE CTOMMOCTB/CKOPOCTh SIBIISITCS JIMHEHHBIM . JJ1sl psiia JUIMH KIIFo4Yel 5TH 3Ha4YeHWs: 000OIIeHbI B 6-M.
Bcnomuute 0 3akoHe Mypa: MOIIb BBIYHCIMTEIBHBIX CPEACTB NPUOIM3UTENBHO Kaxaple 18 Mecsaues . DTo O3HaYaer,
YTO 3aTpaThl OyIyT YMEHBLIATHCA HA MOPAAOK KaXIble MATH JIET, ¥ TO, 4TO B 1995 roxy cTOMT MIJIJIMOH J0JUIApOB, B
2000 romy Oyner crouth okosio 100000 nomtapos. Ele Gosiee ynpocTUTh MpoLiece BBIYUCICHUI MOTIIa Obl KOHBEHEp H-
3anms [724].

Jlyist 56-OUTOBBIX KIIOYEH ATH CyMMbl OKa3bIBAIOTCS BIIOJIHE IO KapMaHy OOJBIIMHCTBY KPYIHBIX KOpHOpalWil
MHOI'MM KPHMHHAJIBHBIM OpPTraHU3alisaM . BoeHHbIe OOpKEeThl OOJBIIMHCTBA IPOMBIIUIEHHO PAa3BUTBHIX CTPaH MOTYT
MO3BOJIUTH B3JIaMbIBaTh M 64-OuTHbIC Kitoun. BekpbiTue 80-0MTHOrO Kito4a BCe elle 3a IpejesaMid BO3MOXKHOTO , HO
€CIIM TeKyIlasi TEHACHLIUSI COXPAHUTCSI, TO Yepe3 KaKHMX-HUOYAb TPUILATE JIET BCE MOXKET U3MEHHUTHCS .

KoHeuHo, Henerno MporHo3upoBaTh KOMIBIOTEPHYIO MOIIb Ha 35 ser Boepex . TexHosormyeckue MpOpHIBbL, MO Y-
JSIpHBIE B Hay4HOH (haHTacTHKE, MOTYT CIENaTh 3TH INPOTHO3BI CMelIHbIMU . C OpYroil CTOpOHBI, HEU3BECTHBIE B Ha-
crosiee BpeMs (pu3Hdeckrue OrpaHUYEeHHs MOTYT CHeaTh 3TH MPOTHO3Bl HEpeaabHO ONTUMUCTHYHBIMU . B xpumrorpa-
¢um ymHee ObITh eccuMuctoM. [lpumeHeHue B anroput™e 80-OMTHOTO KiF0Ya Ka)KETCsl HEOCTATOYHO JAalbHOBUIHBIM .
Hcnonp3yiite Kir0Y, AJMHA KOTOPOTO, TI0 MeHbIIei Mepe, 112 Our.

Ta6a. 7-1.
O1eHKM cpeHero BpeMeHHM /Jisl allllapaTHOI0 BCKPbITUS rpy6oii cuiioi B 1995 roay.

JlnuHa kmoveit B OuTax

CToMMOCTh 40 56 64 80 112 128
$100 K 2 CeKyHibl 35 vacos 1 ron 70000 net 10" ner 10" ner
$IM 0.2 cexyHibl 3.5 yaca 37 nueit 7000 ner 10" ner 10" ner
$10M 0.02 cexyHbl 21 MuHyTa 4 nus 700 ner 10" ner 10" ner
$100 M 2 MMJITUCEKYH/IbI 2 MUHYTBI 9 yacoB 70 ner 10" ner 10" ner
$I1T 0.2 MUJUTUCEKYH b 13 1 yac 7 ner 10" ner 10" ner
s1or 0.02. MUILUTHCEKY HIIb 1 cexynza 5.4 MUHYTBI 245 nneit 10° ner 10" ner
s1o0r 2 MHUKPOCEKYHIbI 0.1 cexyHpt 32 cekyHa 24 nus 10% ner 10" ner
$SIT 0.2 MUKpPOCEKYH/1blI 0.01 cexyHbI 3 CeKyHIbl 2.4 nust 107 ner 10" ner

$10T 0.02 MHKpOCEKYH/IbI 1 MuuMCceKyH1a 0.3 cexyHbI 6 yacoB 10° ner 10" ner




Ecnmu B3nOMIIMK OYEHb CHJIBHO XOUYeT B3JIOMAaTh KIIOY, BCE, YTO €My HYXHO, 3TO IIOTPaTUTh JCHBIH .
CrnenoBaTebHO, CTOUT HOMBITATHCS OMPENEIUTh MUHUMANIBHYIO "IeHy" KIIfoYa: B Mpenenax Kakol CTOMMOCTH CBele-
HHUH MOYKHO IOJIB30BAaThCS OJHHMM KIIFOYOM IPEXKIE, YeM €ro BCKPHITHE CTaHET SKOHOMHYECKH BBITOAHBIM ? KpaitHuii
ciyvaii: ecnu mmdpoBanHoe coobienue crout $1.39, To HeT (MHAHCOBOIO CMbICTA YCTAHABIMBATH AlIaparypy CTO H-
MOCTBIO 10 MHJITMOHOB JOJUIApOB I B3JIOMa 3TOro kimoda. C Apyroi CTOPOHBI, €CIH CTOMMOCTD OTKPBITOTO TEKCTa -
100 MUJUTOHOB JIOJIAPOB, TO JeMIM(PUPOBaHKHE ITOTO OJUHOYHOTO COOOLICHHS BIIOJIHE OKYIUT CTOUMOCTb arapar y-
poI B3nioMa. Kpome Toro, cTouMoCTh MHOTUX COOOLIEGHHMIT CO BpeMEHEM O4eHb OBICTPO MajaeT .

IIpozpammmuoe eckpvimue

be3 cnenuann3upoBaHHON ammapatypbl ¥ OIPOMHBIX MapaJUICNIbHBIX MAallMH BCKPBITHE TPyOOW CHJIONH HaMHOTro
cioxHee. [IporpaMMHOE BCKPBITHE B ThICSYU pa3 MEIJICHHEE, YEM allapaTHOE .

PeanbHast yrpo3a mporpaMMHOTO BCKPBITHSI TPpyOOl CHIION CTpallHa He CBOEH HEeM30e)KHOCThIO, & TeM, YTO TAaKOe
BCKpbITHE "cB00OHO". HUYero He CTOUT 3arpy3uTh MPOCTAUBAIOIINI MHUKPOKOMITLIOTEP TPOBEPKOM BO3MOXHBIX KIT FO-
yeil. Ecnu npaBuiibHbI KoY OyZeT HaiJieH - 3aMevaTelbHO, eClIM HEeT - HMYero He morepsiHo . Hudero He cTouT Mc-
MOJI30BaTh IS ATOTO LENYI0 CeTh MUKPOKOMIIBIOTEPOB . B HemaBHux skcnepumentax ¢ DES 40 pabouux craHmmii B
TEUeHHe OHOTO JHS CyMesTH mpoeputh 2°* kimoueit [603]. TIpu 3Toif CKOPOCTH TSl MPOBEPKH BCEX KIMOUeH moTped y-
€Tcs 4eThIpe MUJUTHOHA JIHEH, HO €CIIM MOMBITKU BCKPBITUS OYIyT MPEANPHHATHI JOCTATOUYHBIM KOJIMYIECTBOM JIFOAEH , TO
KOMY-HHUOY b Tie-H1OY1b oBe3eT. Kak Obuto cka3ano B [603]:

OCHOBHOH yrp0o30i MPOrpaMMHOTO BCKPBITHS SIBIAETCS clienoe BeseHue . [IpencraBpTe cede yHUBEPCUTETCKYIO ceTh U3 512 00b e-
JIMHEHHBIX B CeTh pabouux cTaHIMii. JIi HEKOTOPBIX YHMBEPCUTETCKHX TOPOJKOB 3TO CETh BEChbMa CpeHEero pasmepa . Takue cetn
MOTYT @K€ PACION3THCh 10 BCEMY MUPY, KOOPAHUHHUPYSI CBOIO JICATEIBHOCTD 10 3JIEKTPOHHOM moute . [TycTb Kaxaas padoyas CTaHIus
criocoOHa paboTtats (C aaropuTMoM) co ckopoctbio 15000 mmdpoBanuii B ceKyHy. ... C yueToM HaKJIaaHBIX PaCXOA0B HA MPOBEPKY U
CMEHY KJIIOYEH YMEHBIIUM CKOPOCTb 10 . . . 8192 npoBepok B CeKyHy Ha MamuHy . YTOObI, HCHONIB3YS ONUCAHHYIO CUCTEMY, UCYE P-
nath MPOCTPAHCTBO (56-OMTOBBIX) KitoueH morpedyerca 545 yier (B MPEAINONIOKEHUH, YTO CETh TPATHT Ha 3Ty 3ajauy 24 daca B
CYTKH). 3aMETHM, OJTHAKO, YTO C MOMOI[BIO TAKMX BBIYUCICHUI CTOPOHHUKHU HAILIETO CTYJEHTA MOy4atoT ojuH maHe u3 200000 pac-
KPBITh KJIF0Y B TCUECHHUE OJHOI'O IHA . 3a HOJ’IFI/IPI YHUKEH UX HIAHCBI BO3PACTAIOT 10 OAHOI'O U3 MICCTUACCATH IIECTH THICAY . YeMm ObICT-
pee MX anmnaparypa, Wik 4eM OoJIblle 33/1IeiCTBOBAHO MAILIMH, TEM JIy4Ille CTAHOBATCS MX IIAHCHI . BeposaTHOCTH 3apaboTaTh Ha JKH3Hb,
BBIUTPBIBAsk HA CKAuKaxX, HEBBICOKA, HO Pa3Be HE 3TH BBIMI'PHILIN 3aMOJIHAIOT cO00H mpecc-penusbl . K npumepy, 31o ropasno Gosnbiias
BEPOSITHOCTh, YE€M BO3MOKHOCTb BBIMIDBIIIA B NPABUTEILCTBEHHBIX JIoTepesx . "Oaun Ha MuwumoH"? "OauH pa3 3a Teicsauy jer "?
Bosbiie HEBO3MOXKHO € TMOJHOW OTBETCTBEHHOCTHIO JIClIaTh Takue 3asABJICHHUA . SIBnsiercs nu TIPUEMIIEMBIM 3TOT npononma}omnﬁcs{
puck?

Hcnonb3oBanue anropurma ¢ 64-OUTOBBIM KIIFOYOM BMECTO 56-OMTOBOrO KIIFOYA JIENIAET ATO BCKPBITHE B 256 pa3
cnoxxkHee. A 40-OUTOBBIN KITIOY JeflaeT KapTuHy IpocTto 6e3pagoctHol . CeTh n3 400 KOMIIBIOTEPOB C MPOU3BOIUTEN b-
HocThio 32000 mmppoBaHuil B CEKYHy MOXET 3a JICHb BBIIIOJHHUTH BCKPBITHE TPyObIM B31oMOM 40-0MTOBOrO KIToua .
(B 1992 romy anroputmer RC2 u RC4 65110 paspenieHo 3kcrnopTupoBaTh ¢ 40- OGUTOBBIM KIIIOYOM - cM. pazaen 13.8.)

128-01TOBBIH KIIIOY eNaeT HeJenoi Jaxe MBICIb O BCKPBITHU TPYObIM B3JIOMOM . I10 OIeHKE NPOMBIIIIEHHBIX 3K C-
nepToB K 1996 roay B Mupe Oyner ucnosb3oBarbes 200 MUIZIMOHOB KOMITBIOTEPOB . DTa OLIEHKA BKIIFOYAET BCE - JIT I'H-
rautckoro mMdiiHdpeiiMa Cray 0 OJOKHOTHBIX KOMIIBIOTEpPOB. JlaXke ecim BCe 3TH KOMIIBIOTEPHI OyAyT OpoLIeHHI Ha
BCKPBITHE TPpy0O0i CHIION, U Ka)KABIA M3 HUX OyAeT BBIIOIHATH MUJUIMOH INM(POBAHUH B CEKYHIY, BPEMS PACKPBITHU
KJII0Ya BCE PaBHO OyJeT B MUJUIMOH pa3 0oJblIe BPEMEHH CyLIECTBOBAHHS BCEIICHHOH .

Heiuiponunvie cemu

HelipoHHBIE CeTH HE CIMILKOM IPUTOIHBI U1 KPUIITOAHANU3a, B IIEPBYIO ouepenb n3-3a (JOpMBbI IPOCTPAHCTBA P e-
nreHuit. Jlydiie Bcero HeHpOHHBIE CETH PabOTAIOT C MPOOJIEMaMH, UMEIOIMMH HENPEphIBHOE MHOXKECTBO PEIICHHUH,
OJIHM M3 KOTOPBIX Jy4llle APYTUX. DTO MO3BOJIIET HEHPOHHBIM CeTAM 00y4aThCs, Ipeasaras Bee Jydllee U JIyqIiie p e-
meHust. OTCYTCTBHE HENPEPHIBHOCTU B JITOPUTME MOYTH HE OCTABISET MEcTa OOYHYEHHMIO : BB JMOO pacKkpoere KIod,
6o Her. (ITo kpaiineit Mepe, 3TO BEpHO NP UCIOIB30BaHKUH JIIOOOT0 XOpoliero anroputMa .) Heifponnsie cetu xopo-
0 paboTalOT B CTPYKTYPHUPOBAHHBIX Cpefax, rAe OOydeHHe BO3MOXKHO, HO HE B BBICOKOSHTPOIMHHOM, KaXKyIIEMCS
CIIy4aiHBIM MHUpPE KPUITOrpaduu .

Bupycwu

Camast GonbLIasi TPyAHOCTh B MOJYYEeHUH MHJIMOHOB KOMIIBIOTEPOB JUISl BCKPBITHS IPYOBIM B3JIOMOM - 3TO YOEIUTh
MUJIMOHBI KOMIBIOTEPHBIX BIIAAENBIEB MPUHATH Y4acTHE BO BCKPHITHU. BBl MOIIM OBl BEXIMBO MOMPOCHTH, HO 3TO
TpeGyeT MHOTO BPEMEHH, 1 OHM MOT'YT CKa3aTb HeT. Bbl Moriu Obl mpoOoBaTh CHIION BOPBAThCSA B MX KOMIIBIOTEPHI, HO
3TO NOTpeOyeT ele OoMblIe BpEMEHH U MOXKET 3aKOHUHMTHCS BAIllIM apecToM. Brl MOriu Obl TakxKe HCIOIb30BaTh KO M-
IBIOTEPHBIH BHPYC, YTOOBI pacIPOCTPAHUTh MPOrpaMMy B3JIOMa Cpel KaK MOXKHO OOJIBLIEro KOIUYECTBA KOMIIBIOT €-
PpOB.

Ota 0coOeHHO KoBapHas Hies BIepBbIe MOsBWIACEH B [1593]. B3moMIuk nuimeT 1 BRITYCKAeT HA BOJIO KOMITBIOTE P-
HBI BUpPYC. DTOT BUpYyC He IepedopMaTHpyeT JKECTKHH AUCK, He yAauseT (ailibl, HO BO BpeMs IPOCTOS KOMIIbIOTEpa
OH paboTaeT Ha KPUITOAHAIUTHYECKOH MpoOIeMoii rpyOoro B3noma. Pasnnunble HccneqoBaHUs ITOKA3allH, YTO KOMII b-



totep npoctauBaet ot 70 10 90 MpoleHTOB BpeMEHH, TaK 4YTO Y BHpyca He OyAeT mpoOJieM ¢ BpeMEHeM Jisl PeIIeHUs
9ToH 3amaun. Ecnu oH HeTpeOoBaTeneH U B APyrUX OTHOIICHUSX, TO €ro paboTa Jaxe He OyleT 3aMeTHa.

B KoHIIe KOHIIOB, OIHA M3 MallliHA HATKHETCS Ha NMPaBWIBHBIA KITFOU. B 3TOT MOMEHT UMEIOTCS [1Ba BapuaHTa Ip O-
JoJpkeHus. Bo nmepBbIX, BUpyc Mor Obl TOpoIuTh Apyroil Bupyc. OH He Aenai Obl HU4ero, KpoMe CaMOBOCIIPOU3BEACHUS
U yZHaJeHHs BceX HallJeHHBIX KOIMH BCKPBIBAIOLIETO BHPYyca, HO cofepxan Obl HHYOPMAIMIO O NPAaBHIBHOM KIIOYE.
OTOT HOBBIH BUPYC IIPOCTO PACIPOCTPAHSIICSA OBl Cpei KOMIIBIOTEPOB, IOKa He 1o0pascs Obl JO KOMIIBIOTEPA YEJIOB e-
Ka, KOTOPBIM Hanucanl IepBOHavYaIbHbIA BUPYC.

JpyruM, TpyCIMBBIM IOIXOAOM 06ajt ObI BBIBOJ HA SKPaH CIIEAYIOIEro COOOIIEHHS !

B 3TOM KOMITBIOTEPE €CTh cepbe3Hast ommnbka. [Toxanyiicta nossonute 1-8001234567 u npoauktyiite onepartopy cnenyromniee 64-
6UTOBOE UHCIIO:

XXXX XXXX XXXX XXXX

IepBomy, kTO cOOOIUT 00 3TOM O1IMOKE OyzeT BbIUIaueHO Bo3HarpaxkeHue 100 qomutapos.

Hackonbko ¢ dekriBHO Takoe BCkpbiTHe? [TycTh THIMYHBIN 3apa)KeHHBIH KOMITBIOTEp MPOBEPSET ThICAYY KIIOYeH B
CEKyHIly. JTa CKOPOCTb HAMHOI'O MEHbIIIE MOTCHIHAIBHBIX BO3MOXKHOCTEH KOMITbIOTEpPA, BEAb MBI I10JaracM, 4To OH
uHOTga Oyner menath M Jpyrue Bem. [Ipenmonoxum Taroke, YTO THUINMYHBIN BHpyc HHOuUIupyeT 10 MUUIMOHOB
MaliH. DTOT BUPYC MOXKET BCKPBITh S56-OMTOBBIN KIto4 3a 83 nHs, a 64 OuTOBBIN - 3a 58 yier. Bam BO3MOXHO MpH-
1UIOCH OBl MOAKYMUTH Pa3pabOTYMKOB AaHTHBHPYCHOTO IPOrPaMMHOT0 00ECIIeUeH s, HO 3TO y)Ke Bally npobiems . Jlo-
0oe yBenuueHHEe CKOPOCTU KOMIBIOTEPOB HIIM PACIPOCTPAHEHUS BUPYCa, KOHEUHO, cienano Obl 3TO HamajeHue Oonee
3¢ PEeKTHBHBIM.

Kumaiickaa nomepesn

Kuraiickas Jlotepes - SKIEKTHYECKH, HO BO3MOXHBIH CIIOCOO CO3/IaHMSI TPOMAJIHOM MapauieibHOW MalluHbBI JUIs
kpuntoananusa [1278]. BooOpasute, 4To MUKpOCXEMa, BCKPBIBAIOIIAsl AITOPUTM I'Py0O0i CHIIONH CO CKOPOCTHIO MHJLT M-
OH TIPOBEPOK B CEKYHJY, BCTPOEHA B Ka)KIbIH NMPOJAHHBIN paAuONpUEMHHK U TeneBusop. Kaxas Mukpocxema 3amp o-
rpaMMHpOBaHa A8 aBTOMATHYECKOW MPOBEPKM pa3lIMYHOro Habopa KIOYEH Iocie MOMydeHUs Mapbl OTKPBITHIA
TekcT/mmdpoTrekcT no 3¢upy. Kaxapli pa3 xorma KUTaliCKoe NMPaBUTEILCTBO XOUYET PACKPBITh KIIIOY, OHO IepenacT
UCXOJHBIE JIAHHBIE 10 paano. Bce paguonpueMHUKN U TENEBU30pPbl B CTPAHE HAUMHAIOT NBIXTETh. B KOHEYHOM cuere,
NPaBUIIBHBII KIIOY IMOSBISIETCS HA YbeM-HHOYIb auciuiee. Kutaiickoe mpaBHTENbCTBO IIATHUT NIPU3 TOMY YEJIOBEKY -
9TO TapaHTHUPYET, YTO Pe3ysIbTaT OyAeT COOOIIEH OBICTPO U MPABIIBHO, U TAKKE CIIOCOOCTBYET PHIHOYHOMY YCIIEXy P a-
JIMOTIPUEMHUKOB U TEJIEBU30POB C MUKPOCXEMaMHU BCKPBITHS.

Ecmu y xaxxnoro yenoseka B Kutae, 6yap To My>K4HHA, KEHIIMHA WM PEOCHOK, €CTh PAAUONPHUEMHHK WM TeJeB H-
30p, TO NMPaBHJIBHOE 3HAYEHHE 56-OMTOBOrO KIIrOYa MOsBHUTCA uepe3 61 cexyHmy. Ecim pagmonpreMHHK Witk TeneBU30p
€CTh TOJILKO Y KaXKIOTO JIECATOr0 KMUTaIa(uTo ONM3KO K JeHCTBUTENLHOCTH), TO PABWIILHBIN KITI0Y MOsBUTCS yepe3 10
MuHYT. [IpaBuibHbIl 64-6UTOBBIN KiTI0Y OyIeT packphIT yepe3 4.3 gaca (43 waca, ecny paguoOIpPHEMHUK WIN TEJICBH30D
€CTb TOJIBKO y KaXJOT0 JECATOr0 KUTalIa).

YtoOBI caenaTh Takoe BCKPHITUE BO3MOXKHBIM Ha MPAKTUKE, HEOOXOAUMO chenaTh psig Moxudukarmii. Bo nepBeIx,
npolre, 9To0bl KaKaas MUKpOCXeMa IpoBepsiia CllyqaifHble, a He YHHKAJIbHBIE KIIOYH . DTO caenaeT BCKpbiTHe Ha 39%
MeJJICHHEe, YTO HE OUeHb BaXKHO JUIS YMCEJl Takoro MacimTaba . 3areM, Kuraiickas KOMMyHHUCTHYECKAs TTapTHS TOJDKHA
NPHUHATH PEIICHHE, YTO KaXIbIH JOIDKEH BKIIOYATh CBOM NMPUEMHHUK WIM TEJIEBH30pP B OIPENETICHHOE BPEMS, YTOOBI
rapaHTHPOBaTh PabOTy BCeX IMPHEMHBIX YCTPOHCTB BO BpeMs Iepeadn Iaphl OTKPBITHIN TekcT/mmdpoTekct . Hakoner,
Ka)KIOMY JIOJDKHO OBITh IIPHKA3aHO ITO3BOHUTH B LIEHTp - MM KaK OH TaM Ha3bIBAeTCA - KOT[a KII0Y IOSIBISETCS y HEro
Ha DKpaHe ¥ 3aUUTaTh CTPOKY YHCE, OSBHUBILIYIOCS HA SKPaHE .

DddexruBnocth Kuraiickol otepen Ui pa3aIMYHbIX CTPaH M Pa3MYHbIX JJIMH KJI0Ya 1mokazaHa B S5-if. SIcHo, 4ro
Kuraii oka3aicst Obl B JIy4IlIeM IOJOKEHUH, €CU Obl Y KaXKIOr0 KHTAaWIa - MYXKUYHMHBI, XKCHIIUHBI WK pedeHKa - Oan
CBOM NpHEMHUK Wi TeneBu3op. B CoeanHeHHBIX INTaTaxX KMBET MEHBIIE JIOAEH, HO Topa3fo OoJiblle ammapaTypsl .
IIItar BallOMHHT caMOCTOSTEILHO CMOXKET B3JIOMaTh 56-OMTOBBIN KIIFOY MEHBIIIE, YEM 3a JI€HD .



Taoa. 7-2.
OueHKH cpeHero BpeMeHH BCKPBITHSI TPY0oii CHJI0i NP KUTalicKoii JioTepee

(Bce mannsie B3stel u3 World Almanac and Book of Facts 3a 1995 ron.)

Crpana Hacenenne Kommuectso TeneBuzo- Bpewms B3noma
POB/paIMONIPHEMHHUKOB 56 6uUT 64 6ura
Kuraii 1190431000 257000000 280 cexyHI 20 gacoB
CIIA 260714000 739000000 97 cexyHn 6.9 yaca
Hpax 19890000 4730000 4.2 yaca 44 nus
Wzpauins 5051000 3640000 5.5 yaca 58 nueit
Baitomunr 470000 1330000 15 vacos 160 nHeit
Bunnemykka, HeBana 6100 17300 48 nueit 34 rona
buomexnonozusn

Ecnu Bo3MOXKHO co3paHue OMOMHKPOCXEM, TO ObLIO OBl TJIYNO HE IOMBITaThCs MCIOIb30BaTh MX B MHCTPYMEHTA
KpHUIITOAHAIM3a BCKPBITHEM IpyOoii. PaccMoTpum rumoreTnyeckoe XMBOTHOe, HaszpiBaemoe "DESoszaBpom" [1278].
OHO cOCTOMT H3 OHOJOTMYECKUX KIETOK, YMEIOUIMX IPOBEPSATh BO3MOXKHBIE KIIoud . [lapel "OTKpBITHII
TEKCT/IU(POTEKCT" MOCTYNAIOT B KJIETKH 110 HEKOTOPOMY ONTHYECKOMY KaHaly (BUIHTE JIM, BCE 3TH KJIETKH IIPO3pay-
Hbl). Permenust nocrasnsrorca k opranam peun DESozaBpa ¢ moMompio crienManbHEIX KIETOK, ITYTEIIECTBYIOMHX I10
KPOBEHOCHOH CHCTEME KMBOTHOTO.

Tumuansii guH03aBp coctout w3 10" kerok (6e3 Gaxrepnii). Eciu kaaas U3 HAX BBIIOTHAET MUJUTHOH IIH(P O-
BaHMI B CeKyH/y (HEIUIOXOW pe3yNbTar), BCKPBITUE S56-OMTOBOTrO KIIOYA 3aiiMET CeMb JIECATUTHICSYHBIX CEKYHIIBI .
Bcekpbitie 64-6utoBoro kiova notpedyer MeHblie, YeM JBE JIeCAThIX CeKyH[bl . BekpbiTie 8-OMTOBOro Kitoua BCe ke
TIPOJUTATCS 10" yer.

Jpyroii Oronoruyeckuil moJaxXox COCTOMT B HCIOJIB30BAHHM T€HETHYECKH MPOEKTHPYEMbIX KPHIITOAHAIUTHYECKHX
MOPCKHX BOJIOPOCIIEH, KOTOPBIE YMEIOT BBIMOJHATH BCKPBITHE KPUNTOrpadUueckux ajiropuTMoB rpy6oit cuoii [1278].
Takue opraHu3Mbl, HOKPBIB OOJIBIIYIO 00JIACTh, TO3BOIMIIN OBl CO3IaTh PacIpeeIeHHYI0 MAIIMHY C OOJIBLINM KOJIHY e-
cTBOM TIporieccopoB. [lapa "oTKpbITHINA TeKCT/M@poTeKeT" Moriia Obl MepenaBaThes Mo paauo uepe3 crnyTHuk. OOH a-
PY’KEeHHe pe3ynbTaTa OpraHu3MOM MOTJIO Obl CTUMYJIMPOBATh ONMHM3JIEKALINE TUCHKH H3MEHHUTD IIBET, COOOIas peleHne
00paTHO Ha CITyTHHUK.

[pennonoxum, 4To THIHYHAS KJIETKA MOPCKOW BOIOPOCIH - 3TO KyOHK cO CTOpPOHOH 10 MHKPOH (BO3MOXKHO, 3TO
OIleHKa CBepXy, crenoarenbHo 10" kieTok 3amonmaT KyGuueckmii MeTp. BrimiecHnte X B okeaH, mokpbiBas 200
KBaJIpaTHBIX MWIb (518 KBaZpaTHBIX KMJIOMETPOB) Ha MIIyOMHY OJMH MeTp (3TO BallM NPOOJIeMbl, KaK OCYIIECTBHTH 3TO
- s MOJal0 TOJBKO ML), U y Bac Oyner 10% Bozlopocieit (6ojee 4eM COTHeW MWIIHap/a TaljOHOB), IJIABAOIINX B
okeane. ([{s cpaBHeHus1, U3 Tankepa Valdez Boitexno 10 MUUIMOHOB rajuioHOB HedTu.) Eciu kaxaas u3 HUX MOXKET
MIPOBEPSTh MIJUIMOH KJIFOYEH B CEKyHIY, TO s 128-0MTOBOro alropuT™Ma OHH PacKpoIOT KITH0Y B TOJBKO cmycTs 100
ner. (Bo3Hukillee py 3TOM LBETEHHE MOPCKUX BOJOpOCIEi - 3To Bamia rnpobnema.) KpymHbie 1ocTmkeHus: B ObICTp O-
JIEWCTBUM MOPCKHX BOAOPOCIEH, MX AUAMETP MM JJaKe pa3Mepsl MTHA B OKEaHE MOTYT 3aMETHO YMEHBIIUTD 3TU 3H a-
yeHus. Jlaxke He CIIpalIuBaiTe MEHsI O HAHOTEXHOIIOTHH.

Tepmoounamuueckue ozpanuyienus

OIHHM U3 CIIENCTBHI 3aKOHAa BTOPOTO TEPMOJMHAMMKH SIBIISETCS TO, YTO AV NPEACTaBICHHUs MH(popManuu Heo O-
XOJMMO HEKOTOPOE KOJIMYECTBO SHEPIHH. 3alMCh OJUHOYHOIO OUTa, N3MEHAIONIAs COCTOSIHIE CHCTEMBI, TpeOyeT Ko U-
yecTBa dHepruu He MeHblie yeM kT; rae T - aGconmtoTHast Temrieparypa cuctembl U k - nocrosiHaas bonbimana. (He
BOJIHYHTECh, YPOK (PU3HUKH yXKe IOUYTH 3aKOHYEH . )

Ipunsie, aro k = 1.38%107'° spr/K, i uro Temmepatypa okpyskaromeil Beenerroit 3.2K, uaeanbHbli KOMIbIOTEp, pa-
6oras npu 3.2K, motpeGmsin 661 4.4*107'C spra Besimii pas, Koraa OH yCTaHABIMBAeT WM cOpachiBaeT OuT. Pabora
KOMITbIOTEpA [PH TeMIeparype Gojiee HU3KOM, 4eM TeMIepaTrypa KOCMHYECKOro MpPOCTPAHCTBA, MoTpeboBaia OBl 1 0-
HOJIHUTEIBHBIX PACXOIOB SHEPTHH [T OTBOA TEILIA .

Hanee, sHeprus, m3nyuaemas HamuM CoOJHIIEM 3a TOM, COCTAaBISET OKOJIO 1.21*10* 9proB. OTO AOCTATOYHO I
BhmonHenns 2*10°° nepemen Guta B HaleM MIEATLHOM KOMIBIOTEPE,  3TOTO, B CBOKO OUEPE/lb, XBATUT I TOTO, UT O-
Ob1 187-0uTOBBII cueTurK rpoberxai Bce cBou 3HaueHus . Eciu Mbl moctpoum Bokpyr Connia chepy dadicona u nep e-
XBATUM 0€3 BCAKHX TOTEPh BCIO €r0 SHEPIHIO 3a 32 roja, Mbl CMOXKEM IOJIY4HTh KOMIBIOTEp [T BhIducIeHus 2 '
yucen. KoHeyHO, 3HepruM M INPOBENCHHS KaKHX-HUOYIb TOJNE3HBIX BBIYMCICHHH C ITUM CYETYMKOM YXKe He



OCTaHCTCA.

Ho 3To ToJbKO 0J1HA allKast 38e3/1a. [IpH B3pbIBE THITHUHO CBEPXHOBOI BhIENIAETCS 0KOMo 10° ! apros. (B cro pa3
00JIbIIIe SHEPTUH BBIAEISETCS B BUIEC HEUTPUHO, HO IICTh OHH IOKA JIeTaloT .) Eciu Belo 3Ty sHepruio yaactcs OpocuTh
Ha OAHY BBIYHCIHMTENBHYIO OPTUIO, TO BCE CBOU 3HAYEHHS CMOXKET IPUHATH 219-OUTOBBII CUSTUHK.

OTu yKcna He UMEIOT HUYero oOIIero ¢ caMod ammapaTypol, OHH IPOCTO MOKAa3bIBAlOT MAaKCHMAlbHbIE 3HAUCHHS,
00ycIIOBJIEHHbIE TepMOAMHAMUKOW . Kpome Toro, 3TH umcia HarsiqHO AEMOHCTPHPYIOT, YTO BCKPBITHE IpyOOH CHIION
256-6utoBoro Kitoya OyneT HEBO3MOXKHO, IOKa KOMIBIOTEPH OCTPOSHBI U3 OOBIYHON MaTepHu M Paclojararorcs B
OOBIYHOM IIPOCTPAHCTBE.

7.2 INnVHa OTKPbITOro Krr4va

OpHoHanpaseHHble QyHKIMU 00Cykaanuch B pazaene 2.3. OmHoHanpaBieHHOH (QyHKIMel sBiIsSeTcs YMHOXKEHHE
IBYX OOJBIINX IPOCTHIX YHCEN, NOJYYUTh IPOM3BEICHIE, IEPEMHOKHB YUCIIa, HETPYIHO, HO HEJIETKO Pa3JIoXKHTh Ip O-
M3BEJICHNE Ha MHOXKHUTENU M MOMY4UTh JBa OONBIIMX MpocThiX yncna (cM. pasaen 11.3). Kpunrorpadus ¢ oTKpeIThIME
KJII0YaMU HCIONIB3YET 3Ty MOS0 I CO3JaHMS OJHOHAIPABICHHOH (yHKIMH C JoKoM . Ha camoM nene, 3TO JIOXb, He
00Ka3aHO, YTO PA3JIOKEHNE Ha MHOXKUTEIH SIBJISIETCS TsDKeson mpobiiemoii (cM. pazaen 11.4). Hackosbko ceromus u3-
BECTHO, 3TO MOXOXKE Ha MpaBay. M naxe ecinu 3To Tak, HUKTO HE MOXKET JI0Ka3aTh, YTO TPYIHbIE MPOOIeMbI IEHCTB U-
TENBHO TPYAHBI. Bee cumTaror, 4To pasnoxeHHe Ha MHOKHTENN SBISCTCS TPYIOHOH 3a1adeil, HO 3TO HUKOTJa He ObLIO
JIOKa3aHO MAaTEMaTHYECKH.

Ha sToM cTout ocraHoBuUThCs HTonopoOHee. JIerko mpeacTaBuTh, 4To JeT uepe3 50 Mbl cobepeMcst BMECTe, BCIIOM H-
Has cTapoe 1o0poe BpeMsi, KOTra Bce JIIOAW CUUTAIIM, YTO PA3JIoKEHUEe HA MHOXKUTENHN OBbUIO TPYAHBIM M JIEXaJO B O C-
HOBE KpUnTorpaduy, a pasimyHble KOMIIAHUU A€M U3 3TOr0 JIeHbrH. JIerko BOOOpa3uTh, YTO OyIyIlre TOCTHKEHUS
B TEOPHUHU YMCEN YNPOCTST Pa3lIoAKEHHE HA MHOKUTENN WIN JIOCTH)KEHUS! TEOPUM CIIOXKHOCTHU CIENAIOT Pa3lokKEeHHE Ha
MHOXHTENU TPUBHAIBHBIM. HeT mpuYuH BEpUTh B 3TO - M OOJIBIIMHCTBO JIIO/CH, 3HAIOIINX JAOCTATOYHO, YTOOBI HMETh
COOCTBEHHOE MHEHHE, CKa)XET BaM, YTO MOJOOHOE pa3BUTHE COOBITHH SBIISETCA MAJOBEPOSTHBIM - HO HET M IPHYUH
BEpPUTH, YTO TAKOT'O IPOPHIBA HE CIyUUTCSL.

B nro6oM citydae, JOMUHUPYIOLIHE CETOIHS aJrOPUTMbI IH(POBAHKUA ¢ OTKPBITHIM KIIIOYOM OCHOBAHBI Ha TPYIH O-
CTHU PA3NIOKEHUSI HA MHOXHUTENN OOJBIINX YUCEN, KOTOPbIE SABIISIOTCS MPOU3BEACHUEM ABYX OOJBIINX MPOCTHIX YHCEIL.
([Ipyrue anroputMbl OCHOBaHBI Ha TaK Ha3biBaeMoil J{uckpeTHoil mpobiemMoit iorapuma, HO MOKa NPEIIIOIONKHUM, YTO
K Hell MPUMEHUMBI T€ K€ PacCyKICHUs.) DTH aIrOpUTMBI TAKXKE BOCHPHUMYMBBI K BCKPBITHIO TPyOOH CHIIOH, HO 110
pazHOMy. B370M 3THX aNropuTMOB COCTOMT He M3 Nepebopa BceX BO3MOMKHBIX KIIOYEH, a U3 IMOIBITOK Pa3IOKEHUSI
OOJIBIINX YHCENl Ha MHOKUTENH (WM B3STHA JUCKPETHBIX JIOTapiu()MOB B O4eHb OOJIBIIOM KOHEYHOI 00JacTH - TOYHO
Takas ke rmpodnema). Ecii uuciio cnumkoM Maio, Bbl HUKaK He 3allMINeHBl. Eciu 4ncio JocTaTouHO BEIHMKO, TO BBI
HAJISKHO 3alUIICHbI MPOTHB BCEH BHIYUCIUTEIBHON MOIIM MHPA, €CIM OHA OyJIeT OMThCS HaJ ATOH 3aqa4yeil ¢ HACTO s-
IIIEro BPEMEHU 10 TeX Iop, Moka CoJHIIEe HE CTaHET CBEPXHOBOM - TAKOBO CETOJHSIIHEE IOHUMaHUE MaTEMaTUKH 3TOM
npobniembl. B pa3nene 11.3 paznokeHne Ha MHOXHTEIH PAacCMATPUBAETCS MaTeMaTHYECKU MOJPOOHO, a 31iech s orp a-
HHUYYCh OLICHKOH BPEMEHH Pa3JI0KEHHUSI HA MHOXKUTEIIN YHCEI Pa3THYHON JAJIHUHBI.

Pasnarath Oospmme yMciIa Ha MHOXKHTENM HEJErKO, HO, K HECYacThIO Ul MPOEKTHPOBIIMKOB aITOPHTMOB, 3TOT
IpOLIeCC CTAHOBHTCA Bee Jlerde. UTo erme Xyxe, OH CTAHOBHTCS Jierde 4 OOJbIIeH CKOPOCTBIO, YeM IIPEeCKa3bIBANOCh
Mmarematukamu. B 1976 rony Puuapn Iait (Richard Guy) mucan: "$ Obun Obl HEMaJo YAMBIEH, €ClH Obl KTO-HHOYIb
HAYYHIICS Pa3arath HA MHOKHTEN NPOHM3BONMbHBIE urca mopska 10 ** B Teuenne mamsoro cronerus" [680]. B 1977
rony Pon Pusect (Ron Rivest) 3asiBui, 4to pasnoskeHue Ha MHOXHTeIH 125-paspsiqHoro yucna norpedyer 40 kBa -
puwunonoB siet [599]. B 1994 rogy Gputo pasnoxeHo Ha MHOXUTENMH 129-paspagaoe uncio [66]. Ecnu u3 atoro u
MOJXKHO CZIeNaTh KaKHe-TO BBIBOABI, TO TOIBKO TO, YTO MPECKa3bIBaTh TIIYIIO .

B 4-i1 mpuBeneHbI pe3ysIbTaThl Pa3IOKeHUsT HA MHOXKHUTEIH 32 MOCIESIHION TI0XKUHY JeT . CaMbIM OBICTPBIM aJIro-
PUTMOM Pa3IOoKEHUS Ha MHOXHTENH SBIACTCS KBagpaTHyHOe pemeTo (cM. pazzen 11.3).

D11 uncna cuibHO myratoT. CeronHs 512-0MTOBBIE YKCNA YK€ MCIIONB3YIOTCS B ONEPAlMOHHBIX cucTteMax. Pasn o-
KEHHE UX Ha MHOXKUTEINH, M IOJIHAas KOMIIPOMETalus, TAKUM 00pa3oM, CHCTEMBbI 3allUThI, BIIOJHE peanbHO. UepBb B
Internet mor ObI cAenaTh 3TO B TEYEHUE YHUKEHJA.



Taoa. 7-3.
Pa3noikeHnne Ha MHOKMTeJIsl ¢ MOMOIIBIO "'KBaApaTHYHOro pemera"

Yucno JecATUYHBIX paspsi- Bo ckoibKO pa3 cioxHee pasioKuTh
Ton JIOB B PA3JI0KEHHOM YHCIIE Ha MHOXXHUTEIN 512-0HTOBOE YUCIIO
1983 71 >20 MIJUIMOHOB
1985 80 >2 MUJJIMIOHOB
1988 90 250000
1989 100 30000
1993 120 500
1994 129 100

BeruncnuTensHas MOLIb OOBIYHO U3MEPSETCS B MIpPS-rofax: rofoBas padoTa KOMIBIOTEPA, BBIIOIHSIIONIEr0 MHILT H-
OH omepanmii B cekyHay (one-million-instruction-per-second, mips), wii oxono 3*10" oneparwmii. IIpunsTo, yTo Ma-
LIMHA C MPOU3BOIUTENHLHOCTRIO 1 mips-roj sxBuBaneHTHa VAX 11/780 xomnanuu DEC. To ectb, mips-roj - 3T0 T0]
pabots kommnbioTepa VAX 11/780 unum sxBuBanientHoro. (100 MI'y Pentium - 3To mammua B 50 mips, a Intel Paragon
u3 1800 y370B - npumepHo 50000 mips.)

B 1983 rony pasnoxenue Ha MHOXHTenH 71-paspsaHoro yucna tpedosaio 0.1 mips-roaa, B 1994 rony paznoxenue
Ha MHOXuUTeIHn 129-paszpsaHoro yucia norpedosaio 5000 mips-ner. Takol B3JeT BBIYHUCIUTENILHOH MOILIHOCTH 00 Y-
CIIOBJICH, B OCHOBHOM, BBEJICHHEM PACIPEACICHHBIX BEIYHUCICHHUH, NCIIONIB3YIONIMX BPeMs IIPOCTOs CeTH pabodux cTa H-
. JToT noaxox Obul npeioken bodom Cuneepmanom ( Bob Silverman) u nonHocTelo pa3paboran Apxkanom Jle H-
ctpoit (Arjen Lenstra) u Mapkom Manaccom (Mark Manasse). B 1983 roay pa3znoxeHie Ha MHOXKUTEIN HCIOJIb30BAIIO
9.5 9acoB TIpoOIIECCOPHOTO BPEMEHU Ha eAMHCTBEHHOM KoMibioTepe Cray X-MP, B 1994 roxy pasnoxxeHune Ha MHOXH-
tenu 3aHs1o 5000 mips-yeT ¥ ucnonb30Bano Bpems rnpoctosi 1600 KOMIbIOTEPOB BO BCEM MUpPE B TEUECHHE MPUOIIH3 U-
TENIBHO BOCBMHU MecsieB. COBpeMEeHHbIE METOIbI Pa3jIoKEeHHs HAa MHOMKHTEIM IIO3BOJIAIOT HCIONB30BATh MOAOOHBIE
pacrpezieneHHbIC BEIYUCICHHUS .

Kaptuna gaxe npojoimkaeT yxXyamarhes . HOBBIH anroputM pasiosKeHHus: Ha MHOJKHTENH - PEIIeTo OOIero mojs 4 H-
cell - 3aMeHUI1 KBajpaTudHoe peiero. B 1989 rogy maremarnku ckaszanu Obl BaM, YTO PELIETO OOLIETO TOJISi YUCE
HHUKOI/Ia He OyJleT MMeTh MpakTH4ecKoro 3HaueHus. B 1992 roxy oHu cooOmmim Obl, 4TO OHO peaM3yeMo, HO JIaeT
BBIMTPHIII IO CPABHEHMIO C KBAJPATUYHBIM PELIETOM TOJIBKO A dnceln co 130-150 mecstuaHpiMu pa3psgaMu U 60N b-
mmx. CeromHs M3BECTHO, YTO TOT HOBBIM alropuTM ObICTpee, YeM KBaJpaTHYHOE PEIIETO, JUIA YUCEeN 3HAYUTENHHO
MeHbIINX, YeM 116-paspsanbie [472, 635]. Peuiero oOuiero mossi 4mcen MOXET pasliokKUTh Ha MHOXKUTEIH S512-
6utoBoe umcio B 10 pa3 ObicTpee, 4yeMm kBagparuuHoe peniero . Ha 1800-y3noBom kommbiotepe Intel Paragon BoimosHe-
HHE 3TOTO aJTOpPUTMa 3aHsI0 Obl MeHblIe rofa. B 3rd moka3aHo KonMuyecTBO mips-jeT, KOTopoe Tpedyercs Ui pasiio-
KEHHS YUCEeNl PA3IMYHbIX Pa3MEpOB IIPH HCIOIb30BAHMH COBPEMEHHBIX peanu3alyii pemera OOMIEro mojis 4Hcel
[1190].

Taoa. 7-4.
PazyioikeHHe Ha MHOKHUTEJIH € TIOMOIIBIO PeleTa 0011ero
MoJIsl YuceI

KonuuectBo out CKONbKO Mips-J1eT HYXHO IJIsl pa3JIoKe-
HUA
512 30000
768 2%10°
1024 3*10"
1280 1*10"
1536 3%10'°
2048 3*10%

Kpome Toro, penrero o0miero mosms 4uces CTaHOBHTCS Bce ObIcTpee M ObicTpee . MaTeMaTHKU M300pETaloT HOBBIE
TPIOKH, ONTHMH3ALMH, METOABI, U HET NPUYUH CUMTATh, YTO 3Ta TEHACHIMA oOopBeTcs. bimskuii aaroput™, pemero
CIIELMATIBHOTO TIOJISL YHCEII, Y’Ke MOXKET pasjiaraTb Ha MHOKHMTEIN YKCIIa ONpeleTIeHHON CIeMaTu3UpOBaHHON (OPMEI -
0OBIYHO HE HCIOb3yeMble B KPHITOrpaduu - Topaso ObICTpee, YeM PELIeTo OOLIEro MO YHCENT MOXKET Pa3IoKHUTh Ha



MHOXXHUTENU JE00bIe YHCIIa TOTO XKe pazMepa. Pa3zyMHO MPEAIONoKHUTh, YTO PEIIETO OOILIEro OISl YKCeNl MOXKET ObITh
ONTHUMH3UPOBAHO, YTOOBI IOCTHYb TakoM e ckopoctu [1190], Bo3amoxkHO, uTo NSA yke 3HaeT, Kak 3To caenarb. B 2-i
MOKa3aHO KOJMYECTBO MIips-JieT, TpeOyeMoe Uil Pa3JoKEeHUsI YMCell Pa3IMuHOM JUIMHBI IIPU TOMOILM pelieTa Ciell u-
aipHOTO Mo urcen [1190].

Taoa. 7-5.
PazyiokeHne HA MHOKHTEJIH € IOMOIIBIO pelleTa crennalb-
HOT'0 IOJISI YHCeJ

KonuyectBo out CKOJIbKO Mips-JIeT HYXHO JJIsl Pa3JIoKe-
HUS
512 <200
768 100000
1024 3*10’
1280 3*%10°
1536 2¢10"
2048 4*10"

B 1991 roay y4actHuku cemuHapa EBporneiickoro nHctuTyTa 6€3omacHoctu cucreM ( European Institute for System
Security) cornacunuce, uto 1024-6MTOBBIX MOJyJIel OyleT TOCTATOYHO I UIMTENILHOTO XpaHeHus cekpeToB 10 2002
roga [150]. Ognako, oHM mpexynpexaani: "XoTd yJYacTHUKH 3TOT0 CEMHMHApa SIBISIOTCS JIYUIIMMH CICIHAINCTaMH B
COOTBETCTBYIOIIMX 00JIACTAX, 9TO 3asBJICHHE (II0 MOBOAY CPOKa 0E30IIaCHOCTH) JOJDKHO OBITH BOCIIPHHSATO C OCTOPO XK-
HOCTBI0." DTO XOPOIIHNii COBET.

YMHBIH KpunTorpad CBEpXKOHCEPBATHUBEH MPHU BHIOOPE UTMH OTKPBITHIX KiFo4Yel . UTOOBI MOHSTh, HACKOJIBKO IUIH H-
HBIIl KJII0Y BaM HY)KEH, BaM MPHUJIETCS OLIEHUTh HY)KHYIO 0€30MacHOCTh U BpeMsl U3HH KITloua, He 3a0bIBast O TEKyIIeM
COCTOSIHUM HCKYCCTBA pasjiaraTh Ha MHOXXHTENH . YTOOBI MOJYYUTh TOT K€ YPOBEHb OE30MACHOCTH, KOTOPBIH J1aBajio
512-06MTOBOE YMCIO B Hayalle BOCBMUIECATRIX, CETOAHs BaM moHagoburcss 1024-6urtoBoe unciio. Eciau jke BBl XOTHTE,
4TOOBI Ballld KJIFOYM OCTaBAIUCh Oe3onacHbiMU B Ommkaiiinue 20 sier, 1024-0MTOBOE YMCIIO, IO BUAUMOMY, CIHIIKOM
KOPOTKO.

Jlaxke ecny BalIM KOHKPETHBIE CEKPETHl HE CTOAT YCHWIIMH, HY)KHBIX UL PA3JIOKEHUS Ballero MOJIYJs, BBl MOXETe
OKa3aThcs B OIacHOCTH. [IpezacTaBbTe cebe aBTOMaTHYECKYI0 OaHKOBCKYIO CHCTEMY, HCIIOJB3YIOIIYIO0 ISl 0€30acHOCTH
RSA. Manjiopu MoeT mpezcTarh nepes CyJoM U 3asBUTh: "UnTanu i Bl B rasere 3a 1994 roxa, uro RSA-129 61
B3JIOMaH, U 4TO 512-0MTOBBIC YHCIa MOTYT OBITH Pa3iIOXKeHBl Ha MHOXHUTENH JI000H OpraHu3aunueld, KoTopas MOXKeT
MOTPATUTh HECKOJIBKO MHUJUIMOHOB JOJIAPOB M MOAOXKIATh HECKOJIBKO MecsieB ? Moii 6aHK ncHonb3yeT [yl 6e30macH o-
cti 512-0UTOBBIC YKCNIA U, MEXKIY MPOYUM, 3TH CEMb M3bATUH clieNianbl He MHOM ." [laxe eciii MaIuiopu JoKeT, Cyabs,
BEPOSITHO, MOXKET MOTPeOOBaTh, 4TOOBI OAHK ATO JTOKA3all .

[Mouemy He ucnosnb3oBarh 10000-0utoBbie Kitoun ? KoHEYHO, MOXKHO, HO YeM JUIMHHEE BAalllM KITFOYH, TeM OOJIbIle
CTOMMOCTb BBIYHCIICHHI. BaM Hy)keH K04, KOTOPBIA ObUT OBl JOCTATOYHO IJIMHHBIM JUisi obecriedeHus O€30IacHOCTH,
HO JIOCTATOYHO KOPOTKUM, YTOOBI €r0 MOKHO OBLIO HUCIIONB30BATD .

Panee B aTOM paszerne s Ha3bIBaJ MpeICKa3aHUs TIyHNOCThIO . Terneps s caM MOMBITaloCh MpeAcKazaTh Koe-4To. B 1-if
NPMBEICHBl MOM PEKOMEHAAINH 10 BBIOOPY UIMH OTKPBITHIX KIFOYEH B 3aBUCHMOCTH OT TOTO, KaKoil Cpok 0e30macH o-
CTH KJIFOYa BaM Hy>keH. [ KaX10ro roga NpuBeAeHbI TPU JUIMHBI K044, OHA JUISl YaCTHOTO JIULA, OJIHA AT KPYITHOMN
KOpIIOpaluy U OHA AJIsI IPaBUTEIbCTBA OOJIBIIIOTO rocy1apcTBa .

Bor Hexoropsie coobpakenust u3 [66]:

MBI cuuTaeM, YTO CMOXKEM HOTY4HTh A0cTyM K 100 ThICS4aM KOMIBIOTEPOB 0€3 CBEPXUEIOBEYECKMX YCHIIHI N HEATHYHBIX ¢ H-
ctBuid. To ecTh, Mbl He cobupaemcs BblTycKaTh B Internet "uepBs" wiau paspabaTbiBaTh BUPYC, KOTOPbIH ObI IPEOCTAaBHII ObI HAM B bl-
YUCIIMTEIbHBIE Pecypchl. Bo MHOrHMX OpraHM3alsAX MHOTHE TBHICSYM MAIlHH MOJKIIOYEHBI K CeTH . JJOCTyI K MX BO3MOXHOCTSIM I10-
TpeOyeT UCKYCHO# JUIIIOMATHH, HO HE SBIISCTCS HEBO3MOXKHBIM. IIPHHSB CPEIHIOI0 IPONU3BOAUTEIBHOCTh MALIMHbI PABHOH 5 mips u
BpeMsi paboThl 1 T0J1, BIOJIHE BO3MOXKHO OCYLIECTBUTbH HPOEKT, KOTOPbIH TPeOyeT MOJIMUIUIMOHA Mips-JIeT.

[IpoexT pas3nokeHuss Ha MHOXKHUTENH 129-pa3psaHoro yncia 6€3 3HAYUTENBHBIX yCWIMHA cMor 3azierictBoBath (.03
MIPOLIEHTA OLICHOYHOM MOJIHON BRIYUCIUTENbHON MommHocTH Internet [1190]. PazymHO npeamoioXuTe, 9To XOPOIIO pa3-
PEKIaMUPOBAHHBIN MIPOEKT IOIYYHT Ha roJ] 2 MPOLIEHTa BCEMUPHOH BBIYMCIUTEIBHON MOIIHOCTH .

[pennonoxum, 4TO YBJICUEHHBIH KPHIITOAHAIUTUK CMOXKET MOIYy4YHTh B cBoe pacropsbkenne 10000 mips-ier,
Gonbimast Koprioparust - 107 mips-yier, a nmpaBUTenbCTBO Gonboit cTpansl - 10° mips-ner. TIpemonokuM TakKe, 4To
BBIYMCIIUTENIbHAS. MOLIb OyZIeT BO3pAcTaTh Ha MOPSIOK KaxKIble IATh JeT . Y , HakoHel, NPearoNnokKuM Takxke, YTo y -



[IEXH B MaTeMaTHKe Pa3joXKeHUs Ha MHOXKUTENIM HO3BOJIIT HaM PAcKIIamblBaTh JIOOBIE YMCIa CO CKOPOCThIO, CPABH U-
MOH ¢ TOH, KOTOPYIO 00eCIeYrBaeT PeIieTo CIENUAIBHOr0 IO Yucen . (DTO MoKa HEBO3MOXHO, HO NPOPHIB MOXKET
CIy4HThCSl B JIIOOOM MOMEHT.) 1St peKOMEHAYEeT Uil pa3iM4HbIX JIET UCIIOJIBb30BaTh C LIENbI0 obecredeHus Oe30macH o-
CTHU pa3INYHbIC JJIMHBI KIIOYEH.

Taobu. 7-6.

PexomeHngoBaHHbIE JJIMHBI OTKPBITHIX KJK04Yeil B (0uTax)
l'on HacTHOe JU1I0 Kopnoparus [IpaButenbcTBO
1995 768 1280 1536
2000 1024 1280 1536
2005 1280 1536 2048
2010 1280 1536 2048
2015 1536 2048 2048

He 3a0bIBaiiTe y4nTHIBaTh 3HAYUUMOCTD KiTt04a. OTKpPBITHIE KIIOYM YacTO MCIOJb3YIOTCS AT IJIMTENbHON obecrey e-
HUS 0€30IIaCHOCTH Ba)KHOM MH(OpPMAIWM : ITaBHBIH KII0Y OaHKA IJIsI CHCTEMBI 3JIEKTPOHHBIX HAIWMYHBIX, KIIIOY, H C-
HOJIL3YEMBIH IPaBUTENBCTBOM JUIS TIOATBEPIKICHHS ACIIOPTOB, KII0Y LI(POBOI MOAIKMCH rOCYJapCTBEHHOTO HOTapH Y-
ca. Bo3MOXXHO, HE CTOMT TPATHTh MeECSLBI MALIMHHOTO BPEMEHH Ha BCKPBITHE KAKOTO-TO JIMYHOTO KJII0Ya, HO €CJIM M O-
XKeTe ¢ IOMOLIBI0 JOOBITOro KIII0Ya HaledaTaTb COOCTBEHHBIE JEHBIH, TO MAES CTAHOBUTCS BECbMa 3aXBaThIBAIOLIEH .
Jumna 1024-6utoBoroit Kiiroua JOCTaTOYHA AJIsl IOJNUCH Yero-HuOY b, 4TO OyJIET NPOBEPEHO B TEUCHHE HEJENH, MeC -
na, Ja>X€ HECKOJIBKUX JICT. Ho BbI ke He XOTHUTE, IIPEACTaB epea CyaAoM JIET 20 CIIYCTs C IMOAIMCAHHBIM 3JIEKTPOHHBIM 06pa30M
JAOKYMEHTOM, CMOTPETh, KaK IPOTUBOIIOJIOXKHAA CTOPOHA ITOKA3bIBACT, KaK IMOAAEIaTh JOKYMEHTBI, UCIIOJIb3Ys 3TY K€ IOAIHCH .

[penckaspiBaTh Oolsiee najekoe Oymyiee ere riynee. KTo Moxer 3HaTh, kakux ycnexoB kK 2020 rogy JOCTHUTHET
BBIYMCIINTENIbHAS TEXHUKA, CETEBbIC BBIYMCIEHHMS M MaTeMaTuka ? OJHAKO, €cld OKMHYTbh B3MJIAIOM BCIO KapTUHY,
MOXKHO 3aMETHTbh, YTO B KaXKIOM CJICAYIOLIEM IECATHICTHH MbI HOJy4aeM BO3MOXKHOCTbH pasjiaraTth Ha MHOXKHTEIH
BABOE 0OoJiee JUIMHHBIE YKCIIa, YeM B IPebIIyILEeM . DTO HO3BOJSAET NOCTPOUTh 0-if.

C nmpyroil CTOpOHBI, TEXHUKA Pa3OXEHUS Ha MHOXKUTEIH MOXET AOCTHYb Ipefeia CBOMX BOSMOXKHOCTEH 3a10Jr0
10 2045. XoT4 51 ymaro, 4TO 3TO MaJIOBEp OATHO.

He Bce cormacarca ¢ Moumu pexomeHmarmsamu. NSA ycraHoBuino mis cBoero Cranmapra upoBOi MOANMUCH
(Digital Signature Standard, cm. pazaen 20.1) muny kinoueid ot 512 no 1024 6ut - HAMHOTO MEHBIIIE, YeM 51 PEKOME H-
JyI0 Juisi JnmrtenbHoN 6e3omnacHocTr. Y Pretty Good Privacy ("BronHe HanexHblid cekpet”, cM. paszaen 24.12) makcu-
MalpHas aiuHa kiioda RSA cocrasnsier 2047 Out. Apxkan JleHcTpa, Jiydmmii B MUpe packiiaiblBaTeIb HA MHOXHTEIH ,
B TeueHue mociequux 10 jet oTka3piBaeTcs nenaTh npeackazanus [949]. B -1-i npusenens! pekomenaanuu Pona Pu-
BECTa AJIS JUTMHBI KIII04eH, KoTopele caenansl B 1990 rogy u KakyTcsl MHE CIMIIKOM ONTHMUCTHYHBIMHU [1323]. Xots
€ro aHanu3 Ha Oymare BBIIVIAZUT XOPOIIO, B HeJaBHEH MCTOPUM MOXKHO HAHTH NPUMEpHI PETYIAPHO MPOHUCXOMALINX
croprpu30B. UToObI IPeROXpaHUTh ce0s OT MOCIEACTBUS ITUX CIOPIIPU30OB, €CTh CMBICI BEIOMPATh KIIOYH C 3aI1acoM .

Taoa. 7-7.
JloJIrocpouHblii MPOrHoO3 Pa3jioKeHust
HA MHOKUTEJIH

Ton Jnuua ximoya (B Ourtax)
1995 1024
2005 2048
2015 4096
2025 8192
2035 16384
2045 32768

MuHUMalbHbIE OLIeHKH TmpearnoiaratT owomker $25000, anroput™ "KBaapaTuvHOE pemieTo " U CKOPOCTh TEXHUY e-
ckoro mporpecca 20 nporeHToB B rox. CpeaHue OIeHKH MpennoiaraioT OpkeT 25 MIUTHOHOB J0JUTapOB, alTOPUTM
"perreTo o0IIero mosist Yucen" U CKOPOCTh TEXHIMYECKOTO mporpecca 33 mporeHTa B rof . MakCHManbHbIe OICHKU IMpe-
NoJiararoT OrpKeT 25 MUIUIHAp/OB J0JUIApOB, aaropuTM "periero olriero noss yucen", paboTaroUuMi cO CKOPOCTHIO



pereTa CrenuaIbHOro MO YHCET U CKOPOCTh TEXHUYECKOro mporpecca 45 MpoIeHToB B TOf .

Bcerna ects BEpOsTHOCTB TOTO, YTO YCIEXH B PA3JIOKEHUH HA MHOXKUTENIM OyAyT MOpPasHTENbHBI U ISl MEHA, HO 5
MOMBITAJICS YUECTh ITOT MHOXMTENb B CBOMX IIPOrHo3ax . Ho mouemy MHe Hy»HO BepuTh? S JIMIIb IPOJIEMOHCTPUPOBAI
COOCTBEHHYO INTYIIOCTh, 3aHUMASACH IIPEACKA3aHUAMH .

Ta6a. 7-8.
OnTuMHuCTHYHBIE peKOMeHauuu PuBecTa 1uIsl AIMHBI KJEO-
yeii (B OuTax)

T'on MunumansHas Cpenusis MaxkcumaibHast
1990 398 515 1289
1995 405 542 1399
2000 422 572 1512
2005 439 602 1628
2010 455 631 1754
2015 472 661 1884
2020 489 677 2017

Botuucnenue ¢ nomowwro /[HK

310 noxoxke Ha BonedcTBo. B 1994 rony Jleonapn Danman (Leonard M. Adleman) npopeMoHCTpUpPOBaII METO
peuienus 3anayn NP-mosHoTsl (cM. pasgen 11.2) B Guoxumudeckoi nadoparopuu, ucnoib3yst monekynsl JJHK ms
MPE/ICTaBJICHHS BO3MOXKHBIX peleHuit 3amaun [17]. 3agava, peuieHHas DuiMaHOM, OblUla YaCTHBIM CIIy4aeM 3a/1aud
HAaIpaBJICHHOT'O FaMUJIbTOHOBA ITyTH : IaHa KapTa ropoJi0B, COEAMHEHHBIX OJHOHAIPABICHHBIMU JOPOTaMHU, HYKHO Ha #-
TH IIyTh U3 TOpoAa A B ropof Z, KOTOPBII MPOXOANUT depe3 Kbl Topo/l Ha KapTe TOJbKO ONUH pa3 . Kaxmpri ropog
ObLT mpeJicTaBiieH cBoei ciydaiinoi nenovkoit JIHK ¢ 20 ocHoBanusimu. C MOMOIIBIO OOBIYHBIX METOIOB MOJIEKYJIS p-
HOM Ouonorun DmiMan cuaTe3upoBan 50 nukomorneit (30 MUIUTMOHOB MIJUTHOHOB Moiekyl) nenouku JJHK, npencras-
Jstronied kaxaplid ropon. Kaxnmast mopora Obina mpeacrasieHa nernoukod JIHK ¢ 20 ocHOBaHMsSIME, HO 9TH LIETIOYKH
BBIOMPAJINCH HE CIy4aiHBIM 00pa3oM: OHHM YMEJO BBIOMpaIHCh Tak, 4To0bl "Havyano" nenouku JIHK, npencrasnsromeit
nopory ot ropona P k ropoxy K ("opora PK") crpemusacs Obl coemuauthest co nenoukoi JIHK, npeacrasmstomeit
ropox P, a xonen loporu PK ctpemmiics 661 coequuutbes ¢ ropogom K.

Onnman cunTesupoBan 50 nukomoneit JJHK, npencrapmsromux kaxayio nopory, cmenian ux Bmecte ¢ JJHK rop o-
JlaMH, TIPEACTABIAIONICH ropoa, u 100aBui pepMeHT JMrasy, Kotopas cBsi3piBacT BMecTe KoHibl Mosiekyn JJHK. Tlpa-
BWIIBHO 1oJj00paHHas cBsizb Mexay nenoukamu JJHK mis gopor u nenoukamu JJHK aj1s ropozoB npuBOIMT K TOMY,
yro nuraza coeauusier nenouku JJHK mis nopor Bmecte mpaBuibHbIM 00pa3oM . To ecth, "Brixoa" noporu PK Bcerna
Oyner coemuHeH co "BXOIOM" KakoH-1n00 JOpOrd, HauMHaromlekcs B ropojae K, HO HEKoraa c "Bbixozom" Jo0oii 1o-
poru wiu co "BxomoM" moporu, Kotopas HaunHaeTcs He B ropone K. Ilocne TmaTensHO OrpaHH4eHHOTO BPEMEHH pea K-
LUK JMrasa cosfana 6oseinoe koaudectso menodek JIHK, mpencrapistromyx BO3MOXKHBIE, HO BCE PaBHO CIydailHble
00BbeIMHEHNS ITyTeH KapThl.

B sToM cyne u3 ciydaiiHbIX myTel DAjMaH MOXKET HalTH MaleiIui cel] - MOXKEeT ObITh €IMHCTBEHHOW MOJICKYJIbI
- JJHK, xoropas siBisiercss oTBeTOM 3aaul . Vcnonb3ysi 0ObI4HbIE METO/IbI MOJICKYJISIPHOW OHOJIOTHMH, OH YAQJIUI BCE
nenouyku JIHK, npencrapisiBIMe CIMIIKOM KOPOTKHE WM CIHUIIKOM JUIMHHBIE IMyTH . (UucCio HOpPOT B HY)KHOM IyTH
JIOJKHO PaBHATHCS YUCITy TOPOAOB MUHYC OAMH.) 3aTeM OH yaanua Bce nenodku JIHK, koropbie He npoxoaunu depes
ropox A, 3ateM Te, KOTOpbIE UM MUMO Topofa B, u Tak manee. Monekyna JIHK, nporenmas uepes 310 CHTO, U TIpe -
CTaBIsIET COOOH HY)KHYIO IIOCIIEI0BATENBHOCTD JOPOT, SABILSSICH PEIICHHEM 3a/ladl HAIIPABICHHOI'0 FAMHJIBTOHOBA MY TH .

Mo ompenenenunto yacTHbIN ciiy4ail 3amaun NP-IOJHOTHI MOKET ObITh MPe0Opa3OBaH 3a MOJMHOMHAIBHOE BPEMsl K
YaCTHOMY CJIy4aro J11000it apyroii 3amaun NP-OIHOTBI, U, ClIeI0BaTEIbHO, K 33/1a4€ O HAMPABICHHOM TaMHJIBTOHOBOM
nytd. C CeMHIECATHIX TOJO0B KPHIITOJIOTH MBITAINCH UCIIONIB30BaTh 3a1aui NP-1oIHOTHI [1s kKpuntorpaduu ¢ OTKpbI-
TBIMH KITFOYaMH.

XOTsl YacTHBIN ClTy4ai, pelIeHHbI JAJIMaHOM, BecbMa MPOCT (CeMb FOPOJIOB Ha KapTe, MPOCThIM HAOMIOACHHEM 3 a-
Jlaya MOEXT OBITh pellIeHa 32 HECKOJIBKO MUHYT), 9TO HalpaBJICHHE TOJIBKO HAa4dalo pa3BUBATHCS, U HE CYILECTBYET H U-
KaKHUX MPEIATCTBUI JUI PaCUIMPEHUsl JaHHOW METOAMKH Ha 0oJiee CIOXKHbIE 3a1aud . TakuM 00pa3oM, pacCyXACHHUS O
0€30I1aCHOCTH KpUNTOrpaduuecKux MPOTOKOJIOB, OCHOBAHHBIX Ha 3amadax NP-MOIHOTBI, paccyKIeHHs, KOTOpbIE 0
CHX IIOp HauMHAIUCh cioBamu, "IlpexnnonoxkuM, 4To y Bpara ecTb MIJUIMOH MPOLIECCOPOB, KaXKABbI U3 KOTOPBIX B bl-
MOJIHSIET MUJUTHOH TIPOBEPOK KXKIYIO CEKYHIY ", CKOpO, MOXKeT ObITh, OyayT HauMHaThcs ciioBamu, "[Ipennonoxum, y
Bpara ecTth Thicsiua (pepMEeHTHBIX BaHH, eMKocThio 110 20000 auTpoB Kaxas ".



Keanmoebie eévluucnenus

A Tenepb etue O6osbias aHractTika. B 0CHOBE KBaHTOBBIX BBIUMCIICHHI UCIIONB3YETCS JBOMCTBEHHAS! IPHPOJA M a-
Tepuu (1 BOJHA, ¥ YacTulia). POTOH MOXKET OHOBPEMEHHO HaXOJIUThCS B OOJIBILIOM KONM4ecTBe cocTosinumit. Kitaceny e-
CKUM TPHMEPOM SIBISIETCS TO, 4TO (POTOH BeJeT ceOsl Kak BOJIHA, BCTpedas YaCTHYHO Ipo3padHoe 3epkaio. OH OJH 0-
BPEMEHHO U OTPaXKaeTcsl U MPOXOAUT Yepe3 3epKajo MoJA0OHO TOMY, KaK MOPCKasi BOJIHA, yIapsisiCh O BOJHOJOM C H €-
OOJIBIIMM OTBEPCTHEM B HEM, OJJHOBPEMEHHO OTPA3UTCSl OT CTEHBI U MpOoiineT ckBo3b Hee . OIHAKO, MPU H3MEPEHHU
(oToH Bener cedst MoJOOHO YaCTHIIE, M TOJIBKO OJHO COCTOSHUE MOXKET ObITh OOHAPYIKEHO .

B [1443] Iutep 1lop (Peter Shor) oyepTus NPUHIKIIBI TOCTPOSHUST MALIMHBI JUISl PA3JIOKEHUsS] HA MHOXKUTEIH, O C-
HOBaHHOM Ha 3aKOHAX KBAHTOBOH MEXaHUKH . B OTiIUMe OT OOBIYHOTO KOMIIbIOTEPA, KOTOPBI MOXKHO MPEJICTABUTh KaK
MalliHy, UMEolIee B KK MOMEHT BPEMEHH CSIMHCTBEHHOE (PUKCHPOBAHHOE COCTOSHHUE, KBAHTOBBIA KOMIIBIOTED
obJyiajiaeT BHYTPEHHEW BOJHOBOW (DYHKILMEH, SBISIOIICHCS CyNEepro3uiieil KOMOMHAINI BO3MOXHBIX OCHOBHBIX C O-
CTOsIHUIA. Bhruucienus npeoOpa3yroT BOIHOBYIO (DYHKIIMIO, MEHsIsl BeCh HAOOp COCTOSHUI eUHBIM JieicTBUEM . Takum
00pa3oM, KBAaHTOBBIH KOMIIBIOTEP MMEET MPEHMYIIECTBO HaJ KJIACCMYECKUM KOHEUHBIM aBTOMAaTOM : OH MCIOJIb3YeT
KBaHTOBBbIE CBOMCTBA Ul YMCIA PA3JIOKEHHS Ha MHOXKUTENU 3a TOJMHOMHAIBHOE BpeMs, TEOPETHUECKU ITO3BOJISSA
B3JIOMaTh KPUITOCHCTEMBI, OCHOBAHHBIE Ha PA3I0KEHUH Ha MHOXHUTENH WM 3a/lade AUCKPETHOTO Jorapudma .

OO1enpu3HaHHO, YTO KBAaHTOBBIH KOMIIBIOTEP HE MPOTHBOPEUHUT (PyHIAMEHTANbHBIM 3aKOHaM KBaHTOBOW MeXaH H-
ku. OJHAKO, HEMOX0XKe, YTO KBAHTOBAsl MAlllMHA JUIS PA3JIOKEHUS Ha MHOXKUTENH OyIeT IOocTpoeHa B 0003pUMOM 0 y-
OyLIEM ... eciii BooOwie Oyzmer moctpoeHa. OIHUM M3 IVIABHBIX IPEISTCTBHH SBIAETCS MpoblieMa HEKOTepEeHTHOCTH ,
KOTOpast ABJSIETCS MPUYMHOM OTEPH OTYETIIMBOCTH BOJHOBBIMH OTMOAIOIIMME U IPUBOIUT K cOOI0 KoMIbloTepa . M3-3a
HEKOTEPEHTHOCTH KBAaHTOBBII KOMITbIOTED, paboTtatomuii ipu 1K, Oyaer coOuBaThest Kaxayto HaHoceKyHay . Kpome Toro,
JUISl TIOCTPOCHUSI KBAHTOBOTO YCTPOMCTBA ISl Pa3JIOKEHUsI HA MHOXKMTEIM MOTpeOyeTcs OrpOMHOE KOJIMYECTBO BEHT H-
JIel, a 3TO MOXKET HE aTh IOCTPOUTh MalMHy . [[ns npoekra Illopa Hy»KHO COBEPLIEHHOE YCTPOMCTBO Ul BO3BEICHUS
B CTeNeHb. BHyTpeHHME 4achl He HCIIOIB3YIOTCS, IO3TOMY JUIS Pa3fIOKeHUS Ha MHOXKHTEIH Kpunrorpadguuecky 3Had U-
MBIX YHCET MOTYT NOTPEOOBATHCS MHIJUIMOHBI WM, BO3MOXKHO, MIJUTHAPABl MHAUBUAYAIBHBIX BeHTWIeH . Ecin MuHu-
MaJlbHasl BEPOSTHOCTD OTKa3a KaXKAOTO M3 77 KBAHTOBBIX BEHTWJIEH paBHA p, TO CpeJHEE KOJIMYECTBO MCIBITAHMI, HEo O-
XOIMMOE IJIs TOCTHKeHUs ycrexa, coctaBuT (1/(1-p))". UKCno HyXKHBIX BEHTHIJIEH, IO BUAUMOMY, PACTET IIOJIUHOM -
QIBHO C POCTOM JUIMHBI YHcia (B OMTax), IOITOMY YHCIO TPeOyeMBIX IOIBITOK OyAeT pacTH ¢ YBEIHYCHHEM JUTUHBI
UCTIONb3YEMBIX YHCEN CBEPX3KCIOHEHIUMAIIBHO - XYK€ UYEM TIPH PA3JI0KEHUH JeJICHUEM !

ITosToMy, XOTS KBaHTOBOE Pa3I0KEHUE HA MHOXMTEIH BBI3BIBACT BOCXUILEHHUE B aKaAEMHUYECKUX Kpyrax, MajoB €-
POSITHO, YTO OHO OyAET MMeTh NMPAaKTUYECKOe 3HaueHHe B 0003puMoM OynymeMm . Ho He roBopute moToM, 4TO 5 Bac He
Ipeaynpexaal.

7.3 CpaBHeHMe ONIMH CUMMETPUYHbIX U OTKPbITbIX KIlouyen

Cucrema B3nambIBaeTcs 0OBIYHO B ee ciadeiiem mecte . Ecian BBl IpoekTHpyeTe cucTeMy, KOTOpas MCIOJb3yeT U
CUMMETPHUYHYIO KpUnTorpaduio, 1 KpUOTOrpadHio ¢ OTKPHITHIMU KJIIOYAaMH, TO JJIMHBI KIIOYeld i Kpunrtorpaduu
Ka)KZI0TO THUIIA JOJDKHBI BEIOMPAThCS TakK, YTOOBI BCKPBITH JTI000H N3 KOMIIOHEHTOB CUCTEMBI OBLIIO OAMHAKOBO TPYIHO .
beccMBICIIeHHO MCIIOIb30BaTh CHMMETPHYHBIH anropuT™ co 128-OUTOBBIM KIIIOUOM BMECTE C aITOPUTMOM C OTKPBIT bl-
MH KJIIOYaMH, MCTOJB3YIOMUM 386-0MTOBBIN Kitou. TOYHO Tak ke OECCMBICICHHO HCIIOJb30BAaTh B OJHOW CHCTEME
CUMMETPUYHBIN aITOPUTM C 56-O0HTOBBIM KIIIOYOM U aJTOPUTM C OTKPBITHIMHU KIIFOUYaMH, MpUMeHstoiuid  1024-01ToBbiit
KJIIOY.

B -2-if nepeuncieHsl JUIMHB MOAYJICH OTKPBITBHIX KIIOUEH, TPYJHOCTh Pa3iIOKEHHUs KOTOPhIX Ha MHOXKUTEIH Cpa B-
HHMMa CO CJIO)KHOCTBIO BCKPBITHEM IPy0OH CHIION COMOCTABIICHHBIX IJIMH MO IAPHBIX CAMMETPHYHBIX KIIIOYeH .

Taba. 7-9.
JUTMHBI CHMMETPHYHBIX M OTKPBITHIX KJII0Yell ¢ aHAJIOTHYHOMH Y-
TOWYMBOCTBIO K BCKPBITHIO Tpy0oii cuioii

Jln1Ha cuMMETPUYHOTO Jln1Ha oTKkpeITOrO
Kitoya (B Ourtax) Kitoya (B Ourax)

56 384

64 512

80 768

112 1792

128 2304




W3 »Toii TabnMIa MOKHO CHEIATh BBIBO, YTO €CJIM BBl JOCTATOYHO OECIIOKOMTECH O CBOEH 0€30I1aCHOCTH, YTOOLI
BBIOpPAaTh CUMMETPUYHBIA adroput™ co 112-OMTOBBIM KIIIOUOM, BaM CIeIyeT BbIOpaTh [UIMHY MOAYJS B BalleM air O-
pHUTME C OTKPBITBIMHU Kitouamu ropsigka 1792 our. OpHako, B 00LIEM cily4yae ClielyeT BbIOMpaTh JUIMHY OTKPBITOTO
K1o4a Oosiee Oe30macHylo, 4eM JUIMHA Balllero CHMMETPHYHOro Kioda . OTKPBIThIE KIIOYH OOBIYHO HCIOJB3YIOTCS
JOJIBIIIE ¥ IPUM EHSIOTCS U1 3aLUThI OOJIBIIETO KOJIMYECTBA HHDOPMALIHH .

7.4 BcKpbiTUe B AeHb POXAEHUA NPOTUB OAHOHaNpPaBieHHbIX X3W-PyHKLUN

CymiecTByeT JiBa crioco0a BCKPBITHS OJHOHAIPABICHHBIX X3UI-QYHKIUIA rpyOoi cuiol . [lepBblit Hanbonee o4eBu-
JIeH: JaHO 3HayeHHe X>u-pyHKunu coobmenus, H(M), Bpary xorenock Obl CyMeTh cO34aTh IPYroi AOKyMeHT, M', Ta-
koii, uto H(M')=H(M). Bropoii crioco® Oonee TOHOK: Bpary XoTesjoch Obl HAWTH JiBa CIIy4aiiHbIX cooOuieHusi, M u M’
Takux, uto H(M')=H(M). Takoii cioco® Ha3pIBaeTCS CTOJKHOBEHHEM H SBJIETCS Ooiee MPOCThIM, YeM IMEPBBIH, CII O-
c00OM BCKPBITHS.

[Mapajokc AHS pOXKIICHUS SABISIETCS CTAHAAPTHOM CTATUCTHYECKON NpoOieMoit. CKOJNBKO YeNIoBeK JI0JDKHO coOpaT b-
csl B OJJHOM KOMHATe, YTOObI C BEPOSITHOCTBIO 1/2 XOTs Obl y KOro-HHOY/Ib U3 HUX ObLI Obl OOIIMIA C BAMHU JICHb POXK] €-
nua? Orser - 183. Xopoto, a CKOJIBKO JIFOAIEH JOIKHO cOOpaThesi, YTOOBI C BEPOSTHOCTBIO 1/2 XOTs Obl y JBOMX M3 HUX
ObL1 OBl 001Kt eHb poxaenus ? OTBeT yauBuTeneH - 23. 23 yenoBeka, HaXOLIMXCs B KOMHATe, o0pasytot 253 pa 3-
JMYHBIX NApbl.

Haiit xoro-HuOyzpb ¢ TeM e THEM POXKACHMS - aHAJIOTHsI C MEPBBIM CIIOCOOOM BCKPBITHS, HAUTH JIBYX YEJIOBEK C
MPOM3BOJIGHBIM OANHAKOBBIM JHEM POXKACHUS - aHATIOTHS CO BTOPBIM CIIOcOO0M . BTopoii cmocod mupoko u3BecTeH Kak
BCKPBITHE B JICHb POK/ICHMSL

[pennonoxum, 4TO OJHOHAIpaBICHHAs X3UI-QYHKIMSA Oe30macHa, W JIyYIIUM CIIOCOOOM €€ BCKPBITHS SBISETCS
BCKpBITHE TpyOOil cuitoii. Pesysbrarom ¢yHKuuu sBisercss m-outoBoe uncio. [louck cooOrieHus, Xa1-3Ha4eHre KOT 0-
pOro COBIANAET C 3aJaHHbIM, B CPEAHEM TOTPeOOBa OBl XdIIUpoBaHus 2 ™ CllydaliHbIX COOOLIEHHI. A Wi oOHapyKe-
HUS JBYX COOOIIEHMIT ¢ OJHHAKOBBIM X3II-3HAYEHHEM MOTpedyeTcst Tombko 2 ™2 cayuaiinsx coobmennii. Kommbiorepy,
KOTOPBIA XAIIHPYET MIJJIMOH COOOIIEHHH B CeKyHIy, nmotpedoBaiock 661 600000 stet, 4ToObl HalTH BTOpOE COOOIIeHHE
¢ TeM ke 64-OMTOBBIM XdIlI-3Ha4eHHEM . TOT JKe KOMITBIOTEP CMOXKET HAWTH Hapy COOOIIEHHH ¢ OOIIUM XdIl-3HAYEeHUEM
MIPUMEPHO 32 Yac

3TO0 3HAUMT, YTO, €CIIU BBl OIIACAETECH BCKPHITUS B JIEHb POXKACHHUS, BBl JOJDKHBI BEIOMPATh AJMHY XAII-3HAUCHUS B
IIBa pa3a JJIMHHEE, 4eM BaM I0TpeOoBaock Obl B IPOTUBHOM cily4ae . Hampumep, eciiy BBl XOTHTE YMEHBILIUTD BEPOsI T-
HOCTb B3JT0Ma Bamei cuctemsl 10 | manca u3 2 *, ncnons3yiite 160-GHTOBYIO OHOHAMPABICHHYIO XIMI-DYHKIMIO .

7.5 KakoB fonXHbl ObITb ANUHA Kno4va?

Ha 3ToT BOIpOC HET €IMHOrO OTBETA, OTBET 3TOT 3aBHCHUT OT CUTyaluH . YTOOBI MOHATH, Kakas CTeleHb Oe30macH o-
CTU BaM HY’)KHA, BBl JHOJDKHBI 3aJaTh ce0e HECKOJIBbKO BOIPOCcOoB. CKOJBKO CTOMT Bama MH(popMmanms? Kak monro ona
JoipkHa Ge3omacHo XpaHUThCS ? KakoBBI pecypcehl BalIux Bparos ?

Criicok knuenToB MmoxkeT croutb $1000. dunancoBas nHpopMaLys PH HEOXKUIAHHOM Pa3BoJie MOTJIa Obl CTOUTH
$10000. Pexsiama 1 1aHHBIE MapKETHHTa JJIsl OOJBIION KOPIIOPAIMK MOTIIM Obl CTOMTh | MUJUTHOH JOJIIapoB . | naBHbIMA
KJIIOY I CHCTEMBI 3JIEKTPOHHBIX HAJIMYHBIX MOXKET CTOUTh MUJLTHAPIBI .

B mupe ToproBinu nmpeaMeramMmu MoTpeOIeHHs CEeKPEThl JOJDKHBI TOIBKO COXPAHATHCS B TEUCHHE HECKOJIIBKMX MHUHYT.
B razetHoM OM3Hece CerofHAIIHUE CEKPETHI - 3TO 3aBTpalIHue 3aronoBku. MHpopmarms o pazpaboTke Kakoro-To mp o-
IyKTa, BO3MOXKHO, OJDKHA OyIeT XpaHUThCA B CEKpeTe B TEUeHHe rofa WM OByx Msnemums(mporpaMmsl) mMoria Obl
ObU1a OBl JOJDKHA OCTaThCSA CEKPeTOM B TeueHue rofa wiM asa. Jlanuele nepenucu CIIIA B COOTBETCTBUM C 3aKOHOM
JIOJDKHBI XpaHHUTHCS B cekpeTe B TeueHue 100 ner.

Crcox rocTei, MPUIIAIICHHBIX Ha BEYEP-CIOPIPU3 B YECTh JHS POXKACHMS Ballel CECTpPbl, HHTEPECEH TOJIBKO B a-
UM JIFOOONBITHBIM POZACTBEHHHKaM. TOProBble CEKpeThl KOPIOPALMH MPEACTaBISIOT MHTEpEC A1 KOHKYPUPYIOIIHX
KoMIaHHI. BoeHHbIE ceKpeTbl HHTEPECHBI BPAKECKUM BOCHHBIM.

B aTux TepMuHax Jaxke MOXHO OIpe/IeNIUTh TpeOoBaHus K Oe3zonacHocTn MoxHo . Hanpumep:

JIyHa Ki104a JI0JKHA OBITh TaKO#, 4TOOBI B3JIOMIIMK, FOTOBBIN MOTpaTtiTh 100 MUIIMOHOB JI0JUIAPOB, MOT B3JIOMATh CHCTEMY B
3
TEUEHHE roJIa C BEPOSTHOCTHIO He Goree, ueM 1/2 2, iake ¢ y4eToM CKOPOCTH TEXHHUECKOro porpecca 30 MPOIEHTOB B TOJI.

B -3-ii, yactuuHo B3sTOM U3 [150], MpHBeIeHBI OLIEHKN TPeOOBAHHI K OE30IIACHOCTH ISl Pa3IMYHON HH(POPM aliu:

Bynyuiyio BEIYMCIUTENBHYIO MOIIb OLEHHTH HENErKo, HO BOT Pa3syMHOE 3MIMPHYECKOE IPABHIIO : 3()(HEKTHBHOCTD
BBIYMCIIUTENIBHBIX CPEICTB yABaUBACTCS KaXKable 18 MecsleB M Bo3pacTaeT Ha IOPsIOK Kaxple 5 yiet . CieoBaTenbHo,
yepes 50 ner camble ObICTpbIe KOMIbIOTEPHI OyayT B 10 Muinapaos ObicTpee, yeM ceronus ! Kpome Toro, He 3a0biBaii-
T€, YTO TU YHCIJIa OTHOCATCS TOJIBKO K YHHUBEPCAIBHBIM KOMIIBIOTEpAM, KTO 3HAET, KaKhe CIIeLHaIN3UPOBaHHbIE YC T-
poiicTBa /IS BCKPBITHSI KpUNITOCHCTEM OyayT pazpaboransl B cienyronme 50 ser ?



[penmoaras, 4to KpUnTorpaduIeckuii anroput™ OyAeT UCTIONb30BaThCs B Ommkaiimme 30 jeT, BBl MOXETe pe A-
CTaBUTH cebe, HACKOJIBKO OH JOJDKEH OBbITh Ge30maceH . ANTOPUTM, CO3AaHHBIN CErofHs, BO3MOXHO HE CTaHET LINPOKO
ucrnosb3oBathes 10 2000 roma, m Bce emie Oyaer ucnosb3oBarbest B 2025 st mmdpoBaHus COOOLICHHI, KOTOpPBIE

JIOJDKHBI OCTaBaThCs B cekpete 70 2075 roga u mosxe.

Ta6a. 7-10.

TpeOoBaHus K 0€30MaCHOCTH Pa3INYHONH MH(pOpManun

MunuMmanbsHas qiu-

Tumel Tpaduka Bpewmst xu3an Ha KJ1toua (B OuTax)
Taktuueckast BoeHHass UHGOpPMAIHs MHHYThI/4aChl 56-64
OOBsBICHUS O MPOAYKTaX, CIUSIHHM KOMIIAHWUH, MPOILIEH T- JTHU/HeAenn 64
HBIX CTaBKax
JlonaroBpemeHHBI OM3HEC-TITAHBI TOJIbI 64
ToproBeie cexpeTsl (HanpuMep, perenT KOKa-KOJIbl) JIECATUIICTHS 112
CekpeTsl BOJOPOAHONH 60MOBI >40 et 128
JIryHOCTH MITTMOHOB >50 ner 128
JInunele nema >50 et 128
Jlurutomarnyueckue KOHMIMKTHI >65 ner 128
Jannsie nepernucu CLIA 100 ner 10 MEHBIIEH Mepe

128

7.6 Caveat emptor’

Bcst aTa riaBa - npocro muoro yenyxu. This entire chapter is a whole lot of nonsense. CMenrHo roBoputh gaxe o
caMOM TOHSITHH TIPeJICKa3aHusl BEIYUCINTENBbHOM Moty Ha 10, a Tem Gonee Ha 50 Jiet Briepes . DTH pacueTsl MpUBeJIe-
HBI TOJIBKO U1 OPHEHTHPOBKH, HH JUIA 4ero Oonplle. DKCTpamonupys HMpOLUIoe, Mbl MOTy4daeM Oymyiiee, KOTOpoe,

BO3MOJKHO, OyZeT UMETh MaJIo OOLIEro ¢ IrpsayLei peaJbHOCTBIO .

ByI[LTe KOHCEpBAaTOpaMu. Ecnu Bamm ximouun JJIMHHEC, YEM BaM KaXCTCs HCO6XOI[I/IMLIM, TO MCHBIICC KOJIUYCCTBO

TEXHOJIOTHYCCKUX CHOPIIPHU30B CMOXET IMMOBPEAUTHL BaM.

! Jla GyzeT oCMOTpHTE/IeH NIOKyTaTelh (JTaTHH.)



FnaBa 8
YnpaBneHue Knoyamu

VY Anucel u boba ecth 6e3omacHas cuctema cBsi3u. OHM UTPAIOT B MBICTICHHBIH NTOKEP, OJHOBPEMEHHO MOAIHCHIB a-
10T KOHTPAaKTHl U Jake MEHSIOT 1M(poBble HamM4Hble. VX mpoTokoisl 6e3onacHbl. WX anroputmsl -caMele sryqmmue. K
HECYacThI0, OHM MOKyHarT cBou Kiroud oT "Keys-R-Us" EBbl, uelt o3yHr - "Bl MoxeTe noBepsts HaMm: bezomacHoCTh
- cpe/iHee MMl YellOBeKa, KOTOPOro TYPUCTHYECKHI areHT Hamel ObiBiiei tenm Berpett B "Kwik-E-Mart".

EBa He Hy)XHO BCKpBIBaTh anropuTMbl. Bl He Hy)KHO IOJIaraTbCst Ha TOHKHE Ae(eKThl MPOTOKO0NoB. OHa MOXET U C-
HI0JIB30BATh MX KJIIOYH JUIS YTEHHS BceX cooOmmeHuil Anmucsl 1 boba, He npuKiaapiBas HUKAKUX KPUITOAHATUTHYECKHX
yCuiuil.

B peansHOM Mupe ynpaBlieHHe KITI0YaMH IPEACTABIIET cO00H caMylo TPyIHYIO 4acTh Kpunrorpaduu. [Ipoektup o-
BaTh 0€30IacCHbIE KPHIITOrpadMyecKue aaropuTMbl M MPOTOKONBI HE MPOCTO, HO BBl MOXeTe MOIOXKUTECS Ha OOMBIION
00BbeM akaleMHIyecKux uccienoBaHuil. COXpaHUTh CEKpeT KIIIo4eil HAMHOTO TpyaHeEe.

KpunroaHaauTHKH 4acTo BCKPHIBAIOT U CHMMETPHYHBIC KPHIITOCHCTEMBI, U KPUIITOCUCTEMBI ¢ OTKPBITBIMH KJIIOY a-
MH uepe3 pacrpejenieHue kiroueid. 3auem EBe GecriokonTbesi 00 mpobiieMe BCKPBITHS KPUIITOrpaUIecKoro ajaropurMa
LIEJIUKOM, €CII OHa MO)KET BOCCTAHOBHUTH KJIIOY H3-3a HEAKKypaTHOTo XpaHeHus Kirouda? 3adem eil Tpatutb 10 mu -
JIMOHOB JIOJUIapPOB Ha CO3/IaHHE MAalIMHA [T KPUITOAHAIN3a, €CIM OHAa MOXET MOAKYNHTH Kiepka 3a 1000 nommapos?
MMIHOH OIapoB 3a KJepKa CBS3M Ha XOPOLIEM MECTe B AWUIIIOMaTHYECKOM IIOCOJBCTBE MOXKET OBITh BBITOAHOM
cuenkoid. Yonkepsl rogamu nponaanu Coseram kimoun mudpoanus BMC CIIA. PykoBoauTenb KOHTppa3BeIKd
LIPY croun MeHblIe 2 MIUIMOHOB JIOJUIAPOB, BKJIOYAs XKeHy. DTO HAMHOTO JIEIIeBJie, YeM CTPOMTh OIPOMHbIE Mall U-
HBI BCKPBITUS M HAHUMATh OJECTAIIMX KPUIITOAHATUTHKOB. EBa MoxeT BbIKpacTh Koy, OHa MOXET apecToBaTh WIIH
HOXHIIATh KOro-TO, KTO 3HaeT KiIour. OHa MOXET COBpaIlaTh KOro-TO ¥ IOJIydYaTh KIIOYM TakkuM oOpa3oM. (Mopckue
MEXOTUHIIBL, oxpaHsaBire mocoiscTBo CIIIA B MockBe He ycTosiu meper nono0Hoi atakoil.) HamHoro mporre Hax o-
IUTH A(EKTHI B JIIOIIX, YeM B KPHIITOCHCT EMaXx.

Auuca 1 Bo0 I0/DKHBI 3alIMIIATh ¥ CBOW KITIOY, M B TOH CTeNeHH mupyemMble UM JaHHbIe. Eciiu KiTtod He U3MEHSITh
PEryJsipHO, TO KOJIMYECTBO JAHHBIX MOXKET OBITh orpoMHo. K cokaneHuio, MHOTHE KOMMEPYECKHE MPOAYKTHI MPOCTO
00bsiBIsIIOT "MBI Hcnionb3yem DES" 1 3a0biBatoT 000 BceM ocTaabHOM. Pe3ysibTaThl HEe CIHIIKOM BIICUATIISIOT.

Hanpumep, nporpamma DiskLock mis Macintosh (Bepcusi 2.1), npojaBasiiasics B OOJbIIMHCTBE Mara3MHOB Ip O-
rpaMMHOTO oOecriedeHu s, IpeTeHayeT Ha Oe3onacHoe mudposanue DES. Ona mudpyer ¢aiiibl, ucnoisdys DES. Pe a-
m3auust DES anroputma npaeunbHa. Onnako, DiskLock coxpansier kimou DES Bmecte ¢ 3ammdpoBanHbM (aiinom.
Ecnu BbI 3HaeTe, Te UCKaTh KJIIOY, U XOTETh Mpo4nTaTh Qaiin, mudpoannbiii DiskLock ¢ momorupio DES, BoccTan o-
BUTE KJII0Y U3 MIM(PPOBAaHHOTO (aiina 1 3aTeM pacmudpoBbiBaTh (aitsi. He nMeer 3HaYeHue, 4To MporpaMma UcIoib3 y-
et mmgposanue DES - peanuzaius abconmoTHo HeGe30macHa.

JlanbHeiinyo nHPOPMAIINIO OTHOCUTENBHO YIPaBISHUS KIII0YaMH MOKHO Haitu B [457, 98, 1273, 1225, 775, 357].
B cnenyromux pasznenax o0Cy>KAAI0TCS HEKOTOPbIE U3 BOIPOCOB M PELICHHUH.

8.1 NeHepauusa knro4en

The security of an algorithm rests in the key. If you're using a cryptographically weak process to generate keys,
then your whole system is weak. Eve need not cryptanalyze your encryption algorithm; she can cryptanalyze your key
generation algorithm.

besomacHoCTh anropuTMa cocpeoTodeHa B kitode. Eciu Bbl ucnosb3yere KpunTorpaduyecku ciaadblii mpoLecc I
reHepaluy KIIo4eil, To Balla cucTeMa B LeJIoM ciiada. EBe He Hy)KHO KpUNTOAHAIM3UPOBATH Balll aITOPUTM MH(PPOB a-
HUsI, OHa MOXKET KPUIITOAHAIM3UPOBATh Balll aITOPUTM T'€HEpaIy KIIFo4eil.

VYmenvuwennvie npocmpancmea Karouelnl

DES ucnonb3yer 56-0uToBbIN K04 ¢ Outamu. JIro0Oast mpaBuIIbHO 3a/iaHHast S6-0MTOBasi CTPOKA MOXKET OBITh KJI 0-
qom, cymectsyer 2°° (10'°) BosmoxmbIx Kimroueit. Norton Discreet for MS-DOS (sepcuu 8.0 n Goee pannue) paspe-
LIaeT MoJib30BaThes Tonbko KimouaM ASCII, nenast crapimit OuT kaxknoro Oaiita Honem. [Iporpamma taroke mpeodp a-
3yeT CHMBOJIBI HI)KHETO PErucTpa B BEPXHUH PErHCTP (TaK YTO MATHI OMT Kaknoro OaiTa Bceraa MPOTHUBOIOIOXKEH
1ecToMy GMTa) M MTHOPHPYET OMT MJIAIIEro paspsiia Kakaoro 0aifTa, 4to MPHBOAMT K HpocTpaHcTBy B 2 ** BO3MOXK-
HBIX KIo4Yed. DT yrepOHbIe TpoLeaypsl TeHepaliy Kiodel caenamu cBoro peanusanuio DES B gecsats Thicay pas
MPOLIE AT BCKPBITHS.

7-#1 COmEep>KUT YHCIIO BOSMOXKHBIX KIIOYEH IS pa3NUYHBIX OTpaHMYCHHI Ha BXOIHBIE CTpOKU. B 6-i mpuBeneHo
BpeMs1, TpeOyeMoe AT HCUEePIIBIBAOIIETO epedopa BCceX BO3MOMKHBIX KIIFOUeH NPU MUJIIMOHE TIOMBITOK B CEKY HAY.

MoryT OBITh HCIIOJIB30BaHbI JJIsl BCKPBITHS TPy0OH CHIION I00bIe CHeUaIM3UpOBaHHbIE alapaTHbIe U Hapauies b-



Hble peanm3auud. [lpu mpoBepke MIWIIHOHA KIIOYeH B CEKyHIy (OJHOW MAIIMHOW WMIIM HECKOJBKHMH IMapaijiesbHO)
(b13UYEeCKH BO3MOXKHO PACKOJIOTH KJIFOYM M3 CHMBOJIOB HIDKHErO Perucrpa M KIYM U3 HU(p ¥ CHMBOJIOB HUKHErO
perucTpa JUIMHOM 10 8 6alToB, andaBUTHO-IU(POBBIE KIIFOUH - JUIMHOI 0 7 OalTOB, KIIIOYM U3 IeYaTaeMbIX CHMBOJIOB
u ASCII-cuMBOIOB - IIMHOM 10 6 6aliToB, B KiItoun U3 8-0uToBEIX ASCII-cMMBOIOB - IIMHOM 10 5 6alTOB.

Ta6a. 8-1.
KoJinuecTBO BO3MOKHBIX K/II0Yeil B pa3JMYHBIX NIPOCTPAHCTBAX KJIIOYei
4 GaiiTa 5 GaiiToB 6 OaiiToB 7 baiiToB 8 OaiitoB

Ctpounsie GyKBbI (26) 460000 1.2%10’ 3.1*¥10° 8.0%¥10° 2.1*¥10"
Ctpounsie 6yKBbI 1 ADPHI (36) 1700000 6.0%107 2.2%10° 7.8%10"° 2.8%10"
AndaButHble ¥ UU(PPOBBIE CHMBOJIBI 1.5%107 9.2%10" 5.7%10" 3.5%10" 2.2%10"
(62)
[eyataembie cuMBOIEI (95) 8.1%¥10’ 7.7%10° 7.4%¥10" 7.0%10" 6.6%¥10"
CHMBOJIBI ASCIT (128) 2.7%10° 3.4%10" 4.4%10" 5.6%10" 7.2%10'
8-GHTOBBIC ASCII CHMBOIIEI (256) 4.3%10° 1.1%10" 2.8%10" 7.2%10' 1.8%10"

Ta6a. 8-2.

Bpemsi HcuepnbIBaIOLIEro MOMCKA PA3IHYHBIX POCTPAHCTBA KJII0Yeil (IIPU 0THOM MUJIJTHOHE MPOBEPOK B €-
KyH]Y)
4 GaiiTa 5 GaiiToB 6 OaiiToB 7 baiiToB 8 OaiitoB

Crpounbie OYKBbI (26) 0.5 cexyHap 12 cexyHng 5 MHHYT 2.2 qaca 2.4 nus
Crpounsie OykBbI U U(pPHI (36) 1.7 cexyHasl 1 MuHyTa 36 MUHYT 22 qaca 33 nHa
AndaButHble ¥ UU(PPOBBIE CHMBOJIBI 15 cexynn 15 munyT 16 gacoB 41 nenn 6.9 roga
(62)
ITewataembie cuMBOIIHI (95) 1.4 MuHYTHI 2.1 gaca 8.5 musa 2.2 roga 210 mer
CuMBoOJIBI ASCII (128) 4.5 MUHYTHI 9.5 gyaca 51 nensn 18 ner 2300 mer
8-0uToBBIC ASCII CUMBOJIBI (256) 1.2 gaca 13 nmueit 8.9 roma 2300 mer 580000 et

U nmomHuTE, BEIYUCIUTENBHAS MOILb YABaUBaeTCsl Kaxkbie 18 mecsieB. Eciiu Bbl XOTHTE, 4TOOBI BalllU KITFOUH OBLIN
YCTOHYMBBI K BCKPBITHIO TPy00ii ciiioif B Teuenue 10 JieT, Bbl IOJDKHBI COOTBETCTBYIOIIUM 00pa3oM ILUIAHUPOBATh U C-
MOJIB30BAHNUE KITFOUCH .

0Obeonennulii 6b100p Ktoue

Korna mroam camu BBIOHPAIOT KIIIOYH, OHU BBIOMPAIOT yiepOHble Kimtoun. OHU ¢ Oolbliiel BEPOSTHOCTHIO BHIOEPYT
"Barney", yem "*9 (hH/A". D10 He Bcerna MpoMCXOJUT HM3-3a IUIOXOW MPAaKTUKH, mpocTo "Barney" nerue 3aroMHHUTb
geMm "*9 (hH/A". Camblii Oe30macHbIil aJIrOPUTM B MUPE HE CHIIBHO ITOMOYKET, €CITH MOJIb30BATEIH 110 IPUBBIYKE BHIO M-
PAIOT HMEHa CBOMX XKeH (My>Kel) IUIs KIIIo4eil MM MUIIYT CBOM KJIIOYM Ha HeOOJbIINX JIUCTOUKax B OymMaxHuKax. U H-
TEJUIEKTyaIbHOE BCKPBITHE IpyOOi CHJIOW He mepeOupaeT BCe BO3MOXKHBIE KIIIOYHM B YHCIOBOM HOpPSIKE, HO MpoOyeT
CHayaJa OYeBHIHbIC KIIIOYH.

3T0 Ha3bIBACTCSI BCKPBITHEM €O CJIOBapeM, IOTOMY YTO HalaJioLINi UCTIONB3YeT CIIoBaph oOmmx Kioueil. [3H u-
en Kmsita (Daniel Klein) cmor packonots 40 MpolieHTOB Maposeil Ha cpelHeM KOMITBIOTEpE, UCIIOJB3Ysl ATOT CIoco0
BekpbITHA [847, 848]. Her, oH He mepebupan ofuH Napoib 3a JPYTHM, MBITasiCh BOWTH B cucteMy. OH CKOITUPOBAT 3 a-
i poBaHHbIN (Qail mapoiell 1 NpeInpHHSIT BCKPBITHE aBTOHOMHO. BOT, 4T0 OH npoboBait:

1. B kauecTBe BO3MOKHOTO IApOJIs UMs MOJIB30BaTeNsl, HHULIMATBI, UM OI0JpKeTa M APYTYIO CBA3aHHYIO C 4 e-
JIOBeKOM HH(popMmanuio. B nienom, Ha ocHoBe Takoi nHdopmaru npodosaiock a0 130 pa3nuyHbIX naposei.
Bor HekoTtopble u3 mapoJjei, mnpoBepsiBuIMXCs sl uMmeHHu Oromkera klome u momb3oBartens "Daniel V.
Klein": klone, kloneO, klonel, klonel23, dvk, dvkdvk, dklein, Dklein, leinad, nielk, dvklein, danielk,
DvkkvD, DANIEL-KLEIN, (klone), KleinD, u Tak nganee.

2. CioBa W3 pa3nu4HBbIX 0a3 JaHHBIX. VCIONB30BAIHCH CHMCKM MYXKCKHX M JKEHCKHX HMEH (BCEro OKOJIO
16000), na3BaHus MecT (BKJIIOYAs M3MEHEHHs, IOITOMY paccMaTpuBaiuch W "spain", " Spanish", wu
"Spaniard"), iMeHa W3BECTHBIX JIOJCH, MYyJIbT(QUIEMBI U MYJIBTHIUIMKAIIMOHHBIE TEPOH, 3ar0JIOBKU, TEPOU U
MecTta U3 GUIBMOB U Hay4HOHM (aHTacTuku, Muduyeckue cyiiectsa (no0biTbie u3 Bullfinch's Mythology wn



cioBapell MU(UYECKNX )KUBOTHBIX), CIIOPT (BKJIIOYast HA3BaHMUA KOMaH[, IIPO3BUILA U CIIENUAIbHBIE TEPM H-
HBI), yKcna (3anucanHble Kak 1udpamu - '2001", tak u OykBamu " twelve"), ctpoku cumBoiioB u uncen ("a",
"aa", "aaa", "aaaa" W T.1.), kuTarickue ciuoru (u3 Piny in Romanization of Chinese, MexayHapoHOTO CTaH-
JlapTa MHUChMa 10 KUTaWCKU Ha aHTJIOA3BIYHON KiiaBHaType), bubmus kopons [xeiiMca; Ouomorundyeckue Te p-
MUHBI, Pa3rOBOPHBIC U ByJbrapHblie Beipakenus (tuna "fuckyou", "ibmsux" u "deadhead"), cranmaprsl ki a-
Buartypsl (tuma "qwerty", "asdf" u "zxcvbn"), cokpamienus (tuna "roygbiv" - nepBble OyKBbI Ha3BaHHM LB -
TOB pajJyry 10 aHITHHCKH - U "ooottafagvah" - MHeMOHMYECKast cxema Uil 3aIIOMUHAHKS 12 YepenHbIX He p-
BOB), IMEHa KOMITbIOTEpOB (Toiy4eHHbIe U3 /etc/hosts), repou, mbecskl 1 Mecta neiicteus y lllexcnupa, ¢ a-
MBbIE PACIIPOCTPAaHEHHBIE CJIOBA A3bIKA M auin, Ha3BaHUS aCTEPOHMIOB, COBOKYITHOCTb CIIOB U3 PAa3IMYHBIX T€ X-
HUYECKHX cTaTel, omyOnmKoBaHHBIX paHee KisgitHom. MToro, mis moib3oBaTelss paccMaTpHBajoch Ooee
geM 60000 oTneNbHBIX CJI0B (C 0TOpackiBaHHEM NYOJIHKATOB B Pa3IMYHBIX CIIOBAPSIX).

3. Bapuanuu cioB U3 IyHKTa 2. DTO BKJIIOYAJIO NIEPEBO]] IEPBOTO CUMBOJIA B BEPXHUM PETUCTP WU €TI0 3aMEHY
YIPAaBISIONM CHMBOJIOM, HIEPEBOA BCETO CJIOBAa B BEPXHUH PETHCTP, HHBEPCHIO pEerHcTpa ciosa (c u 6e3
BBIIICYTIOMSIHYTOI'O M3MEHEHHS perucTpa rnepBoi OykBbl), 3aMeHy OykBbl "o" Ha mudpy "0" (Tak, 4To0bI Ci1 o-
B0 "scholar" 6buto Tarke mpoBepeHo kak "schOlar"), sameny Oyksbl "1" Ha 1mdpy "1" (Tak, 4yToOBI CIOBO
"scholar" Ob110 OBI Takke npoBepeHo Kak "scholar") u BBHINOJHEHNWE aHAIOTHMYHBIX MAHUITYJISALUNA ¢ OyKBOW
"z" u uudpoit "2", a Taxke ¢ Oyksoi "s" u mudpoii "S". JIpyras npoBepka cocTosia U3 MepeBoja CiIoBa BO
MHOXECTBEHHOE YHCIIO (HE3aBUCHMO OT TOTO, OBUIO JIM CJIOBO CYIIECTBUTENBHBIM) C Y4€TOM HEOOXOAUMBIX
npaBmi, 4to0bl "dress" 3amenuioch Ha "dresses", "house" - Ha "houses", a "daisy" - na "daisies". Xots
Ki1siiH He jkecTKO MpHIEPIKUBAIICS MpaBUil IPeoOpa3oBaHusl KO MHOKECTBEHHOMY 4HCITy, modtomy "datum"
crana "datums" (a e "data"), "sphynx" - "sphynxs" (a He "sphynges"). AHanoru4Ho, /it mpeoOpa3oBaHus
cioB nobasmsuuck cydukcs "-ed", "-er" u "-ing", momo6HO "phase" B "phased," "phaser" u "phasing". Otu
JIOTIONTHUTENBHBIE TpoBepkH qo6aBmwu eme 1000000 c1oB K CIIUCKY BO3MOKHBIX Maposiei, KOTOphIE TIPOB e-
PSUINCH TS KaXI0TO OJIb30B aTes.

4. PaznuuHble BapuaHTHl IPeoOpa3oBaHUS K BEPXHEMY PETHCTPY CIOB IyHKTa 2, HE pacCMaTPUBABILHXCS B
nyHkre 3. CroJa BOLDIO MpeoOpa3oBaHHE K BEPXHEMY PETHCTPY OAWHOYHBIX CHMBOJIOB (Tak, 4YTOOBI
"michael" ObL1 Takke npoBepeH kak "mlchael”, "miChael", "micHael", "michAel", u T.1.), npeoOpa3oBaHue
K BepxHeMy peructpy napbl cumBonioB ("MlIchael", "MiChael", "MicHael", ..., "mIChael", "mlcHael", u
T.1.), IpeoOpa3oBaHue K BEpXHEMY PETHCTPY TPEX CUMBOJIOB, U T.H. VI3MEeHEHNUS OJJMHOYHOTO CUMBOJIA 100 a-
BIJIM K TIpoBepsieMbIM mpuMmepHo erie 400000 cnoB, a m3mMeHeHus mapsl cuMBoiioB - 1500000 cnos. M3men e-
HUSI TPEX CUMBOJIOB JI00aBisM 1o kpaiiHelr Mepe emie 3000000 ciioB jis KaI0ro MoJIb30BaTeNs, €ClIu JUIs
3aBEepLICHUS] TECTUPOBAHMS XBaTajo BpeMeHH. [IpoBepka M3MEHEHHUsS YeThIpeX, IATH U IIECTH CHMBOJIOB
ObLIa MpHU3HAaHA HENPAKTHMYHOM, TaK KaK A1 MX MPOBEPKH HE XBATAJIO BEIYUCIUTENBHBIX MOIIHOCTEH.

5. 5. VlHOocTpaHHBIE CIIOBA ISl MHOCTPAHHBIX MOJb3oBarteneid. Crenuduyeckuii TecT, KOTOPbIA ObUT BHIMIOJHEH,
IIPOBEPSUI NAPOJIM U3 KUTAMCKOIO SA3bIKa JJIs MOJIb30BaTENEel C KUTAHCKUMU UMEHaMu. J[J1s1 KuTalckux ci o-
TOB UCIOJIBb30Bajicss crtanaapT Pinyin Romanization, crnorn oObeAMHSIIMCH, BMECTE B OJJHO-, ABYX- M TPE X-
CIIOKHBIE cloBa. Tak Kak He ObLIO BHIIOIHEHO NPEABAPUTEILHOM MPOBEPKH CIIOB HA 3HAYMMOCTh, UCIIONB3 O-
BaJICsI McueprnbIBaroIuii nepedop. Tak kak B cucteme Pinyin cyriectByer 298 KUTaiiCKuX CIOrOB, TO UMEETCS
158404 cnoB ¢ nBywmst cioramu, 1 HemMHoro 6omneine 16000000 cnoB ¢ Tpemst cinoramu. [Togo0HbIH crocod
BCKPBITUSL MOT OBl OBITH JIETKO MCHOIb30BaH M IJIS aHITIMHCKOTO SI3bIKa, C yYeTOM IpaBuil 00pa30BaHUA IIp O-
HU3HOCUMBIX HUYETro He 3HAaYaIlliX CIIOB.

6. Ilapsl coB. OObEM TAKOTO UCYEPITBIBAIOIIETO TecTa Koeonercsi. UToObl YIPOCTUTD TecT, U3 /usr/dict/words
HCIOJIb30BAJINCH TOJIBKO CIIOBA UTMHOW TPH WM YeThIpe CHMBOJA. J[axke pH ITOM, YMCIIO Map CIOB COCT a-
BHJIO TIPUONH3UTENBHO JIECATh MIJIHOHOB.

BcekpeiTHe co clioBapeM HAMHOT'O MOIIHEE, KOTAa OHO HCHONb3yeTcs NMpOTHB (aiia Kiodyel, a He IPOTHB OJHOTO
K1o4a. OIMHOYHBIA MOJB30BaTENb MOXKET OBITH JOCTATOYHO pa3yMeH M BhIOpaTh Xopomue Kimoud. Eciu u3 Teicsaun
JIFOJIeH KaXIbIH BBIOMPAeT COOCTBEHHBIN KIIOY KaK MapoJib KOMITBIOTEPHON CUCTEMBI, TO BEJIMKa BEPOSITHOCTD TOTO, YTO
0 KpaiHeil Mepe OJJFH YeJIOBEeK BBIOEPET KoY, UMEIOIIUIICA B CIIOBAape B3JIOMIIIHKA.

Cnyuaiinple Knouu

XOpOIIMMH KIIFOYaMH SIBIISIOTCS CTPOKH CIIyYaifHBIX OHTOB, CO3MAaHHBIE HEKOTOPHIM aBTOMAaTHYECKHM IIPOLIECCOM.
Ecnu nnuHa xitroda cocraBisier 64 Outa, TO Bce BO3MOXKHbBIE 64-0MTOBbIE KITIOYH JOJDKHBI OBITH pABHOBEPOSITHBIL. ['eH e-
pHpYiiTe OUTHI KITFOUEH, TONB3YSCh TMO0 HA/ISKHBIM HCTOYHUKOM CITy4aiHBIX uucen (cM. paszen 17.14), nubo kpunt o-
rpaduueckn 6e30macHbIM T€HEPaTOPOM ICEBAOCITyUYaiHbIX OMTOB (cM. rmaBbl 16 u 17.) Ecnu Takue aBromarnueckue
MPOLIECCHI HEJOCTYIHBI, OpocaiiTe MOHETKY MIIM KOCTH.

3T0 BayKHO, HO HE YBIIEKaiiTech 00CYkKIEHHEM TOTO, ABISETCS JIH IIyM U3 3BYKOBBIX HCTOYHHKOB O0JIee CITydalHbIM,
YeM IIyM U3 PaHoaKTUBHOIO pacnajga. Hu ofuH U3 3THX UCTOYHHMKOB CIy4aifHOTO IfyMa HE COBEpIIEHEH, HO BCE OHH,
CKopee Bcero, Oy/yT A0CTaToYHO XOpouid. J{is reHepaiyn Kiro4yeld BaKHO HCIOJIb30BaTh XOPOIIWil reHepaTrop ciyda -
HBIX YHCEN, HO Tropa3/0 BakKHEe MCII0JIB30BATh XOPOLINE alrOPUTMbI MU(POBAHUSI U MPOLEAYPHI yIPaBIeHHs KII0Y a-



Mu. Eciiit BBl 6€CTIIOKOUTECH O CITyYaifHOCTH BAIIMX KIIFOYEH, HCIIONB3YHTE OMHCAaHHYIO HIKE METOMKY IepeMasIbIBaHUs
KJIIo4a.

Hexotopsie anroputmbl mudpoBaHus UMEIOT cliadble KIIOYM - crelu(prYeckue KoY, MeHee Oe30MacHbie YeM
Jpyrue Kino4d. 51 coBeTyro mpoBepsTh cliaboCTh KIroYa KIrouel U, oOHapyXuB ee, reHepupoBath HOBbIH. Y DES ton b-
ko 16 crmaGbix Kmodeii B mpocTpancTBe 2°°, Tak UTO BEPOATHOCTH MOMYYHTh OMH M3 STHX KIIOUCH HEBEPOATHO Maa.
3asBISsIIOCH, YTO KPUNITOAHATIMTHK He OyleT 3HAaTh O TOM, YTO UCIHOJIb3YeTcs Cla0bli K04, H, CIEA0BATEIbHO, HE CM O-
KET MOJYYNUTh HUKAKOH BBITOJIbI U3 MX CIIy4aifHOrO MCTIONB30BaHuA. TarKe 3asBiAI0Ch, YTO HH(POPMALUIO KPUITOAH a-
JHUTHKY JaeT COBCEM HE HCIOJIb30BaHME CIa0bIX Kimroded. OfHAKo, NpoBepKa HEMHOTHMX CJa0bIX KITIOYeH HACTOIBKO
IPOCTa, YTO KaXXeTcs INIyIbIM IpeHebpeyb ero.

I'enepanys K04l IUIst CUCTEM KpHIITOrpaduy ¢ OTKPHITBIMU KIIIOYaMH TsDKeJIee, IOTOMY YTO 4acTO KIIOYH JIOM K-
HBI 00J1a1aTh OMNpPEJEICHHBIMU MaTeMaTHYECKUMU CBOMCTBAaMHU (BO3MOXKHO, OHHU JOJDKHBI OBITH IIPOCTBIMU UHCIIAMH,
KBaJIpaTHYHbIM OCTaTKOM, U T.n.). MeTobl reHepaly OONBbIINX CIIy4alHBIX MPOCTBIX YMCEN PACCMATPUBAIOTCS B Pa 3-
nene 11.5. BakHO MOMHHTB, YTO C TOYKH 3pEHHS YIPABICHUS KIHOUaMHU CIydaiHbIE CTAPTOBBIE MOCIEI0BATEILHOCTH
JUISl TAKUX TEHEPATOPOB JOJIJKHBI OBITh AEHCTBUTENBHO CIyYalHBbL.

I'eneparus cirydaifHOTO KJIFOYa BO3MOXKHA HE Bceraa. MHoraa BaM Hy»KHO MOMHHTH Bal Kkiiod. (MIHTepecHo, CKoJ b-
KO BpPEMEHH BaM IOHAJJ00UTCsI, 4TOOBI 3aroMHHUTh 25e8 5612 e8ba ¢8207?). Ecnu Bam Hajo reHepupoBaTh MPOCTOU ISt
3allOMMHAHUsI KIIIOY, 3aMacKupyiite ero. MaeanoM sBiseTcs TO, YTO JIETKO 3allOMHHTb, HO TPYIHO yraiaTtb. BoT H e-
CKOJIBKO IIPEAJIOKEHUMN:

— TlapsI cnoB, pa3eneHHbIe CUMBOJIOM MYHKTyalluu, HanpuMep, " turtle¥*moose" uim "zorch!splat”

— Crpoku OyKB, SIBIISIIOIIUECS] aKPOHUMaMH JUIMHHBIX (pa3, Hampumep, "Mein Luftkissenfahrzeug ist voller Aale!"
CITYXHUT 11l 3arioMuHaHus kiroya "MLivA!"

Kntoueguie gppazut

Jlyummm penieHueM sBIsieTCS MCIOIb30BaHUE BMECTO CIIOBa Lol (pasbl U mpeoOdpa3oBaHue 3TOH (pasbl B KIIOY .
Takue ¢pa3pl Ha3bIBAIOTCA KJIKWYEeBbIMH (pa3zaMu. MeToauka ¢ Ha3BaHHEM IepeMaJibIBaHHe KJK04a npeodpasyer
JIETKO 3armoMHuHaroluecs Gppasbl B ciy4daitHeie kitoud . st mpeoOpa3oBaHus TEKCTOBOM CTPOKK MPOU3BOJILHOM JUTHHBI B
CTPOKY IICEBAOCIYYAHHBIX OUT HCIIOJIB3YTE ONHOHANPABICHHYIO XdII-(YHKLMIO . Hampumep, erko 3amoMuHaomascs
TEKCTOBasi CTPOKA.:

My name is Ozymandias, king of kings. Look on my works, ye mighty, and despair.]

MOXeT "mepemMooThes" B Takoi 64-OUTOBBIH KITIOY:

e6cl 4398 5ae9 0a%

KoHneuHo, MOXeT OBbITh HEJETKO BBECTH B KOMIIBIOTED LENylo (pa3y, €cliyu BBOAUMBIE CUMBOJBI HE OTOOPaKArOTCA
Ha PKpaHe. Pa3yMHBIe IPEIOKEHHS 110 PELISHUIO 3TOH MPOOIeMbI OyIyT OLIEHEHHI .

Ecmu ¢paza mocTaToyHO IJIMHHA, TO MONYYEHHBIH K04 Oymer ciydaeH . Bompoc 0 TOYHOM CMBICIE BBIPAKEHUS
"I0OCTaTOYHO UIMHHA" OCTAeTCs OTKPBITHIM. Teopus MH(OpPMAIMK yTBEPXKIAET, YTO WH(OPMAIHOHHAS 3HAYUMOCTh
CTaHIAPTHOTO AHIJIMHCKOTO S3bIKa cocTaBiseT okoio 1.3 6ura Ha cumBon (cM. pazzmen 11.1). s 64-6utoBoro Kimoda
JIOCTATOYHOI OyneT KioueBast pasa, cocTosiiiasi mpuMepHo 3 49 cuMBosioB, Wi 10 OOBIYHBIX AHIVIMHCKUX CJIOB. B
Ka4ecTBE SMIMPUUECKOTO MpaBiIa UCIOIB3YHTE MAThH CIOB I KaXIbIX 4 6aliTOB KIf04Ya. OTO MpeiokeHne padoTaer
C 3aI1acoM, BE/Ib B HEM HE YUHTHIBAIOTCS PETHCTP, MPOOENBI ¥ 3HAKU ITyHKTYalUH .

DTOT METO[ TaKKe MOXKHO HCIIOJIb30BATh [UIsl TEHEPALIMH 3aKPBITHIX KII0UeH B KPUNTOrPahHICCKUX CHCTEMAX C O T-
KPBITBIMU KIIFOYaMH: TEKCTOBAsI CTPOKA MPeoOpa3yeTcsl B CIy4YaiiHy0 CTapTOBYIO MOCIIEAOBATENBHOCTD, & 3Ta HOCIE] O-
BAaTEIBHOCTh MOXET ObITh HCIIONB30BaHA B ACTCPMHHHPOBAHHON CHCTEME, TCHEPHPYIOIICH Mapbl OTKPBITHIM
KJIFOU/3aKPBITHII KITFOY .

Beibupas kimoueByio ¢pasy, UCIOb3YITe YTO-HHOY/Ib YHHKAIBHOE M JIETKO 3arnoMuHaronieecs. He BbiOupaiite ppa-
3bl U3 KHUT - npumep ¢ "Ozymandias" B 3ToM cMmbiciie MmI0X. JIErko JOCTYIHBI U MOTYT OBITh HCIOJIB30BAHBI IS
BCKPBITHS CO ClIoBapeM M coOpanue counHenuii [llekcnmpa, u quanoru u3 3ge30usix 6otin. Bribepute uto-HUOYIb TY-
MaHHOE ¥ Ju4Hoe. He 3a0yapTe o MyHKTyanuu U IpeoOpa3oBaHUM PETHCTPa, SCIIM BO3MOYKHO BKJIFOUHTE YUCIIa U Hea JI-
(aBuTHBIE CUMBOJIBI. [110X0# MM UCKaKEHHBINA aHTTIMACKHUMN, WK JIaKe JII000W MHOCTPAHHbIH S3bIK, JETaeT KIIUYEBYIO
¢bpazy Oonee ycTOHUNBOM K BCKPBITHIO CO cioBapeM . OJHUM U3 NPEAIOKEHUH SBIACTCS MCIOIb30BaHue (pasbl, KOT 0-
past sBiseTcs "moTpsicalomieil epyHAo", 4eM-TO TaKUM, YTO BBl BPA[ JIM 3aIIOMHUTE U BPAI JIU 3alUIIETE .

HecmoTpst Ha Bce HamMcaHHOE 371eCh MAaCKUPOBKA HE 3aMEHSET MUCTUHHYIO CIydaiHOCTb. Jlydmumu sIBISIIOTCA CI Y-
YJaliHbIe KIFOYH, KOTOPBIE TaK TSXKENO 3alIOMHUTS .

' 51 O3umansmac, 1apb Lapei. Bel, cuinbHbIE MHpa CEro, CMOTPUTE HAa MO TPYJbl U TPETIELUTE.



Cmanoapm zenepayuu knroueit X9.17

Crangapt ANSI X9.17 onpegensier criocod ['eneparmu kirouerd (cMm. 7th) [S5]. OH He co3gaer Jerko 3aroMHuHa -
IIMeCs KIIOYM, ¥ OOJIbIIE MOAXOAMT Ul TeHepallii CEaHCOBBIX KIIFOUeH MM MCEBIOCIyYalHbIX yucel B cucteme . s
reHepaly KItouel ucronb3yercs: kpunrorpaduueckuit anroputM DES, HO OH MOXeT ObITh JIETKO 3aMEHEH JIHOOBIM
JIPYTHM aJIrOPUTMOM.
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Puc. 8-1. I'enepauus kiaroueit ANSI X9.17

[ycte Ex(X) - a10 X, 3ammdposannsii DES kiroyom K, crienpanbHbIM KIFOYOM, IPEIYCMOTPEHHBIM JJIsl TeHep a-
LMK CEKPETHBIX KIItoue. V) - 3To cekpeTHas 64-01ToBasi cTapToBasi MOCIEIOBATELHOCTD . 1 - 3TO MeTKa BpeMeHu. [1iis
TeHepalyy CIIy4aiHOro Kiito4a R; BBIYMCIUM:

R=ExEKT) ® V)
st renepanun V4, BBIMMCIUM:
Viei= Ex(Ex(T) ® R;)

Just mpespaienust R; B kirod DES, mpocto ypanmure xaxapiii BocbMoit 6ut. Eciin Bam HyxeH 64-OMTOBBIN KITHOU,
UCTIONIB3YiiTe KIroY Oe3 n3meHenusi . Eciu Bam HykeH 128-0MTOBBIN KITtOU, CO3JaliTe Tapy Kirouel 1 00beIMHUTE UX .

TI'enepauyusn xknwouei ¢ munucmepcmee oooponst CIIIA

MumnucrepctBo o6oponsl CIHA s reHepanum ciydaiiHbIX KIIFOYeH peKOMeHIyeT ucrojib3oBath DES B pexime
OFB (cm. pazgen 9.8) [1144]. Co3gmasaiite xmoun DES, ncnonp3ysi cUCTEMHBIE BEKTOpa MpPEphIBAHUS, PETUCTPHI C O-
CTOSIHUSI CUCTEMBI U CHCTeMHbIe cueTduky . Co3aBaiiTe BEKTOp MHULMAIM3AIMHY, UCTIONb3Ysl CUCTEMHBIE 9achl, UICHT -
(UKaTOp CHCTEMBI, C TaKXKe AaTy W BpeMs. JJJI1 OTKPHITOro TeKCTa UCIHONB3YiTe 64-OMTOBBIC BEIMYUHBI, CO3JAHHBIC
KEM-TO JPYTUM, HallpuMep, 8 CUMBOJIOB, BBEJCHHBIX CHCTEMHBIM aJMUHHUCTPATOPOM . MICHoNb3yiiTe B KauecTBE CBOETO
KIIIoYa pe3yJipTar.

8.2 HennHeWHble NpPOCTpPaHCTBA KIlo4Yen

Boo0Opasute, 4To BB - 3TO BOGHHas KpUOTOrpaduuecKas OpraHu3alys, CO3JAoIas KPUITOrpadhuyecKuil MOLyIIb
JUIs BallIMX BOMCK. BbI X0THTE HCIONB30BaTh OE30MACHBIN aIrOpPUTM, HO 4TO OYZAET, €CIH armnapaTrypa HoIajeT BO Bp a-
xKeckue pyku? Bexp BBl He XO0THTE, YTOOBI Baly MPUOOPHI HCIIOIB30BAIMCH IS 3ALUTHl 8PANHCECKUX CEKPETOB.

Eciu BbI MOXKETE TIOMECTUTD Balll AJITOPUTM B 3alMIIEHHBIA MOJYJb, TO BOT, YTO BBl MOXeTe czienarb. [lotpedyiite,
9TOOBI MOAYJIb MIPAaBUIIBHO paboTall TOJIBKO C KIIOYaMH CIIELUATIBHOM U CEKPETHOH (OPMBI, @ CO BCeMH IPYIHMH KII I0-
YaMH U1 I0HQPOBAHUS MCIOIb30BAICS CHJIBHO OCIA0JIEHHBIN anroputM. MOXXKHO clielaTh Tak, YTOOBI BEpOSTHOCTD
TOTO, YTO KTO-TO, HE 3HAIOIINKA ITOW CIEHANbHON (OPMBI, ClydaiiHO HATKHETCS Ha MPAaBWIBHBIA KIIFOY, ObUla HCY e-
3a1011e MaJIOH.

[NomyuuBiieecs NpocTpaHCTBO KIIOYEH Ha3bIBACTCS HEJMHEHHBIM, IIOTOMY YTO KIIOYM HE SIBIAIOTCA OAMHAKOBO
cuibHbIMH. ([IpOTHBOIOJIOKHBIM SIBIISIETCS JIMHEHHOE, WM TUIOCKOE, MPOCTPAHCTBO Kitoueil.) [IpocTbiM criocobom i o-
OUTBCS 3TOTO MOXKHO, CO3AaBas KIIOY, COCTOSIIIMMA U3 JBYX YacTel: HEMOCPEICTBEHHO KIIF0Ya M HEKOTOPOH (HUKCHp o-
BaHHOW CTPOKH, MIK(POBAHHOM ITUM KitouoM. Mojyib paciiugpoBbiBaeT CTPOKY, UCHONB3ys KiItod. Ecnu pe3ynbT a-
TOM OKa3blBaeTcsi (PMKCHPOBAHHAs CTPOKA, TO KIIIOY HCHOJb3yeTcs Kak OOBIYHO, €CIM HET, TO MCIOJNb3yeTcs IPYrow,
cnaOsiii anroputM. Ecim anroputm uMeer 128-0uToBbIi Kitod 1 64-0UTOBBII pazmep 0JI0Ka, TO JUIMHA TOJHOTO KITF04a
- 192 6ura. Takum o6pasom, y anmroputMa 2 '* 3dhekTHBHBIX KITI0Ya, HO BEPOSTHOCTE CIIy4aiHO BEIOPATH MPABHIIBHbII
cocTaBseT onuH manc u3 2%,

Brl Moxere chenats eme xutpee. MoKHO pa3paboTaTh TAaKOH alNrOpHTM, YTO HEKOTOpbIe KII04M OyIoyT CHUibHEe
Ipyrux. Y anroputma He OyneT ciaaObIX KIIOYeH - KIIo4YeH, KOTOpbIe C OYEeBHAHOCTBIO SBIAIOTCS HEIOCTATOYHO 3alll M-
LIEHHBIMH - K TEM HE MEHEe y Hero OyAeT HelIMHEHHOE MPOCTPAHCTBO KITFOUEH.

310 paboTaeT TOIBKO, ECIN UCTIONB3YETCSl CEKPETHBIH aJIrOPUTM, KOTOPBII Bpar He MOXET [epepOeKTHPOBATh, WU
€CJIM pa3Iuyye B CHJIe KIIIOYel TOCTaTOYHO TOHKO, YTOOBI Bpar HE CMOT O HeM Jorajgarbcsi. NSA IpoaensiBajio 3To C
CEKPETHBIMH AJITOpPUTMaMH B cBoux Moayisix Overtake (cM. pazzaen 25.1). Jlenanu nu onum To ke camoe ¢ Skipjack (cm.
paszen 13.12)? HeussecTHO.



8.3 MNepepaua knoyen

Auuca u bob cobuparotcst st 6e30mMacHON CBsI3M UCIOJIB30BATh CUMMETPHYHBIH KPUIITOrpadUuecKuil aaropuTM,
UM HyXeH oOmmil Kirod. Aymca TeHepupyeT KoY, MCHOJIb3Ys TeHepaTop cilydailHbIX kiroueil. Temepsh oHa JoinkHA
Oe3omnacHo nepenarh ero boOy. Ecnu Anmca cmoxer rae-to Berpetuth boba (kakue-HuOy/Ab 33/IBOPKH, KOMHATa 0Oe3
OKOH WJIM ofiHa U3 JIyH HOnuTepa), To OHa CMOXKET MepeaTh eMy KOIHIO Kiro4ya. B mpoTuBHOM city4ae, y HUX €cTh Ip O-
Oxema. Kpunrorpadus ¢ OTKpBITEIME KJIIOYaMHU pellaeT IpobieMy JIeTKO ¥ ¢ MUHUMYMOM IIPEABapHUTEIbHBIX COTTIAIl e-
HUM, HO 3TH METOBI HEe Bceraa NocTymHbI (cM. pas3zen 3.1). HekoTtopslie cucteMbl HCHONB3YIOT allbTEPHATHBHBIE KaH a-
JIBI, cUUTaromuecs: 0e30macHBIMU. AJca Moria Obl mockuiaTh boOy KiroY ¢ 1OBepeHHBIM MOCHUILHBIM. OHa Moria Obl
MOCJIaTh KIIOY 3aKa3HOM MOYTON MM HOYHOM ciy00ii nocraBku. OHa Moruia Obl yCTaHABIMBATh APYTOW KaHAI CBSI3U C
boGoM 1 HazmesThes, 4TO €ro TO HUKTO He MOJICTyLINBAET.

Anuca Morna 0bl mocsiath o0y CHMMETPHYHBIH KIIIOY 10 MX KaHAIly CBSI3M - TOT, KOTOPbIH OHH coOuparoTcs mu ¢-
poBatb. Ho riryno nepenaBaTh K04 MM(poOBaHKS KaHaJIa [0 3TOMY K€ KaHaJIy B OTKPBITOM BHJE, KTO-TO, HOACIYII H-
BAIOLIMIT KaHAJI, HABEPHAKA CMOXKET paciiidp OBBIBATH BCE COOOIICHUS.

Cranpapt X9.17 [55] onpezenster aBa THIA KIOYEH: KJIIOYM IIM(POBaHUSA KIK0Yel 1 KiIw4n AaHHbIX. Kitoua-
MU mH(pPOBaHMA KII0Yel IpH pacnpeneneHun mudpyores apyrue kiaoun. Kimoun naHHbIX mudpyoT camu cooluy e-
Hus. Kimoun mmmdpoBanus Kiouei JOJDKHBI pacipeesiThCsl BPyUHYto, (XOTS OHH MOTYT ObITh B O€30MaCHOCTH B 3 a-
IIMIIEHHOM OT B3JIOMa yCTPOMCTBE, TAKOM KaK KPEAWTHAsl KapTodka), HO JOCTaTOYHO peako. Kirtoun naHHbBIX pacrp e-
JensoTes ropasno yaie. Ilogpo6HocT MOKHO HaiTé B [75]. DTa maelt JBYXCBSA3HBIX KIIOYEH YacTO HCIIONB3yeTcs
IIpYU paclpeesICeHUH KIIIOUeH.

JpyruM perieHueM mpo0OiaeMbl paciipelielIeHus SBIeTCS pa30ueHue KIIloya Ha HECKOJIBKO Pa3iIMYHBIX YacTeH (CM.
paznen 3.6) u nepegadya ux MO pazIM4YHbIM KaHajgam. OJHa 4acTh MOXKET OBbITh TOCaHa Tejae(OHOM, JApyrasl - MOYTOMH,
TPEThs - CITy>KOOW HOYHOW JTOCTABKH, YETBEPTAs - IOYTOBBIM royiy0eM, U Tak jpainee, (cM. 6-if). Tak MIpOTHBHUK MOXET
co0paTh Bce YacTH, KpOME OJHOM, U Bce PaBHO HMUYETo HE Y3HAET Mpo Kio4. DTOT MeToA Oyner paboTaTh BO BCEX CIT y-
qasix, Kpome KpaiiHux. B paznene 3.6 o0cykaaoTcsi cXeMbl pa30MEeHUs! KJIF04a Ha HECKOJIBKO yacTeld. Asrca Moria Obl
Jaxxe IIPUMEHUTh CXeMy COBMECTHO HCIIOIB3yeMOTr0o CeKpera, (CM. pasaen 3.7), uTo oacT BO3MOXKHOCTH boOy Bocer a-
HaBJIMBATh KJII0Y, €CIIM HEKOTOPbIE U3 YacTel MOTEpPSAHBI IIPH IIepe] ade.

ki
Kypbep
OTMNPABUTENNb MONYYATENb
[enuT KNy Ha YacTu ko BocctaHaBnmBaeT KNty
akasHasi noyra
ks
> DdepepanbHas >
3Kcnpecc-noyTa
k4
TenedoH
ks
Mo4ToBbIV ronybb
k1 k2 k3 k4 k5 k2 k5

Puc. 8-2. Pacnpenesienue Ki104eii no napajjieIbHbIM KaHAJIAM.

Anuca 6e3omacHo nepenaet boOy kmod mmdpoBaHus KIIOYEH WK P JIMYHON BCTpede, WIN C HOMOLIBIO TOJIBKO
YTO PacCMOTPEHHON MeToAnKH pa3duenus. Kak Tombko Uy Anucel, 1y boba Oyzer kirou mudpoBanust Kitoueid, Al u-
ca CMOXeT IocbklIaTh boOy KiIlouM IaHHBIX Ha AEHb II0 TOMY K€ CaMOMY KaHAIy CBA3H, IIM(PYS IPU STOM KaXKIbIH
KJIFOY JIaHHBIX KIt04YoM InudpoBanus kmoueil. Tak kak Tpaduka, mudpyemblid KiitouoM mnppoBaHus KIIOUel He3H a-
YUTEJICH, TO ATOT KJII0Y YaCTO MEHATH He HykKHO. OHAKO, TaK KaK KOMIPOMETAIMs KiIlo4a MU(PoBaHUs KII0UeH M O-
KET CKOMIIPOMETHPOBAaTh BCE COOOMIEHHs, IH(POBAHHOE HCIOIb30BAaHHBIMU KIIOYaMH JAaHHBIX, KOTOpbIC ObLIM 3 a-
mrppoBaH STUM KITFOUOM IIH(POBAHUSI KIFOYEH, STOT KJII0Y JJOJKEH XPaHUThCSI B 0E30IIaCHOCTH.

Pacnpeoenenue knroueii 8 601bUWUX CeMAX

Kimoun mmdpoBanus kioueld, oOmue Ui napsl MoJIb30BaTeel, XOpOIIO HCIOIb30BaTh B HEOOIBIIHNX CETAX, HO C
YBEIMYEHHEM CETH TaKas CHCTeMa OBICTPO CTaHOBHUTCS IPOMO3IKOH. Tak Kak Kakmas Hmapa IOJb30BaTeledl OJDKHA



0OMEHSTBCS KITI0UaMH, o011Iee Y1CIo 0OMEHOB KITF0YaMH B CETH M3 N YeJIOBeK paBHO n(n - 1)/2.

B cetu ¢ mectrio monp3oBarensiMu norpedyerca 15 obmeHoB kmouamu . B cetn 3 1000 monp3oBaTenei moHano-
ouTtcs yxe okono 500000 oomeHOB kitouamu . B aTnx citydasix pabota cetu ropasno 6osee 3 (GeKTUBHA TPH UCIIONbB3 O-
BaHHUH LEHTPAIBHOTO CepBepa (WM CEpBEPOB) KITIOUEH .

Kpome Toro, 1mo0oii U3 MPOTOKOJIOB CUMMETPUYHON KpunTorpadguu MM KpUnrorpaguu ¢ OTKPHITHIMU KIIFOYaMHU,
MIpUBEACHHBIX B paszene 3.1, moaxoauT i 6e30IacHOTo paclpeaeNieHUs KITIoYeH .

8.4 MNpoBepka knro4yen

Kak bo0 y3Haer, nmoay4uB KIIFO4, 4TO KIIFOY TepefiaH AJIMCOi, a He KeM-TO APYTUM, KTO BbiIaeT ceds 3a Asmcy? Bee
IPOCTO, €CiIi Anica TepeJaeT eMy K04 U JINYHOH BeTpeue. Ecniu Anuca mocsuiaeT cBOH KIIIOY Yepe3 JOBEPEHHOTO
Kypbepa, TO Kypbepy IOJDKeH JoBepsTh U bo6. Eciu kirou 3ammdpoBan kiro4oM mudposanus kmodei, To o0 gomken
JIOBEPATH TOMY, YTO 3TOT KJIIOY wm(poBaHus Kifodell eCTh TOJIBKO Y Aumchl. Eciu Uit noxnuen kimoda AJxca UCTION b-
3yeT MPOTOKOJ IEKTPOHHON moAmucH, bob mpu mpoBepke MOAINCH JOKEH DOBEPATH 0a3e JaHHBIX OTKPBITHIX K1 IO-
yeld,. (EMy Takke npuzmercsi cuurarh, 4To AJMca COXpaHuIia CBOi Kirou B Oe3onacHoctu.) Eciu Llentp pacnpenenenus
kiroueii (Key Distribution Center, KDC) noamnuceiBaeT OTKpbIThIN K104 Aickl, o0 J10/KeH cYuTarh, 4TO €ro KOIHs
otkpsiToro kmoya KDC He 6pl1a mogMeHeHa.

Hakower, ToT, KTO ynpapJiisieT Bcell ceThio BOKpYTr bo0a, MOXKET 3aCTaBUTh €ro JyMarh BCe, YTO eMy Xouercst. Mo Ji-
JIOPY MOXKET TI0CIIaTh IU(POBAHHOE U MOJIHMCAHHOE CoOoOIIeHKe, BbiiaBas cebs 3a Anucy. Korna bo6, mposepsis mo -
UCh AJIMCBHI, 00paTuTCcs K 0a3e JaHHBIX OTKPBITHIX KIFOUYel, MaJIopu MOXKET BO3BPATUTh €My COOCTBEHHBII OTKPBITBIN
KJIF04Y. MbIuopu MOXeT co3laTh cBoi coOcTBeHHbI nopaenbHblii KDC M MoAMEHNUTh OTKPBITHIA KIIFOY HACTOSILETO
KDC xnroyoM cBoero coOCTBEHHOTo u3ienns. bob HuKak He CMOXKET 3T0 OOHAPY>KHUTb.

HexoTopble JIOAN HCIOIB30BATIM 3TOT apryMEHT, YTBEPIKAAs, YTO KPUITOrpadus ¢ OTKPBHITBIMU KIIOYaMH OecI o-
ne3Ha. Tak Kak eIMHCTBEHHBIH criocod Anmce U BoOy 3HaTh HaBepHsKa, YTO HUKTO HE B3JIOMAJT MX KIIOYH, - 9TO JIH Y-
Hasl BCTpeYa, To Kpunrorpadus ¢ OTKPHITHIME KITIOYaMH BOO Olie He oOecrieurBaeT 6e30MacHOCTb.

Ota TouKa 3peHHs HauBHA. TeopeTHYecKH BCe MPaBUIIbLHO, HO JEHCTBUTENBHOCTh ropaso cioxuee. Kpunrorpadus
C OTKPBITBIMH KITFOUaMH, UCTIONIb3yeMasi BMECTE C NIEKTPOHHBIMU NMOANUCAME M HaaeXHbIMU KDC, CHIIBHO YCIIOXKHSET
HOAMEHY OJHMM KJI04oM Apyroro. bo0 Hukoraa He MOXeT OBITH aOCONIOTHO yBEpeH, 4TO MAIIopH He KOHTPOIHUpPYET
€ro pealbHOCTh MOJIHOCTBIO, HO boO MOXXeT 3HaTh HaBepHsKa, YTO Takas IOJMEHA PEalbHOCTH MOTpeOyeT ropasnao
OOJIbIIIE PECYPCOB, YeM CMOXKET 3aIONyYHTh peaibHbIi MauiopH.

Bbo6 mor 0Bl Taroke MPOBEPATH K04 AJHUCH 10 TeneOoHy, MOTyYHB BO3MOXKHOCTD YCIBIIATE ee Tonoc. PacmosH a-
BaHHUE Tojoca JeHCTBUTENBHO SBIACTCA XOpoled cxeMol maeHTU(UKamy JuaHoCTH. Eciu peds uaer o6 OTKphITOM
KJII0YE, OH MOXET 0e30IacHO €ro MOBTOPUThH €r0 JaXKe IPU YIpo3e MoAcTyluBaHHA. Eciu 3To CeKpeTHBI K04, OH
MOXET HUCIIOJIb30BaTh IJIsl TIPOBEPKU KIII0Ya OJHOCTOPOHHIOW x3uI-pyHkuuio. O6a TSD PGP (cm. pasnmen 24.12.) u
ATST (cm. Paznen 24.18) ucnonb3yIoT 3TOT COCco0 Mp OBEPKU KITFOUEH.

WHorma MoxeT Aake He BaKHO TOYHO IPOBEPATH, KOMY NPHHAIJICKUT OTKPBITHIA KII0Y. MOXKET IOHagoOuThCs
MIPOBEPUTH, YTO OH MPHUHAUICKHUT TOMY K€ YEJIOBEKY, UYTO M rof Hazal. Eciu KTo-To mockliaeT GaHKy MOINHCaHHOE
COOOIIICHHE O TIePeBOJIE ICHET, OAHK BOJIHYET HE TO, KTO KOHKPETHO CHUMAeT JEHbIH, a TOJIBKO TO, YTOOBI 3TOT YEJIOBEK
OBbLT TeM, KTO BHEC JICHBIH B IIEPBBIH pas.

Oobnapysicenue omud0K npu nepedaue Kuroueil

WHorna KoM MCKaXKaloTes IPH Hepefade. ITo ABIsAeTCS MPoOIeMO, TaK KaK UCKaKEHHBIH KITI0Y MOXKET MPHBE C-
TH K MerabaiiTam HepaciudpoBanHoro mudporekcra. Bee kimo4n JODKHBI epejaBaThesi ¢ 00HAPYKEHHEM OIIUOOK U
ucrpaienreM O6utoB. Takum 00pa3oM OMIMOKM TpH Tepeaade MOTYT ObITh JIETKO OOHApYKEHBI U, €CIH HMOTpedyeTcs,
KITFOY MOYKET OBITH ITOCTAH eIle pas.

OmHuM 13 HanboJIee MIMPOKO MCTIONB3YEMBIX METOMIOB SBIISIETCS MIH(POBAHHE KIFOYOM HEKOTOPOH TOCTOSIHHOM B -
JMYHHBL ¥ TIepeaya MepBbix 2-4 GaiT 3TOro MmudpoTeKcTa BMECTe ¢ KITFOUOM. Y TOIydaresst IeaeTcs TO JKe camoe.
Ecnu mmdpoBaHHble KOHCTAHTHI COBITA/IAIOT, TO KIIFOY ObLT miepenan 6e3 omuOku. BeposTHOCTD OIMMOKY HAXOMUTCS B
nuanasone ot 1/2'¢ 1o 1/232.

Obnapyscenue owiudoK npu dewtugpuposanuu

WHorga nomy4aTens X04eT IPOBEPUTH, SABIAETCS JIM €r0 KOHKPETHBIH KIII0Y MPAaBHIBHBIM KJIIOYOM CHMMETPHYHOTO
neudpupoBanusi. Ecii OTKpPBITHIA TEKCT cooOIIeH s mpeacTanisier coboi uro-to noxoxee Ha ASCII, on mMoxer mo-
IBITaThCA paciIu(poBaTh U MIPOYUTATH COOOLIEHNE. ECIIM OTKPBITHIA TEKCT CIIy4aeH , TO CYIIECTBYIOT APYrHe MPUEMBI.

HauBHBIM NOIXOZOM SIBUJIOCH OBl IIPUCOCAMHEHUE K OTKPHITOMY TEKCTY A0 IIM(POBaHUS NPOBEPOYHOro 0JI0Ka -
M3BECTHOTO 3arojoBka. [lomxyuarens Bob pacumdpoBbiBaeT 3arojJoBoK U NPOBEPSET, YTO OH MpaBHIIEH . JT0 paboTaer,
HO maeT EBe M3BECTHBIN KyCOYEK OTKPBITOTO TEKCTa, YTO MOMOTAeT €if KPUITOAHAIM3UPOBATh CUCTEMY . DTO TaKxke 00-



JIeTYaeT BCKPBITHE MIM(PPOB ¢ KOPOTKUM KJIro4YoM, Takux kak DES u Bce skcnioptupyemsie mmdpsi. PaccuunTaiite 3apa-
HEe OJIMH pa3 Ul KaXIOro KIrouya IMPOBEPOUHYIO CyMMY, 3aT€M HCIOJIB3YHTE 3Ty NPOBEPOUHYIO CyMMY UL OIpeNeN e-
HHSA KJII0Ya B TI000M COOOIIEHNH, KOTOPOE BBI IIEPEXBATUIIN NIOCIIE TOTO . JI706as NMPOBEPOUHasi CyMMa KIII04a, B KOTO-
PYIO He BKIIIOUEHBI Cly4ailHble WM, [0 KpaiiHeill Mepe, pa3iu4Hble JaHHble, 00JaJaeT 3TUM cBoiicTBoM . [lo naee 3to
OYeHb TIOX0JKEe Ha TeHEePaIHIo KIII0YeH 10 KIII04 eBBIM (pa3am.

Bor st aToro crioco6 nomyure [821]:
(1) Crenepure BeKTOp MICHTU(HUKAMK (OTIMYHBIA OT UCIIOIB3YEMOr0 B COOOLICHHH ).
(2) Ucnonp3yiite 3TOT BEKTOP WACHTHU(DUKALNK JUIsl TeHEpalMy OOJIBIIOro OJioKa OUTOB : cKaxkem, 512.
(3) Xawmupyiite pe3ynbrar.
(4) Ucnons3yiite Te ke GPUKCUPOBAHHBIE OUTHI XII-3HAYEHNUS, CKaKeM, 32, Ul KOHTPOIBHOW CyMMBI KIIIO4a .

3to ToXxe gaeT EBe kakyio-To nH(opMaliio, Ho oueHs HeOombIIyIo . Ecin oHa nomeiTaeTcst HCIONB30BaTh MIIaIINE
32 6uTa KOHEYHOTO X3II-3HAYCHUS I BCKPBITHSA IPpyOOH CUIIOH, el IPUAETCS A1 KaXKIOr0 BEPOSTHOrO KIIFOYa BBIMO JI-
HHUTb HECKOJIbKO MIN(POBAHUIT U XIIIMPOBAaHUE, BCKPBITHE IPy0O0il CHIION caMOro KiIl04a OKaKeTCst ObICTpee .

OHa He MONYYHT Ui IPOBEPKU HUKAKHUX M3BECTHBIX KYCOYKOB OTKPBITOTO TEKCTA, U JaXKe €CIM OHA CyMeeT Hoaop o-
CHTh HaM Hallle K¢ CIy4ailHOe 3HaYCHHE, OHA HUKOTAA HE MONYYUT OT HAC BBIOPAHHBIH OTKPBITHIN TEKCT, TaK Kak OH
Oyner npeoOpa3zoBaH XduI-QyHKIHEH Mpexae, 4eM OHa ero YBHIIMT .

8.5 Ucnonb3oBaHue Knroyen

ITporpammMuoe nM(ppoBaHUe PUCKOBAHHO . YILIM T€ JHHU, KOIAA IIPOCTHIC MUKPOKOMITHIOTEPHI paboTaNu MOA yIpa B-
JICHUEM eqUHCTBeHHOW mporpammbl. Ceromust Bpemsi Macintosh System 7, Windows NT u UNIX. HeBo3moxHO cka-
3aTh, KOIJa ONEPAIMOHHAs CHCTEMa OCTAHOBHT PabOTAOLIyI0 MPOrpamMMy IIH(POBAHMS , 3alUIIET BCe HA JUCK U pas-
PEILINT BBINOJHATECS KaKOM-TO Apyroi 3amade. Korma omepaunroHHass CHCTEMa, HAKOHEL, BEPHETCS K IIH(POBAHHMIO,
4T00BI TaM HE IH(PPOBATOCH, KAPTUHKA MOXKET OKa3aThCsl BechbMa 3a0aBHON. OnepalioHHas CHCTeMa 3allkcaia mp o-
rpamMmy muQpoBaHUs Ha JWCK, U KIIOY 3amucad BMecte ¢ Heil. Kimrou, Hesamm@poBaHHbId, OyaeT nexaTs Ha JHCKe,
[OKa KOMIIBIOTEp HE HAIHILET Y4TO-HUOYIb B ATY JKe€ 00JIACTh MaMSITH MOBEPX . ITO MOXKET CIYyUUTHCS Yepe3 HECKOIBKO
MHHYT, @ MOXKET 4epe3 HECKOJIbKO MECSLICB . ITOr0 MOXKET M HUKOIZA HE CIYYHUTHCS, HO KIIFOY BCE )K€ MOXKET OKa3aThCsl
Ha JIICKE B TOT MOMEHT, KOT/[a )KECTKUI THCK I'yCTO MPOYECHIBACTCSI BALlIMM IIPOTHBHUKOM . B mpuopuTeTHOii, MHOr03a-
JaqHol cpefe, sl MU(POBAHKSI MOKHO YCTAHOBHTH JOCTATOYHO BBICOKHI HPHOPHTET, YTOOBI Ta ONEpALHs HE Hp e-
phIBaIach. ITO CHU3WIO ObI PHCK. Ja)ke IIPH ATOM CHCTEMA B LIEIOM B JIyUIIEM CIydyae HEHaIeKHa .

AnmnapaTHsle pean3anuu Oe3omacHee. MHorue U3 yCcTpolcTB mm(poBaHus pa3padoTaHbl Tak, YTOObI 1000€ BM e-
HIATEIbCTBO MPUBOAWIIO ObI K YHUUTOXKEHHUIO Kitovya. Hampumep, B mare mmdposanus st IBM PS/2 3anuthtit amo k-
CHITHOM CMOJIOi MoJtyJib conepakut mukpocxemy DES, 6arapeto u namsts. KoHeuno, Bl 10KHBI BEpUTH, YTO MPOH 3-
BOJMTEINb alNapaTypsl IPaBHIBHO PeAIN30Bal Bce HE0OXOUMbIe CBOHCTBA.

P KOMMYHHMKaMOHHBIX MPUIOXKSHUH, HalpuMep, Tene(QoHHbIe IH(pPaToOpbl, MOTYT HCIOIb30BAaTh CEAHCOBBIE
kJ104n. CeaHCOBBIM Ha3bIBAETCS KIFOY, KOTOPBIN HCIIONB3yeTCs TOJBKO I OJHOIO CEaHCa CBSA3U - €IMHCTBEHHOTO
Tene()OHHOTO PasroBopa - U 3aTeM yHHUTOXaeTcs . HeT cMmplcna XpaHHUTh KIIFOY IOCHIE TOTO, KaK OH OBbLI MCHOJIBb30BaH .
U ecnu BBI ucnonb3yeTe UL Hepetadn KIo4a OT OJHOr0 abOHEHTa JPYroMy HEKOTOPBIA MPOTOKOJI OOMEHa KIIOYaMH ,
TO 3TOT KJIIOY HE HYXHO XPAHUTh U MEPE]] €r0 HCIOJIB30BAaHUEM . JTO 3HAYUTEIBHO CHMKAET BEPOSTHOCTh KOMIIPOMET a-
LUH KJII0Ya.

KOHmPOJlb UCNOIb306AHUA KTIOYell

B HEKOTOPBIX MPUIOKEHUAX MOXKET MOTPeOOBaThCS KOHTPOIUPOBATH MPOLECC MCTIONB30BAHMS CEAHCOBOIO KIIIOYA .
HekoTopsIM MOJIb30BATENAM CEAHCOBBIE KIIIOUM HY>KHBI TOJBKO A IIM(POBAHUS WIHM TOJBKO AN ACIIH(PUPOBAHUS .
CeaHCOBBIE KIIIOYM MOTYT OBITH pa3pelleHbl K HCIIOIb30BAaHUIO TOJIBKO Ha OMPEJEICHHOM MaIllMHE WIX TOJIBKO B OIp €-
neneHHoe Bpems. I1o omgHOM U3 cxeM ynpasieHHs MOAO0OHBIMU OIPaHUYEHUAMHU K KIFOUY 100aBisieTcss BeKTOP KOHTPO-
asi (Control Vector, CV), BEKTOp KOHTPOJIS OMpPEAENSAEeT ISl 3TOrO KIIOYa OrPAHUYECHHUS] €ro UCIOJNb30BaHHSA (CM.
paszen 24.1) [1025, 1026]. Otor CV xsmupyercs, a 3aTeM U1 Hero M TIIaBHOTrO KiTfoda BhimoHseTcs onepamus XOR.
Pesynbrar ucnonp3yercs Kak K4 mudpoBaHus Ast IH(ppPOBaHUs CEAHCOBOTO KITto4a . [10TyueHHBII ceaHCOBBII KITtoY
3aTeM xpanutcst BMecTe ¢ CV. Jlns BOCCTaHOBJIEHMSI CEaHCOBOI'O KJIFOYA HYXKHO X31MpoBaTh CV U BBIIOIHUTH AT
Hero u raBHoro kiova onepanuio XOR. TlonydeHHbIH pe3yabTaT UCOIb3yeTcst Uil JennppUpoBaHus IUPPOBAHH 0-
T'O CEaHCOBOTO KITI0Ua.

[MpeumytecTBa 3Tol cXeMbl B ToM, 4To JuyinHa CV MoxeT ObITh Mpon3BoJiIbHOM, 1 uto CV Bcerma XpaHUTCs B OT-
KPBITOM BHJIEe BMECTe ¢ IIN(PPOBAHHBIM KII04oM . Takasi cxema He BBIABHIaeT TPEOOBAaHUII OTHOCHUTENBHO YCTOHYMBOCTH
anmnaparypbl K B3IOMy U IIPEAINOJAracT OTCYTCTBHE HEMOCPEICTBEHHOrO J0CTYyIa MOIb30BaTeNel K KIroyaM . JTa CHC-
TeMa paccMaTpHBaeTCs HWXKe B pa3zaenax 24.1 u 24.8.



8.6 ObHoBRNEeHue Kn4ven

IIpencraBere cebe mMQPOBaHHBIN KaHAI IepeNayd JAHHBIX, A1 KOTOPOrO BBl XOTHTE MEHATH KIIOYM KaKIbIH
JeHb. MHOTIa exxeTHEBHOE paclpe/ie/ieHIe HOBBIX KITIOUeH sIBJISETCsl HeJlerKoit 3a0oToii . bosee nmpocToe pelieHue - re-
HEpPHPOBATh HOBBIH KIIFOY U3 CTAPOro, Takasl CXeMa MHOT/Ia HAa3bIBAacTCsl 0OHOBJICHHEM KJII0YA.

Bce, uTo HyXHO - 9T0 offHOHarpaBieHHas GyHkius . Eciu Annca u o0 ncrnonb3yror oOIuid KIFoY U IPUMEHSIIOT K
HEMy OJHY M Ty K€ OJHOHAIIPABICHHYIO (DYHKIMIO, OHU HOJydaT OJUHAKOBBIA pe3ynbTaT . OHM MOTYT BRIOpATh U3 pe-
3ynbTaTa HyKHbIC UM OUTBI U CO3/1aTh HOBBII KITIOY .

OOHoBIIeHKE KiTIOYeil paboTaeT, HO TIOMHUTE, YTO 0E30MacHOCTh HOBOTO KJIFOYa OMpeesseTcs: 6€30MacHOCThIO CT a-
poro kiroua. Ecnu EBe ynmacrtes 3amoiiyduTh CTapblii K04, OHA CMOXKET BBINOJHUTH OOHOBIICHUE KJIFOYEH CaMoCTO Si-
TenbpHO. OZHAKO, €CIIM CTAporo Kioda y EBBI HET, M OHA MBITAETCs BHIIIO OTHOIICHUIO K MU(POBaHHOMY TpaduKy 1o Ji-
HHUTH BCKPBITHE C UCIOJIB30BAaHUEM TOJIBKO MHM(PPOTEKCTa , 0OHOBIECHNE KIIFOYEH SBIACTCS XOPOIINM CIIOCOOOM 3alUThI
g Anucel u boba.

8.7 XpaHeHue Knoyen

HanmeHee CIOKHBIMU TIPH XPaHEHUH KIIIOYEH SIBJIIOTCS MPOOJIEMBI OFHOTO MONB30BATENs, AJIHCHI, MHPPYOLICH
(baifsIpl TS HOCTIEAYIOIIETO UCIIOIB30BaHMs . TaK Kak OHA SIBISIETCS] €AMHCTBEHHBIM JCHCTBYIOIINM IIOJIb30BATENEM CH C-
TEMBI, TOJIBKO OHA M OTBEYACT 3a K04 . B HEKOTOPBIX CHCTEMaX HCIONB3YETCs MPOCTOM MOAXO/ : KIIFOY XPAHUTCS B TO-
J0Be Anuchl U Oonblre HATAE. DTO MpoOIeMbl AJKCHI - HOMHUTh KIIFOY W BBOJAWMTH €r0 BCSKHN pa3, KOrjaa el Hy)XHO
3ammpoBath Win pacudposats daii.

[Ipumepom takoii cuctemsl siBisiercss IPS [881]. IToap3oBaTenu MoryT mubo BBOIUTH 64-OUTOBBIN KIIFOY HETIOCPE [I-
CTBEHHO, JIN00 BBECTH KJII0Y Kak OoJiee JIMHHYIO CHMBOJIBHYIO CTPOKY . B mociennem ciydae cucrema renepupyer 64-
OUTOBBII KJIIOY II0 CTPOKE CUMBOJIOB, HCIIOJIB3Ys TEXHUKY I€peMasbIBaHUS KITI0Ya

Jlpyrum pelieHueM SIBISETCS XPaHUTh KIIFOY B BHUAE KAPTOUKM C MarHUTHOM IOJIOCKOH, IUTACTHKOBOTO KIIOYA C
BcTpoeHHOH Mukpocxemoit ROM (HazpiBaemoro ROM-kiI104) WM MHTEIUICKTYaJbHOM KapTouku [556, 557, 455].
[Monb3oBaTenb MOXKET BBECTH CBOH KIIOY B CHUCTEMY, BCTAaBUB (PU3MUECKUI HOCHTENhb B CUHMTHIBAIOLIEE YCTPOWCTBO,
BCTPOEHHOE B €r0 MH(pPOBATETb MM MOAKIIOYEHHOE K KOMIIBIOTEPHOMY TePMHHAIY . XOTS MOJIb30BaTeIb MOXKET HC-
MOJIB30BaTh KIIOY, OH HE 3HAET €r0 U HE MOXKET €ro CKOMIPOMETHPOBaTh . OH MOXKET HCIONb30BaTh €ro TOJIBKO TEM
CIIocoOOM U TOJIBKO JUIS TeX LieJIeH, KOT Opble ONpeiesieHbl BEKTOPOM KOHTPOIIS .

ROM-kito4 - 910 0OueHb yMHas uzesi. [IpakTuuecku 000N cocoOeH 0CO3HATH, YTO Takoe (BM3MYECKHH KIIFOY, K a-
KOBO €ro 3Ha4YeHHe, U KaK ero 3ammTuTh. [Ipuganue kpuntorpaguyeckoMy K04y HEKOTOpoH (usnueckoit (popMsl [ e-
JIaeT XpaHeHHUE U 3aLUTY TAKOTO KIII04Ya HHTYUTHUBHO OOJee IOHATHBIM .

Ora TexHHKa CTaHOBUTCs Oosiee Ge30macHol npu pa3dUeHHUH KIII0Ya Ha JBE IIOJIOBHHBI, OJHA U3 KOTOPBIX XPAHHTCS
B TepMHHaJe, a BTopas - B ROM-kioue. Tak paboraer 6e3omnacusbiii Tenepon STU-III npaBurenscra CLIA. Tloteps
ROM-Kir04a He KOMIIPOMETHPYET KPUNTOrpadHIeCcKUid KITF0Y - 3aMEHUTE 3TOT KJII0Y U BCE CHOBA CTAHET HOPMAJIBHO .
To ke HPOUCXOIUT ¥ IpHU moTepe TepMuHana. CiexoBarensHo, Kommpomeranuss ROM-KI04a WM CHCTEMBI HE KOM-
npoMeTupyeT Kpunrorpaduyeckuii kirou key - Bpary Hy»KHO 3al0JIy4UTh 00€ 4acTH .

Kitoun, KoTopble TPpyJHO 3allOMHUTH MOXKHO XPaHHTh 3alIM(POBAHHBIMH, HCIIOJIB3YSl YTO-TO MOXOXKee Ha KoY
mmgpoBanus Kitodel. Hanpumep, 3akpbiThiii kiitod RSA Moxker ObITh 3amudposan kitouoM DES u 3amucan Ha JUcK.
Jlnst BoccTaHoBieHust kimoda RSA monb3oBarens Oyzaer nomkeH BBecty kitod DES B nporpammy nemridpupoBanus .

Ecnu ximoun reHepupyroTest IeTepMUHIPOBAHO (C IOMOIIBIO KpUNTOrpaduyecku 6e30MmacHoro reHeparopa IceBx o-
CIIy4aifHBIX MOCIEA0BATENBHOCTEH ), MOKET ObITh IPH ITOMOILM JIETKO 3aIIOMHHAIOIIETOCS NapoJIs JIerde reHepupoBaTh
KJIIOYH MTOBTOPHO BCAKHMH pas3, KOria OHM HOHAI00ATCS .

B mpeane, KiI104 HUKOrZa HE JTOJDKEH OKA3bIBATHCSA BHE INM(POBAIBHOTO YCTPOMCTBA B HE3AIM(POBAHHOM BHIE .
OTa 11e71b He BCEra AOCTIKMMA, HO K 3TOMY HYXHO CTPEMHTHCH .

8.8 PesepBHble Kio4n

Auuca paboraer rnaBHbiM (uHaHcuctoM B Secrets, Ltd. - "Ham nesus - Mbl Tebe He ckaxem." Kak npumepHsiii
CITy’KaIlHil KOPIIOPAIMK OHA B COOTBETCTBHU C MHCTPYKLHSAMH 110 Oe30macHocTH nmdpyer Bce cBou gaHHbie . K Hecua-
CTBIO, OHA, IPOUTHOPUPOBAB HHCTPYKIMH [0 IEPEXOAY YIIULIBI, [OMaja M0 rPy30BUK . UTO feaTh NPEe3UACHTY KOMIa-
Huu boOy?

Ecnu Anuca He ocTaBHIIa KOIIMK CBOETO KJII0Ya, €My IpHAETCs Hecnaako. Beck cmblcn mmdposanus ¢aiinos - B He-
BO3MO)KHOCTH BOCCTaHOBHUTH MX 0Oe3 kimoua. Ecnu Annca He ObUta Dypoil M He HCIIONB30Bajia IIOXHUX MH(PPOBAIBHBIX
IpOrpamMM, TO ee (alibl Ipomak HaBcer a.

Y Boba ecTh HECKOIIBKO CIIOco00B M30exkarth 3Toro . [Ipocreiimmii HHOTrIa HA3bIBAIOT YCJIOBHBIM BPYYeHHEM KJIIO-



yeii (cM. paznen 4.14). OH TpeOyer, 4ToObI BCe COTPYIHHUKU 3alHCAI CBOM KIIIOUM Ha OyMaKKax OTHalId UX Havaib-
HHUKY CIIyObl O€30MaCHOCTH KOMIIAHMHU, KOTOPBIA 3amper uX rae-HUuOyap B ceild (Wi 3ammdpyer ux TIIIaBHBIM
kiro4doM). Tenepb, 4ToObI He ciyunsiock ¢ Anncol, bo0O y3Haer ee K04 y HaualibHUKA CITy)KObl Oe3omacHocTH . Ere
oJHy Koruio bob Takke DOKEH XpaHWTh B cBOeM celide, B IPOTUBHOM CIydae, eClIi HadaJbHHUK CITykKObI O€30macH o-
CTH TIONAJIET TIOJ/1 APYroi Tpy30BHK, boOy cHOBa He ToBe3eT .

[Ipobnema Takol CHCTEMBI YIpPaBICHHUA KIIOYaMH B TOM, 4TO boO NOKEH BEpHTh, YTO €ro HadalbHHUK CITyXKObI
0€30IaCHOCTH HE BOCIIOJB3YETCs Yy>KMMH KilodaMH . UTo emme cepbes3Hee, BCe COTPYIHUKH JOJDKHBI BEPUTh, YTO H a-
YaJIbHUK CITy>KObI 0€30IIaCHOCTH HE BOCIIOJIB3YeTcs X KiodaMu . CyIIeCTBEHHO Jy4IINM PEIICHHEM SBJIACTCS HCIION b-
30BaHKE MPOTOKOJIA COBMECTHOTO MCTIONB30BAHM cekpeTa (cM. paszaen 3.7).

Korpa Anuca reHepupyeT K04, OHa OZHOBPEMEHHO JEIUT KIII0Y He HECKOJIBKO YacTel M 3aTeM IOChIIaeT BCe Ya C-
TH - 3alIA(POBAHHBIE, KOHEYHO - Pa3IMYHBIM JOJDKHOCTHBIM JIMIIaM KoMIlaHuK . Hu oqHa U3 3THX YacTelt cama 1o cebe
HE SIBIAETCS KJII0UOM, HO BCE ATH YacTH MOXHO cOoOpaTh BMECTEe M BOCCTAHOBUTH KJII0Y . Temepb Anmca 3allyIieHa OT
3JI0yMBILIUICHHHUKOB, a B00 - 0T moTepy Bcex MaHHBIX AJIMCHI IOCTIE €€ MOaJaHus MO IPy30BHK . Mim, oHa MOXeT mpo-
CTO XPaHHUTb pa3HbIC YacTH, 3alIM(POBAHHBIE OTKPHITBIMH KII0YaMH COOTBETCTBYIOIIHMX JOJDKHOCTHBIX JIML KOMIIAHHH,
Ha CBOEM JKECTKOM AuCKe. TakuM 00pa3oM, HUKTO HE y4acTBYET B yIPaBJICHHUH KIIOYaMH, ITOKA 3TO HE CTaHeT HeoOX O-
JVMBIM.

Hpyras cxema pesepsupoBanus [188] ucmonp3yer i BpeMEHHOTO YCJIOBHOTO BPYYCHUS KIIIOYEH MHTEIUICKTYal b-
HBIE KapTouku (cM. pazzen 24.13). Anmca MOXXET MOMECTHUTH KITI0Y, KOTOPBIM 3aKPBIT €€ JKeCTKHHA IUCK, Ha MHTEIIE K-
TyaJIbHYIO KapTOUuKy M BbLIaTh ee boOy, moka oHa B oTbe3ne. bob MokeT Mcnonp30BaTh KapTOUKy UL AOCTYIA K JKEC T-
KOMY JUCKY AJHCBI, HO, TaK KaK KJII0Y XpaHUTCS Ha KapTouke, boO He cMoxeT ero y3HaTs . Kpome Toro, Takas cucrema
KOHTpoJIMpyeMa ¢ 00enx cTopoH: bo® MoKeT MpoBepUTh, YTO KIIIOY OTKPHIBAET AUCK AJIHMCHI, a KOrja Annca BepHETCH,
OHa CMOXET MPOBEPHUTb, HCIIOIB30BaAl I b0 pa3 3TOT KoY, U €CIM /12, TO CKOJIBKO pa3 .

B nomoGHO# cxeme He Hy)kHa nepenada AaHHbBIX. 1 OezomacHoro TenedoHa KoY JOKEH CYIIeCTBOBATh TOJIBKO
B TEYEHHE pa3roBopa W He Jonblue. [l XpaHWIMII JaHHBIX, Kak OBUIO ITOKa3aHO, YCIOBHOE BPYYCHHE KIIOUEi MOXKeET
OBbITh HETUIOXO# uaeei. S Tepsiro KIII0YM MPUMEPHO pa3 B IATh JIET, a MOSI MAMSTh MOJIYyYIle, YeM Y MHOTHX . Ecii Obl
200 MWJITMOHOB 4YENOBEK MOJIb30BATUCH Kpunrorpaduei, monodHas yactoTa npuBena Obl K notepe 40 MUIUIMOHOB
KIIIOYEH eXeroJHO. S| XpaHio KoMK KIII0YEH OT MOEro A0Ma y cOocea, MOTOMY YTO 51 MOTYy IOTEPSTh CBOM Kitouu . Eciu
OBl KITIOYH OT JIoMa ObUIM MOMOOHBI KPUIITOTpadHMUECKUM KIFOUaM, TO, MOTEPSIB MX, s HUKOT/IA HE CMOTr Obl MONacTh
BHYTPb U BCTYIUTb B CBOU IIpaBa BiajieHUs. Takke, KaKk s XpaHIO I7e-TO B JIPYrOM MECTE KOIHU CBOUX JAHHBIX, MHE
HMeEEeT CMBICI XPAaHUTh U Pe3epBHBIC KOIIMU MOMX KJIIo4ei mudpoBaHus .

8.9 CkoMnpomeTUpoBaHHbIE KIO4YU

Bce npoTokosbl, METOBI M AJITOPUTMBI ATOM KHUT'HM O€301aCHBI TOJIBKO, €CIIU KIIF0Y (3aKpBITHIA KIIIOY B CUCTEME C
OTKPBITBIMH KITFOUaMH ) OCTaeTcs B TaiiHe. Eciu kio4 AJIMChI YKpaJIeH, MIOTePsH, HareyaTaH B ra3eTe WM CKOMIIPOM e-
THPOBAH UHBIM CIIOCOOOM, TO BCE e¢ 0€30MaCHOCTh UCUE3HET .

Ecnu ckoMnpoMeTHpoBaHHbIM KII0Y MCIIOIB30BAJICS Ul CHMMETPUYIHON KPUNTOCHCTEMBI, AJNCe MPUIETCS U3M €-
HHUTb CBOW KJIIOY U HAJIEATHCS, YTO CIyUYMBIIHMICS yiiepd MUHUMaeH . Eciu 9T0 3aKphITHII KITIOY, €€ POOJIeMbl HAMH O-
ro OoJIbIe, TaK KAaK €€ OTKPBITHIN KIIF0Y MOXKET XPaHUTHCS Ha MHOTHX cepBepax B ceTH. U ecin EBa mosyuut nocryn k
3aKpBITOMY KJIIOYY AJIMCHI, OHA CMOXKET BBIIATh ce0s 3a Hee B 3TOM CETH : YNTaTh MM(POBAHHYIO IOYTY, HOIINUCHIBATH
KOPPECHOH/ICHIINIO U KOHTPAKTHI, U Tak fanee . EBa NeHCTBUTETIEHO CMOXKET CTaTh AJIHCOM.

Ku3HEeHHO HEO0OXO0AUMO, YTOOBI U3BECTHE O KOMIIPOMETAIMH 3aKPBITOrO KIFoYa OBICTPO pacipOCTPaHUIOCh ObI MO
cetd. Hy>KHO HeMeIJIeHHO W3BECTUThH Bce 0a3bl JaHHBIX OTKPBITHIX KIIIOYEH O CIyYHMBIICHCS KOMIPOMETALUH, YTOObI
HHUYEro He I0J03PEBAIOLINIT YeJIOBEK He 3aln(poBa COOOIIEHIE CKOMIPOMETUPOBAHHBIM KITIOYOM .

Xopourio, ecnu Ajnca 3HaeT, Korga ObUT CKOMIIPOMETHpOBaH ee ko4 . Ecnu kirou pacnpenensier KDC, to Anuca
JOJDKHA COOOLIUTE eMy O KoMmpomeranuu cBoero kioua . Ecim KDC He ucnonb3yercs, To el CIefyeT H3BECTUTh BCeX
KOPPECHOH/ICHTOB, KOTOpPbIE MOTYT MOJy4YaTh OT Hee coodIeHust . KTo-To noinkeH omyOiaMkoBaTh TOT (akT, 4To Jodoe
Co00IIIeHHE, MOIYYCHHOE [OCIIe OTePH KITF0ua AJMCOI, SIBISICTCSI OJO3PUTEIBHBIM, H YTO HUKTO HE JOJDKEH HOCHUIATh
coolmieHuss AJice, UCIIONb3ysl COOTBETCTBYIOIIMIT OTKPBITHIN KiTtod . PeKOMeHIyeTcst, 4ToOBI IporpaMmMHoe obecred e-
HHE HCIIOJIb30BAJIO0 KaKKHe-HUOYIb METKH BPEMEHH, TOT/IA MOJIB30BATEIN CMOTYT OIPEICIHTh, KAKHE COOOLICHHS 3aK0 H-
HBI, @ KAKHE [I0/I03PUTEIBHBI .

Ecnu Anuca He 3HaeT TOYHO, KOr/a €€ KJII04 ObUT CKOMIPOMETHPOBAH, TO A0 XYXKE . AJIHCa MOXKET 3aX0TeTh OTKa-
3aThCSl OT KOHTPAKTA, TaK KaK OH IIOJITHCAH BMECTO HEe YEJIOBEKOM, YKPABIINM y Hee K04 . Eciu cucTeMa Jaer Takyro
BO3MOXHOCTb, TO KTO YTOJHO CMOXKET OTKa3aThCsl OT KOHTPAKTa, YTBEPIKAAsl, YTO €ro KI0Y ObLI CKOMIIPOMETHPOBAH
niepe]| mojnucadreM. Bornpoc noimkeH ObITh perieH apOuTpoM .

3710 cepbe3Has npobiieMa MOKa3bIBaeT, KaK OMAcHO Ul AJIMCHI CBSI3bIBATh CBOIO JHYHOCTH C €IMHCTBEHHBIM K IO-
yoM. Jlyde, 4ToObI y ANKCHl OBUTH PA3NIMYHBIE KIIOYU IS PA3IMYHBIX IPHIOKEHHUH - TOYHO TaKoKe, KaK OHa JICPIKHT B



CBOEM KapMaHe (H3MUecKUe KIIOYH I Pa3IMYHbIX 3aMKOB . JIpyrue perieHus 3Toi npoOaeMsl BKIIOYAIOT OUOMETp U-
YeCKHe U3MEPEHHUs], OTPaHNUYEHHSI BO3MOXKHOCTEH HCIIOIb30BaHuUs KIF0Ua, 3a/IePKKU BPEMEHH U BTOPast MOJIIHUCH .

OTH mpoLenypbl U peKOMEHIallM HaBEPHSAKA HE ONTHUMAJIBHBI, HO 3TO JIyYIee, YTO Mbl MOXKEM I10COBETOBATh . Mo-
paib - 3alIMIIAiTe KIIF0YH, U CHIIbHEE BCETO 3allMINANTE 3aKPBIThIEC KIIOUH .

8.10 Bpems Xus3Hu knro4ven

Hu oauu ko4 mm@poBaHus HEMb3s UCIIONIB30BAaTh OECKOHEUHO . Bpems ero neicTBUs JOJDKHO MCTEKaTh aBTOMAT H-
YECKH, TTOJPOOHO MAacHOpTaM U JIMLEH3UAM . BOT HECKOJIBKO IPUYUH 3TOTO

— Yewm nonbIme HCTIOJIB3YETCA KIII0Y, TEM OosbIIe BEPOATHOCTL €r0 KOMIIPOMETAIUH . JIroau 3amuchIBaOT KIIOYH U
TEPAIOT UX. HpOI/ICXO,Z[HT HECYACTHBIC ClIy4au. Ecnu BoI HCIIOJIB3YETE KJIKOY B TEUCHUE I'0/la, TO BEPOATHOCTL €10
KOMIIPOMETAIMU ropa3o BBIIIC, YEM €CIIN OBI BbI HCITOJIB30BAIIH €TI0 TOIBKO OIWH OCHD .

YeM [OBIIE UCIIOIB3YETCS KIIFOY, TEM OOJIbIIE MOTEPH MPH KOMIIPOMETALMH KiIfo4a . ECIn KoY HCIoJb3yeTcs
TOJIBKO U1t KpoBaHusl OAHOTO (PUHAHCOBOTO JOKYMEHTa Ha (haiiii-cepBepe , TO MOTepst KI0Ya 03HAYaeT KOM-
HPOMETALMIO TOJIBKO 3TOr0 JOKyMEHTa . ECIIM TOT jke Camblil KITI0U MCIIONIb3yeTes A mudpoBanus Beeit GprHa H-
coBOM MH(popMaLuK Ha (aili-cepBepe, TO ero NoTeps ropasao 0ojee pa3pylInuTeNbHa .

UeM mombliie UCIIONB3YETCsl KIIFOY, TeM OoJIbllie cO0Na3H MPHIIOKUTh HEOOXOJUMBIE YCHIIMS ISl €r0 BCKPBITHS -
Javke rpy0oit cuioi. BekpbiThe KioYa, MCIHOJNB3yeMOro B TEUEHHE JHS JUIS CBSI3M MEXAY ABYMS BOMHCKUMHU
MOZPa3eICHUSIMH, TTO3BOJIUT YUTATh COOOLICHHS, KOTOPHIMUA OOMEHHMBAIOTCS TIO/IPA3/IeiIeH s, U CO3/1aBaTh MO JI-
JienbHble. BCKpbITHE KIF0UYa, UCIIOJIB3YEMOIO B TEUEHHE I'0Jja BCEM BOGHHOW KOMAaHAHOM CTPYKTYPOii, II03BOJIMIIO
Obl B3JIOMIIMKY B TEUEHHE I'0Jia YUTATh BCE COOOLICHUS, LIMPKYJIUPYIOIIHE B 3TOH CUCTEME IO BCEMY MHpY, U
MOJIENbIBATh UX. B HalleM Mupe 3aKOHYMBILEWCS XOJIOJHBIA BOWHBI KaKOW KIIOY BbIOpaiu ObI [UIsi BCKPBITHS
BbI?

OOBIYHO HAMHOTO JIerde MPOBOJAUTH KPUIITOAHAIN3, MMeS MHOTO IIH(POTEKCTOB, NIM(POBAHHBIX OTHUM H TEM
AKe KITI0YOM.

Jnst moGoro xpunTorpaduyecKoro MpuiIoKeHHss HeoOXOAUMa CTpaTerys, ONpeessIonas JOIyCTUMOE BpeMs KU 3-
HU KJII04Ya. Y Pa3iIuyuHbIX KII0YEH MOTYT ObITh pa3iINyHbIe BpeMeHa JKU3HH . 11 CHCTEM C YCTaHOBJICHHEM COSIUHECHUS,
TaKMX Kak Tele(oH, UMEeT CMBICI HCIIOIb30BaTh KIIIOY TOJBKO B TEUSHHE TelNe(OHHOTO PasroBopa, a Uil HOBOTO pa 3-
TOBOpA - HCIOIB30BaTh HOBBIM KITIOY.

st cucteM, NCTIONB3YIOMMX CIELHaIU3UPOBAHHbIE KaHAJbI CBA3M, BCE HE TAK OYEBHIHO . Y KIIIOUEH HOJDKHO OBITH
OTHOCHUTENBHO KOPOTKOE BPeMs )KM3HH, B 3aBUCHMOCTH OT 3HaYUMOCTHU JAHHBIX M KOJIMYECTBAa AAaHHBIX, 3alIH(ppoBa H-
HBIX B TEYEHHE 33laHHOTO Ieprona. Kitou a7 kaHana CBsI3U CO CKOPOCTHIO nepenadn 1 'uradbut B cekyHIy BO3ZMOXKHO
MPUIETCS MEHATH TOPa3zio Yalle, uyeM [yl MogeMHoro kanana 9600 out/c. Eciu cymectByet apdheKTHBHBIN METO/ 11 e-
penady HOBBIX KIIFOYEH, CEaHCOBBIE KIIFOUH JIOJDKHBI MEHATHCS XOTS Obl €XKEAHEBHO .

Kimoun mmdpoBanust kimoyeld Tak 4acTo MEHATh He HY)XHO . OHH HMCIOJNB3YIOTCS PEAKO (IPHOIM3UTENBHO pa3 B
JeHb) 11 oOMeHa kmodamu. [Ipu sToM mmdpoTrexcTa 11t KPUITOAHATUTHKA 00pa3yeTcst HEMHOTO, a y COOTBETCTBY 10-
IIEr0 OTKPBITOrO TEKCTa HET OMpeneNieHHOW (GopMbl. OmHAKO, ecaM KoY IH(POBaHUA KIIOYEH CKOMIPOMETHPOBAH,
NOTEHIMANBHbIE MOTEePH 4Ype3BbIUalHbI: BcAd HMH(opManus, 3amudpoBaHHas KIIOYaMH, 3alIM(POBaHHBIMH KIIIOUOM
muQpoBaHus KIrodeil. B HEKOTOPBIX NPHIIOKEHHUAX KIIOYH IIH(POBAHUS KITIOYSH 3aMEHSAIOTCS TOJIBKO Pa3 B MECSIl MK
Jlake pa3 B roji. Bam mpuzierca Kak-To ypaBHOBECHTh OINACHOCTb, CBA3aHHYIO C HCIIOJIb30BAHHEM OJHOTO U TOTO K€
KJIF0Ya, ¥ ONACHOCTb, CBSA3aHHYIO C Iepeiaucii HOBOTo KIIroua .

Kurour mmdpoBanus, HCIONB3yeMble MPH MH(ppoBaHUK (PAiIOB TaHHBIX A IJIUTEIBHOTO XPAHEHHUS, HEMb3sI M -
HATh YacTo. DailIbl MOTYT XpaHUTHCS HAa JUCKE 3alIH(POBAHHBIME MECSLAMU HJIM TOAMH, MPEXKIC YeM OHU KOMY-
HUOY/Ab CHOBA MOHA00sTCs. ExxeiHeBHOE NenmppupoBaHne U MOBTOPHOE MIM(POBAHNE HOBBIM KIIFOUYOM HHMKAaK HE IT O-
BBICUT 0€30MacHOCTb, IPOCTO KPUNTOAHAIMTHK IOJTYy4UT OOJbIIC Marepuana it paboTel. PemieHHeM MOXKET MOCITy-
KHUTh MIM(PPOBAHUE KAKAOro (ailiia yHUKAIbHBIM KIHOUYOM W IMOCHeayollee mudpoBaHue Kioden (aitoB kiouom
mmgpoBanus Kmodei. Kirou mudpoBanust Kitouei JomkeH ObITh MO0 3alIOMHEH, JIMOO COXpaHeH B OE30IacHOM Me C-
Te, MOXeT ObITh rae-HuOyapb B ceiide. Koneuno e, morepst 3T0ro Kiroda O3HAYaeT IMOTEPI0 BCEX HHIMBHAYAIbHbBIX
(haiiIoBBIX KITIOUEH.

Bpemst sKU3HH 3aKPBITHIX KIIOYEH T MPUIOKEHUH KPUNTOrpaduu ¢ OTKPHITHIMU KITIOYaMH 3aBHCHT OT HPHIIOK e-
HUA. 3aKpBITHIE KIIOYM U1 TU(POBBIX NOAIMCEH M MACHTU(PUKALMA MOTYT HCIOJIB30BAaThCS TOJaMH (Jake B TEUEHUE
YeJIOBEYECKOH JKM3HM). 3aKphIThle KIIFOYH JUIS POTOKOJIOB OPOCAHUST MOHETBHI MOTYT OBITh YHHYTOXKEHBI cpa3y *ke Il O-
Cclle 3aBepIIeHNs MPOTOKoNa. Jlake ecny cuuraeTcsi, 9To BpeMs 0e30MacHOCTH KIIFoYa IMPUMEPHO PaBHO YEJIOBEUECKOM
XKU3HH, OlaropasyMHee MEHSTh KIIIOY KaXIylo nmapy jeT. Bo MHOIMX 4eTsiX 3aKpbIThble KIIFOUH HCIONB3YIOTCS TOJIBKO
JIBa rofia, 3aTeM I0JIb30BaTellb JOJDKEH MOTYyYUTh HOBBIHM 3aKpbIThIM Kitou . CTapblil KIfo4, TEM HE MEHee, JOIKEH Xp a-
HHUTBCA B CEKpETe Ha Ciydaid, KOr/a MoJib30BaTeNto OyAeT Hy>KHO MOJTBEPAUTD MOJNUCDH, CACIAHHYIO BO BpeMs JeHc T-
Busl craporo kimtoda. Ho 11t moxnucanust HOBBIX JOKYMEHTOB JOJDKEH MCIIONb30BaThCs HOBBIM Kirou. Takas cxema It o-



3BOJIUT YMCHBIIUTH KOJIUYECTBO JOKYMEHTOB, KOTOPOE KPUIITOAHAIUTUK CMOXKET UCIIOJIB30BaTh JJIs1 BCKPBITUSA .

8.11 PaspylueHue Knroyen

[lpyHuMas BO BHUMaHHWE, YTO KJIIOYHM JOJDKHBI PETYJAPHO MEHATHCS, CTapble KIIOYH HEOOXOOUMO YHHUUYTOXKATb.
Crapble KIIOYM UMEIOT OIpeJeIeHHOe 3HaYeHUe, JAKe €CIM OHM HUKOTrZa 0ojblue He MCTONb3yIoTCs. C MX IOMOIIBIO
Bpar CMOXKET MPOYHUTATh CTapble COOOIIEHNMS, 3alIM(pPOBAHHBIC STUMH Kiltouamu [65].

Kiroun JOJDKHBI YHHYTOXKAThCs HajgexHo (cM. pasaen 10.9). Ecnu kirou 3anmcaH Ha Oymaxkke, OyMakKKy HY>KHO
paspesatb U cxeub. [lonb3yliTech KaueCTBEHHBIMI YHHUYTOXKUTEISAMU OyMart, ppIHOK 3aroiHEeH Ne(eKTHBIMH YCTpO H-
CTBaMH. AJITOPUTMBI, OIIMCAHHBIE B 9TOH KHUTE, HAJEKHO IIPOTHBOCTOAT BCKPBITHIO IPyOOIi CHIIOH, CTOsIIEMY MUJUIH O-
HBI I0JJIapOB U TPeOyroleMy MUJUIHOHOB JeT. Eciii Bpar cMoKeT pacKphITh Balll K04, JOOBIB IIOX0 U3MEJIbUCHHBIE
JOKYMEHTBI M3 Balllero MyCOpHHKA M HaHSB COTHIO 0e3pabOTHBIX B KaKOH-HUOYAb OTCTanoi crpaHe 3a 10 LEeHTOB B 4ac
CKJICHBATh BMECTE KyCOYKHU Pa3pe3aHHbIX CTPAHMLI, OH BHITOAHO BIIOXKHT Mapy JECATKOB THICSY IOJUIAPOB .

Ecnu ximod - 3to Mmukpocxema EEPROM, To xi1r0ou He06X0auMO mepenicaTh HeCKOJIbKO pa3. Eciu kirod - 310 MUK-
pocxema EPROM wnnu PROM, To oHa foinkHA OBITH CTEpTa B IIOPOLIOK U pa3BesiHa BO BCe CTOPOHBI . Ecnu kimou xpa-
HHTCA Ha JICKE KOMIIBIOTEPA, IEHCTBUTENbHbBIE OUTHI COOTBETCTBYIOIIETO yYacTKa MaMATH JOJDKHBI OBITH MepPEIHCaHbI
HECKOJIbKO pa3 (cM. pazzen 10.9) uim IUcK J0IDKeH ObITh YHUUTOXKEH .

Bo3moxxHas mpobieMa COCTOUT B TOM, YTO B KOMIIBIOTEPE KITFOUH MOTYT OBITh JIETKO CKOIIMPOBAHBI i COXPAHEHBI BO
MHO)KeCTBE MecCT. JI000it KOMITBIOTED, PEATU3YIOILIHI KaKyI0-IH00 CXeMy YIIPaBJICHHUS HaMsThIO, IIOCTOSHHO BBITPYXK a-
€T IPOrpaMMBbl U3 MaMATH U 3arpyXaeT X obpartHo, ycyryousis npobnemy . Criocoba rapaHTHpPOBATh HAASKHOE YHH -
TOXKCHHE KIIF0Ya B KOMITBIOTEPE HE CYIIECTBYET, OCOOCHHO KOI/a MPOLIECC YHUUTOKCHUSI KOHTPOIUPYETCS OIEPaIo H-
HOM cucteMo KomibroTepa. CamMbIM 03a004YEHHBIM HEOOXOAMMO HCIOIB30BATh CICHHAIBHYIO IPOrpaMMy, KOTOpast Ha
(u3HIecKoM ypOBHE HCKana Obl Ha JHMCKE KOMHUIO KIII0Ya JaXKe B HEUCIIOIb3yeMbIX OJIOKax M 3aTeM cTupaia Obl coo T-
BeTcTBY!IOIIME OJ10KK. He 3a0bIBaiiTe TakKe CTUPaTh BCE BPEMEHHBIX (aiiioB .

8.12 YnpaBneHuMe OTKpPbITbIMU KNnovyamm

Kpunrorpadust ¢ OTKpHITBIMH KIIIOYaMH YIIPOLIAET YIIPABICHUE KIIOYaMH, HO Y HEe eCTh CBOM COOCTBEHHBIE TP O-
OnemMbl. Y KaxI0ro abOHEHTa, HE3aBUCHMO OT YHMCIIA JIIOJICH B CETH, €CTh TOJILKO OJIMH OTKPBITHIM Kimtou . Ecnn Anuca
3axo4eT OTHpaBuTh boOy coolleHue, el mpUIeTcs TAe-T0 HATH OTKPBITHIA Kitod boba. OHa MOXeT jeiicTBOBaTh He-
CKOJIBKUMHM CITOCOOaMHU :

— Tlonyuuts ximou ot boba.
— Tlony4uTh ero U3 HEHTPAITN30BAaHHOHN 0a3bl JAHHBIX .
— Tlony4uts ero u3 cBOei JINYHOM 6a3bl JaAHHBIX .

B pazzmene 2.5 06cyxnatoTcst BO3MOXKHbIE CIIOCOOBI BCKPBITHS KPHIITOTPa(UK C OTKPHITHIMHU KIIIOYaMU , OCHOBaHHBIX
Ha noaMeHe kioda bobda kimouom Mamopu. Hcnonb3yercs cleayromuid cieHapuii: mycTb AJiuca Xo4eT 1ociaTh ¢ 0-
obmenne body. OHa oOparaercst k 6a3e JaHHBIX OTKPBITHIX KIIOYEH W MOJy4aeT OTKpBITHIA Kimtou boda . Ho mouiblit
Mbonnopu nonmensier ko4 boda cBoum codctBeHHbiM . (Ecin Annca 3ampainmBaer K04 HermocpeacTBeHHo y boba,
Mosiopy Uil yCHEIIHOM TOAMEHBI NPHUIETCs MepexBaThTh K04 boba mpu nepenade .) Anmca mudpyer cooOuieHue
K109oM Mbajutopu U otmpasiser ero boOy. Mamnopu nepexBaThiBaeT cOOOLIEHHE, pacIIM(POBBIBACT M YUTAET €rO .
3ateM 1mH(ppyeT OTKPHITHIM KIro4oM boba u otnpasisger no HasHauenuto. Hu boO, Hu Anunca HE 0 4eM HE JOTafblB a-
I0TCA.

3aeepelmbte OMKpblmbsle Kovu

3aBepeHHBIM OTKPLITBIM KJII0YOM, MU CePTH(HHUKATOM, SBIAETCS YeH-TO OTKPBITHIA KIII0Y, IOINUCAHHBIH 3acl y-
JKHMBAIOIMM JOBEPHS JINIIOM . 3aBEPEHHBIE KJIFOUN UCIIOIB3YIOTCSI, YTOOBI TIOMEIIATh MONBITKaM TTOJMEHBI Kiro4ya [879].
3aBepenHblit Kitod boba B 0a3e TaHHBIX OTKPBITHIX KITFOUEH COCTOMT HE TOJBKO M3 OTKphITOro Kiroya bobda . OH coxmep-
KUT MHpopManuio o bobe - ero nms, agpec, U T.4. - U MOANIMCAH KEM-TO, KOMy Anuca foBepseT - TpeHToMm (0OBIYHO
M3BECTHBIM Kak opraH ceprugukamuu, certification authority, unu CA). Ilognucas u kirou, u cBenenusi o booe,
Tpent 3aBepsier, uto MHGopMalusa 0 bobe npaBuIbHA, U OTKPBITBIA KIFOY IPUHAIIIEKUT eMy . Andca MpoBepsieT Mo JI-
much TpeHTa W 3aTeM HCHONb3yeT OTKPBITHIN KoY, YOeIUBIIMCH B TOM, YTO OH NPUHAMISKUT boOy M HuKOMY
JIpyromy. 3aBepeHHbIE KIIOYN MIPAIOT BaXKHYIO POJIb BO MHOTUX IMPOTOKOJIAX C OTKPBITHIMU KJIFoYaMH, Hanpumep, PEM
[825] (cm. pazmen 24.10) u X.509 [304] (cMm. paznen 24.9).

B Takux cucreMax BO3HHMKAaeT CIOXHasg MpoOiieMa, HE MMEIoLIas MPsMOro OTHOLIEHHS K kpurrorpaduu . Kaxos
CMBICII TIpoLeypH! 3aBepeHus ? Wnu, nHaye roBops, KTO I KOro MMEET IOJHOMOYMS BblAaBaTh cepTHdUkaTel ? Kto
YTOZIHO MOYKET 3aBEPHUT CBOEH MOJIMCHIO Uil yTOAHO OTKPBITHIA KJII0Y, HO IOJDKEH JKe OBbITh KaKOH-TO criocod OT¢HIIb T-
POBaTh HEHANEKHBIE CEPTU(HKATHI: HANIPUMEP, OTKPBITHIE KIIOYM COTPYIHHUKOB KOMIIAHUH, 3aBepeHHble CA Ipyroit
koMmnaHuu. OOBIYHO CO3/aeTCs LENoYKa Nepeiaull JOBEpHsi : ONUH HAAEKHBIN OpraH 3aBepseT OTKPBITHIC KJIFOUU JIOB €-



PEHHBIX areHToB, Te cepruduimpyor CA komnanuu, a CA KOMIAHUH 3aBEPSIOT OTKPBITHIEC KIIOYH CBOUX PAOOTHHKOB .
Bort eme Bonpockl, HaJi KOTOPBIMU CTOUT HOXYMATh :

— Kakoii ypoBeHb JOBepHs K Ubei-TO JINYHOCTH 0OecIeunBaeT cepTudukar ?

— KakoBbl B3aumMooTHOLIEHH MEk Ay YeaoBekoM n CA, 3aBEpSIIOLINM €TI0 OTKPBITHIH KITFOU, M KaK 3T OTHOLICHHS
OTpakaroTcs B cepTuduxare?

— Komy MOxHO OBepHUTH OBITH "OJJHUM HAJIEKHBIM OPraHOM", BO3IIIABISIFOLIMM CePTH(HUKAUOHHYIO IIENOYKY ?
— Hackounbko IIMHHON MOXKeET OBbITh CEepTU(HKAIIMOHHAS [IETI0uKa ?

B upeane npexne, uem CA nomgmnuier cepruduxar boba, boOy HyKHO MPOHTH ONpeneseHHy0 IPOLEAYPY aBTOp H-
3anuu. Kpome Toro, 1yt 3aIuThl OT CKOMIIPOMETHPOBAHHBIX KIIFOYEH Ba)KHO HMCIIOJIB30BaTh KaKHe-HUOYIb METKU B e-
MEHH WJIM TIPU3HAKH CpoKa AeicTBus cepTudukara [461].

Hcnonb3oBaHNe METOK BpPEMEHM HeloCTaTodHO. Kiltoum MOryT cTaTh HENpPaBHIBHBIMU 33[0JTO 10 MCTEUEHHS HX
cpoka J100 U3-32 KOMIPOMETAIHH, MO0 10 KaKMM-TO aAMUHHCTPATHBHBIM Npu4uHaM . ClieoBaTeIbHO, BaXKHO, YTOOBI
CA XpaHWII CIIMCOK HENPaBUIBHBIX 3aBEPEHHBIX KIIIOYEH, a MMOJIb30BaTeNM PEryIISIPHO CBEPSUTHCH OBl ¢ 3TUM CIIHCKOM .
Ota npobiemMa OTMEHBI KIIFOUel Bee elle TPYIHA JUIS PEICHUS .

K Tomy sxe, 0HOM Iapbl OTKPBITHIN KIII0OY/3aKPhITHI KIII0Y HEAOCTaTo4YHO . KoHeuHo ke, B M100as Xxopomas peanu-
3allMs KpUNTOTPa(Uy C OTKPHITBIMU KIIIOYaMH JJOJDKHA MCIIONB30BaTh Pa3Hble KIIOYX Uit MHU(POBaHUS U Ui U(p O-
BBIX moimnucei. Takoe paszesneHue paspelaeT pasiaudHble JTO pas3[elcHHE YYUTHIBACT Pa3IMUYHbIE YPOBHH 3alUTHI,
CPOKHU JISHCTBUS, IPOLETYPbl PE3ePBUPOBAHUS, U TaK jaaiee . KTo-To MoxeT noanuceiBarh coodmieHus 2048-0uToBbIM
KJIFOUOM, KOTOPBIA XpaHUTCA HAa MHTEIUIEKTyalbHOM KapTOdKe M JEHCTBYET IABaALATh JIET, a KTO-TO MOXKET UCIIOJb3 O-
BaTh st IM(ppoBaHusi 768-OUTOBBII KIIIOY, KOTOPBIA XPAHUTCS B KOMITBIOTEPE U ACHCTBYET IIECTh MECSIIEB .

OnHako, OJJHOHN mapbl st ITU(GPOBAHUS U OTHOW JUTS MOITHCH TAKXKE HEMOCTATOYHO . 3aKPBITHINA KIIFOU MOXKET HJICH-
THQHUIUPOBATH POJIb YEIOBEKA TAKXKE, KaK M JINYHOCTD, & Y JIFOJCH MOKET OBITh HECKOJIBKO POICH . AHca MOXKET XOTeTh
MOAIKUCATh OJMH JIOKYMEHT Kak JMYHO AJkca, Ipyroi - kak Amuca, Bune-tipesugeHT Monolith, Inc., a Tperuii - kak
Aumca, rmaBa cBoeit oOmmHBI. HekoTopsle W3 3THX KIFOUeH MMEIOT GoJbllice 3HAYCHHE, YeM APYTrHe, MO3TOMY OHH
JIOJDKHBI OBITH JTyHIIle 3aIUIICHBI. AJIHCEe MOKET MTOTPEOOBATHCS XPAHUTH PE3CPBHYIO KOTHIO CBOETO pabovero Kio4a y
COTPYIHHKA OTZeNa GE30IMaCHOCTH, & OHA HE XOYET, YTOOBI y KOMITAHMHU OblIa KOIHS KJII04a, KOTOPHIM OHA MOIMHCcaa
3aKIaqHy0. Anrca coOupaeTcsi MOb30BaThCS HECKOIBKUMHU KPUNTOTPAQUUIECKAMH KIIFOYaMH TOYHO TaKkKe, Kak OHa
HCIIONTB3YET CBSI3KY KIIFOUCH U3 CBOETO KapMaHa .

Pacnpeodenennoe ynpasnenue Knovamu

B HEKOTOpBIX ciTydasx Takoi croco0 IEeHTPaIU30BAaHHOTO YIIPABICHHS KItoyaMu paboTaTh He Oyzer . BosmoxkHo, He
cymiectByer takoro CA, kotopoMy noBepsuti Obl Anuca u bo6. Bo3moxno, Anuca u bo® 1OBepsIOT TOJIBKO CBOMM
Ipy3esM. Bo3moxkHo, Anrica 1 bo6 HUKOMY He TOBEPSIOT.

Pacnpenenennoe ynpasieHne Kiodamu, ucroiasdyemoe B PGP (cm. paszgen 24.12), pemraet 3ty mpoGnemMy ¢ oMmo-
ipto nopyuureneit. [Topydurenu - 3T0 MoIb30BATENM CUCTEMBbI, KOTOPBIE MOINUCHIBAIOT OTKPBITHIC KJIFOUM CBOUX JIP Y-
3eil. Hanpumep, korna o6 co3maer cBoi OTKPBITBIN KITIOY, OH MEpeAaeT KOMUH KITFoua CBOMM JApYy3bsiM - Kapoin u []p ii-
By. OHu 3HatoT bo0a, moaToMy KaxkIplii 13 HUX MOJIIKCHIBaeT K04 boba u Bbimaer boOy komuto cBoeit moamnucu . Te-
nepb, korna bob mpexbaBiIseT CBOM KIIIOY 4y>KOMY YENOBEKY, AJINCE, OH MPEABSBIIET €ro BMECTE C MOIIMICAMHI 3THUX
IByx nopyuureneil. Ecimu Anuca taxxke 3HaeT Kapon u noBepsier eif, y Hee MOsIBIsIeTCs IPUYMHA [TOBEPUTH B IIPABHI b-
HocTh Kmoya bo6a. Ecn Ammca 3naer Kopon u [[piiBa 1 XOTh HEMHOTO AOBEpSIET UM, Y Hee TakXkKe MOSIBISACTCS IpUd H-
Ha MOBEPUTH B MPaBUILHOCTH KiItoya boba . Ecnu ona He 3naer Hu Kapou, Hu [[piiBa y Hee HET MPUYMH JOBEPSITH KITIOUY
boba.

Chycrs kakoe-To Bpemsi bo6 cobeper moxanucu Gosnbliero uncia nopyuureneii . Ecin Anuca n bo6 Bpamarores B
OJTHUX KpyTax, TO ¢ OOJbIIOI BeposTHOCThIO AJca OyJeT 3HaTh OAHOTO M3 mopyunTeneit boba . [{ns npenorspariienus
noAMeHbI MaIUIOpH OJHOTO KIIOYa JPYTUM IOPYYHTENh JOJDKEH OBITH YBEpEH, NMPEkAe YeM MOANHCHIBATH KIII0Y, YTO
9TOT KII0Y MPUHAIEKUT UMEHHO boOy. Moxer ObITh, IOpYydHTENb MOTPEOyeT Nepefayn KIro4a MpU JUYHOW BCTpede
WM 10 Tenedony.

Briroga storo mexanusma - B orcyTcTBUH CA, KOTOPOMY KaKIBIH JOMDKEH JOBEPSTh. A OTpPHUIATENbHONW CTOPOHOM
SIBIISIETCS] OTCYTCTBHE TapaHTHH TOTO, YTO AJHCa, MOJTyYMBIIAs OTKPHITHIN Kirou boba, 3HaeT KOro-To U3 mopy4yurene,
U, CJIeI0BaTEIbHO, HET FAPAaHTHUH, YTO OHA MOBEPHUT B MPABWILHOCTH KITHOUA .



FnaBa 9
Tunbl anropuTMoB U KpunTtorpaduyeckue pexxmmbl

Cy1mecTByeT iBa OCHOBHBIX THIIA CHMMETPHYHBIX aJITOPUTMOB : OJI04YHBIE MH(PBI U TOTOKOBBIE MH(pPHI. Bio4yHbIe
mudpsI paboTaOT ¢ OJIOKAMU OTKPBITOTO TEKCTa U IH(poTeKcTa - 00bIMHO AMMHON 64 OuTa, HO MHOrAA JuTHHEee. Ilo-
TOKOBBIe MH(PBI padoTalOT ¢ OUTOBBIMU MM OAHTOBBIMH MOTOKAMU OTKPBITOTO TEKCTa M IH(POTEKcTa (MHOTIA Ja-
ke ¢ TIOTOKaMH 32-OUTHBIX cioB). brounslil mudp, HCIONB3YIOMMKA OAUH M TOT K€ KIII0Y, IPU MH(PPOBAaHUU BCeraa
IpeBpalaeT OJMH U TOT K€ OJOK OTKPBITOTO TEKCTa B OAMH U TOT Xke 0ok mudporekcta . [loTokoBbIH mudp npu kax-
JIOM MIM(pPOBAHUU NPEBPALIAET OAUH U TOT K€ OMT WJIM OANT OTKPBHITOTO TEKCTA B pasiiMuHble OUTHI WM OalTHI 1K ¢-
pOTeKcTa.

Kpunrorpadguyeckuii peskuM oObIMHO 00beiMHSET 6a30BbIi MIUQP, KAKYI0-TO 00pPaTHYIO CBSA3b M PsIJI TIPOCTHIX OII -
paumii. Orepaniy OpocThl, IOTOMY YTO 0€30MacHOCTh sBJIseTCs: HYHKIMEH Hcmons3yemMoro mudpa, a He pexuma . bo-
Jiee TOro, pexuM mmdpa He JOIDKSH KOMIIPOMETHPOBATH 6E30MaCHOCTh HCIIONIB3YEMOro allfOPHTMA .

CyIIecTBYIOT U IpyrHe CooOpakeHHsT OE30MacHOCTH : JOJDKHA OBITh CKPBITA CTPYKTYpPa OTKPBITOrO TEKCTa, JOJDKCH
OBITh PaHZOMH3HPOBAH BBOA WIK(pA, TODKHO OBITH 3aTPYAHEHO MAHHIYJIMPOBAHHE OTKPBHITHIM TEKCTOM IIOCPEICTBOM
BBOJIa OLIMOOK B IIM(POTEKCT, TODKHO OBITh BO3MOXHO HIM(POBaHUE HECKOJIBKHX COOOIICHUI OJHMM KitodoM . Bcee
9TO OyzeT MoAPOOHO PacCMaTPUBATHCS B CIACAYIONINX pa3ieiax .

Jpyrum BakHbIM cooOpakeHueM siBisieTcss 3PQekTuBHOCTD . [10 3pPEeKTHBHOCTH PexXUM HE MOXKET ObITh CHIIBLHO
XyXKe HCIOJB3yeMOro airoput™a. B HEKOTOPBIX OOCTOSTENHCTBAX BaKHO, YTOOBI pasMep LIM(POTEKCTa COBIAAA C
pa3MepoM OTKPBITOIO TEKCTA.

TperbiM cOOOpaKeHUEM SIBIISIETCSI YCTOWYMBOCTH K cOosM . Jlyist psina mpuiioxkeHuid Tpedyercs pacnapasienBarh
mudpoBaHne WIM JemU(PUPOBAHUE, a JPYTUM HYXKHA BO3MOXKHOCTb BBIIONHHTH Kak MOXKHO OOJBIIYIO
npetoOopaboTKy. B TpeTbux BaxkHO, 4TOOBI Mpoliece AeMMPPHUPOBAHUS YMEN UCTIPABIISTH COOM OUTOB B TIOTOKE MIMQP O-
TEKCTa, a TaKkXkKe ObUI YCTOWYMB K mOTepe u J100aBieHuto OutoB . Kak Oyzer moka3aHo, pa3inyHble PeXXUMBbI 00JaJat0T
Pa3IMYHBIMHU [TOAMHOXKECTBAMHU 3THX Xapa KTEPUCTHK.

9.1 PeXXM 3neKTPOHHOMU WK poBanibHON KHUIMM

Pexxum 3iekTpoHHOI mmdpoBanbHoii kuuru (electronic codebook, ECB) - ato Hanbonee oueBUIHbINH criocob ¥ c-
TOJIb30BaTh OJIOYHBIN MIKQp: OJIOK OTKPHITOrO TEKCTa 3aMeHsieTcs OJI0koM mudpoTekcTa . Tak Kak OUH U TOT e OJIO0K
OTKPBITOI'O TEKCTA 3aMEHSETCSl OJHUM M TeM JKe OJIOKOM HIM(POTEKCTa, TO TEOPETHYECKH BO3MOXHO CO3IaTh MH(p O-
BAIBHYIO KHUTY OJIOKOB OTKPBITOIO TEKCTa U COOTBETCTBYIOIIUX MIM(PpoTeKkcToB . OfHAKO, eciu pa3Mep OJioka - 64 Ou-
Ta, TO KOJI0Bast KHUTa OyieT cocTosTh 3 2% 3ammceii - CIMIIKOM MHOTO [Uisi PEIBAPHTEIBHONO BHIUUCIICHHS M XPAH -
HYA. 1 He 3a0bIBaiiTe, U1 Ka)XIOT0 KIIF0Ya IIOHAJ0OUTCS OTAeIbHAS IN(PoBaIbHAS KHUTA .

D10 camblii Jerkuil pexxuM padboTsl. Bee 6510kn oTKpbITOro TekcTa mmdpyroTes HesaBiucumo . Her HeoOXxoqumMocTu B
MOCTIeI0BATENbHOM MIM(POBaHUN (aiiia, MOXKHO 3amm@poBaTh cHavana 10 OGJIOKOB M3 cepeJuHBI TEKCTa, 3aTeM II O-
creqHue OJIOKW, M HAKOHELl, NepBble. DTO BAKHO M MIM(POBAHHEIX (ailJIoB ¢ IIPOU3BOJIBHBIM JOCTYIIOM, HAIIPUMED,
Juist 6a3 naHHbIX. Eciu 6a3a nanubix 3ammgposana B pexxume ECB, To 5r006as 3anuch MoXeT ObITh J00aBlieHa, YIai e-
Ha , 3amudpoBaHa WK paciM(ppoBaHa HE3aBUCUMO OT JIF00O0i Ipyro 3amucu ( IpH yCIOBHUHM, YTO Kax[as 3aIluch ¢ O-
CTOMT U3 1IeNIoro 4yuciia OokoB mudposanus) . Kpome Toro, 06paborka MoxeT ObITh pacnapajiiesieHa, eclid UCIOb3 Y-
I0TCSL HECKOJIBKO HIM(POBANBHBIX IPOLIECCOPOB, OHM MOTYT HE3aBUCHUMO APYT OT Apyra mmgposaTs win Aemudpup o-
BaTh pa3IMYHbBIC OJIOKH.

[po6nemotii pexxuma ECB siBiisietcst TO, 4TO €CiM y KPUIITOAHAIMTHKA €CTh OTKPBITHIH TEKCT M MHM(POTEKCT IS H e-
CKOJIBKHX COOOIICHHH, OH MOXET Ha4yaTh COCTaBJIATH IIM(POBAIBHYIO KHHUTY, HE 3Has Kioda . B OonbIIMHCTBE peanb-
HBIX CUTyallui parMeHTs! COOOMEHHI UMEIOT TEHICHIIMIO TOBTOPAThCS . B pasnuyHbIX COOOIIEHNSIX MOTI'YT OBITh O M-
HAaKOBbIE OMTOBBIE IOCTIEAOBATEIBHOCTH . Y COOOIICHUH, KOTOPbIE OJ0OHO 3JIEKTPOHHON MOYTE CO3/IAI0TCS KOMIIBIOT e-
POM, MOXKeT OBITh peryisipHas cTpykTypa. CooOIIEeHHs MOTYT MMETh BBICOKYIO CTENIEHb M30BITOYHOCTH MM COIEPKATh
JUTMHHBIE CTPOKHU HYJIEH MM IIPoOenoB.

Ecnu kpunToaHaluTuK 3HaeT, 4To OJOK OTKpbIToro Tekcra "5e081bcS" mpu mmdpoBanuy mpeBpamaercs B OJI0K
nmdporekcra "7ea593a4," To OH MOXKET MIHOBEHHO pacuin(poBaTh 3TOT OJIOK MIMPPOTEKCTa, B KAKOM-OBI JPYTOM C 0-
obreHnu oH He mosiBuiics. Eci B udpoBaHHOM COOOIIEHUH MHOTO ITOBTOPOB, KOTOPBIE UMEIOT TEHACHLIUIO 3aHUMATh
OZIMHAKOBOE MECTO B PA3MYHBIX COOOLICHHUSX, KPUIITOAHAIUTUK MOXET MONYYHTh MHOro mH(popMarmy . OH MOXeT
HOMBITATHCS CTATHCTHYECKU BCKPBITh HCIIONB3YEMBIil OTKPBITHIN TEKCT, HE3aBHCHMO OT CHIIBI OJIOYHOrO IHdpa .

Oco0eHHO YS3BMMBI Ha4aJlo ¥ OKOHYaHHE COOOIIECHHH, Ie HaxoauTcst nHpopMausa o0 oTIpaBUTeNe, MOTydaTene
Jare ¥ T.J. JTa mpobJieMa HHOT/a Ha3bIBAeTCsl CTAHJAAPTHBIMU 3ar0JIOBKAMH 1 CTAHAAPTHHIMY OKOHYAHHSIMM.

[MonoxxutenbHON CTOPOHOM SIBJISETCSI BOBMOXKHOCTD IH(POBATH HECKOJIBKO COOOILICHHUH OJJHUM KIIFOUOM 0€3 CHUXK -



Hus 6e3onacHocT. [1o cyTH, Kaxblil OJOK MOXKHO paccMaTpHBaTh Kak OT/AENIBHOE COOOIlIeHue, H(POBAHHOE TEM JKE
cambIM Kio4oM. Ilpu senmdpupoBanny GUTOBBIC OMIMOKK B IIH(POTEKCTE MPUBOIIT K HEHPABHIBHOMY ACIIHU(PHP O-
BaHHIO COOTBETCTBYIOIIETO GJIOKA OTKPBITOTO TEKCTa, HO HE BIMSIET HAa OCTAJbHON OTKpPBITHIN TekeT . OfHAKO, ecinu OuT
HIA(PPOTEKCTA CIYYailHO MOTEpsSH WM J00aBJeH, TO Bech HOCeAyrommi mudporekctT Oyaer pacimudpoBaH Henp a-
BIJIBHO, €CJIM [UIsS BBIPABHUBAHHS IPAHMUIL OJIOKOB HE HCIIONB3YETCsl KaKas-HHOYIb KaapoBasi CTPYKTypa .

Haouexa

BonbIIMHCTBO COOOIICHUIA TOYHO He JeIsITCsl Ha 64-OuTHBIE (WU JIF00OTo JPYroro pasmepa) OJIokU IUQpoBaHus, B
KOHIIE OOBIYHO OKa3bIBaeTcs ykopoueHHbI 00k . ECB tpebyer ucnosb3oBath 64-0utHbie 610KH . CriocoO0M perieHust
9TOH MpoOJIEeMBI SABIIETCA HAGUBKA.

[Mocnenuuit Giiok JomonHseTcs: (HAOMBAETCs) HEKOTOPBIM PEryJISIPHBIM IIA0JIOHOM - HYJISIMH, €AWHULAMH, Hep e-
IOYIOLIMMHUCS HyJSIMH W €AMHULAMU - JUI IOJIydYeHHs IojHoro Oiyoka . [Ipy HeoOXxoammocTn ymanuth HaOMBKY IOCIE
JnennpupoBaHus 3alMIINTE KOJMYECTBO O0aliTOB HAOWMBKKM B MOCHEqHUII OaiiT nmocnenHero Oioka . Hanpumep, mycts
pa3mep Oiioka - 64 Outa, 1 mocieaAHui OJI0K cocTouT U3 3 OaiitoB (24 Out) . s gomonHeHus Gioka 10 64 O6uT Tped y-
eTcsl ATh 0alTOB, J100aBbTE YeThIpe OaiTa Hynel M nocienHui 6aiT ¢ unuciaom 5. Ilocne nemmdpupoBanus yaaiure
nocneHue 5 6alTOB MocieqHero pacumppoBaHHoro 010ka . UToObl 3TOT MeTo] paboTai NpaBUIIbHO, KaXKI0€ COOOII] e-
HHE JOJDKHO OBITH JOTOJHEHO. Jlake €cM OTKPBITBIH TEKCT COACPKHT LieJ0e YMCiIo OJIOKOB, BaM NPUAETCS 100aBHUTDH
oauH nonHeId 010k, C Apyroi CTOPOHBI, MOXKHO HCHOJBb30BaTh CMMBOJ KOHLA (aiina 111 0003HaueHUs MOCIESIHEro
OaiiTa OTKPBITOrO TEKCTa U JOIOJIHUTH STOT CUMBOJI €r.

Ha 8-if mokaszan apyroil BapuaHT, Ha3bIBacMbIil MOXUIeHHeM mmm@poTekcra [402]. P, ; - mOCIeIHMA MOTHBIA
0JIOK OTKPBITOTO TEKCTa, a P, - TOCIeAHMIA, KOPOTKHIA OJIOK OTKpBITOro TekcTa. C, ; - TOCICAHUN MONHBIA OJI0K nmdp o-
tekcra, u C, - TOCIeAHUH, KOpoTKHid 0ok mmdporekcta. C' - 3TO MPOMEXKYTOUHBIN Pe3yJIbTaT, HE SBJIAIOLIMICS U a-
CTBIO IIEPEaHHOTO MU(POTEKCTA.

Wndpposanne HewndpuposaHne
Pn-1 Pn Cc' Cn-1 Cn C'
Ex 1= Dy Dy
C, C' Ch-1 P, C' Phn-1

Puc. 9-1. Iloxumenue mudporexcra.

9.2 NoBTOp 6noKa

Bonee cepbesHoit nmpodiemoii pexxuma ECB siisieTcst TO, 4TO Bpar MOXKET W3MEHHUTH IU(POBaHHbIE COOOIEHNS, HE
3Hasg KII0Ya WM JaKe alropurMa, 4To0bl 0OOMaHyTh NPEAINOoJIaraeMoro mosydaTens . Brepsele 3Ta mpoOiemsl Oblia
paccmotpena B [291].

JUi1s. WIUTIOCTpany 3TOi IpoGIeMbl PACCMOTPHM CHUCTEMY IIepeladu ACHET, KOTOpas IIEPeBOMNT ACHBIH U3 OaHKa B
6aHK. YToObI 00JErYUTh KHU3Hb OAHKOBCKMX KOMITBIOTEPOB, OAHKH COTJIACOBAIM MPHUMEPHO CIEAYIOUIMN CTaHAAPTHBINA
(opmat cooOIIeHUsT AT epeadn JCHer :

Bauk 1: Ilepemaua 1.5 Bnoka
Bauk 2: Illpuem 1.5 Bnoka
VMg BKJIaOUMKa 6 OJIOKOB
CueT BKJIAOUMKA 2 6Jyoka
CyMMa BkJIana 1 6ok

biok coorBercTByeT 8-OaliTHOMY OyoKy HindpoBanus. CooliieHus mrdpyOTCS ¢ MOMOIBI0 HEKOTOPOTro OJIOYHOTO
anroputMma B pexkume ECB.

MbitopH, KOTOPBIi MOACTYIIHBACT JIMHUIO CBA3H MEXIy OaHKaMu, 6aHKOM AJHCH i 6aHKOM B06a, MOXKET HCIoM b-
30BaTh 3Ty MH(pOpMAaruo i oboramiennst. CHavana, OH MPOrpaMMHPYET CBOW KOMITBIOTED IS 3alMCH BCEX MIH(p O-
BaHHBIX cooOLIeHni n3 6anka Anucel B 0ank boba. 3atem, on nepeBoaut $100 u3 6anka AJchkl Ha CBOM cUeT B OaHK



boba. [Tozxe, OH MOBTOPSIET 3Ty omepawio eme pa3. C MOMOIIBIO CBOETO KOMIIBIOTEpA OH MPOBEPSIET 3aIllCaHHbIE C O-
00LIeHHNS, pa3bICKUBas APy WACHTHYHBIX COOOIICHUH . DTUMHU COOOLICHNSAMH SBIISIOTCS T€ COOOIICHUS, KOTOPBIMH OH
nepesoaut $100 Ha cBoii cuyer. Ecnu OH HAXOMUT HECKOJBKO IMAap OJMHAKOBBIX COOOIICHHUH (4YTO GOIBIIE TTOXOXKE Ha
peanbHyIO JKH3HbB), OH JelaeT ellle OAWH JCHEKHBIH IIePeBOJ M 3allUCHIBACT PE3yNbTaT. B KOHIE KOHIIOB OH CMOXET
BBIICITUTH COOOLIEHNE, KOTOPHIM ObLI POBEJEH UMEHHO €ro IepeBox .

Tenepb OH MOXKET OTIIPABUTH ITO COOOLIECHHUE 110 KaHATy CBs3H, KOoraa 3axo4eT . Kakaoe cooblieHne IpUBEeT K 3a-
YHCIICHUIO Ha ero cueT B Oanke boba eme $100. Korna o6a OaHka cBepsT cBoM NepeBojibl (BO3MOXKHO B KOHIIE JHS ),
OHHU OOHapyIKaT MEePeBOBI-IPU3PAKH, HO €ClIM MAJUIOpH TOCTaTOUHO YMEH, OH yXKe COSKHT B KaKylo-HHOYAb OaHaH o-
BYIO pecryOnuKy Oe3 1oroBopa 06 KCTpaJuIiH, IPUXBATUB C COOOM AeHbrH . U ckopee BCEro OH HCMONBb3YeT CyMMBI
HeckoJIbko Ooubiie $100 1 mpoBepHET Omnepalyio cpasy Uil HECKOJIBKIX OaHKOB .

Ha nepBblif B3r1s1 OaHKM MOTYT JIETKO Ipecedb 3TO, 700aBiIsis METKH BPEMEHH K CBOMM COOOLICHUSM .

MerTka maTe/BpeMeHu 1 6ok
Bauk 1: Ilepemaua 1.5 Bnoka
Bauk 2: Ilpuem 1.5 Bnoka
VMg BKJIaOUMKa 6 OJIOKOB
CueT BKJIaOYMKa 2 6Jyoka
CyMMa BkJana 1 6ok

B Takoii cucreme 1Ba MISHTHYHBIX COOOIIEHHA OyayT J1erko oOHapyKeHsl . TeM He MeHee, ¢ TOMOLIBI0 MeTosa, Ha-
3bIBAEMOT0 MOBTOPOM 0J10Ka, Maiutopu Bee e cMoxkeT oboratuthes. Ha 7-if mokazano, 4ro Majiopu MOKeT coOpath
BOCEMb 0JIOKOB IIM(PPOTEKCTa, COOTBETCTBYIOIIMX €ro MIMEHH U HOMepy cdeTa : O1oku ¢ 5 mo 12. B 3ToT MOMEHT ymecT-
HO JIbSIBOJIBCKH PAaCCMESATHCS, Belb M3IUIOPHU YK€ B MOIHOM TOTOBHOCTH .

Homep Gnoka

1 2 3 4 5 6 7 8 9 10 11 12 13

Metka BaHk BaHk Nwms Cyet Cymma
BpemeHu | oTnpasutens | nonyyatens BKNagunka BKNaauuka
Mone

Puc. 9-2. Baoxu mudpoBanus B 3a1MCcH NPUBEJEHHOr0 NpHUMepa.

OH nepexBaTbiBaeT cooOuieHus u3 banka Anucel B 6ank boba u 3amensier 6yioku ¢ 5 1o 12 cooOuienust Oaiitamu ,
COOTBETCTBYIOIIMMHU €0 UMEHH U HOMeEpY cyeTa. 3aTeM OH IOChUIaeT M3MEHEHHbIe coollieHust B 0ank bobda. Emy nHe
HY’KHO 3HaTh, KTO OBbLI OTIIPAaBUTENIEM JICHET, €My JJa)Ke He HY)KHO 3HATh IIEPEBOAUMYIO CyMMY (XOTsI OH MOXET CBS3aTh
MOAIIPABICHHOE COOOIIEHNE C COOTBETCTBYIOLIMM YBEIIMYEHHEM CBOETO CUeTa M ONPEJCIUTh OJIOKU, COOTBETCTBYIOLIHE
OIIPE/ICIICHHBIM JICHEXKHBIM cyMMaM ). OH POCTO M3MEHSIET UMS U HOMEp CuUeTa Ha CBOM COOCTBEHHBIC U CIICIHUT 32 PO C-
TOM CBOMX JI0XOIOB. (S moMHI0, 4To MbJiopu Hajo ObITH OCTOPOXKHBIM, YTOOBI HE MOIU(HUIMPOBATH COOOIEHUE O
CHSATHHU JICHET, HO TPE/IOJI0KUM Ha MHHYTKY, YTO Y 3THX COOOILICHUH JApyras JJIMHA WM UHOW OTIMYMTEIBbHBIN Ip U-
3HAK.)

Jnst oOHapy>keHus Takoro crocoba OaHkaM OJHOTO JHS He XBaTHUT. Korma oHM CBepsT CBOM IIEPEBObI B KOHIIE JHS,
BCE CyMMBI COBIIaAyT. BO3MOXXHO, 1TOKa HACTOSIIMK BKIaIYMK HE 3aMETUT, YTO €ro BKJIA[bl HE 3a4UCIAIOTCSA Ha CYeT ,
WM TI0Ka KTO-HUOYIb He 0OpaTHT BHUMAaHHE Ha HEOXKHIAHHYIO aKTHBH3ALUIO paboOThI cO cyeToM Mbamiopu, OaHKU He
CMOT'YT 3aMETHTh HUKAKUX CIIEJOB. MAIUIOpH He TJIyN M K 5TOMY BPEMEHH 3aKpOET CBOHM CHYET, U3MEHUT MM U KyIHUT
BUWITY B ApreHTHHE.

baHk# MOTYT MHHEMH3UPOBATH 3Ty MPOOJIEMY, YaCTO MEHSSI CBOM KIIFOYH, HO 3TO O3HA4aeT TOJIbKO, 4To Mbasuiopu
npuzieTcs neiicTBoBaTh nooeicTpee. OnHako, nodasnenne MAC rtaike pemut npodiemy. HecMorpst Ha 3To paccmatp -
BaeMas npobnema GpyHaameHTanbHa it pexnma ECB. Mamtopu yaanaTs, TOBTOPATE WM 3aMEHATH OJIOKH 110 CBOEMY
ycMoTpeHuto. PemeHneM sSBiseTcst crnoco0, Ha3bIBaeMbli CLeNJIeHHEeM.

9.3 Pexxum cuenneHus 6nokoB wudpa

CueruieHne nodaBiisier K 0J04HOMY HIM(BpPY MeXaHM3M OOpaTHOW CBSI3M @ Pe3yJIbTaThl MIM(PPOBAHUS MPEABIIYIHX
O0KOB BAMSIOT Ha mMdpoBaHue TeKylero Onoka. J[pyrumu cioBaMH, KaIblii OJIOK HCIIONB3YETCs ULl H3MEHCHHS
mmgpoBanHus cieayrolero oyoka. Kaxapii 670K MMpPOTEKCTa 3aBUCUT HE TOJIBKO OT IH(pyeMoro 010Ka OTKPBITOTO
TEKCTa, HO U OT BCEX MPEbIIYIIMX OJIOKOB OTKPHITOTO TEKCTA .

B pexume cuensienusi 6;10koB mumgpa (cipher block chaining, CBC) nepen mudpoBanueM Haj OTKPBITBIM T€ K-
CTOM M NpeAblayInuM OiokoM mmumdporekcra BoinonHsercs onepanus XOR. Ha 6-it (a) nmokazano mm¢pposanne CBC B
neiictBun. ,Koraa 670K OTKPHITOTO TEKCTa 3alM(ppoBaH, MOIY4YEHHBIH MU(PPOTEKCT COXPAaHACTCS B perucTpe oopaTHOH
cesi3u. [Ipexxzie uem Oyner 3amdpoBaH cieayronHii OJIOK OTKPBITOrO TeKCTa, OH mojsepraercs onepamun XOR Bmecte



C COZICP)KMMBIM pPEructpa ooparHoi csi3u. Takum 006pa3oM CO3MAI0TCS BXOAHBIC JaHHBIC TS CIICAYIOMIEro dTara mp o-
neaypsl mmpposanus. [ToaydeHHBIH MHOPOTEKCT CHOBA COXPAHSACTCS B PETHCTPE OOPATHOM CBS3M, YTOOBI MOMABEP T-
HyThCs omepari XOR BMecTe co ciemyronmm 6I0KOM OTKPBITOrO TEKCTa, M TakK 10 KoHia coobmuienus . [llupposanue
Ka)XJI0ro 0JIOKa 3aBUCUT OT BCEX HPEIbLIYLIHX OJIOKOB .

Jeumdpupoanue sBisiercs ooOpaTHor onepanueit (cM. Figure 9.3 (0) ). biok mudporekcra pacimgpoBbiBacTcs
KaK OOBIYHO, HO COXPAHSAETCS B PErHCTpe 0OpaTHOH CBA3M . 3aTeM CIeLyIOMMi OJOK AemudpupyeTcst ¥ MOABEPraeTcs
onepanim XOR BMecTe ¢ coepKUMbIM peructpa odpaTHoil cBsizu. Tenepp cieayrommii 6J0K mudpoTeKcTa coxXpaH si-
eTCs B pETUCTpe 0OpaTHOMU CBSI3M, U TaK Janee, 10 KOHIA COOOIEHHS .

MaremMaTu4ecKy 3TO BHIIVIANUT CICIYIONINM 0 Opa3oM:
Ci = Ex(P;® Cyy)

P = Ci.; ® Di(C)

Pig P; Pis; Cis Ci Ci+i
‘VB :r‘r ;,‘V
Ex Ex Ex Dy Dy Dy
—»EP > >
y -~ -~
Cig Ci Ci+i Py P; Pis;
(a) Wndposanne CBC (6) AewndpuposaHne CBC

Puc. 9-3. Pe:kum cuenieHusi 6;10koB mudgpa.

Bexmop unuyuanuzayuu

B pexume CBC oauHakoBble OJIOKH OTKPBITOTO TEKCTA HMPH IM(POBAHUM NEPEXOIAT B pa3inuyHble OJOKH mHdp o-
TEKCTa TOJBKO, €CIIM OTIMYAINCH KAKHE-TO U3 NPEALIECTBYIONINX OJIOKOB OTKPBITOTO TeKCTa . J[Ba MIEHTHYHBIX CO00-
IIEHUs, OAHAKO, OyAyT MH(pPOBaThCA KaK OAUH U TOT ke mudpoTekcT . UTo emre Xyxke, 1Ba OANHAKOBO HAUMHAIOIINXCS
cooOmenus OyayT mMuppoBaThCs OUHAKOBO, IIOKA HE TOSABUTCS IIEPBOE PA3IHIHUE .

VY psizia cooOuieHni MOKET ObITh OJJMHAKOBBIN 3aroJIOBOK - TeMa MUcbMa, cTpoka "From" miu emie 4ro-HUOyab. Xo-
TS TIOBTOp OJ0Ka OymeT HEBO3MOXKECH, TAKOE OMMHAKOBOE HAYAII0 MOXKET MPEJOCTABHUTH KPHUIITOAHAIHUTHKY KaKyro-
HUOYIb TIOJIE3HYI0 HH(POPMAIIHIO .

HN36exath 3TOro MOXHO, IK(PyYs B KauecTBE IIEPBOro 0JI0Ka KaKUe-TO CIIydaiHble JaHHBIE . DTOT OJIOK CIIy4aiHBIX
JIAaHHBIX Ha3bIBAaeTCs BEKTOPOM MHMIManu3aiuu (initialization vector, 1V), nuHuIManu3upyromeil nepeMeHHOH WK Ha-
YaJIbHBIM 3Ha4YeHHEM CLEIUIeHUs. |V He nMeeT HMKAaKoro CMBICIOBOIO 3HAUEHHs, OH HCIOJb3YeTcs TOJBKO IS TOTO,
4TOOBI CIENaTh KKI0e COOOMeHHe yHIKaIBHEIM . Kora momy4aTens pacmmuppoBbIBacT 3TOT OJI0K, OH UCIIONBT3YET €ro
TOJIBKO JUISl 3aIIOJIHEHUS] PerucTpa o0patHoit cBsi3u . Xopomum [V ciayxur merka Bpemenu. Ui ucrnonb3yiite Kakue-
HUOY b CIly4aiiHble OUTEHI.

C ucnonp3oBaHueM 1V cooOIIeHUS ¢ HACHTHYHBIM OTKPBITBIM TEKCTOM IPH MIM(POBAHUH NEPEXOIAT B COOOIICHUS
¢ pa3nuuHbIM mUdpoTekcToM. ClieqoBaTeNnbHO, 3I0YMBIIUIEHHUK HE CMOXKET HPEINpPUHATH IOBTOpP OJ0Ka, W 3aTpy I-
HHTCSA co3laHne MU(poBaIbHON KHUTH . XOTA PEKOMEHIYeTCs UL KAKIOro COOOLIeHHUs, IN(PyeMOro OIHUM U TeM ke
KIIIOYOM, BBIOMpaTh YHUKANBHBIN [V, 3T0 TpeboBaHKE HE ABISIETCS 00S3aTEIBHBIM .

IV He moyKeH XpaHUTBCSA B CEKpeTe, OH MOXET IepeaBaThCs OTKPHITO BMecTe ¢ mudporexcToM . Eciu Bel He 1o-
HHMaeTe MoYeMy, PaCCMOTPUTE CIIeAyroUril oBoj . [lycTh Halle cooOlIeHne COCTOUT W3 HECKONIbKHX OJIOKOB: B, B,
..., Bi. B; umdpyercs Bmecte ¢ V. B, nmdpyercs ¢ ucnons3oBanueM mudporekcra B; B ponu V. B; mmdpyercs ¢
UCIoJb30BaHueM mudporekcra B, B ponu 1V, u tak nanee. Mtak, eciid KoiIn4ecTBO OJIOKOB - 71, TO 11-1 "BEKTOPOB UHH-
nuanu3anuu” OTKPBITHL, JaXe €ClU NMepBoHadanbHbil [V xpanutcs B cexpere. I[loaTomy mpuymH xpaHuTh B cekpere [V
HeT, [V - 310 mpocTo 6J0K-3armyIiKa, MOXKHO CYMTATh €r0 HYJIEBbIM OJIOKOM CLIEIUICHUs B).



Haouexa

HabuBka ucnons3yercs Takxke, kKak 1 B peskume ECB, HO B HEKOTOPBIX MIPUIOKEHUAX pasMep MHUPPOTEKCT JOIKEH
B TOYHOCTH COBIAAATh C Pa3MEPOM OTKPBITOrO TeKcTa. MoseT ObITh, 3amM(ppOBaHHbIN (ailsl JOJDKEeH 3aHATh B TOYH O-
CTH TOT K€ 00BbEM HaMsTH, 4TO  (ailn OTKpBITOro TekcTa. B 3TOM ciiydae mocieaHuii KOpOTKUN OJIOK mpuaeTcst M ¢-
poBatb uHave. [Tycts mocnennuii 610k cocrout 3 / 6utoB. 3anmdpoBas NOCIESIHUI MOJIHBINA 00K, CHOBA 3amudpynTe
mmppoTeKCT, BeiOepHTe cTapiive / OUTOB U BBIOJIHKUTE JUISL HUX U KOpOTKoro Oiioka onepanuio XOR, coznaBast mmd-
pOTEKCT. DTa mporerypa nokasana Ha 5-i.

P, P, P, (j 6uroB puHoi)

N\ %
v
Ne

Ex Ex Ey
BbibpaTtb
nesble
J 6utoB
v v v
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C, (j GUTOB JUTMHO)

Puc. 9-4. IlludpoBanue KOPOTKOro nocieaHero 6;oka B pe:xkume CBC.

CnabocTts 3TOr0 crocoda B TOM, YTO XOTS MDJUIOpH HE CMOXKET PAacKPhITh HOCIEAHHI 00K MH(POTEKCTa, OH M O-
KET CUCTEMAaTHYeCKH M3MEHATh €ro, MEHss OTIebHbIe OuThI mudporekcra . Ecan nmocnennue Heckonabko OMTOB 1 ¢-
POTEKCTa coAepkaT BaXXKHYIO HH(POpPMALHIo, 3T0 omnacHo. Eciu mocneqaue GUTHI IPOCTO COASPIKAT COBET MO IOMOBO -
CTBY, TO HUYETO CTPAIIHOTO.

Jlydmmm crioco6om siBisiercst noxuilenue mudporexcra (cm. 4th) [402]. P, ; - nocneqHuil MOJIHBINA OJIOK OTKPBITOrO
TeKcTa, P, - 3aKII0YUTENbHBIN, KOPOTKHUIA OJIOK OTKpBITOro Tekcra. C,_; - NOCIeHUI MonHbi 610k mmdporekcra, C, -
3aKJIIOYUTEIBbHBIN, KOPOTKHH OJ10K 1mudpoTekcTa. C' - 3TO MPOCTO MPOMEKYTOUHBIH Pe3yNbTaT, HE SIBJSIIOLIMICS 9 a-
CTBIO NepenaHHoro mudporexcra. IIpeMMyIecTBOM 3TOro MeToza SBIAETCS TO, YTO BCE OUTHI OTKPBITOIO TEKCTa €0 O-
IICHUS IPOXOAT Yepe3 alNrOpuTM IH(POBaHN .

P,.1 P, o Cn-1 Cn c’
;\J A4 A4
Dy Dy
Ex Ex
Cn ¢ P Crz ——@P

Cn C' Cn-1 Pn c' Pn-1

Puc. 9-5. Iloxumenue mudporexkcra B pexxume CBC.

Pacnpocmpanenue owuoku

Pexxum CBC xapakrepusyercst psiMoii 00paTHO# CBSA3bIO MIM(PPOTEKCTA MPU MIM(PPOBAHUN 1 UHBEPCHOW 00par-
HOIi cBs3BI0 mHppoTekcTa npu HemdpupoBanud. [Ipy 3TOM NpPUIOKEHHsT JOJKHBI YMETh OOPOTHCS C OIIMOKaMHU .
EnuncTBeHHas OMTOBas OMIMOKA B OJIOKE OTKPBITOTO TEKCTa MOBIWSET Ha JAHHBIH OJOK HIM(POTEKCTa M BCE IMOCH e-
Jyroige 650k mudporekcra. DTo He BaXKHO, [IOTOMY YTO JeMM(pPHUPOBAHUE HHBEPTHPYET 3TOT 3((eKT, 1 BOCCTaHO B-



JICHHBIN OTKPBITHII TEKCT OyZET CoAep)KaTh Ty JKe SIMHCTBECHHYIO OIIHOKY .

Yae BcTpevaroTes: omuOKy mudpoTekcta. OHU JIeTKO MOSBISIIOTCS M3-3a HIyMa JIMHUN Tepeiadyd Wik cOoeB yC T-
poiictB xpanenus. B pexunme CBC ommbka ogHOro 6urta mUQpoTeKcTa BIUSET Ha OJUH OJIOK U OJUH OMT BOCCTAaHO B-
JICHHOTO OTKPBITOTO TeKCTa. BIIOK, COOTBETCTBYIOIIHNIA COIepIKaIeMy OIIHOKY OJIOKY mH(POTEKCTa, HCKKAETCS TIOJIH O-
cThi0. B crienytoiiem 6J0Ke NCKaXaeTcsl €AMHCTBEHHBIM OUT, HAXOSIIMICS B TOW K€ MO3UIMH, YTO M OLIMOOYHBIH OUT .

OT0 CBOWCTBO MpeBpalleHus Mayoi ommOKM H(pOTeKcTa B OONBIIYI0 OMMOKY OTKPHITOTO TEKCTa HAa3bIBACTCS
pacnpocTpaHeHHeM OLIMOKU. DTO SBIAETCS IJIABHBIM HEJOCTATKOM. DTa OIIMOKa HE BIHMAET Ha OJIOKHU, PacIooxe H-
HBIE Yepe3 OMH OT MCIOPUYEHHOTo U jaanee, modtomy pexuMm CBC sBigerca camoBoccTaHaBauBaommmces. Onmoka
BIIUSIET Ha JIBa OJIOKa, HO cUCTeMa MPOJOIDKaeT paboTaTh MPABMIIBHO I BeexX Hociemyromux onokos . CBC mpencras-
nsteT cobolt mpumep 6109HOrO mH(pa, UCIOIB3YEMOro B CaMOCHHXPOHM3UPYIOLIEics MaHepe, HO TOJIBKO Ha OJIOKOBOM
YPOBHE.

Xotst pexxum CBC ObICTpO BOCCTaHABIMBACTCS OT OMTOBOTO cOOsI, OH aDCONIOTHO HE YCTOWYMB K OLIMOKAaM CHHXD O-
Hu3aiuu. Eciu B moTOKe MIM(POTEKCTa TEPsIeTCss WK A00ABIseTCsl OUT, TO IOJOXKEHHE BCEX MOCICAYIONNX OJIOKOB
CIBUTAIOTCS HA OJMH OHT, M HA BBIXOAE AewnpprpoBanus OyIeT CIUIomHoi Mycop . JIrobas KpUnTOCHCTEMa, HCIIOIN b-
sytontast pexxum CBC nomkna obecreunBath LEIOCTHOCTh OJIOYHOM CTPYKTYPHI MO0 MPH HOMOIIM KaApoB, OO ¢ O-
XpaHsist JaHHBIE B CTPYKTYPBI U3 HECKOJIBKUX OJIOKOB.

Bonpocwt 6ezonacnocmu

Psin Bo3MoxHBIX 1Ipobiiem oOycnaBnuBatoTes crpykrypoit CBC. Bo mepBbix, Tak kak 0J0K mn(ppOTeKCTa I0CTaTO 4-
HO MPOCTO BJIMSIET HA CiieAyronuii 010k, MaIiopu MoXKeT TaiiHO 100aBIsITh OJOKH K KOHILY 3alIM(ppOBAHHOTO COOOI e-
Hus. KoneuHo, npu nenmdpupoBaHUM OHU NIPEBPATATCS B YEIyXY, HO B HEKOTOPBIX CHTYaLHSAX 3TO HEXKENATENbHO .

ITpu ucnonb3oBanuu CBC BBl TOIDKHBI CTPYKTYPUPOBATh Bl OTKPHITBIA TEKCT TaK, YTOOBI BBI 3HAIH, TI€ HAXOMS T-
sl KOHIIBI COOOIIEHUH, 1 MOTJIM OOHAPYKUTH H00ABJICHHE JIUIIHUX OJIOKOB .

Bo BTOpBIX, MAILIOpH MOXKET U3MEHHUTH OJI0K HIM(POTEKCTa, U3MEHEHHs ONpeeleHHbIM 00pa3oM Ooku pacuin ¢-
POBaHHOT'O OTKpPBITOro TekcTa. Harnpumep, eciu Maiopu M3MEHUT OJiH OUT mngpoTeKcTa, Bech 010K OyeT paciiu ¢-
POBaH HEHPABHIIBHO, @ B CIEAYIOIIEM OJIOKe B COOTBETCTBYIOIICH NO3UIMK OyaeT HempaBHIbHEIN OUT . Bo3amMoXHEI cu-
TyaluH, KOraa 3T0 HexenareabHo . OTKPBITOe COOOMICHNUS TODKHO 001aqaTh HEKOTOPOH M30BITOYHOCTBIO MJIH CPEAC T-
BaMH UJICHTH(UKAIINY.

HakoHrertr, XoTs1 CTPYKTypa OTKPBITOTO TEKCTa MACKUPYETCSI CIIETIICHHEM , CTPYKTypa O4YeHb JJIHHHBIX COOOIICHNU#T BCe
paBHO Oyzer 3ameTHa. [Tapamokc JHS POXKICHUS PEACKA3hIBACT, UTO TTOCIE 2 ™2 6110KOB, I M - pasmep 6110Ka, TOSIB-
JISIFOTCSl OIMHaKoBbIe O7oKku. /st 64-0utoBoro OJioKa AJMHA TAKOrO COoOOIIeHHs: mpuMepHo paBHbI 32 I'Gaiitam . Ilo-
J00Has pobiieMa BO3HHUKAET TOJIBKO /ISl COOOIICHUH HEMAIICHBKOTO pa3Mepa .

9.4 MNoTokoBbIe WwugpbI

[oTokoBble MWUQPBI MPE0OPa3yIOT OTKPBITHIA TEKCT B MIM(PPOTEKCT 1O OAHOMY OMTY 3a omepauuto . [Ipocreiimast
peanuzanus NoTokoBoro mudpa nokasana Ha 3-i. [eHepaTop MoToKa KJIIO4eii (MHOTAA Ha3bIBaGMbIH TEHEPATOPOM C

OeryuiMM KI04OM) BBLIAET MOTOK OWTOB: kj, kj, k3, ..., k. DTOT MOTOK KItouei (MHOTrZA Ha3bIBAEMBId Oerymmm
KJIFOYOM) ¥ TIOTOK OMTOB OTKPBITOTO TEKCTA, Pj, P2, P3, -.-, Pi» NOABEPralOTCS ONEpalyy "MCKIIoYaroliee Win", u B p e-
3yJIbTaTE MOMY4aeTCsbl IOTOK OUTOB NIM(PPOTEKCTA .

¢ =pi Dk

IIpu nemmdpuposannu onepauust XOR BeImonHsAeTcs Hax OWTaMK MIHMGPOTEKCTa U TEM K€ CaMbIM IOTOKOM KII O~
4eil 4711 BOCCTAHOBJICHUSI OUTOB OTKPBITOTO TEKCTa .

pi=c®k

Taxk xak

pi Dk ®k=p;

3TO paboTaeT MPaBHIIBHO.

be3omacHOCTh CHUCTEMBI ITOJIHOCTBIO 3aBUCUT OT CBOMCTB IeHepaTopa MOToKa Kirouel . Eciiu reneparop 1noroka Kio-
4eil BbIgaeT OECKOHEUHYIO CTPOKY HyJeH, mu(poTekcT OyAeT cOBHAaAaTh ¢ OTKPBITHIM TEKCTOM, U Bce omepauus Oyzner
OeccmbiciienHa. Ecnu reHepaTop MOTOKa KIIOYEH BBIIUIEBBIBACT MOBTOPSIONIMIiCS 16-OUTOBBIN 11a0JIOH, alroput™ 0 y-
net sBisThest mpocthiM XOR ¢ npeneOpexxumo Manol 6e3omnacHOCThi0 (cM. pasznen 1.4). Ecnu reHepaTop motoka Kiio-
4ell BBIIUICBBIBAET OECKOHEYHBIN MOTOK CIYYaiHBIX (II0 HACTOSIIEMY, a HE TICEB/IOCITYyYailHbIX - CM. pa3zen 2.8) OHuTOB,
BBI [TOJTy4aeTe OJHOPA30BbIA OIOKHOT U UIIealIbHYI0 6e30MacHOCTb

Ha nene Ge3omacHOCTb MOTOKOBOTO MIM(pa HAXOAUTCS TAE-TO MexIy npocThiM XOR M 0JHOPa30BBIM OJIOKHOTOM.



I'eneparop moToka Kio4eii co3naeT OUTOBBIA MOTOK, KOTOPBIA MOX0XK Ha CIIy4alHBIN, HO B JAEHCTBUTEIBHOCTH JETE P-
MHHHPOBaH U MOXET ObITh 0€30IIMO0YHO BOCIIPOM3BE/IeH TIpH AcinudpupoBanun . Uem Oivke BBIXOJ TeHepaTopa I1o-
TOKa KIJIIOUEH K ClIy4ailHOMY, TeM OOJIbIle BPEMEHH MOTPeOyeTCsl KPUNTOAHATUTHKY, YTOOBI B3JIOMATh MU .

eHepaTop eHepaTop
NoTOoKa Kritoyen NnoTOoKa Krito4en

Motok| kntoueir K; Motok| kntoueir K;
P, LndpoTekcT R p
I v L4 —> .

OTKpbITbIN U C UV OTKpbITbIN
TEKCT TEKCT
Wndpposanne OewmndpuposaHne

Puc. 9-6. IloTokoBbIii ugp

OJHaKo, €ClIi TeHepaTop MOTOKa KIIFoYeH IPH KaKAOM BKJIIOYEHHH CO3JAaeT OIHMH U TOT )K€ OUTOBBIH MOTOK , TO HC-
HOJIB3YIOLIYIO €r0 KPUIITOCHCTEMY B3JIOMaTh HeTpyaHO . [Tokaxxem Ha mpumepe, moyeMy 3TO TaK.

Ecnu k Ee moman mm@poTekcT 1 COOTBETCTBYIONINIT OTKPBITHINA TEKCT, TO OHA, BbINOJHs onepaiio XOR Hax o1-
KPBITHIM TEKCTOM ¥ IIH(POTEKCTOM, PACKPBIBAET MOTOK Kitouel . My, ecnu y Hee ecTh ABa pa3iM4HbIX MHU(pOTEKCTa,
3aIIM(POBAHHBIX OJMHAKOBBIM KIIFOYOM, OHA MOJKET BBIOJIHHUTH Haj HUMHM onepauuio XOR, moiyuas 1Ba OTKPBITHIX
TeKcTa COOOIIEHHH, Hax KOTOPHIMU BhINosIHeHa orepanust XOR. DTo HeTpyaHO B37IOMaTh, U 3aTEM OHA MOXKET IIOJ Y-
YUTB ITOTOK KIIFOYEH, BBIMONHAA onepanyio XOR Haxg OIHUM U3 OTKPBITHIX TEKCTOB U IIH(POTEKCTOM .

Tenepsb, nepexpaTus Jit000e pyroe MUPPOBAHHOE COOOIICHHE, OHA CMOXKET paciin(poBaTh €ro, UCIIONB3Ys TOJ Y-
YeHHBIH MOTOK Kimouel. Kpome Toro, oHa MoxeT paciuudpoBaTh U IPOYUTATH JI0OOE U3 paHee NepexBauyeHHBIX coo O-
mennii. Korna EBa momy4ut napy OTKpBITHIN TEKCT/IIM(PPOTEKCT, OHA CMOXKET YUTATh BCE .

ITosToMy 1711 BceX MOTOKOBBIX IM(POB UCHONB3YIOTCA KIIIOUH. BbIXon reneparopa moToka Kitouel ssisercs GyH K-
muel kmova. Tenepp, ecnu EBa monydnT nmapy OTKpBITBIH TEKCT/IIU(POTEKCT , OHA CMOXKET YUTATh TOJIBKO TE€ COOOLI e-
HUS, KOTOpBIE 3aU(poBaHbl TeM e KIIo4oM . M3MeHuTe K04, ¥ NIPOTHBHUKY IPUIETCA HayaTh Bce cHavaina . [lorto-
KOBbIe MIH(PbI 0OCOOCHHO MMOJNE3HbI sl MH(poBaHKsS OECKOHEUHBIX MOTOKOB KOMMYHHMKAIIMOHHOTO TpaduKa, Hamp M-
Mep, kaHana T1, CBSA3BbIBAIOLIEro Ba KOMIIBIOTEPA.

I'eHepaTop NoTOKA KJIFOYEH COCTOMT M3 TPeX OCHOBHBIX yacTed (cM. 2nd). BHyTpeHHee COCTOsSIHHE OIUCHIBACT TEK Y-
11Ie€ COCTOSIHME TeHepaTopa IOTOKa Kiroue . JIBa reHeparopa noToka Kirouel, C OAMHAKOBBIM KIIFOUOM U OJJMHAKOBBIM
BHYTPEHHUM COCTOSIHUEM, BBLIAIOT OJJMHAKOBBIEC MOTOKH KItouel . DYHKIUS BBIXOJA 110 BHYTPEHHEMY COCTOSIHHIO I'CH €-
pupyeT OUT moToka Kimodeil. DYHKIUS CIEIYIOMETO COCTOSIHUA M0 BHYTPEHHEMY COCTOSHHIO T€HEPHPYET HOBOE BHY T-
pEHHEE COCTOSHHUE.

BHyTpeHHee
COCTOSIHME

v

DyHKUMA
cnepyoLuero

KNy K COCTOAHUA

v
DyHKUMA
BbIXoAa

Puc. 9-7. YerpoiicTBO reHepaTopa noToka Kjroyeii.



9.5 CaMOCUHXpPOHU3UpYOLWMECcs NOTOKOBLIE WKdhpPbI

B caMoCMHXpPOHM3UPYIOIIMXCHA MOTOKOBBIX MIM(PAX KOKABIA OUT MOTOKA Kitodel siBisiercs: GyHKimei gpukcup o-
BaHHOT'O YHCJIa NpeIbAynX OuToB mudporekcta [1378]. BoeHHbIe Ha3bIBAIOT 3TOT IU(P ABTOKJIIYOM H(POTEK-
cra (ciphertext auto key, CTAK). OcHoBHas unes Obuia 3anarenroBana B 1946 [667].

CaMOCHHXPOHH3UPYIOIINICS TOTOKOBBIN MIM(p Moka3zaH Ha 1-i. BHyTpeHHee cocrosiHue siBiseTcs: GpyHKIHEH mp e-
OpIyIMx 7 OuToB mmdpotekcra. Kpunrtorpaduyecku CloxHOI SBISETCS BBIXOAHAS (YHKLHSA, KOTOpas HCIONB3YET
BHYTPEHHEE COCTOSHHUE Ul TeHepaluy OuTa MOTOKa KI0YeH .

BHyTpeHHee BHyTpeHHee
CcoCTosiHMEe cocTosiHMe
DyHKUMA K DyHKUMA
BbIXoAa BbIXoAa
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Puc. 9-8. CamocuHXpOHM3MPYIOLIHiicsl TeHEPATOP NOTOKA KJII0Yeii.

Tak Kak BHYTPEHHEE COCTOSIHHE IIOJHOCTBIO 3aBHCHUT OT MPEIBIAYIINX 7 IH(PPOTEKCTa, NCMH(pPUPYIOLIII reHepa-
TOP MOTOKA KITFOUCH aBTOMATHYECKH CHHXPOHU3UPYETCS C IIH(PYIOIIM FeHepaTopoM IIOTOKa KITI0UeH, IPUHIB 71 OUTOB
mMppoTeKCTa.

B MHTEIIEKTYa bHBIX PEalH3alHIX dTOr0 PEKHMa KaXI0e COOOIICHHE HAYMHACTCS CIy4YailHbIM 3ar0JI0BKOM T H-
HO#I 77 OUTOB. DTOT 3arofioBoK mu(pyeTcs, nepeaaetcs u 3ateM pacmmdpobiBaetces . PacumdpoBka OyaeT HenpaBHIl b-
HOI, HO TIocIie 3THX 1 OUTOB 00a reHeparopa MoToKa Kitouel OyIyT CHHXPOHU3UPOBAHEI .

Cnaboil CTOPOHOI CaMOCHHXPOHU3UPYIOIIETOcsl IOTOKOBOTO LIN(pa SABIASTCS pacHpocTpaHeHne ommoky . [ ka-
XKIOro OuTa MM(POTEKCTa, UCIIOPUSHHOTrO NPH Tepeade, AeMUpPUPYIOIINNA reHepaTop OTOKa KIII0oYel BhITAeT 7 He-
NPaBUIIBHBIX OUTOB MOTOKA KiItouel . CiieoBaTeNbHO, KAXKIOMY HENPAaBHILHOMY OMTY IMIM(POTEKCTa COOTBETCTBYIOT 7
ommOOK B OTKPBITOM TEKCTE, OKa MCIIOPUECHHBIN OUT He MepecTaHeT BIUATh Ha BHYTPEHHEE COCTOSIHUE .

Bonpocwt 6ezonacnocmu

CaMOCHHXPOHHM3UPYIOLIHECS TOTOKOBBIC IU(PBI TakkKe YyBCTBUTENBHBI K BCKPBITHIO IOBTOPHOI nepenaveii . CHa-
yajia MpIUIopH 3alHCHIBaeT HECKOJIBKO OWUTOB HMIM(POTEKCTa. 3aTeM, IO3JHEE, OH BCTaBIIET 3Ty 3alUCh B TEKYLIHH
tpadux. [locne BbIIaun HEKOTOPOI! YeIyXH, TOKa IPUHUMAIOIIAS CTOPOHA CHHXPOHH3UPYETCS C BCTABICHHON 3aIHChHIO ,
cTapblii mmgpoTekeT Oyner paciidpoBaH Kak HOPMaIbHBIN . Y MPUHUMAIOIIEH CTOPOHBI HET Crocoba y3HaTh, YTO 11 0-
JIy4eHHBIE JIaHHBIE SIBJIIFOTCSI OBTOPHO MeEpenaBacMoi 3amuchio . ECi He HCHob3yoTCsl METKH BpeMeHH, Maiopu
MOXXeT yOequTh OaHK CHOBAa M CHOBA 3a4MCIATH JCHBIH Ha €r0 CUeT , IOBTOPHO IepeiaBasi OJHO U TO XKe COOOIIeHHe
(KOHEYHO, IPH YCIIOBUM, YTO KIIFOU HEe MeHsiIcs ). [lpyrue ciabble MecTa 3TOH CXeMbl MOTYT CTaTh 3aMETHBI IIPH OYEHb
yacToi nepecuHxponuzauuu [408].

9.6 Pexxnm obpaTtHoM cBA3M no wndpy

brounblii mmgp Takxke MOKET ObITh PEATU30BaHbl KaK CAMOCHHXPOHU3UPYIOIIUICS TIOTOKOBBIM MU, TAaKOH p e-
JKMM Ha3bIBAaeTCsl pEIKMMOM 00paTHOit cBs3u mo mmdpy ( cipher-feedback, CFB). B pexxume CBC mudpoBanue e Mor-
JI0 HA4yaThCsl, MIOKA HE IOMyYeH LEIbIi OJOK AaHHBIX. DTO cO31aeT HPOOIEMBl Ul HEKOTOPBIX CETEBBIX NMPUIOKEHUH .
Hamnpumep, B 6e30macHoii ceTeBoi cpejie TEpMHUHAI JIODKEH MMETh BO3MOXKHOCTD TIE€pe/laBaTh INIABHOMY KOMIIBIOTEPY
Ka)X[bIii CUMBOJI Cpa3y, KaK TOJBKO OH BBeleH. Eciu JaHHble Hy>KHO 00pabatbiBaTh Oaiitamu, pexxum CBC raroke He
pabotaer.

B pexxume CFB enununa 3ammdpoBaHHbIX TaHHBIX MOXET ObITh MeHbILE pazMmepa Oiioka . B ciemyromiem npumepe
KaXplid pa3 mudpyercs Tosbko oxua cumBoll ASCII (310 Ha3biBaeTcsi 8-OMTOBBIM MIM(PPOBAHKEM ), HO B YHUCIE 8 HET
HHUYero BoimeOHoro. Bel MoxkeTe mm¢poBaTh JaHHBIE IO OXHOMY OUTY ¢ nomouisio 1-6utoBoro CFB, xoTs ucnonb3o-
BaHHE IJIsl €MHCTBEHHOTO OWTA MOJHOrO HIM(POBaHMS OJNOYHBIM MIMPPOM MOTPEOYEeT MHOTO PECYpPCOB, IMOTOKOBBIN
mudp B 3TOM cirydae Obl1 Obl Haeelt moryynie . (YMeHbLICHHE KOJIWYECTBa LIMKJIOB OIOYHOTO (DMIIBTpa ISt OBBIMIEHHS
ckopocTH He pekoMenayercs [1269].) MoxHo Tarke ucnonb3oBath 64-0utoBblii CFB, win nro6oit n-6urtossiit CFB,
re 7 OoJblile UM PaBHO pa3Mepy OJoka.



Ha 0-ii noka3zan 8-6utoBsiii pexxum CFB, paGoraronuii ¢ 64-OUTOBBIM alropuTMOM . BIIO4YHBII aJropuT™ B pesxrmMe
CFB pabotaer ¢ ouyepezipto, pazmep KOTOPOil paBeH pa3Mepy ucnosbdyemoro Oioka . CHauana odyepenp 3amnoiHeHa 1V,
kak ¥ B pexkxume CBC. Ouepenp mmdpyercs U Ui KpalHUX JIEBBIX BOCbMH OMTOB pe3yibrara BeinonHsercs XOR c
HEPBBIMH 8-OMTOBBIM CHMBOJIOM OTKPBITOrO TEKCTa IS MOJy4eHHUs HepBoro §-0uroBoro cumpoina mudporekcra. T e-
Hepb 3TOT CUMBOI Iepefaercs. Te ke BoceMb OUTOB TakKe MepeaBUTaloTCs Ha MECTO KpalHHX MPaBbIX BOCBMH OHMTOB
oyepeny, a KpalHUMH JIEBBIMH OMTaMM CTaHOBATCSA CleAyIoLIHe BoceMb OMTOB . KpaiiHie BoceMb eBbIX OMTOB OTOp a-
coiBaetcs. Clie/lyIolinii CHMBOJI OTKPBITOTO TeKCTa mndpyeTcs: TeM ke crocodoM . JlemmdpupoBanue sBisercss o0paT-

HBIM 1ipouieccoM. U mudpyroment, u pemdpupyroliieii cropoHo# OJIOYHBIN aNropyuT™M UCHONB3YeTCs B pexkuMe mudp o-
BaHHI.

Ecnu pazmep Os10ka anroput™a - 1, To -0utoBsiii CFB BeIrsiauT crnepyrommm odpasom (cm. -1-if):

Ci =P, ®E(C))

P =C ®E(Cy))
CoBuWroBbIn perncTp CoBuWroBbIn perncTp
a1 -1 ] Py I - |
[ [ 1 [ 1 | | [ [ 1 [
Kniou K ——»| Wndposarve | | Koy K —| Wwndpposarne
/
3 A
/ | ,«/
Cawmbivi neBbi 6anT k; Cawmblin neBbIN G,,alle k;
Pi > » G Ci > » pi
(a) lWndpoeaHue (6) JewmndpupoBaHune

Puc. 9-9. Pesxum 8-6utoBoii o0paTHoii cBsa3u no mudpy.

Pn-I Pn Pn+1

v

Ex Ey

C,,.] Cn Cn+1

Puc. 9-10. n-6uToBsiii CBF ¢ n-6MTOBBIM aJropuT™MomM.

Kaxk u pexxum CBC, pexxum CFB cBsi3biBaeT BMECTE CUMBOJIBI OTKPBITOIO TEKCTa TakK, YTO MIU(PPOTEKCT 3aBUCUT OT
BCEro NPEALIECTBYIOIIETO OTKPHITOTO TEKCTa .

Bexkmop unuyuanuzayuu

Jnst manipanu3anuu npouecca CFB B kauecTBe BXOIHOro 0J0Ka arOpUTMa MOXKET HCIIONB30BATHCS BEKTOP UH M-
muanu3anuu V. Kak u B pexxime CBC IV He Hy)XHO XpaHUTH B CEKpeTe.

Opnako IV nomxken ObiTh yHUKaNBbHBIM. (B omimuune ot pexuma CBC, rae IV He 00s3aH ObITh YHUKAJIBHBIM, XOTS
970 U *kemnarensHo.) Ecim IV B pexxume CFB He yHHKaNleH, KPUNTOAHATIMTHK MOXKET PACKPBITh COOTBETCTBYIOIIHH O T-
KPBITBIN TEKCT. [V J0IDKeH MEHATBCS ISl KKIOT0 COOOMICHHS . DTO MOXET OBITh MOCIIEI0BATENbHBII HOMED, YBEINY H-
BAIOIIMICS ISl KKIOT0 HOBOTO COOOLICHHS M HE MOBTOPSIOLIMICS B TEUCHUE BPEMEHH JKM3HM KIto4a . Eciu naHHbie

mUQpPyIOTCs C UETbI0 MOCIeAYIOIEero XpaneHus, IV Moxer ObITh GyHKIMel HHIEeKCa, HCTIONB3YeMOro IS IIOUCKa Ja H-
HBIX.



Pacnpocmpanenue owmuoKu

B pexume CFB ommbka B OTKPBITOM TEKCTE BIHMSET Ha BECh NOCICAYIONMH ITU(PPOTEKCT, HO CaMOYCTpaHseTCsl TIPH
neumdpupoBanuu. ['opasno nHTEepecHee onmoka B mudporekcre. [lepbiM addexrom cOost Outa mudporexcra sBi si-
eTcst c00it OJHOTO OUTa OTKPBITOTO TEKCTa. 3aTeM OIIMOKA MOMaJaeT B CABUIOBBIM PETUCTp, W TOKa COOWHBIA OUT He
BBIHJIET M3 perucrpa, OyJer (popMHpOBAaThCS HENpaBWIbHBINA IUQpoTekcT . B 8-OutoBom pexume CFB u3-3a c6os
€IMHCTBEHHOr0 OuTa noptarca 9 6aiiToB pacmmdpoBaHHOTO OTKPHITOro TekcTa. [IoToM cucremMa BoccTaHaBIMBAaeTCs, U
BECh IOCIIEAYIOUIMI MIN(PPOTEKCT pacidpoBbIBaCTCs MPaBWIBLHO . B obeM ciyyaii B n-6utoBom pexxume CFB oxna
omnOKa IMUPPOTEKCTa BIHSET Ha ACMIUPPUPOBAHIE TEKYIIETrO U CIeAyIoIMX m/n-1 610koB, rae m - pazmep Ooka.

Bonee ToHKOI Tpo0IIEMOiA, CBSI3aHHOW C TAKOTO poJia PACIPOCTPaHEHHEM OIIUOKH, SBISETCS TO, YTO eciii Masuiopu
3HAET OTKPBITBII TEKCT COOOIIEHNUS, OH MOYKET MOUTpaTh OUTaMM JaHHOTO OJIOKa, 3aCTaBIsA MX PacIIU(POBLIBATECS B
HYy’KHBIE eMy AaHHble. Credyrowuii OI0K IpH AeMM(PUPOBAHUH IIPEBPATHTCA B YEIyXY , HO Bpe[ yKe OyIeT IpHYMHEH.
K ToMmy ke, OH MOXeT, OcTaBasich HEOOHAPY KCHHBIM, MEHSTh OCIEAHNE OUTHI COOOICHNS .

CFB camoBoCCTaHaBIMBAeTCs U IOCHIE OMMOOK CHHXpOHM3anuy . Ommoka nomnajaeT B CABUIOBBIH PETUCTP U, IOKa
OHa HaxoJAUTCs TaM, opTUT 8 OaiiToB nanubix . CFB mpezacrasiser coboit nmpumep 0s104HOTO MK(pa, KOTOPBIH MOXHO
HCIIOJIb30BaTh KaK CAMOCHHXPOHU3UPYIOIIMHCS IIOTOKOBBIH KD (Ha ypoBHE OIOKOB ).

9.7 CUHXPOHHbIEe NOTOKOBLIE WnUgpbI

B cHHXpPOHHOM NMOTOKOBOM HIM(pe MOTOK KIOUEH IeHepUpyeTcs HE3aBUCUMO OT MOTOKa cooOmieHus . BoeHHble
Ha3bIBAIOT ATOT KPP KI04YeBbIM aBTOKIIOUOM (Key Auto-Key, KAK). [pu mmdpoBannu reHepatop moToka Ki -
4ell O/IMH 3a IpyriM BbLIAeT OUTHI MOTOKA Kirouel . [Ipu aemmdprpoBanun Ipyroii reHepaTop MoToKa KIFoUei OJIMH 32
JOPYTUM BBIAAET MACHTHYHBIE OMTHI MOTOKA KiIo4eii. DTo paboraeT, ecnu 00a reHepaTtopa CHHXPOHU3MpPOBaHb! . Eciu
OJIMH M3 HHX IPOIyCKaeT OIMH U3 LHUKIIOB, WM €cIu OUT mudpoTekcTa TepseTcs Ipy nepenaye , To Hocie OMUOKH Ka-
MBI CUMBOJI IIUQPOTEKCTa OyeT paciinppoBaH HEMIPABUIBHO .

Ecnu Takoe cirydaeTcsi, OTIPaBUTENb U MOJIyYaTeNb JODKHBI IOBTOPHO CHHXPOHH3UPOBATH CBOM TEHEPATOPHI TOT O-
Ka KITI0UeH MPexe, 4eM MOKHO OyIeT IpoJgo/pKuTh padoty . UTo ele XyKe, OHU JOJDKHBI BBIIOIHUTD CHHXPOHHU3ALMIO
TaK, 4T0OBI HA OfIHA YACTh [OTOKA KITIOUCH He ObLIa MOBTOPEHA, [TO3TOMY OYCBHIHOE PEIICHHE MEPEBECTH [EHEPaTop B
OoJiee paHHEe COCTOSIHUE HE paboTaer.

IToso)KUTENBbHASL CTOPOHA CHHXPOHHBIX (UIIBTPOB - 3TO OTCYTCTBHE PacipocTpaHeHus omubok . Eciau npu nepenaye
OUT M3MEHHUT CBOE 3HAYCHHUE, YTO HAMHOI'O BEPOSITHEE €r0 IOTEPH, TO TOJIBKO MCIOpPYEHHBINH OMT Oyner aemndpoBaH
HEIPaBWIbHO. Bee MpeiecTByOIHe U MOCIeAYIOIIHE OUTBI HE H3MEHSTCS .

I'eneparop HOJDKEH BBIIABATh OAWH M TOT K€ MOTOK KIIOYEH M Uit mmpoBaHus, U Al AemudpupoBanus, cien o-
BaTeNbHO, BBIXO/ I'eHepaTopa JOJDKeH ObITh mpeponpeneseH . Ecian oH peanusyercss Ha KOHEYHOM aBTOMare (T.€., KO M-
IIBIOTEPE), MOCIIEI0BATEILHOCTh CO BPEMEHEM HOBTOPHUTCS . Takue reHepaTopsl MOTOKA KIIIOYEH Ha3bIBAIOTCSA MEPHOIM-
YeCKHMH. 32 HCKIIIOYEHHEM OHOPA30BbIX OJIOKHOTOB BCE T€HEPaTOPhI IIOTOKA KITIOYEH ABIIAIOTCS IEPHOJUIECKUMU .

I'eneparop noToka KiIto4Yel 1omKeH 001a1aTh JIMHHBIM [IEPHOAOM, HAMHOTO Oojiee JJIMHHBIM, YeM KOJIMYecTBO O H-
TOB, BBIIaBAEMBIX MEXy CMEHOM Kitouel . Ecnu nmepuoj MeHsblle, 4eM pa3Mep OTKPBITOrO TEKCTa, TO Pa3iIMYHbIC YaCTH
OTKpBITOTO TeKCTa OyAyT 3amm(ppoBaHbl OJMHAKOBBIM 00pa30M, UTO CHIIBHO OCiadiseT 0e30macHOCTh cucteMsl . Ecnn
KPUITOAHAJIMTHKY M3BECTHA YacTh OTKPBITOTO TEKCTA, OH MOXKET PAaCKPBITh 4acTh IOTOKA KIIFOUEH M HCIIOIb30BaTh €€
IUISL JanbHEHIIero packphITHSA OTKPBITOTO TEKCTa . Jlaxe eclnu y aHaIUTHKa €CTh TONBKO IMM(POTEKCT, OH MOXKET BBHI-
nonmaute XOR Haj pazaenamu, UQPOBAHHBIMU OJITHAKOBBIM MOTOKOM Kittoueit, u noimyunth XOR cOOTBETCTBYHOLIMX
YYacTKOB OTKpPBITOTO TeKcTa. [Ipu 3TOM HCIOIB3YyEeMBI alrOpUTM IpeBpamaercs B npocroit anroput™ XOR ¢ oueHs
JUIMHHBIM KITFOUOM.

KoHkpeTHas JyiMHA NEpHOJa 3aBHCHT OT MPHIIOKEHUs . ['eHeparop MoToka Kito4eH, IUQPYIOIHA HEeNpepbIBHbINA
xanan T1, 6yaer mupposats 2’ GuT B eHb. [lepro reHepaTopa J0KeH ObITh HA HECKOIBKO MOPSIKOB GOJIBIIE ITOrO
3HAYEHHUS, JaXe eCIIM KIIF0Y MEHASTCs eXeAHEeBHO . Ecn mepuox MMeeT 1OCTaTOYHYIO AIHHY, KIIOY MOXHO OyzmeT M e-
HSTb Pa3 B HEAEINIO WIH J]aXe pa3 B MECSILI .

CHHXPOHHBIC TOTOKOBBIC HIN(PBI TAKKE MPEIOXPAHSIIOT OT JIFOOBIX BCTABOK U yAalCHHIT IH(PPOTEKCTa , TaK KaK OHH
HPHUBOT K MOTEPE CHHXPOHU3AUMK U OyIyT HEMEMIeHHO OOHapyxeHbl . OqHAKO, OHM HE 3alIMIIAIOT MOJTHOCTBIO OT
6uToBbIX cOoeB. Kak 1 npu GiokoBbix mmdpax B pexxume CFB, Masopu MoXkeT U3MEHHUTh OTAENbHBIE OUTHI TIOTOKA.
Ecitit eMy W3BECTEH OTKPBITHIH TEKCT, OH MOXKET U3MEHHUTB 3TH OUTHI TakK, YTOOBI 3TH OUTHI JCIIH(PHPOBAINCEH TaK, KaK
emy Hazno. JanpHelimme OUTHI IpU Aenm(pPUPOBaHUK MPEBPATSTCS B YEMyXy (IIOKa CHCTEMa HE BOCCTAHOBUTCS) , HO B
ONPEACICHHBIX MPUIOKEHHSIX MAJUIOPH MOXKET IIPUHECTH 3aMETHBIH yIuepo .

Bckpvimue ¢cmaekoii

CHHXpOHHBIE TIOTOKOBBIE IU(PHI YyBCTBUTEIIBHBI K BCKPBHITHIO BeTaBkoi [93]. [lycts Mamiopu 3amucan HoTOK
mUQpoTEKCTa, HO HE 3HACT HU OTKPBITOIO TEKCTa, HU MOTOKA KIIIOYeH, NCTIONb30BaHHOTO I MIN(POBAHUSI OTKPHITOTO



TCKCTa.

OpHruHaNbHbIA OTKPBITHIH TeKCT: pl p! p3 Pi OpUruHaIbHBIA MOTOK KO-
yeit: kl k! kj ki OpurunanbHbii mmdpotekct: ¢l ¢! ¢3 ci

Mbaiutopu BeTaBisAeT OAWH U3BECTHBIM €My OHMT, W', B OTKPBITBIN TEKCT 1OCiie pl ¥ 3aTeM IbITaeTCs MOIyYUTh MO H-
(ULIUPOBaHHBIN OTKPBITHIH TEKCT, MH(POBAHHBIA TEM e MOTOKOM Kitoded . OH 3alKChIBACT MOJYYHBIIUICS HOBBIH
HIAPPOTEKCT:

Hogslit otkpbIThil TekeT: pl p’ pl pi pi OpuruHansHelii noToK: k. k! k-i ks k!,
Oo6HoBseHHbIH mmdpoTtekcet: ¢l ¢'z ¢'3 ¢'i ¢'i

Tak kak OH 3HaeT 3HaueHHE p', OH MOXKET ONPEIETUTh BECh OTKPBITHIA TEKCT IIOCIIE 3TOr0 OMTa MO0 OPUTHHAIIBHOMY
Y HOBOMY HIH(POTEKCTaM :
kl=czsp' 3atemp!/ =c! skl kj=c'3 Spt, zatemp3 =c3 Sfc3 kt=c", S
p3, 3areM p,, = cs S ks
Mbsiopu jaxke He HY)KHO 3HaTh TOYHOE TIOJIOKEHHE BCTABJICHHOTO OUTA, OH MOXET MPOCTO CPABHUTH OPUTHHAI b-

HBI ¥ OOHOBJIEHHBII MIN(PPOTEKCTHI, YTOOB! OOHAPYKHUTH, TA€ OHU HAUYMHAIOT OTINYaThes . JJIs mpeoTBpalleH s Tak o-
I'0 BCKPBITUS HUKOTAA HE UCIIONB3YHTE OANH IOTOK KIIFoUel Ui IU(POBaHUs ABYX PA3IMYHBIX COOOIIEHHH .

9.8 Pexunm BbIXogHOM OOpaTHOM CBA3N

Pexxum BoixozHoU obOpatHo# cBsizu (Output-feedback, OFB) npencraBnsier co0oit MeTO UCTIONB30BaHMsT OJIOYHOTO
mudpa B Ka4ecTBE CHHXPOHHOIO MOTOKOBOro mu(pa . IToT pexuM noxox Ha CFB 3a uckmouenuem Toro, 4to # OUTOB
HpeIbIIyIIEro BEIXOAHOrO OJI0Ka CABUIAIOTCS B KpaliHUE MpaBble NO3UIMHU ouepean (cM. -2nd). demmdpupoBanue gB-
Jsietcst 00paTHBIM IporeccoM. Takoil pexxum HasbiBaetcsi n-outoBeiM OFB. U npu mudpoanun, u npu nemmdpup o-
BaHUH OJIOYHBIN aNropuTM paboTaeT B pexume IH(PoBaHus . ITO MHOTAA HAa3bIBAIOT BHYTPeHHeill 00paTHOI CBA3BIO,
MOTOMY YTO MEXaHHM3M OOpaTHOW CBSA3M HE 3aBUCHUT HH OT IOTOKOB OTKPBITOTO TEKCTa, HU OT IIOTOKOB MH(pPOTEKCTa
[291]. Ecnut pa3mep Gioka anroputma n, To n-0utoBblid anroputM OFB BBINISANT, Kak MoKa3aHo Ha :

C,=P, 08!S =*I,-1,) P,=C, © Sh Si = Ek*Si,
I’)

S - COCTOSIHUE, HE3aBHCSLIee HU OT OTKPBITOIO TEKCTa, HH OT mudporekcta . K uncny nonoxurensHeix cBoiicts OFB
OTHOCHUTCS TO, YTO OOJIBIIIAs YaCTh PAOOTHI MOXKET OBITh BBIOJHEHA aBTOHOMHO, JaXKe JI0 TOTO, KaK MOSBHUTCS OTKD bl-
TBIHA TeKCT coobuienns. Korna HakoHel cooOLIeHHe HAKOHEL MOSBUTCS, AT MOMyYeHHs IHU(PPOTEKCTa Hafl COOOICHIEM
U BBIXOJJOM aJITOPUTMa HYXHO OyaeT BHIIOIHUTH oneparuio XOR.

Puc. 9-11. 8-0uToBbIii pexxum

Bexmop unuyuanuzayuu

B caBurossiii peructp OFB taxke cHavana gomkeH ObITh 3arpyxen V. OH JomkeH ObITh YHUKAJIBHBIM, HO COXP a-
HATH €r0 B CEKPeTe He 0053aTENIBHO .

Pacnpocmpanenue owmuoKu

B pexume OFB pacripoctpanenust ommoOku He npoucxoauT. HernpaBuinbHbli OUT 1mudpoTekcTa NpHBOIUT K HEIp a-
BHJIBHOMY OHMTY OTKPBITOTO TEKCTa. DTO MOXKET OBITh IOJIE3HO MPH LU(POBOIL epeadye aHaJIOrOBBIX BEJIMYUH, HAIp U-
Mep OLM(POBAHHOTO 3BYKa WM BUACOM300paKEHUs, KOTJa CIydalHbI cOO Outa NOMyCTUM, HO PaclpOCTpaHEHHE
OMOKH HeXeNaTeIbHO.

C npyroii CTOpPOHBI, IOTEPsI CHHXPOHU3ALMU CMepTeNibHA. Ecn cABUroBbIe perucTpsl MpH MHU(pPOBaHUM U HPH I e-
HKA(GPUPOBAHUH OTIMYAIOTCS, TO BOCCTAHOBJICHHBIN OTKPBITBII TEKCT HpecTaBisieT coboii Oecempiciuiyy . Jlrobas cuc-
TeMa, ucnomb3ytomas pexxum OFB, nomkHa BKIIOYATh MEXaHU3M OOHApYXKEHHs MOTEPU CHHXPOHH3ALMH U MEXaHU3M
3aI0JIHEHUSI 000MX CIBUTOBBIX PETHCTPOB HOBBIM (MM OAMHAKOBBLIM ) IV 171 BOCCTAaHOBIICHUSI CHHXPOHU3ALNH .

Puc. 9-12. n-6urtoBslii OFB ¢ n-6MTOBBIM aJaropuTMOM.

OFB u npoonemst 6e3onacnocmu

Amnamus pexxuma OFB [588, 430, 431, 789] noka3sbiBaet, uro OFB cTrouT Mcnosis30BaTh TOJIBKO, KOr/a pamep 0 0-
paTHOit cBs3M COBMajaaeT ¢ pazmepom Osioka. Hampumep, 64-OMTOBBII aaropuT™M HYXKHO HCIOJIB30BaTh TOJBKO B 64-
outoBoM pexxume OFB. Hecmotpst Ha To, uto npaButenbctBo CLIA paspemraer nist DES u npyrue pazmepst o0paTHbIX



csizeit DES [1143], us6eraiite ux.

Pesxxum OFB Brmonasger XOR Hag mMOTOKOM KITFOYEH M TEKCTOM. DTOT HMOTOK KJIIOYEH CO BpeMEHEM MOBTOPSETC .
BaxHo, 4TOOBI OH HE MOBTOPSIICS UL TOTO e KIIIo4a, B IPOTUBHOM Cllydae Hapylaercs 6esonacHocTs . Korna pasmep
0o0paTHOM CBSI3M paBeH pa3Mepy OJoKa, OJI0uHbIH mHp NepecTaBisieT m-OuToBble 3HaYeHus (e m - 3TO pazmep 0I0-
Ka), U CpelHsis JUHA nukia cocrtasisier 2™ -1, [pu miuHe Giioka 64 6uta 310 OYeHb Ooubioe uncio . Korna pasmep
0o0paTHOM CBSI3U 1 MEHbILIE JUIMHBI OJIOKA, CPEIHss JJIMHA IMKJIa majgaet 1o npubnusurensHo 2"*. Jns 64-0utHOrO
mmgpa 3To TONBKO * - YTO SBHO HEOCTATOYHO.

Ilomokoewie wiugpput é pescume OFB

[MoTtokoBsie mudpsI Takke MoryT pabortarh B pexxume OFB. B aTom citydae kimou BiuseT Ha (QYHKIHMIO CIEIYIONI e-
ro cocTosiHUA (CM. -4-i1). DyHKIMS BBIXOAA HE 3aBUCUT OT KJIFOYa, OUCHb YacTO OHA SIBJISETCS YEM-TO IPOCTBIM, HaIp H-
Mep, OTHUM OUTOM BHYTPEHHETO COCTOSIHUS WM pe3yiabTaToM XOR HECKONbKHX OMTOB BHYTpEHHEro cocTosHus . Kpui-
TOrpauecKy CIOKHOH SABISLETCS (QYHKLMS CIEAYIOIIET0 COCTOSHUS, KOTOPAs 3aBHCHT OT KJIIOYa . DTOT METOJ TaKxKe
Ha3bIBAaCTCs BHYTpPEHHEW oOpaTHO# CBA3pI0 [291], mOTOMY YTO MEXaHU3M OOPaTHOI CBSI3M SABIAETCS BIOKEHHBIM II0
OTHOILICHUIO K QJITOPUTMY T'€HEpALNK KITFOUeH .

Puc. 9-13. I'enepaTop noToxa kJiroueil B pe;kuMe ¢ BbIXOJHOH 00paTHO CBA3bIO.

B oxHOM U3 BapHaHTOB 3TOr0 peXKUMAa KIIFOY OIPeessieT TOJIbKO HayalbHOE COCTOSHUE TeHepaTopa MOTOKA KIIIoUeH .
ITocie Toro, Kak K04 ONPEASTUT BHYTPEHHEE COCTOSHUE I'eHepaTopa, reHepaTop paboTaeT, He MoABeprasch BO3IEHC T-
BUSIM H3BHE.

9.9 Pexxum cuetymka

brnounsle (P B peskuMe CUETYHMKA HCIONIB3YIOT B Ka4eCTBE BXOJOB JITOPUTMa IIOCIENOBaTeIbHbIE HOMEPA
[824, 498, 715]. lns 3anonHeHus periucTpa UCHOJIb3yeTCsl CUSTYHK, a He BBIXOJ] ajroputMa mudposanus . [Tocne mmd-
POBaHMS KaXKIOro OJIOKA CUETYMK MHKPEMEHTUPYETCS Ha OIPEIENICHHYIO KOHCTAHTY, OOBIYHO enuHuLy . [t atoro pe-
JKIIMa CBOMCTBA CHHXPOHHU3AIMK W PacIpOCTpaHEHHs OMMOKH Takue ke, kak u ;i OFB. Pexum cueruymka pemaer
npobemy n-6uroBoro Beixona pexxuma OFB, rae n meHblIe JUIMHBL GJ10Ka.

K cuerunky He mpeabABIAETCA HUKAKMX O0COOBIX TPEOOBaHMIL, OH HE JODKEH MPOXOAUTH IO HOPSIKY BCE BO3MO K-
Hble 3Ha4YeHUs. B kayecTBe BXoza GJIOYHOTO aJIrOPUTMa MOXKHO HCIOJIB30BAaTh I'€HEPATOPbl CITy4YaifHBIX YHCEll, OIUca H-
HbIE B I71aBax 16 u 17, HE3aBUCUMO OT TOTO, ABJIAIOTCS JIM OHU KPUITOrpadudecku O0e30MacHBIMU WIIH HET .

ITomokoesie wiughput ¢ pesxcume cuemuuxa

Y noTokoBbIX MH(POB B PEKUME CUETUUKA MPOCThIC (DYHKIUH CIIEIYIOIIEr0 COCTOSHUS U CIIOXKHBIE (DYHKIIUH BIX O-
Jla, 3aBUCAIIME OT KIfoua. DTOT METOJ, MOKa3aHHBIN Ha -5-U, ObuL1 npemioxkeHn B [498, 715]. dyHkuums ciemyromiero
COCTOSIHUSI MOXET OBITh Y€M-TO IPOCTBIM, HAIPUMEP, CUETYUKOM, JOOABJIAIONIMM CIMHHIYY K MPEAbIIYIIeMYy COCTO S-
HHIO.

Puc. 9-14. T'enepaTop noroka KJio4veii B pe;xuMe c4eTUYHKA.

[ToTokoBbIN MIMGP B peKUME CUETUHKA MOXKET T€HEpUpPOBaTh I-blii OWT, k;, O€3 BbIIAYM BCEX MPEIIIECTBYIOIINX
KITIOYeBbIX OMTOB. IIpOCTO yCTAaHOBUTE CYETUMK BPYUHYIO B i-0¢ BHYTPEHHEE COCTOSHHE M TeHepupyiTe 6ur. JTO mHO-
JIE3HO UL 3aKPBITHS (BailIoB JAHHBIX C HMPOU3BOJIBHBIM IOCTYIOM, MOXKHO paciin(poBaTh KOHKPETHBIA OJIOK HaHHBIX
He paciu(poBbIBast LeNbI (aii.

9.10 fipyrmve pexumbl 6M0YHbIX WKdpoB

Pesicum cuennenus 010K06

Jliist ucnionib30BaHus OJIOYHOTO AITOPUTMA B pexxuMe cueruienus 610koB (block chaining, BC), npocto BbinonHute
XOR Bxopa Gouynoro mmdpa u pesynbrata XOR Beex npeapiaymux 6mokoB mudporexcra. Kak u ginst CBC ucrnosnb-
3yercs [V. MaremaTuuecky 3TO BBIMJISIANT KakK :

C,=Ek(P, QF* F,1=F, ©C, P,=F, ©*(C,); Fi*1=F,
©Ci

Kak u CBC, ob6parHas cBs3b nporecca BC nmpHBOIUT K pacripOCTPaHEHUIO OIIMOKK B OTKPBITOM TeKCTe . [ JlaBHas



npobiiema BC 3akimoyaercss B TOM, 4TO M3-3a TOTO, YTO ACHIM(pPUPOBaHKE OIOKa MH(PPOTEKCTa 3aBUCHT OT BCEX I e-
JBIIYIIMX OJIOKOB IIHU(POTEKCTa, €IMHCTBEHHAs! OIINOKa IU(PPOTEKCTa MPUBEIET K HEMPaBUILHOU paciidpoBke Bcex
MOCIIEYIOIIHMX OJIOKOB IIU(POTEKCTA .

Pestcum pacnpocmpanaiowezoca cyenienusn 610K06 wugpa

Pexxum pacnpocTpaHsiionierocsi cuenjieHus 6,10koB mugpa (propagating cipher block chaining, PCBC) [1080]
moxox Ha pexuM CBC 3a HCKIIOYEHHEM TOTO, YTO M MPEIBLAYLINA OJIOK OTKPHITOTO TEKCTa, M MPEABLIYLIHA OJIO0K
mmdportexcTa noaseprarotes onepauud XOR ¢ TeKylmM OJI0KOM OTKPBITOrO TEKCTa Mepen MndpoBaHUEeM (MU I0CIe
mmgpoBanus) (cM. -6-if).

Ci=E*P, ©OCilOP, 1) P*=Cj1OPi1 ©a*)

PCBC ucnons3yercst B Kerberos Bepcun 4 (cM. pazagen 24.5) Juisi BBINOJIHEHUS 32 OAWH MPOXOJ U IIH(pOBaHUs, U
npoBepku nenocTHocTr. B pexxnme PCBC ommbka mmgporekcra MpUBOAUT K HENPABUIIBHOMY JIeIIH()PUPOBAHUIO BCEX
MOCIIEYIOIINX OJIOKOB. DTO O3HAYAET, YTO MPOBEPKa CTaHIAPTHOrO OJI0Ka B KOHIE COOOIIEHHsI 00ecIeYrBaeT LeNoc T-
HOCTh BCETO COOOIICHMS .

Puc. 9-15. Pe:xxum pacnpocTpaHsiionierocs cuenyieHus 6,i0xoB mudpa.

K HecuacThio B 3TOM pexuMe CcylecTByeT oaHa npoodnema [875]. IlepecraHoBka qByX OJOKOB MIM(PPOTEKCTA MPUB O-
JUT K HENIPaBWIBHON paclM(poBKe OBYX COOTBETCTBYIOIIMX OJIOKOB OTKPBHITOTO TEKCTa , HO W3-3a MPHPOJBI OIEPALUH
XOR Ha/i OTKPBITHIM TEKCTOM H HIM(POTEKCTOM , JAJIbHEHIIIE OMIMOKN KoMIieHcupytoTes. [loaTomy, ecnu nipu mposep-
K€ LEJTOCTHOCTH IIPOBEPSIOTCSA TONBKO HECKOJIBKO IMOCIEAHHX OJIOKOB PacuIM(POBAHHOTO OTKPHITOIO TEKCTa, MOXKHO
MOJyYUTh YACTUYHO UCTIOPUYEHHOE COOOMIEHE . XOTsI HUKTO 10 CHX IOp HE JoAyMaJics, Kak BOCIIONb30BaThCs 3TOH ¢ a-
6octhio, Kerberos Bepcuu 5 nociie oOHapyskeHust ommOku nepekirodaercs B pexum CBC.

Cuennenue 610K06 wiupa ¢ KOHMPOIALHOU CYMMOIl

Cuenienne 6,10k0B mmM@pa ¢ KOHTPOIALHOI cymmoii (cipher block chaining with checksum, CBCC) npencras-
nsiet coboii Bapuant CBC [1618]. Coxpansiiite 3Hauenne XOR Bcex yke 3amudpoBaHHBIX OJIOKOB OTKPBITOTO TEKCTA ,
BBITIONHSAS JUIS KXKJIOTO TEKyIIero 0JIoka OTKPBITOro TekcTa mnepex ero mmdposanueM XOR ¢ coxpaHseMbIM 3Ha4YeHH-
em. CBCC obGecnieunBaer, 4to J11000€ U3MEHEHHUE J1I000r0 OJ0Ka mM(POTEKCTa U3MEHUT Pe3yJIbTar ASIH(POBKH I 0-
cnennero Oioka. Ecnu mocienHuit GJIOK CONEPKUT KaKylo-HUOYIb KOHCTaHTY WIIH CITYXKUT JUIS IIPOBEPKHU LEITOCTHOCTH |,
TO LEIOCTHOCTH pacIN(POBAHHOTO OTKPBHITOTO TEKCTa MOXET ObITh NPOBEPEHA ¢ MUHUMAJIbHBIMU JOTOIHUTEILHBIMU
HaKJIaIHBIMH PacXOJaMHu.

Buvixoonasa obpamnasn cea3v c HeluHenHOU PyHKyuei

BeixonHast oOpatHas cBsi3b ¢ HenuHerHON (yHkiped (output feedback with a nonlinear function, OFBNLF) [777]
npezncrasisieT codoit Bapuant 1 OFB, u ECB, rue ximou u3MeHseTcs ¢ KaKAbIM OJIOKOM :

C, = Ek*P* K* = Edit, ,1 P, = a*,); Ki = E*K, ])

Omnbka otHOro 6UTa MUPPOTEKCTa PACIIPOCTPAHSIETCS TOIBLKO Ha OJJMH OJIOK OTKphITOro Tekcra . OqHako, ecinu OuT
TepsieTcst WK I00aBIseTCs], TO omMbKa pacipocTpaHsercs 10 6eckoHedHOCTH . C GJIOUHBIM aJIrOPUTMOM, HCIOJIB3Y FO-
IIMM CJIOXKHBIH aJrOPUTM ILIAHHUPOBAHUS KIIIOYEHl, 3TOT pexkuM paboTaeT MEJICHHO . 5] He 3HA0, KaK BBIIOIHATE KPH M-
TOAHAJIN3 ITOrO PEKHUMA.

IlIpouue pexcumut

B03MOXHBI U APYTHE PEXKUMBI, XOTSI OHH HCIIONBb3YOTCs HewacTo . ClerieHne 6J0KoB oTKphIToro tekcra (plaintext
block chaining, PBC) noxoxe na CBC 3a uckitouenreM toro, 4ro onepanus XOR BbInonHseTcs: 1is ¢ 6JI0Ka OTKP bl-
TOTO TEKCTA U UL MPEBIAYIIEro OI0Ka OTKPBITOTO TEKCTa, a He Ooka nmdporekcra . OOpaTHast CBSI3b MO OTKPHITOMY
tekery (plaintext feedback, PFB) noxoxa na CFB 3a uckitodeHreM Toro, 4to Jyisi 0OpaTHOW CBSI3U HCIOJIB3YeTCsl He
MIH(POTEKCT, @ OTKPHITHINA TeKeT. CYIIECTBYeT TakkKe CLUCIUICHHE OJI0KOB MH(PPOTEKCTa 10 PA3IMYUIM OTKPHITOTO TE K-
cra (cipher block chaining of plaintext difference, CBCPD). 5 yBepeH, 4To MOXHO HaWTH €llle TAMHCTBEHHEE .

Ecnu y xpunroaHanuTHKa €CTh MalllMHA VISl TIOUCKA KIII0Yed rpy0oil CHIION, TO OH CMOXET PACKPBITh KIIIOY, €CIn
yragaer oguH U3 OJIOKOB OTKPBITOro TekcTa. HekoTopble M3 YIOMSHYTHIX CTPAHHBIX PEKHMOB, 110 CYTH, SBIIIIOTCA [ O-
HIOJIHUTENBHBIM IIH(POBAHUEM IIepe]] HCIIOIb30BaHNEM alropuTMa mudposanus : HanpuMep, XOR Tekcra U Gpukcupo-
BaHHOM CEKPETHOW CTPOKH WM IepecTaHOBKa TekcTa. [louTn Bce OTKIOHEHMS OT CTaHAAPTOB IOMELIAIOT IOJOOHOMY
KPUITOAHAIN3Y .



9.11 Bbibop pexunma wudcpa

Ecnu Baieit ocHOBHOM 3a00TOM SIBIISIIOTCSL CKOPOCTh | mpocToTa , To ECB siBisieTcs caMbIM ITPOCTBIM M CaMbIM O bI-
CTPBIM CHOCOOOM HCIONB30BaTh OnouHbIM mHdp . [ToMHMO ySI3BUMOCTH K BCKPBITHIO IIOBTOPOM, aIlOPHTM B PEKHME
ECB mpotiie Bcero kpuntoaHaiu3upoBath . S He coBeTyro ucnoib3oBath ECB st midpoBanust cooOmeHu .

ECB xopo1io ucrnosis30BaTh i MUA(PPOBAHUS CIIyYalHBIX JaHHBIX, HAPUMeEp, Ipyrux kirodel . Tak kak JaHHbIC
HEBEJIMKH I10 pa3Mepy U ciaydaiHbl, Hegoctarku ECB He cylecTBEHHBI A7l TAKOTO IPUMEHEHUS .

Jnst o6bruHOTO OTKpBITOro Tekcra ucnonbdyiite CBC, CFB nnn OFB. KoHKpeTHbIH peskiM 3aBUCUT OT BalKUX TP €-
OoBanuii. B mpuBeneHsl 6€30MacHOCTh ¥ 3P(PEKTUBHOCTD PA3INYHBIX PEKUMOB .

Jnst mmdposanust ¢aitino ny4nie Becero noaxoant CBC. 3HaunTensHO yBeInunBaeTcs 0e301acHOCTh, W TIPH 110 B-
JIGHUH OIIMOOK B XPaHMMBIX JaHHBIX IIOYTH HUKOTAA He OblBaeT cOOCB CHHXPOHM3aIMH . Ecnu Bamie npuioxeHHe -
nporpamMmuoe, To CBC mouTu Bcerja OyneT JIy4iuM BEIOOPOM .

Tao6ua. 9-1.
Kpatkuii 0030p peskxumMoB paGoThl 0,104HBIX HIK(POB

ECB:
Security:
-Plaintext patterns are not concealed.
- Input to the block cipher Is not randomlzed; It Is the same as the plaintext. + More than one message can be encrypted with the same
- plaintext Is easy to manipulate; blocks can be removed, repeated, or Interchanged.
Efficiency: + Speed is the same as the block cipher.
- Clphertext Is up to one block longer than the plaintext, due to padding.

- No preprocessing is possible. *Processing is paraUelizable.

Fault-tolerance:
-A ciphertext error affects one full block of plaintext.

- Synchronization error is unrecoverable.

CFB:
Security:

+ Plaintext patterns are concealed. + Input to the block cipher is randomized. + More than one message can be encrypted with the same key, provided
that a different IV is used. +/- Plaintext is somewhat difficult to manipulate; blocks call be removed from the beginning and end of the message, bits of the
first block can be changed, and repetition allows some controlled changes.

Efficiency: + Speed is the same as the block cipher.
- Ciphertext is the same size as the plaintext, not counting the I'V.
+/- Encryption is not paraUelizable; decryption is paral- Idizable and has a random-access property.

- Some preprocessing is possible before a block is seen; the Previous ciphertext block can be encrypted. +/- Encryption is not parallelizable; decry p-
tion is paral- felizable and has a random-access property.

F'auh-toterance:
-A ciphertext error affects the corresponding bit of plaintext and the next full block.

+ Synchronization errors of full block sizes are recoverable. I. -bit CFB can recover from the addition or loss of single bits.

cbe:

Security:

+ Plaintext patterns are concealed by XORing with previous ciphertext block.

+ Input to the block cipher is randomized by XORing with the previous ciphertext block.
+ More than one message can be encrypted with the same key.

+/- Plaintext is somewhat difficult to manipulate; blocks can be removed from the beginning and end of the message, bits of the first block can be
changed, and repetition allows some controlled changes.

Efficiency: + Speed is the same as the block cipher.
- Ciphertext is up to one block longer than the plaintext, not counting the IV.
- No preprocessing is possible.
+/- Encryption is not paraUelizable; decryption is paral- lelizable and has a random-access property.
Wau*-toterance:

- A ciphertext error affects one full block of plaintext and the corresponding bit in the next block.



- Synchronization error is unrecoverable.

OFB/Counter:

Security;

+ Plaintext patterns are concealed. + Input to the block cipher is randomized. + More than one message can be encrypted with the same key, provided
that a different IV is used. - Plaintext is very easy to manipulate; any change in ciphertext directly affects the plaintext.

C*Iclency: + Speed is the same as the block cipher.

- Ciphertext is the same size as the plaintext, not counting the IV. + Processing is possible before the message is seen.
-/+ OFB processing is not paraUelizable; counter processing is paraUelizable.

Fau*t-tolerance:

+ A ciphertext error affects only the corresponding bit of plaintext. - Synchronization error is unrecoverable.



CFB-specifically 8-bit CFB-is generally the mode o/ choice for encrypting streams of characters when each char-
acter has to be treated individually, as in a link between a terminal and a host. OFB is most often used in high-speed
synchronous systems where error propagation is intolerable. OFB is also the mode of choice if preprocessing is r e-
quired.

OFB is the mode of choice in a error-prone environment, because it has no error extension.

Stay away from the weird modes. One of the four basic modes-ECB, CBC, OFB, and CFB-is suitable for almost
any application. These modes are not overly complex and probably do not reduce the security of the system. While it is
possible that a complicated mode might increase the security of a system, most likely it just increases the complexity.
None of the weird modes has any better error propagation or error recovery characteristics.

9.12 INTERLEAVING

With most modes, encryption of a bit (or block) depends on the encryption of the previous bits (or blocks). This can
often make it impossible to parallelize encryption. For example, consider a hardware box that does encryption in CBC
mode. Even if the box contains four encryption chips, only one can work at any time. The next chip needs the results
of the previous chip before it starts working.

The solution is to interleave multiple encryption streams. (This is not multiple encryption; that's covered in Se c-
tions 15.1 and 15.2). Instead of a single CBC chain, use four. The first, fifth, and every fourth block thereafter are e n-
crypted in CBC mode with one IV. The second, sixth, and every fourth block thereafter are encrypted in CBC mode
with another IV, and so on. The total IV is much longer than it would have been without interleaving.

Think of it as encrypting four different messages with the same key and four different [Vs. These messages are all i nterleaved.

This trick can also be used to increase the overall speed of hardware encryption. If you have three encryption chips, each ¢ a-
pable of encrypting data at 33 megabits/second, you can interleave them to encrypt a single 100 megabit/second data channel.

Figure 9.16 shows three parallel streams interleaved in CFB mode. The idea can also work in CBC and OFB modes, and with
any number of parallel streams. Just remember that each stream needs its own IV. Don't share.

9.13 BLOCK CIPHERS VERSUS STREAM CIPHERS

Although block and stream ciphers are very different, block ciphers can be implemented as stream ciphers and stream ciphers
can be implemented as block ciphers. The best definition of the difference I've found is from Ranier Rueppel [1362.]:

Block ciphers operate on data with a fixed transformation on large blocks of plaintext data; stream ciphers ope r-
ate with a time-varying transformation on individual plaintext digits.

Figure 9.16 Interleavingthtee CFB encryptions.

In the real world, block ciphers seem to be more general (i.e., they can be used in any of the four modes) and stream ciphers
seem to be easier to analyze mathematically. There is a large body of theoretical work on the analysis and design of stream c i-
phers-most of it done in Europe, for some reason. They have been used by the world's militaries since the invention of electronics.
This seems to be changing; recently a whole slew of theoretical papers have been written on block cipher design. Maybe soon
there will be a theory of block cipher design as rich as our current theory of stream cipher d esign.

Otherwise, the differences between stream ciphers and block ciphers are in the implementation. Stream ciphers that only e n-
crypt and decrypt data one bit at a time are not really suitable for software implementation. Block ciphers can be easier to impl e-
ment in software, because they often avoid time-consuming bit manipulations and they operate on data in computer-sized blocks.
On the other hand, stream ciphers can be more suitable for hardware implementation because they can be implemented very eff i-
ciently in silicon.

These are important considerations. It makes sense for a hardware encryption device on a digital communications channel to
encrypt the individual bits as they go by. This is what the device sees. On the other hand, it makes no sense for a software encry p-
tion device to encrypt each individual bit separately. There are some specific instances where bit- and byte-wise encryption might
be necessary in a computer system-encrypting the link between the keyboard and the CPU, for example-but generally the encry p-
tion block should be at least the width of the data bus.



NnaBa 10 Using Algorithms

Think of security - data security, communications security, information security, whatever - as a chain. The security of the
entire system is only as strong as the weakest link. Everything has to be secure: cryptographic algorithms, protocols, key manag e-
ment, and more. If your algorithms are great but your random-number generator stinks, any smart cryptanalyst is going to attack
your system through the random-number generation. If you patch that hole but forget to securely erase a memory location that
contains the key, a cryptanalyst will break your system via that route. If you do everything right and accidentally e-mail a copy of
your secure files to The Wall Street Journal, you might as well not have bothered.

It's not fair. As the designer of a secure system, you have to think of every possible means of attack and protect against them
all, but a cryptanalyst only has to find one hole in your security and exploit it.

Cryptography is only a part of security, and often a very small part. It is the mathematics of making a system secure, which is
different from actually making a system secure. Cryptography has its "size queens": people who spend so much time arguing about
how long a key should be that they forget about everything else. If the secret police want to know what is on your computer, it is
far easier for them to break into your house and install a camera that can record what is on your computer screen than it is for them
to cryptanalyze your hard drive.

Additionally, the traditional view of computer cryptography as "spy versus spy" technology is becoming increasingly ina p-
propriate. Over 99 percent of the cryptography used in the world is not protecting military secrets; it's in applications such as bank
cards, pay-TV, road tolls, office building and computer access tokens, lottery terminals, and prepayment electricity meters [43,44].
In these applications, the role of cryptography is to make petty crime slightly more difficult; the paradigm of the well-funded a d-
versary with a rabbit warren of cryptanalysts and roomsful of computers just doesn't apply.

Most of those applications have used lousy cryptography, but successful attacks against them had nothing to do with cry p-
tanalysts. They involved crooked employees, clever sting operations, stupid implementations, integration blunders, and random
idiocies. (I strongly recommend Ross Anderson's paper, "Why Cryptosytems Fail" [44]; it should be required reading for anyone
involved in this field.) Even the NSA has admitted that most security failures in its area of interest are due to failures in impl e-
mentation, and not failures in algorithms or protocols [1119]. In these instances it didn't matter how good the cryptography was;
the successful attacks bypassed it completely.

10.1 CHOOSING AN ALGORITHM

When it comes to evaluating and choosing algorithms, people have several alternatives:

- They can choose a published algorithm, based on the belief that a published algorithm has been scrutinized by many cry p-
tographers; if no one has broken the algorithm yet, then it must be pretty good.

- They can trust a manufacturer, based on the belief that a well-known manufacturer has a reputation to uphold and is u n-
likely to risk that reputation by selling equipment or programs with inferior algorithms.

- They can trust a private consultant, based on the belief that an impartial consultant is best equipped to make a reliable
evaluation of different algorithms.

- They can trust the government, based on the belief that the government is trustworthy and wouldn't steer its citizens wrong.

- They can write their own algorithms, based on the belief that their cryptographic ability is second-to-none and that they
should trust nobody but themselves.

Any of these alternatives is problematic, but the first seems to be the most sensible. Putting your trust in a single manufa c-
turer, consultant, or government is asking for trouble. Most people who call themselves security consultants (even those from big-
name firms usually don't know anything about encryption. Most security product manufacturers are no better. The NSA has some
of the world's best cryptographers working for it, but they're not telling all they know. They have their own interests to further
which are not congruent with those of their citizens. And even if you're a genius, writing your own algorithm and then using it
without any peer review is just plain foolish.

The algorithms in this book are public. Most have appeared in the open literature and many have been cryptanalyzed by e x-
perts in the field. I list all published results, both positive and negative. I don't have access to the cryptanalysts done by any of the
myriad military security organizations in the world Which are probably better than the academic institutions/Ithey've been doing it
longer and are better funded), so it is possible that these algorithms are easier to break than it appears. Even so, it is far more
likely that they are more secure than an algorithm designed and implemented in secret in some corporate basement.



The hole in all this reasoning is that we don't know the abilities of the various military cryptanalysts organizations.

What algorithms can the NSA break? For the majority of us, there's really no way of knowing. If you are arrested with a
DES-encrypted computer hard drive, the FBI is unlikely to introduce the decrypted plaintext at your trial; the fact that they can
break an algorithm is often a bigger secret than any information that is recovered. During WWII, the Allies were forbidden from
using decrypted German Ultra traffic unless they could have plausibly gotten the information elsewhere. The only way to get the
NSA to admit to the ability to break a given algorithm is to encrypt something so valuable that its public dissemination is worth
the admission. Or, better yet, create a really funny joke and send it via encrypted e-mail to shady characters in shadowy countries.
NSA employees are people, too; I doubt even they can keep a good joke secret.

A good working assumption is that the NSA can read any message that it chooses, but that it cannot read all messages that it
chooses. The NSA is limited by resources, and has to pick and choose among its various targets. Another good assumption is that
they prefer breaking knuckles to breaking codes; this preference is so strong that they will only resort to breaking codes when they
wish to preserve the secret that they have read the message. In any case, the best most of us can do is to choose among public a 1-
gorithms that have withstood a reasonable amount of public scrutiny and cryptanalysts. Algorithms for Export

Algorithms for export out of the United States must be approved by the U.S. government (actually, by the NSA (see Section
25.1). It is widely believed that these export-approved algorithms can be broken by the NSA. Although no one has admitted this on
the record, these are some of the things the NSA is rumored to privately suggest to companies wishing to export their crypt o-
graphic products:

- Leak a key bit once in a while, embedded in the ciphertext.

- "Dumb down" the effective key to something in the 30-bit range. For example, while the algorithm might accept a 100-bit
key, most of those keys might be equivalent.

- Use a fixed IV, or encrypt a fixed header at the beginning of each encrypted message. This facilitates a known-plaintext
attack.

- Generate a few random bytes, encrypt them with the key, and then put both the plaintext and the ciphertext of those ra n-
dom bytes at the beginning of the encrypted message. This also facilitates a known- plaintext attack.

NSA gets a copy of the source code, but the algorithm's details remain secret from everyone else. Certainly no one adve r-
tises any of these deliberate weaknesses, but beware if you buy a U.S. encryption product that has been approved for export.

10.2 PUBLIC-KEY CRYPTOGRAPHY VERSUS SYMMETRIC CRYPTOGRAPHY

Which is better, public-key cryptography or symmetric cryptography? This question doesn't make any sense, but has been d e-
bated since public-key cryptography was invented. The debate assumes that the two types of cryptography can be compared on an
equal footing. They can't.

Needham and Schroeder [1159] pointed out that the number and length of messages are far greater with public-key alg o-
rithms than with symmetric algorithms. Their conclusion was that the symmetric algorithm was more efficient than the public-key
algorithm. While true, this analysis overlooks the significant security benefits of public-key cryptography. Whitfield Diffie writes
492,494]:

In viewing public-key cryptography as a new form of cryptosystem rather than a new form of key management, I set the stage
for criticism on grounds of both security and performance. Opponents were quick to point out that the RSA system ran about one-
thousandth as fast as DES and required keys about ten times as large. Although it had been obvious from the beginning that the
use of public key systems could be limited to exchanging keys for conventional [symmetric] cryptography, it was not immediately
clear that this was necessary. In this context, the proposal to build hybrid systems [879] was hailed as a discovery in its own right.

Public-key cryptography and symmetric cryptography are different sorts of animals; they solve different sorts of problems.
Symmetric cryptography is best for encrypting data. It is orders of magnitude faster and is not susceptible to chosen-ciphertext a t-
tacks. Public-key cryptography can do things that symmetric cryptography can't; it is best for key management and a myriad of
protocols discussed in Part I.

Other primitives were discussed in Part I: one-way hash functions, message authentication codes, and so on. Table 10.1 lists
different types of algorithms and their properties [804].



10.3 ENCRYPTING COMMUN1CAT10NS CHANNELS

This is the classic Alice and Bob problem: Alice wants to send Bob a secure message. What does she do? She encrypts the me s-
sage.

In theory, this encryption can take place at any layer in the OSI (Open Systems Interconnect) communications model. (See
the OSI security architecture standard for more information [305].) In practice, it takes place either at the lowest layers (one and
two) or at higher layers. If it takes place at the lowest layers, it is called link-by-link encryption; everything going through a pa r-
ticular data link is encrypted. If it takes place at higher layers, it is called end-to-end encryption; the data are encrypted selectively
and stay encrypted until they are decrypted by the intended final recipient. Each approach has its own benefits and drawbacks.

Link-by Link Encryption

The easiest place to add encryption is at the physical layer (see Figure 10. 1). This is called link-by-link encryption. The i n-
terfaces to the physical layer are generally standardized and it is easy to connect hardware encryption devices at this point. These
devices encrypt all data passing through them, including data, routing information, and protocol information. They can be used on
any type of digital communication link. On the other hand, any intelligent switching or storing nodes between the sender and the
receiver need to decrypt the data stream before processing it.

This type of encryption is very effective. Because everything is encrypted, a crypt- analyst can get no information about the
structure of the information. He has no idea who is talking to whom, how long the messages they are sending are, what times of
day they communicate, and so on. This is called traffic-flow security: the enemy is not only denied access to the information, but
also access to the knowledge of where and how much information is flowing.

Security does not depend on any traffic management techniques. Key management is also simple; only the two endpoints of
the line need a common key, and they can change their key independently from the rest of the network.

Imagine a synchronous communications line, encrypted using 1-bit CFB. After initialization, the line can run indefinitely, r e-



covering automatically from bit or synchronization errors. The line encrypts whenever messages are sent from one end to the other;
otherwise it just encrypts and decrypts random data. Eve has no idea when messages are being sent and when they are not; she has
no idea when messages begin and end. All she sees is an endless stream of random-looking bits.

If the communications line is asynchronous, the same 1-bit CFB mode can be used. The difference is that the adversary can
get information about the rate of transmission. If this information must be concealed, make some provision for passing dummy
messages during idle times.

The biggest problem with encryption at the physical layer is that each physical link in the network needs to be encrypted:
Leaving any link unencrypted jeopardizes the security of the entire network. If the network is large, the cost may quickly become
prohibitive for this kind of encryption.

Additionally, every node in the network must be protected, since it processes unencrypted data. If all the network's users
trust one another, and all nodes are in secure locations, this may be tolerable. But this is unlikely. Even in a single corporation,
information might have to be kept secret within a department. If the network accidentally misroutes information, anyone can read
it. Table 10.2 summarizes the pros and cons of link-by-link encryption.

End-to-End Encryption

Another approach is to put encryption equipment between the network layer and the transport layer. The encryption device
must understand the data according to the protocols up to layer three and encrypt only the transport data units, which are then r e-
combined with the unencrypted routing information and sent to lower layers for transmission.

This approach avoids the encryption/decryption problem at the physical layer. By providing end-to-end encryption, the data
remains encrypted until it reaches its final destination (see Figure 10.2). The primary problem with end-to-end encryption is that
the routing information for the data is not encrypted; a good cryptanalyst can learn much from who is talking to whom, at what
times and for how long, without ever knowing the contents of those conversations. Key management is also more difficult, since
individual users must make sure they have common keys.

Building end-to-end encryption equipment is difficult. Each particular communications system has its own protocols. Som e-
times the interfaces between the levels are not well-defined, making the task even more difficult.



If encryption takes place at a high layer of the communications architecture, like the applications layer or the presentation
layer, then it can be independent of the type of communication network used. It is still end-to-end encryption, but the encryption
implementation does not have to bother about line codes, synchronization between modems, physical interfaces, and so forth. In
the early days of electro- mechanical cryptography, encryption and decryption took place entirely offline; this is only one step r e-
moved from that.

Encryption at these high layers interacts with the user software. This software is different for different computer archite c-
tures, and so the encryption must be optimized for different computer systems. Encryption can occur in the software itself or in
specialized hardware. In the latter case, the computer will send the data to the specialized hardware for encryption before sending
it to lower layers of the communication architecture for transmission. This process requires some intelligence and is not suitable
for dumb terminals. Additionally, there may be compatibility problems with different types of computers. The major disadvantage
of end-to-end encryption is that it allows traffic analysis. Traffic analysis is the analysis of encrypted messages: where they come
from, where they go to, how long they are, when they are sent, how frequent or infrequent they are, whether they coincide with
outside events like meetings, and more. A lot of good information is buried in that data, and a cryptanalyst will want to get his
hands on it. Table 10.3 presents the positive and negative aspects of end-to-end encryption.

Combining the Two

Table 10.4, primarily from [1244], compares link-by-link and end-to-end encryption. Combining the two, while most expe n-
sive, is the most effective way of securing a network. Encryption of each physical link makes any analysis of the routing inform a-
tion impossible, while end-to-end encryption reduces the threat of unencrypted data at the various nodes in the network. Key ma n-
agement for the two schemes can be completely separate: The network managers can take care of encryption at the physical level,
while the individual users have responsibility for end-to-end encryption.

10.4 ENCRYPTING DATA FOR STORAGE

Encrypting data for storage and later retrieval can also be thought of in the Alice and Bob model. Alice is still sending a me s-
sage to Bob, but in this case "Bob" is Alice at some future time. However, the problem is fundamentally different. In communic a-
tions channels, messages in transit have no intrinsic value. If Bob doesn't receive a particular message, Alice can always resend it.
This is not true for data encrypted for storage. If Alice can't decrypt her message, she can't go back in time and re-encrypt it. She
has lost it forever. This means that encryption applications for data storage should have some mechanisms to prevent unrecove r-
able errors from creeping into the ciphertext. The encryption key has the same value as the message, only it is smaller. In effect,
cryptography converts large secrets into smaller ones. Being smaller, they can be easily lost. Key management procedures should
assume that the same keys will be used again and again, and that data may sit on a disk for years before being decrypted. Fu r-
thermore, the keys will be around for a long time. A key used on a communications link should, ideally, exist only for the length of
the communication. A key used for data storage might be needed for years, and hence must be stored securely for years.



Other problems particular to encrypting computer data for storage were listed in [357]:

- The data may also exist in plaintext form, either on another disk, in another computer, or on paper. There is much more
opportunity for a cryptanalyst to perform a known-plaintext attack.

- In database applications, pieces of data may be smaller than the block size of most algorithms. This will cause the ciphe r-
text to be considerably larger than the plaintext.

- The speed of I/O devices demands fast encryption and decryption, and will probably require encryption hardware. In some
applications, special high-speed algorithms may be required.

- Safe, long-term storage for keys is required.

- Key management is much more complicated, since different people need access to different files, different portions of the
same file, and so forth. If the encrypted files are not structured as records and fields, such as text files, retrieval is easier: The
entire file is decrypted before use. If the encrypted files are database files, this solution is problematic. Decrypting the entire dat a-
base to access a single record is inefficient, but encrypting records independently might be susceptible to a block-replay kind of
attack. In addition, you must make sure the unencrypted file is erased after encryption (see Section 10.9). For further details and
insights, consult [425,569].

Dereferencing Keys

When encrypting a large hard drive, you have two options. You can encrypt all the data using a single key. This gives a
cryptanalyst a large amount of ciphertext to analyze and makes it impossible to allow multiple users to see only parts of the drive.
Or, you can encrypt each file with a different key, forcing users to memorize a different key for each file.

The solution is to encrypt each file with a separate key, and to encrypt the keys with another key known by the users. Each
user only has to remember that one key. Different users can have different subsets of the file-encryption keys encrypted with their
key. And there can even be a master key under which every file-encryption key is encrypted. This is even more secure because the
file-encryption keys are random and less susceptible to a dictionary attack.



Driver-Level vs. File-Level Encryption

There are two ways to encrypt a hard drive: at the file level and at the driver level. Encryption at the file level means that
every file is encrypted separately. To use a file that's been encrypted, you must first decrypt the file, then use it, and then re- e n-
crypt it.

Driver-level encryption maintains a logical drive on the user's machine that has all data on it encrypted. If done well, this can
provide security that, beyond choosing good passwords, requires little worry on the part of the user. The driver must be consider a-
bly more complex than a simple file-encryption program, however, because it must deal with the issues of being an installed d e-
vice driver, allocation of new sectors to files, recycling of old sectors from files, random-access read and update requests for any
data on the logical disk, and so on.

Typically, the driver prompts the user for a password before starting up. This is used to generate the master decryption key,
which may then be used to decrypt actual decryption keys used on different data.

Providing Random Access to an Encrypted Drive

Most systems expect to be able to access individual disk sectors randomly. This adds some complication for using many
stream ciphers and block ciphers in any chaining mode. Several solutions are possible.

Use the sector address to generate a unique IV for each sector being encrypted or decrypted. The drawback is that each se c-
tor will always be encrypted with the same V. Make sure this is not a security problem.

For the master key, generate a pseudo-random block as large as one sector. You can do this by running an algorithm in OFB
mode, for example.) To encrypt any sec- tor, first XOR in this pseudo-random block, then encrypt normally with a block cipher in
ECB mode. This is called ECB+OFB (see Section 15.4).

Since CBC and CFB are error-recovering modes, you can use all but the first block or two in the sector to generate the IV for
that sector. For example, the IV for sector 3001 may be the hash of the all but the first 128 bits of the sector's data. After genera t-
ing the IV, encrypt normally in CBC mode. To decrypt the sector, you use the second 64-bit block of the sector as an IV, and d e-
crypt the remainder of the sector. Then, using the decrypted data, you regenerate the IV and decrypt the first 128 bits.

You can use a block cipher with a large enough block size that it can encrypt the whole sector at once. Crab See Section 14.6)
is an example.

10.5 HARDWARE ENCRYPTION VERSUS SOFTWARE ENCRYPTION

Hardware

Until very recently, all encryption products were in the form of specialized hardware. These encryption/decryption boxes
plugged into a communications line and encrypted all the data going across that line. Although software encryption is becoming
more prevalent today, hardware is still the embodiment of choice for military and serious commercial applications. The NSA, for
example, only authorizes encryption in hardware. There are several reasons why this is so.



The first is speed. As we will see in Part III, encryption algorithms consist of many complicated operations on plaintext bits.
These are not the sorts of operations that are built into your run-of-the-mill computer. The two most common encryption alg o-
rithms, DES and RSA, run inefficiently on general-purpose processors. While some cryptographers have tried to make their alg o-
rithms more suitable for software implementation, specialized hardware will always win a speed race.

Additionally, encryption is often a computation-intensive task. Tying up the computer's primary processor for this is ineff i-
cient. Moving encryption to another chip, even if that chip is just another processor, makes the whole system faster. The second
reason is security. An encryption algorithm running on a generalized computer has no physical protection. Mallory can go in with
various debugging tools and surreptitiously modify the algorithm without anyone ever realizing it. Hardware encryption devices
can be securely encapsulated to prevent this. Tamper- proof boxes can prevent someone from modifying a hardware encryption
device. Special-purpose VLSI chips can be coated with a chemical such that any attempt to access their interior will result in the
destruction of the chip's logic. The U.S. government's Clipper and Capstone chips See Sections 24.16 and 24.171 are designed to
be tamperproof. The chips can be designed so that it is impossible for Mallory to read the unencrypted key.

IBM developed a cryptographic system for encrypting data and communications on mainframe computers [515,1027]. It i n-
cludes tamper-resistant modules to hold keys. This system is discussed in Section 24.1.

Electromagnetic radiation can sometimes reveal what is going on inside a piece of electronic equipment. Dedicated encry p-
tion boxes can be shielded, so that they leak no compromising information. General-purpose computers can be shielded as well,
but it is a far more complex problem. The U.S. military calls this TEMPEST; it's a subject well beyond the scope of this book.

The final reason for the prevalence of hardware is the ease of installation. Most encryption applications don't involve ge n-
eral-purpose computers. People may wish to encrypt their telephone conversations, facsimile transmissions, or data links. It is
cheaper to put special-purpose encryption hardware in the telephones, facsimile machines, and modems than it is to put in a m i-
croprocessor and software.

Even when the encrypted data comes from a computer, it is easier to install a dedicated hardware encryption device than it is
to modify the computer's system software. Encryption should be invisible; it should not hamper the user. The only way to do this in
software is to write encryption deep into the operating system. This isn't easy. On the other hand, even a computer neophyte can
plug an encryption box between his computer and his external modem.

The three basic kinds of encryption hardware on the market today are: self-contained encryption modules (that perform
functions such as password verification and key management for banks), dedicated encryption boxes for communications links,
and boards that plug into personal computers.

Some encryption boxes are designed for certain types of communications links, such as T-1 encryption boxes that are d e-
signed not to encrypt synchronization bits. There are different boxes for synchronous and asynchronous communications lines.
Newer boxes tend to accept higher bit rates and are more versatile.

Even so, many of these devices have some incompatibilities. Buyers should be aware of this and be well-versed in their pa r-



ticular needs, lest they find themselves the owners of encryption equipment unable to perform the task at hand. Pay attention to
restrictions in hardware type, operating system, applications software, net- work, and so forth. PC-board encryptors usually e n-
crypt everything written to the hard disk and can be configured to encrypt everything sent to the floppy disk and serial port as well.
These boards are not shielded against electromagnetic radiation or physical interference, since there would be no benefit in pr o-
tecting the boards if the computer remained unaffected. More companies are starting to put encryption hardware into their co m-
munications equipment. Secure telephones, facsimile machines, and modems are all available. Internal key management for these
devices is generally secure, although there are as many different schemes as there are equipment vendors. Some schemes are more
suited for one situation than another, and buyers should know what kind of key management is incorporated into the encryption
box and what they are expected to provide themselves.

Software

Any encryption algorithm can be implemented in software. The disadvantages are in speed, cost, and ease of modification
(or manipulation). The advantages are in flexibility and portability, ease of use, and ease of upgrade. The algorithms written in C
at the end of this book can be implemented, with little modification, on any computer. They can be inexpensively copied and i n-
stalled on many machines. They can be incorporated into larger applications, such as communications programs or word proce s-
sors.

Software encryption programs are popular and are available for all major operating systems. These are meant to protect i n-
dividual files; the user generally has to manually encrypt and decrypt specific files. It is important that the key management
scheme be secure: The keys should not be stored on disk anywhere (or even written to a place in memory from where the processor
swaps out to disk). Keys and unencrypted files should be erased after encryption. Many programs are sloppy in this regard, and a
user has to choose carefully.

Of course, Mallory can always replace the software encryption algorithm with something lousy. But for most users, that isn't
a problem. If Mallory can break into our office and modify our encryption program, he can also put a hidden camera on the wall, a
wiretap on the telephone, and a TEMPEST detector down the street. If Mallory is that much more powerful than the user, the user
has lost the game before it starts.

10.6 COMPRESSION, ENCODING, AND ENCRYPTION

Using a data compression algorithm together with an encryption algorithm makes sense for two reasons:

Cryptanalysis relies on exploiting redundancies in the plaintext; com- pressing a file before encryption reduces these redu n-
dancies.

Encryption is time-consuming; compressing a file before encryption speeds up the entire process.

The important thing to remember is to compress before encryption. If the encryption algorithm is any good, the ciphertext
will not be compressible; it will look like random data. (This makes a reasonable test of an encryption algorithm; if the cipher-
text can be compressed, then the algorithm probably isn't very good.)

If you are going to add any type of transmission encoding or error detection and recovery, remember to add that after encry p-
tion. If there is noise in the communications path, decryption's error-extension properties will only make that noise worse. Figure
10.3 summarizes these steps.

10.7 DETECTING ENCRYPTION

How does Eve detect an encrypted file? Eve is in the spy business, so this is an important question. Imagine that she's eave s-
dropping on a network where messages are flying in all directions at high speeds; she has to pick out the interesting ones. E n-
crypted files are certainly interesting, but how does she know they are encrypted?

Generally, she relies on the fact that most popular encryption programs have well-defined headers. Electronic-mail messages
encrypted with either PEM or POP (see Sections 24.10 and 24.12) are easy to identify for that reason.



Other file encryptors just produce a ciphertext file of seemingly random bits. How can she distinguish it from any other file of
seemingly random bits? There is no sure way, but Eve can try a number of things:

- Examine the file. ASCII text is easy to spot. Other file formats, such as TIFF, TeX, C, Postscript, G3 facsimile, or Micr o-
soft Excel, have standard identifying characteristics. Executable code is detectable, as well. UNIX files often have "magic nu m-
bers" that can be detected.

- Try to uncompress the file, using the major compression algorithms. If the file is compressed (and not encrypted), this
should yield the original file.

- Try to compress the file. If the file is ciphertext (and the algorithm is good), then the probability that the file can be a p-
preciably compressed by a general-purpose compression routine is small. (By appreciably, I mean more than 1 or 2 percent.) If it is
something else (a binary image or a binary data file, for examples it probably can be compressed.

Any file that cannot be compressed and is not already compressed is probably ciphertext. (Of course, it is possible to specif i-
cally make ciphertext that is compressible.) Identifying the algorithm is a whole lot harder. If the algorithm is good, you can't. If
the algorithm has some slight biases, it might be possible to recognize those biases in the file. However, the biases have to be
pretty significant or the file has to be pretty big in order for this to work.

10.8 HIDING CIPHERTEXT IN CIPHERTEXT

Alice and Bob have been sending encrypted messages to each other for the past year. Eve has been collecting them all, but she
cannot decrypt any of them. Finally, the secret police tire of all this unreadable ciphertext and arrest the pair. "Give us your e n-
cryption keys," they demand. Alice and Bob refuse, but then they notice the thumbscrews. What can they do?

Wouldn't it be nice to be able to encrypt a file such that there are two possible decryptions, each with a different key. Alice
could encrypt a real message to Bob in one of the keys and some innocuous message in the other key. If Alice were caught, she
could surrender the key to the innocuous message and keep the real key secret.

The easiest way to do this is with one-time pads. Let P be the plaintext, D the dummy plaintext, C the ciphertext, K the real
key, and K' the dummy key. Alice encrypts P:

P®K=C

Alice and Bob share K, so Bob can decrypt C:

C®K=P

If the secret police ever force them to surrender their key, they don't surrender K, but instead surrender:

K=C®D

The police then recover the dummy plaintext:

C®K'=D

Since these are one-time pads and K is completely random, there is no way to prove that K' was not the real key. To make



matters more convincing, Alice and Bob should concoct some mildly incriminating dummy messages to take the place of the really
incriminating real messages. A pair of Israeli spies once did this.

Alice could take P and encrypt it with her favorite algorithm and key K to get C. Then she takes C and XORs it with some
piece of mundane plaintext - Pride and Prejudice for example, to get K'. She stores both C and the XOR on her hard disk. Now,
when the secret police interrogate her, she can explain that she is an amateur cryptographer and that K' is a merely one-time pad
for C. The secret police might suspect something, but unless they know K they cannot prove that Alice's explanation isn't valid.

Another method is to encrypt P with a symmetric algorithm and K, and D with K'. Intertwine bits (or bytes) of the ciphertext
to make the final ciphertexts. If the secret police demand the key, Alice gives them K' and says that the alternating bits (or bytes)
are random noise designed to frustrate cryptanalysts. The trouble is the explanation is so implausible that the secret police will
probably not believe her (especially considering it is suggested in this book). A better way is for Alice to create a dummy me s-
sage, D, such that the concatenation of P and D, compressed, is about the same size as D. Call this concatenation P'. Alice then
encrypts P' with whatever algorithm she and Bob share to get C. Then she sends C to Bob. Bob decrypts C to get P', and then P and
D. Then they both compute C 0 D = K'. This K' becomes the dummy one-time pad they use in case the secret police break their
doors down. Alice has to transmit D so that hers and Bob's alibis match.

Another method is for Alice to take an innocuous message and run it through some error-correcting code. Then she can i n-
troduce errors that correspond to the secret encrypted message. On the receiving end, Bob can extract the errors to reconstruct the
secret message and decrypt it. He can also use the error-correcting code to recover the innocuous message. Alice and Bob might be
hard pressed to explain to the secret police why they consistently get a 30 percent bit-error rate on an otherwise noise-free co m-
puter network, but in some circumstances this scheme can work.

Finally, Alice and Bob can use the subliminal channels in their digital signature algorithms (see Sections 4.2 and 23.3). This
is undetectable, works great, but has the drawback of only allowing 20 or so characters of subliminal text to be sent per signed
innocuous message. It really isn't good for much more than sending keys.

10.9 DESTROYING INFORMATION

When you delete a file on most computers, the file isn't really deleted. The only thing deleted is an entry in the disk's index file,
telling the machine that the file is there. Many software vendors have made a fortune selling file-recovery software that recovers
files after they have been deleted.

And there's yet another worry: Virtual memory means your computer can read and write memory to disk any time. Even if
you don't save it, you never know when a sensitive document you are working on is shipped off to disk. This means that even if
you never save your plaintext data, your computer might do it for you. And driver-level compression programs like Stacker and
DoubleSpace can make it even harder to predict how and where information is stored on a disk.

To erase a file so that file-recovery software cannot read it, you have to physically write over all of the file's bits on the disk.
According to the National Computer Security Center [1148]:

Overwriting is a process by which unclassified data are written to storage locations that previously held sensitive data.... To
purge the ... storage media, the DoD requires overwriting with a pattern, then its complement, and finally with another pattern;
e.g., overwrite first with 0011 0101, followed by 1100 1010, then 1001 0111. The number of times an overwrite must be acco m-
plished depends on the storage media, sometimes on its sensitivity, and sometimes on different DoD component requirements. In
any case, a purge is not complete until a final over- write is made using unclassified data.

You may have to erase files or you may have to erase entire drives. You should also erase all unused space on your hard
disk.

Most commercial programs that claim to implement the DoD standard over- write three times: first with all ones, then with
all zeros, and finally with a repeating one-zero pattern. Given my general level of paranoia, I recommend overwriting a deleted file
seven times: the first time with all ones, the second time with all zeros, and five times with a cryptographically secure pseudo-
random sequence. Recent developments at the National Institute of Standards and Technology with electron-tunneling microscopes
suggest even that might not be enough. Honestly, if your data is sufficiently valuable, assume that it is impossible to erase data
completely off magnetic media. Burn or shred the media; it's cheaper to buy media new than to lose your secrets.



