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Preface

This guide describes information and tasks for the administration of the Mobile
Collaboration component of Oracle Collaboration Suite 10g.

Intended Audience

This manual assumes familiarity with the system management and content
management function of Oracle Application Server Wireless as described in Oracle
Application Server Wireless Administrator’s Guide. This manual is intended for
administrators who install, configure, and manage the Oracle Mobile Collaboration
component of the Oracle Collaboration Suite.

Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation
accessible, with good usability, to the disabled community. To that end, our
documentation includes features that make information available to users of assistive
technology. This documentation is available in HTML format, and contains markup to
facilitate access by the disabled community. Accessibility standards will continue to
evolve over time, and Oracle is actively engaged with other market-leading
technology vendors to address technical obstacles so that our documentation can be
accessible to all of our customers. For more information, visit the Oracle Accessibility
Program Web site at

http://ww. oracl e. com accessibility/

Accessibility of Code Examples in Documentation

Screen readers may not always correctly read the code examples in this document. The
conventions for writing code require that closing braces should appear on an
otherwise empty line; however, some screen readers may not always read a line of text
that consists solely of a bracket or brace.

Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or
organizations that Oracle does not own or control. Oracle neither evaluates nor makes
any representations regarding the accessibility of these Web sites.

TTY Access to Oracle Support Services

Oracle provides dedicated Text Telephone (TTY) access to Oracle Support Services
within the United States of America 24 hours a day, seven days a week. For TTY
support, call 800.446.2398.
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Related Documents

You can also find information on Mobile Collaboration through these resources:

Oracle Application Server Wireless Administrator’s Guide
Oracle Application Server Wireless Developer’s Guide

Oracle Technology Network—dedicated to providing developers the best
information on Oracle's products and technologies. Visit: http://otn.oracle.com

javadoc—. . . /wireless/doc/javadoc/

Studio—Oracle Mobile Online Studio is a 100% online environment for quickly
building, testing, and deploying wireless applications. It enables any developer,
systems integrator, or independent software vendor to quickly develop a mobile
application that is immediately accessible from all devices. The Online Studio site
includes technical papers and a FAQ. Visit: http://technet.oracle.com/hosted_
dev/oracle_mobile/content.html

Support—Visit: http://www.oracle.com/support/

Conventions

The following text conventions are used in this document:

XViii

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated

with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, names of graphical user interface

elements, and emphasis.

nonospace Monospace type indicates commands within a paragraph, URLs, code

<>

in examples, text that appears on the screen, or text that you enter.

Angle brackets enclose user-supplied terms.




1

Introduction to Mobile Collaboration

This chapter, through the following sections, describes how Oracle Collaboration Suite
10g provides mobile access.

« "Overview of Mobile Collaboration"

« "Providing Mobile Access to Oracle Collaboration Suite 10g Services"

Overview of Mobile Collaboration

Oracle Collaboration Suite 10g provides a complete collaborative platform to
enterprise customers, including services such as mail, calendar, files (Content
Services), and Web conferences. Because users need access to these services while they
are away from their desks, Oracle Collaboration Suite provides the Oracle
Collaboration Suite 10g Mobile Collaboration. Oracle Mobile Collaboration provides
users with a continuous connection to the enterprise, enabling them to access company
e-mail, voice-mail, calendars, address books, tasks, online files, and directories from
any location using any mobile device, including those with voice access. For example,
an employee using a mobile phone can send a white paper to a client or retrieve the
phone numbers of fellow employees from a company directory. Using the wireless
and voice access to the Oracle Collaboration Suite, users receive notifications when
important events are added to their calendars, when they receive specific e-mails or
voice-mails, or when documents are updated in their folders.

Enabling Mobile Access to Oracle Collaboration Suite 10g

Oracle Mobile Collaboration provides the mobile and voice access to such browser-
based applications as Oracle Collaboration Suite 10g Mail, Calendar, Search and
Content Services through the following services:

« Oracle Collaboration Suite 10g Mobile Access

Oracle Collaboration Suite Mobile Access applications include the following
options, which can be used in any combination:

= Mobile Browser Access

Mobile Browser Access enables access to e-mail, voicemail, fax, calendars,
address books, and corporate directories from a mobile device. By providing
access to the Oracle Collaboration Suite portal, mobile users can compose,
send, receive, forward and reply to e-mail, as well as review, create, modify
and confirm calendar events, view a file hierarchy or fax. A user can also
search for names, numbers, locations and management structure in a
corporate directory.

= Mobile Text Access
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Mobile Text Access enables users to access Oracle Collaboration Suite services
by sending a request to the Oracle Collaboration Suite through e-mail or Short
Message Service (SMS) text message. Oracle Collaboration Suite then replies
with the requested information. For example, a user can access information on
appointments logged in the Oracle Collaboration Suite 10g Calendar by
issuing a text message with the short name, cal.

« Mobile Notifications

Oracle Collaboration Suite 10g provides a set of configured notifications which
enable users to receive notifications of messaging events, such as new e-mails
or voicemails and reminders through SMS, e-mail, voice and fax delivery
channels. Users manage notification subscriptions and set the preferences that
trigger reminders for each application according to their preferences or
context.

« Oracle Collaboration Suite 10g Voice Access

Oracle Voice Access enables users to compose, send, receive, forward and
reply to e-mail (through.wav files attached to common e-mails), view, create,
modify and confirm calendar events, audibly review a file hierarchy, fax and e-
mail files, search for names, numbers, locations and management structure in
a corporate directory, and place calls from any phone (including non-mobile
phones). Oracle Collaboration Suite Voice Access also provides voice-dialing
and enables users to receive voice notifications.

« Oracle Collaboration Suite 10g Mobile Push Mail

Oracle Mobile Push Mail is a Push IMAP (P-IMAP) solution that provides a real-
time e-mail experience by automatically pushing e-mail to a user’s device over a
wireless network as soon as the e-mail is received by mail server. Oracle Mobile
Push Mail provides "always on" mail push functionality to mobile devices without
user intervention; users need only specify the type of mail that they want to
receive, such as high-priority e-mail, or e-mail sent by specific individuals.
Because the user’s device stores the received e-mail, users can read and compose
e-mail without a connection. Oracle Mobile Push Mail also provides cradle-free,
two-way synchronization between the user’s device and the Push Mail server that
reflects the current state of the e-mail at the server or stored on the user’s device;
any action made by the user (such as read or delete) is securely sent to the mail
server.

« Oracle Collaboration Suite 10g Mobile Data Sync

Oracle Mobile Data Sync enable users to keep abreast of important information
without a physical connection to a laptop corporate network. Oracle Mobile Data
Sync provides over-the-air (OTA) synchronization of Oracle Collaboration Suite
calendar events, tasks, and personal address book to the native applications of a
user’s device, enabling users to view data off-line after synchronization. The
intelligent, bi-directional sync engine ensures that data maintains its integrity
when it is propagated to both the server and device, with respect for meeting
ownership and recurrence rules. Based on the Open Mobile Alliance — Data
Synchronization (OMA-DS, formerly SyncML), the Mobile Data Sync is certified
for most devices that support OMA-DS. For more information on Mobile Data
Sync, see Oracle Calendar Administrator’s Guide.

« Oracle Collaboration Suite 10g Mobile Device Management

Oracle Mobile Collaboration enables smart client devices to leverage Oracle
Calendar [10g] and Oracle Mail [10g] through the downloading of client programs
for Oracle Mobile Push Mail and Oracle Mobile Data Sync. Oracle Mobile Device
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Management is an infrastructure that provides a central repository for the client
programs and settings for various mobile devices. In addition, Oracle Mobile
Device Management enables you to manage the over-the-air (OTA) installation of
these client programs, which users request through the Oracle Collaboration Suite
portal (ptg/rm) when they configure their devices. Oracle Mobile Collaboration
also provisions the properties files of the downloaded client programs, enabling
immediate communication with the user device. For security, Oracle Mobile
Device Management enables you to remotely lock down user devices that are
stolen, lost, or have been used to perpetrate misuse of the system.

Figure 1-1 Oracle Mobile Collaboration Architecture
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Providing Mobile Access to Oracle Collaboration Suite 10g Services

As illustrated in Figure 1-1, the Oracle Mobile Collaboration Server not only provides
users with voice and mobile browser access to Oracle Collaboration Suite data,
messaging and notifications, but also enables mobile push mail (that is, constant access
to Oracle Mail [10g]) for device-specific e-mail applications and native calendar
applications to synchronize with Oracle Calendar [10g]. The Oracle Mobile
Collaboration Server (Figure 1-2) provides these functions through two components:
Mobile Collaboration and Oracle Application Server Wireless. While Oracle Mobile
Collaboration provides the Oracle Mobile Device Management functions for the
Oracle Mobile Push Mail and Oracle Mobile Data Sync client programs, the Oracle
Mobile Push Mail Server, which interprets and manages user actions with the Oracle
Mobile Push Mail client, and the mobile applications that support Oracle
Collaboration Suite services, it is Oracle Application Server Wireless which provides
the messaging, voice, mobile access and notification components of the Oracle Mobile
Collaboration Server. The messaging component of OracleAS Wireless also provides
the OTA provisioning for the client programs. Its notification component enables
mobile push mail and calendar notifications.
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Figure 1-2 The Oracle Mobile Collaboration Server
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Deploying the Mobile Collaboration
Components

This chapter, through the following sections, describes Oracle Mobile Collaboration
deployment scenarios.

« "Overview of Mobile Collaboration Deployment"

« "Deploying Oracle Mobile Access"

« "Deploying Oracle Mobile Push Mail"

« "Deploying Mobile Notifications for E-Mail"

« "Deploying Mobile Notifications for Oracle Collaboration Suite 10g Calendar"
« "Deploying Oracle Voice Access"

« "Deploying Oracle Mobile Data Sync"

Overview of Mobile Collaboration Deployment

Oracle Collaboration Suite 10g provides users with continuous access to enterprise
collaboration data such as e-mail, voicemail, calendar, address book, online files, and
employee directory, from any location and from any mobile device. Providing such
universal, network- and device-agnostic access to corporate content requires that the
Mobile Collaboration Server component be deployed and configured correctly. For
more information, see "The Deployment Messaging and Notifications Components".

This chapter describes the deployment architecture and data flows for Mobile
Browser Access, Oracle Mobile Text Access through e-mail and SMS, Oracle Voice
Access, and mobile notifications for Messaging and for Oracle Collaboration Suite
10g Calendar. In addition, this chapter describes the deployment architecture and data
flows for Oracle Mobile Data Sync andOracle Mobile Push Mail. For information on
such deployment scenarios as the single- box, multi-box and high-availability
installations of Oracle Collaboration Suite 10g Mobile Collaboration, refer to Oracle
Collaboration Suite Deployment Guide

The Deployment Messaging and Notifications Components

The OracleAS Wireless component of the Oracle Mobile Collaboration Server
(Figure 2-1) provides the following messaging and notification functions for the
Oracle Mobile Collaboration Server:

« Messaging Server
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The Messaging Server is the component that delivers messages and notifications
by interfacing with the Async Listener, Notification Engine and a messaging
gateway to deliver messages. Although this component ships configured to use
the Oracle-hosted online push service
(http://messenger.oracle.com/xms/webservices), you can configure the
Messaging Server to use other voice, SMS, e-mail, fax, or SMS gateways as needed.

The Messaging Server is the enabling component for Oracle Mobile Text Access
(described in "Deploying Mobile Text Access Through E-Mail" and "Deploying
Oracle Mobile Text Access Through SMS") and for mobile notifications as
described in "Deploying Mobile Notifications for E-Mail”, "Deploying Mobile
Notifications for Oracle Collaboration Suite 10g Calendar”, and "Deploying Oracle
\oice Access".

« Async Listener

The Async Listener, a client of the Messaging Server, interprets and processes the
e-mail and SMS requests. You must configure this component to enable Oracle
Mobile Text Access. For more information on configuring the Async Listener, see
"Configuring Mobile Text Access".

« Notification Engine

The Notification Engine, a client of the Messaging Server, processes the
notifications dequeued from the Notification Event Collector and sends them to
the Messaging Server for ultimate delivery to users. The roles of the Notification
Engine and Notification Event Collector are described in "Deploying Mobile
Notifications for Oracle Collaboration Suite 10g Calendar".

« Notification Event Collector

Notification Event Collector acquires the notifications from the various OCS
content sources (such as Calendar) and then dequeues them to the Notification
Engine.
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Figure 2-1 The Oracle Application Server Wireless Mobile Access Components
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Deploying Oracle Mobile Access

This section describes the following:

« Mobile Browser Access

« Deploying Mobile Text Access Through E-Mail

« Deploying Oracle Mobile Text Access Through SMS

Mobile Browser Access

Mobile Browser Access enables access to corporate collaboration data over any
wireless network from mobile devices that support browsers for such markup
languages as HTML, XHTML, WML, and HDML. Mobile Browser Access
communicates with all content sources (which are defined in the Identity Management
Service Registry) to format and render the content based on the device type
(user-agent). Mobile Browser Access does not require deployment or configuration,
because the content sources for all of the services available on the Mobile
Collaboration Server for browser access are configured out of the box in the Identity
Management service registry upon successful installation of Oracle Collaboration
Suite. For more information on the Service Registry, see Oracle Internet Directory
Administrator’s Guide.

Deploying Mobile Text Access Through E-Mail

Users retrieve corporate data by sending an e-mail to the Oracle Collaboration Server.
They in turn receive a text response containing the requested data. Figure 2-2 shows
the deployment for Mobile Text Access through e-mail using a two-tier architecture,
with the Intranet tier containing the metadata repository, as well as the content source
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repositories for Oracle Collaboration 10g Calendar, Content Services, Mail, and Search.
The Applications tier (separated by a DMZ firewall and load balancer) houses the
messaging gateway, the Oracle Mobile Collaboration Server and Web listeners. The
listener monitors requests from devices (located outside the router, external firewall
and load balancer) and then notifies Oracle Mobile Collaboration (and underlying
OracleAS Wireless Server), which mines the content sources and sends the response
data to the messaging gateway. The messaging gateway sends the reply to the
requesting device through the public Internet.

To deploy Mobile Text Access through e-mail, you must configure the Messaging
Server and Async Listener components, create a valid e-mail account for incoming text
access requests, and also set up a messaging gateway. For more information, see
"Configuring the E-Mail Access Point".

Figure 2-2 Deployment Architecture for Implementing Mobile Text Access Through
E-Mail
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The following steps illustrate the data flow for accessing the Oracle Collaboration
Suite through e-mail.

1. A user sends an e-mail message to an e-mail account, which is configured as the
Async Listener e-mail access point. (For more information, see "Configuring the
E-Mail Access Point".) The contents of the e-mail message include the short name
commands which request the Oracle Collaboration Suite services.

2. The SMTP server receives the e-mail message and places it in the mail store.
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3. The Messaging Server retrieves the e-mail message through IMAP requests to the
mail server (the IMAP Listener).

4. The Messaging Server hands the e-mail’s requests to the Async Listener, which
interprets the e-mail’s requests and then retrieves the requested content from the
content sources located on the intranet behind a DMZ firewall and a load balancer.
The Async Listener sends the retrieved contents to the Messaging Server.

5. The Messaging Server pushes the content to a messaging gateway which is either
hosted in-house or by a third party.

6. The messaging gateway sends the sends the retrieved content to the end user.

Deploying Oracle Mobile Text Access Through SMS

In Mobile Text Access through SMS, users retrieve corporate data by sending a short
message (SMS) to the Oracle Mobile Collaboration Server. Figure 2-3 illustrates how
the deployment architecture enables the Oracle Mobile Collaboration Server to both
receive the user request and send the appropriate text response. The following steps
illustrate the data flow for accessing the Oracle Collaboration Suite through SMS:

1. On the public Internet, a user sends an SMS message to the SMS account, which is
the SMS access number attained from the SMS provider. (For more information,
see "Configuring the SMS Access Point".) The contents of the SMS message include
the short name commands (also known as ASK commands) that request the
Oracle Collaboration Suite services.

2. The wireless (or mobile) carrier receives the SMS message and then conveys it to
the SMS aggregator.

3. The SMS aggregator pushes the SMS message to the Oracle Mobile Collaboration
Server, which is located on the Applications tier and separated from the public
Internet by a router, external firewall, and load balancer.

4. The Messaging Server hands the SMS requests to the Async Listener, which
interprets the SMS requests and then retrieves the requested content from the
content sources, located on the intranet behind a DMZ firewall and a load
balancer. The Async Listener sends the retrieved contents to the Messaging Server.

5. The Messaging Server sends the retrieved content as a text response to the SMS
aggregator.

Notes: The driver running on the Messaging Server:

« Uses the agreed-upon communication protocol between the
Mobile Collaboration Server and the SMS aggregator’s server
infrastructure.

« Listens to the SMS traffic from the SMS aggregator.

6. The SMS aggregator sends the retrieved content to the wireless carrier.
7. The wireless carrier sends the retrieved content to the user device.

Deploying Mobile Text Access through SMS requires that you obtain a service-level
agreement (SLA) with a telecommunications company or an SMS aggregator for
forwarding the SMS content to the Mobile Collaboration Server. In addition, you must
also configure the OracleAS Wireless Messaging Server and Async Listener

Deploying the Mobile Collaboration Components 2-5



Deploying Oracle Mohile Push Mail

components and also set up a driver appropriate to the SMS provider or aggregator’s
infrastructure. For more information, see "Configuring the SMS Access Point".

Figure 2-3 Deployment Architecture for Mobile Text Access Though SMS
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Deploying Oracle Mobile Push Mail

You can deploy Oracle Mobile Push Mail to a non-default port. This section describes
how to deploy Oracle Mobile Push Mail.

Software Requirements
Deploying Oracle Mobile Push Mail requires the following software and hardware:

« An Applications tier host name — The hostname on which the Oracle Mobile
Collaboration Server is installed.

« An Applications tier Web Cache Port Number- The port number used by the Web
Cache component of Oracle Collaboration Suite to listen for incoming requests.
This number is identified by the Port directive in the Oracle HTTP Server
configuration file (httpd.conf).

« An Applications tier Oracle HTTP Server Listener Port Number — The port
number on which Oracle HTTP Server listens for incoming events. This number is
identified by the Listen directive in httpd.conf.
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Note: You can also obtain the port information from the Oracle_
Home/install/portlists.ini file located on the Applications tier.

Recommended Architectures

Because some features of the Push Mail Server may not function properly if the push
mail traffic is routed through Oracle Web Cache, you must route push mail traffic
directly through the Oracle HTTP Server to the OC4J_Wireless JVM. Based on this
recommendation, the architecture can be implemented as follows:

« Asingle box installation with no hardware load balancer — With this configuration,
the published URL for the Oracle Mobile Push Mail server must be the URL on
which the Oracle HTTP listener runs. For example:

https://<applications_host _nane>: <application_oracle HTTP_|istener_
port >/ pushmai | Myr

« A multi-box installation with no hardware load balancer — With this configuration,
the published URL for the Oracle Mobile Push Mail server must be the URL on
which the Oracle HTTP listener runs. For example:

https://<applications_host _name>: <application_oracle_HTTP_|istener_
port >/ pushmai | Myr

« A multi-box installation with a hardware load balancer — With this configuration,
all of the push mail data traffic must be routed from the hardware load balancer
straight to the Oracle HTTP listener, bypassing the Web Cache listener.

See Oracle Collaboration Suite Deployment Guide for information on the single- and
multi-box deployment scenarios. See also "Configuring Oracle Mobile Push Mail and
the Oracle Mobile Device Management Access Points".

Figure 2-4 illustrates the deployment architecture for Oracle Mobile Push Mail.

Figure 2—4 Deployment Architecture for Oracle Mobile Push Mail

e

= I
E M [ A 1 Erial | 1
Serv L | ™1 Lisharar 1
| | e 1
e I | Calendar L_:E"_,'"" 1
Lisiener Coactor :
Hello uesid? 1) —————— uore

[WES -1 |

__________ | gy |

3 W3 Mgt ation
| o Massaging
gt Biadie Lib i S e

==y UIDF Mokfcation | | PRASPHolRnuter | | FINAF
R | 1 UDF Dispaicher [* = 1o el
Sliralabiing Prideds | . —

OC4)_Winshass PIMAP Cofreran i s PushiEnesl Serve
Commwnd Fross

Deploying the Mobile Collaboration Components 2-7



Deploying Oracle Mobile Push Mail

Changing the Default Port Number

You must deploy Oracle Mobile Push Mail to a non-default port by changing the
default port number for Oracle Mobile Push Mail. This not only enables compliance
with L.T. network standards and conventions, but also provides the flexibility to
change the ports used to access Oracle Mobile Push Mail to satisfy customer
requirements.

You must first complete the default installation of Oracle Collaboration Suite. The
installation can be a single-box installation or a distributed (multi-box) installation
with Oracle Mobile Collaboration running on a single Applications tier.

Note: Oracle Mobile Collaboration must be installed within a DMZ,
behind a hardware load balancer. To ensure a secure environment, the
hardware load balancer must encrypt and decrypt SSL.

Table 2-1 describes the port and hostname values and the value formats used as
examples to describe this deployment option. These values serve as examples only.

Table 2-1 Example Values

Description Value

Applications tier hostname  pushnai | . conpanynane. com

Applications tier Oracle 7778
HTTP Server port number
(Web Cache)

Applications tier Oracle 7779
HTTP Server Listener port
number

External hostname for col | absui t e_ext er nal . conpanynane. com
Oracle Collaboration Suite

External Port for Oracle 4443
Collaboration Suite

External Port for Oracle 443
Mobile Push Mail

To deploy Oracle Mobile Push Mail on a non-default port:

1. Ensure that the routing pool of the hardware load balancer routes traffic from the
Internet as follows:

« Any incoming request from the Interneton htt ps: // col | absuite_
conpanynane. com 4443 is routed to
htt p:// pushmai | . conpanyname. com 7778 (Web Cache) after
decryption.

« Any incoming request from the Interneton htt ps: // pushmai | _
ext er nal . conpanynamne. com 443 is routed to
http://pushmai |l . conpanyname. com 7779 (Oracle HTTP Server) after
decryption.

2. Edit the following parameters in the pimap.properties file (located at ORACLE_
HOME/apps/wireless/server/classes/oracle/panama/Zimap/config on the
Applications tier where Oracle Mobile Collaboration resides) to reflect the new
external hostname and port number:
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« pimap. external . URL

« sSetup.external.URL

« push. external . URL

« dmexternal . URL

« pimap.udp.listener. server

Example 2-1 illustrates the pimap.properties file before these parameters are
updated to reflect the new hostname and port.

Example 2-1 The pimap.properties File Before Updating

pi map. ext ernal . URL=htt p: // pushmai | . conpanynane. com 7779/ nobi | eocs/ pushMai | Server
set up. external . URL=ht t p: // pushmai | . conpanynane. com 7779/ mobi | eocs/ set up

push. ext ernal . URL=ht t p: // pushmai | . conpanyname. com 7779/ nobi | eocs/ push

dm ext ernal . URL=ht t p: / / pushmai | . conpanynane. com 7779/ mobi | eocs

Example 2-2 illustrates the pimpap.properties file after these parameters have
been changed to reflect the new hostname and port.

Example 2-2 The Updated pimap.properties File

pi map. ext ernal . URL=ht t ps: // pushmai | - ext er nal . conpanynarme. coni nobi | eocs/ pushMai | Ser
ver

set up. external . URL=ht t ps: // pushnai | - ext er nal . conpanynane. conf nobi | eocs/ set up

push. ext ernal . URL=ht t ps: // pushmai | - ext er nal . conpanynane. coni nobi | eocs/ push

dm ext ernal . URL=ht t ps: // pushmai | - ext er nal . conpanynane. coni nobi | eocs

3. Restart the OC4J Wireless process on the Applications tier on which Oracle
Mobile Collaboration is located using the following command:

opmct| restartproc process-type=0C4J_Wrel ess

4. Edit the Oracle HTTP Server configuration file (httpd.conf) to include a new
Vi rt ual Host (virtual hostname) directive for the new external hostname and
port number. Example 2-3 illustrates the Vi r t ual Host directive for this file,
which is located at ORACLE_HOME/ Apache/Apache/conf/httpd.conf on the
Appications tier where Oracle Mobile Collaboration resides.

Example 2-3 The VirtualHost Directive of httpd.conf

Li sten pushmai | - ext ernal . conpanynarne. com i p: 80
<Virtual Host pushmail - ext ernal . conpanynane. com i p: 80>
Server Name pushmai | - ext ernal . conpanynane. com i p: 80
Port 80
<Directory /md-tier/oracle_home/ Apache/ Apache/ ht docs>
O der all ow, deny
Allow fromall
</Directory>
</ Vi rtual Host >

5. For Unix and Linux systems, ports under 1024 are privileged ports and require
super-user privileges. By default, Oracle HTTP Server runs as a non-root user (that
is, as the user who installed the Oracle Application Server). If you change the
Oracle Application Server HTTP listen port to a value of less than 1024, then you
must enable Oracle Application Server to run as root as follows:

a. Loginas root.
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b. Run the following commands in the Applications tier Oracle home:

cd ORACLE_HOVE/ Apache/ Apache/ bi n
chown root .apachectl
chnmod 6750 . apachect |

6. Restart Oracle HTTP Server using the following command:

opmct| restartproc ias-conponent =HTTP_Server

With the configuration complete, mobile users can access the Oracle Mobile Push
Mail Server through:

https://pushmail - ext ernal . conpanynane. com nobi | eocs/ pushMai | Server

and Mobile Browser Access through:

https://pushmail - ext ernal . conpanynane. con ptg/rm

Oracle Mobile Push Mail Data Flow

The following steps illustrates the data flow for Oracle Mobile Push Mail.

1. The Mobile Push Mail client program starts on a user’s device and authenticates
with the Oracle Mobile Push Mail Server.

Notes:

« All commands from the Mobile Push Mail client to the Oracle
Mobile Push Mail Server are sent through the HTTPS/HTTP
channel.

« The username and device ID are automatically provisioned to the
device during the OTA (over-the-air) installation process. The end
user enters only the password.

2. The Oracle Mobile Push Mail Command Processor receives the LOGIN command.
The LOGIN command is then relayed to the back end IMAP server for
authentication.

Note: The LOGIN command sent to the back end also carries the
current view filter that is applied to the inbox. Because filtering occurs
only on the Oracle IMAP Server, there is no impact on performance.

3. Once the LOGIN is successful, the Mobile Push Mail client then synchronizes its
inbox with that of the server. During this process, one known as state comparison
sync, any actions performed by the end user when they are not connected to the
server are uploaded to the Oracle Mobile Push Mail Server.

4. After synchronization ends, the Mobile Push Mail client starts the Push mode,
where it sends an IDLE command to the Oracle Mobile Push Mail Server. The
IDLE command is relays back to the IMAP Server, so that the Mobile Push Mail
client is immediately informed of changes to messages in the inbox (such as
creating, deleting or reading messages).

5.  When an event occurs on the Oracle Mobile Push Mail Server, the event is then
sent to the Mobile Push Mail client which performs the appropriate action. For a
new message event, the Mobile Push Mail client must contact the server to fetch
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the message body. For delete message or change flag events, the Mobile Push Mail
client must update its own message store with the new flags.

6. If the end user performs actions on the messages stored in the device, then these
actions are then sent to the Oracle Mobile Push Mail Server. The events are either
sent immediately (when there is an active connection to the Oracle Mobile Push
Mail Server) or cached and then sent later. New messages are sent to the Oracle
Mobile Push Mail Server using the XDELI VER PI MAP command. The Oracle
Mobile Push Mail Server then contacts the SMTP server to deliver the message.
After the Mobile Push Mail client sends changes to the Oracle Mobile Push Server,
it returns to the IDLE state.

Deploying Mobile Notifications for E-Malil

Figure 2-5 illustrates the typical deployment architecture for mobile notifications for
e-mail.

Figure 2-5 Deployment Architecture for Mobile Notifications
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The following steps illustrate the data flow for mobile notifications through e-mail.

1. A user sends a voicemail or fax message that triggers notification preferences set
by another user.
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Note: Users create messaging notification rules from the Mobile
Preferences page (Figure 3-1) of the Oracle Collaboration Suite portal
(pt g/ r m. The Mail server maintains the notification rules.

2. The notification events are enqueued in a queue in the mail database.

3. The Notification Event Collector running on the Oracle Mobile Collaboration
Server continuously de-queues these events to the Notification Engine, which
processes the notification event by looking up the end user’s preferences (such as
the device notification address) and then hands over the event to the Messaging
Server.

4. The Messaging Server delivers the notification to the end user’s device by pushing

the notifications through a messaging gateway (either hosted in-house or by a
third party)

5. The messaging gateway sends the notification to the user’s device.

See also "Configuring the Messaging Server for Notifications".

Deploying Mobile Notifications for Oracle Collaboration Suite 10g

Calendar

Users receive Oracle Collaboration Suite 10g Calendar-related notifications through
SMS, e-mail, voice messages, or fax messages. These messages alert users to such
events as new meetings, updated meeting information, or cancelled meetings.
Figure 26 illustrates the deployment architecture for Oracle Calendar notifications.

2-12 Oracle Mobile Collaboration Administrator’'s Guide



Deploying Oracle Voice Access

Figure 2-6 Deployment Architecture for Oracle Calendar Notifications
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The following steps describe the data flow for Oracle Calendar notifications.

1.

2.

3.

5.

Users enable (or disable) notifications for Oracle Calendar.
The Calendar Server tracks the users’ notification preferences for Oracle Calendar.

The Calendar Server, which uses the Oracle Mobile Collaboration Server’s
Notification Engine for processing and delivery of Oracle Calendar notifications,
pushes the notification directly to the Notification Event Collector using a TCP
connection on a configured port. By default, the Notification Event Collector
listens on Port 9000 for incoming notification events from the Calendar Server.

The Notification Event Collector running on the Oracle Mobile Collaboration
Server continuously de-queues these events to the Notification Engine. The
Notification Engine processes the notification event by looking up the end user’s
preferences (such as the device notification address) and then hands over the event
to the Messaging Server. The Messaging Server delivers the notification to the end
user’s device by pushing the notifications through a messaging gateway (either
hosted in-house or by a third party).

The messaging gateway sends the notification to the user.

See also "Configuring the Messaging Server for Notifications".

Deploying Oracle Voice Access

Figure 2-7 illustrates the deployment architecture for Oracle Voice Access.
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Figure 2-7 Deployment Architecture for Oracle Voice Access
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Deploying Oracle Voice Access to the Oracle Collaboration Suite requires a
VoiceXML gateway which has a telephony interface, an ASR (Automatic Speech
Recognition) server, a VoiceXML Interpreter, and a TTS (Text-to-Speech) server
(illustrated in Figure 2-8).

Figure 2-8 Required Components for Deploying Oracle Voice Access
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The following steps illustrate the data flow for Oracle Voice Access (illustrated in
Figure 2-9).

1. A Oracle Collaboration Suite user calls the voice access number to the Oracle
Collaboration Suite. The voice gateway is then contacted. For more information on
setting the voice access number, see "Configuring Oracle Voice Access".

2. Based on the number called, the voice gateway selects the appropriate URL to
contact the login service.
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10.

11.

12.

13.

14.

15.
16.

An HTTP request is sent to the Oracle Mobile Collaboration Server, asking for the
initial login page. The Oracle Mobile Collaboration Server detects that the request
originated from a voice device and subsequently contacts the Single Sign-On
server.

The Single Sign-On server sends back a login page in presentation-independent
XML.

The Oracle Mobile Collaboration Server then translates the login page to
VoiceXML, which it then sends to the voice gateway in an HTTP response.

The voice gateway processes the VoiceXML and prompts the caller for an account
number.

The caller says the account number and then presses # on the keypad.
The voice gateway then prompts the caller for a PIN.
The caller says the PIN and then presses # on the keypad.

The voice gateway submits the information back to the Oracle Mobile
Collaboration Server as an HTTP server request.

The Oracle Mobile Collaboration Server collects the submitted credentials and
contacts the Single Sign-On server to verify the credentials.

The Single Sign-On server contacts the Oracle Internet Directory (OID) and
matches the submitted credentials with the user.

The Single Sign-On server signals the Oracle Mobile Collaboration Server that the
user has been authenticated.

The Oracle Mobile Collaboration Server serves up the Voice Main Menu application
in presentation-independent XML and then translates the page to VoiceXML.

The VoiceXML is sent back to the voice gateway as an HTTP response.

The voice gateway processes the VoiceXML and plays the Voice Main Menu for the
caller.

Figure 2-9 The Network Flow for Oracle Voice Access

-

-

Callesr 2

PETHA nles Churer 1P [ HTTF A gl
.\"'-h —u—+‘-
ol Lbidnl, - oxd -
L ]

.‘-.

[ITE]

'?% ‘H--.-.__ H-W:‘Hllﬁg

VaiceXML Galeway

- Oracia Mobilo

"' Collabaration Sorver

Deploying Oracle Mobile Data Sync

Figure 2-10 illustrates the data flow for Oracle Mobile Data Sync. The following steps
illustrate the data flow.
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1. A user initiates synchronization from the OMA-DS client (the client program for
Oracle Mobile Data Sync) on the device (this client can be native to the device or
from a third party).

2. The device initiates a data connection through the best channel available that is
supported by this device (for example, cradle, Bluetooth, or GPRS). The channel
can be different upon each sync.

3. The connection finds the Mobile Data Sync Server using the URL saved in the
OMA-DS client settings.

4. The Mobile Data Sync Server checks for any valid previous sessions for the user. If
any valid prior sessions exist, then the session begins with changes made since the
last sync. If it finds no valid prior sessions, then a "slow sync session” begins,
wherein the context for the user is built (or rebuilt).

5. The Mobile Data Sync Server receives data for both the device and the user
account. For a "normal” session (that is, one where the Mobile Data Sync Server
found a valid prior user session), the Mobile Data Sync Server receives the
changed data from the last session. For the "slow sync" session (one where no
prior user session was found), the Mobile Data Sync Server receives all data.

Note: The connection between the Mobile Data Sync Server and the
Calendar Server goes through the firewall.

6. The Mobile Data Sync Server performs conflict and ownership resolution. For the
"normal” session, the Mobile Data Sync Server performs this task using the
mapping tables; for the "slow sync" session, the Mobile Data Sync Server rebuilds
the context through a matching heuristic.

7. Once the Mobile Data Sync Server completes the conflict and ownership
resolution, the data is sent back to both the user device and the server account. The
context is updated for use for the next sync.

Figure 2-10 Data Flow for Oracle Mobile Data Sync
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Configuring the Mobile Collaboration Server

This chapter describes the required configuration for enabling Oracle Collaboration
Suite 10g Mobile Collaboration to provide mobile access and notifications to the Oracle
Collaboration Suite 10g components. This chapter includes the following sections.

« "Overview of Oracle Mobile Collaboration Server Configuration"
« "Configuring Mobile Text Access"
« "Configuring Oracle Voice Access"

« "Configuring Oracle Mobile Push Mail and the Oracle Mobile Device Management
Access Points"

« "Configuring the Messaging Server for Notifications"

« "Configuring the Fax Server"

Overview of Oracle Mobile Collaboration Server Configuration

The properly configured Oracle Mobile Collaboration Server provides Oracle
Collaboration Suite users with the Mobile Browser Access URL address which enables
them to access the Oracle Collaboration Suite 10g components from a mobile device,
the Mobile Text Access addresses for Async access (e-mail and SMS) to Oracle
Collaboration Suite services and the Mobile Voice Access number which provides voice
access to Oracle Collaboration Suite 10g components. These entry points display in the
Mobile Preferences configuration pages of the Oracle Collaboration Suite portal

(Figure 3-1) and are configured automatically on users’ devices through OTA
provisioning.

Configuring the Mobile Collaboration Server 3-1



Overview of Oracle Mobile Collaboration Server Configuration

Figure 3-1 Oracle Mobile Access
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Configured Components
The successful installation of Oracle Collaboration Suite 10g provides the following:

« The Mobile Preferences configuration pages in the Oracle Collaboration Suite portal
(Figure 3-1) as well as the value for the Mobile Browser Access URL listed on these
pages. This URL is a bookmark to the Oracle Collaboration Suite portal (pt g/ rm)
that enables users to access and browse Oracle Collaboration Suite services from
mobile devices.

« The Oracle Mobile Push Mail Server

« Mobile notifications— Oracle Mobile Collaboration ships with an account that
enables 1000 units of notifications for SMS, voice, e-mail and fax messages. In
addition, the Messaging Server component is already configured to use the Oracle-
hosted online push service (ht t p: / / nessenger . or acl e. coni xns/
webser vi ces). Although configuring the Messaging Server for notifications is
optional, you may have to create a new notification channel once the quota of
messages has been exhausted. For more information, see "Configuring the
Messaging Server for Notifications".

Required Post-Installation Configuration

While Oracle Mobile Collaboration ships with the Mobile Browser Access URL and
Oracle Mobile Push Mail Server and (limited) mobile notification ability already
configured, you must configure Oracle Mobile Text Access, Oracle Voice Access, and
the fax server. Because the Oracle Application Server Wireless component of the
Oracle Mobile Collaboration Server provides messaging and notification functions
needed to support Mobile Text Access and Oracle Voice Access to the Oracle
Collaboration Suite (Figure 2-1) as well as fax delivery, you must use the OracleAS
Wireless System Manager and the Wireless tools to complete the post-installation
configuration of Oracle Mobile Collaboration. For more information on the OracleAS
Wireless System Manager and the OracleAS Wireless Tools, see the Oracle Application
Server Wireless Administrator’s Guide
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The OracleAS Wireless System Manager

The OracleAS Wireless System Manager (Figure 3-2), enables you to configure the
Async Listener access points for the Mobile Text Access through e-mail and SMS as
well as the voice entry point for Oracle Voice Access (described in "Configuring
Mobile Text Access" and "Configuring Oracle Voice Access”, respectively).

Figure 3-2 The Home Page of the OracleAS Wireless System Manager
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Accessing the OracleAS Wireless System Manager
You can access the System Manager using either of the following methods:

«  Clicking Wireless in the System Components table of the Oracle Collaboration Suite
Application Server Control.

«  Clicking Wireless in the Home page of Oracle Mobile Collaboration (Figure 4-2).

When you first access the System Manger, the tool defaults to its Home page, which
includes information on the running status of the OracleAS Wireless Server and the
OracleAS Wireless processes. The Standalone Processes table on the Home page includes
the processes of the Messaging Server.

You access the configuration pages related to the Async Listener and messaging from
the Component Configuration section of the System Manager’s Site Administration page.
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Figure 3-3 The Component Configuration Section of the Site Administration Page
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The OracleAS Wireless Tools

Oracle Mobile Collaboration ships with a set of mobile applications, which support the
mobile access of the Oracle Collaboration Suite’s services, such as Mail and Content
Services. Although the mobile applications run out-of-the-box, the Login, Voice Main
Menu, Directory, and E-Mail applications require additional configuration for voice
access. Likewise, configuring the fax server also requires that you configure the Fax
mobile application. The Content Manager, one of the OracleAS Wireless tools, enables
you to edit the input parameters of these mobile applications as needed. For more
information on the mobile applications see Appendix A, "Configuring the Mobile
Applications”.

Accessing the OracleAS Wireless Tools

You access the OracleAS Wireless Tools by clicking the administration icon (Figure 3—
4) for Mobile Collaboration in the System Components table of the Application Server
Control Home page (Figure 4-1).

Figure 3-4 The Administration Icon
s
74

Enter the administrator name and password and then click Sign In. The OracleAS
Wireless Tools appear. Click the Content Manager tab to access the Content Manager
Tool. The tool’s browsing page appears (Figure 3-5), listing the mobile applications in
the Application Links table.
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Figure 3-5 The Content Manager Tool’s Browsing Screen

LUhmcle i PREATIN Sy |

lI||II'|||:-||:\'|L"':|':| .:::'l r'..'..-u e

Hlllrrl rf:llﬂ.-.f ﬂ'.l!l}'\'ﬁlﬁrﬁd 0 )

Applicaticn Links

i Fekier drict Beptaroai | -'ﬂnn.;fl'.urnlm | | Ouiiby daid hicdifiosim |
.......... ==L =S CLUL LR L .
Lipe e gage 2 cnrs sppicease ks, shech ersbds wa sppbceien 1s 3e gekheked ia aner goags
Sifa il an Misn dnd.. Dwtp o Categanye o Mews | Distag | Ede
Cligart Lam
fesrt jps Rams mn fpglicava Tem'valld Villda Segummie Raup Headifey
B i didrmen Bloal EEFNY  Agdman Eook ij ne ne i Crmnin May 18
al 200
110435
P POT
I o Calaiifia B Calervdai i b mus 1 Cumiti Mlay 13
" LLE
P PO

Completing the post-installation configuration of Oracle Mobile Collaboration requires
that you edit the parameters of the Voice Main Menu, Directory and Fax mobile
applications. To do this:

1. Select a mobile application from the Application Links table and then click Edit. The
editing page appears, displaying the general information for the mobile
application.

2. Click Input Parameters. The input parameters for the mobile application appear
(Figure 3-6). Some of the parameters are read-only and cannot be modified.

3. Change the values as needed.

4. Click Apply to commit the changes to the input parameters.
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Figure 3-6 Editing (or Viewing) the Input Parameters for a Mobile Application

Chmcke Applicaticn Server

Wireless

TR e T

Lordeni

Palillgh Copigsr

Cprieig Sy bisgh Cgniers S pi F plder ¥ g s D] @ an i
Edi Application Link : Input Parameters

Cascel | | Soedy |
Apciraemn 1T, Zrdmey I.lrr.n-1|lu..'|1m'||:.q.l_|l|;|‘rl|!r|¢|r\- il
The HT TP UL m He. Appicsioe | cen b ssmids or ressey e B
g et o SRS SREO SO0 08 DT B
Lo L Wakikason
twniti vainbilly o FBIL documest The DT
SR R P AT TR R
T i e e T B TR P T
Easd HTTP S fors
AT i e ITTRRI BT L W ST TR i T
i el maliesiieey iy STTP bmsiers . Thae siefsll selus i e
Faplacs oo LIRLs ||m.- -I
Aard iy i mmgi B IFIaR |y B psiares 1 P e e
i irsiuie 1P
HTTF khnkid | FOET =
The HTTF mest s smEd bs a8 s 1 gt i corseni o i
Eppice e LY Spdherr Gneried weitein e GFT mr ST
Irgeai Encoadng  [LTFH
Ercocng eoers of T ieraes =l pares e e sepicet
rreg Lo WS chmeem oo reewn The b o s o midnies

. “HEL i e I e e S P e

Oviac ko Trdwmed Dreczary (D) Sersar [Rcaifesi

Configuring Mobile Text Access

Oracle Mobile Text Access uses the e-mail and SMS channels. Configuring Mobile
Text Access involves creating Async Listener access points using the OracleAS
Wireless System Manager.

Creating Async Listener Access Points
To create an access point:

1. From the Site Administration page of the System Manager (Figure 3-3), click Access
Points (located under Async Listener). The Access Points page appears (Figure 3—
7), which lists the access points.

Figure 3-7 The Access Points Page
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2. Click Add. The Add Access page appears (Figure 3-8).
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3. Enter a unique name for this access point.

4. Select the delivery type for this access point. Options include e-mail, SMS, or two-
way pager.

5. Enter the address for this access point. For SMS, it is a phone number, such as
18001234567. The e-mail address values can reflect different client account
addresses. For example, if you create a user account called ask@oracle.com for
incoming Mobile Text Access user requests through e-mail, you enter
ask@oracle.com as the address for the access point as well.

6. Select Allowed to Access All Applications if this is a site access point or an application
category access point. If you do not select this option, then you can associate one
or more application categories with an access point used to support Premium
SMS. If you select this option and create a site access point, then OracleAS
Wireless prompts you to confirm the removal of all of the application categories (if
any) associated with this access point.

7. Select Dedicated for Actionable Message Reply to create an address that is dedicated
for actionable message reply. Once it is set, all of the actionable push messages
have the From address set to the access point. The instructions for replying to an
actionable message omit the application short name. To answer these messages,
users need only to reply with a transaction ID and the application parameters.

8. Click OK. The new access points appear in the table in the Access Points page.

The access points can now be associated with an Application Category using the
Content Manager tool. For more information, see Oracle Application Server Wireless
Administrator’s Guide.

Figure 3-8 Adding an Access Point
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Notes:

« Ifneeded, you can use a driver other than the PushDriver to
receive incoming text requests.

« After you create a driver instance from a site-level driver
supporting e-mail or SMS (such as EmailDriver, SMPPDriver,
DataCommunicationDriver or UCPDriver), you must create
access points for the driver instance.
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Configuring the E-Mail Access Point

To access the Oracle Collaboration Suite through e-mail, a user sends an e-mail to a
predefined address. In either the body or the subject line of this e-mail, the user enters
a short name command to invoke one of the Oracle Collaboration Suite services, such
as cal for information on appointments logged in the Oracle Collaboration Suite 10g
Calendar. Oracle Collaboration Suite then replies with the requested data.

To configure the e-mail and paging services for the Oracle Collaboration Suite:

1.

Ensure that Oracle Collaboration Suite 10g Mail functions correctly and that its
IMAP and SMTP servers are running. In particular, you must ensure that the
SMTP server runs on port 25.

Note: Although Mobile Text Access through e-mail does not require
any external components, you must still ensure the proper functioning
of Oracle Collaboration Suite 10g Mail.

Set up client accounts for incoming Mobile Text Access requests as follows:
a. Navigate to http://infra_hostname:port_number/oiddas.

b. Login as orcladmin.

c. Click the Directory tab.

d. Click Create.

e. Enter the values for User ID (such as ask), Email Address (for example,
ask@oracle.com), Password and Confirm Password.

f.  Provision this user for e-mail only and then click Next.
g. Click Next and then Finish.

Create a driver instance of EmailDriver. If you do not use EmailDriver, then you
must create a driver and then add an instance of that driver to a Messaging Server
process.

Because this driver uses all of the delivery categories, you must remove delivery
categories from PushDriver when you create a new driver instance. For example, if
you create an e-mail driver instance from the seeded EmailDriver, you must first
edit PushDriver to remove its e-mail channel, so that all of the e-mail messages are
routed through the instance of the EmailDriver and not PushDriver.

To remove a delivery channel from PushDriver:

a. On the System Manager’s Site Administration page, click Drivers. The Drivers
screen appears (Figure 3-9), displaying all of the supported drivers for the
OracleAS Wireless instance.
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Figure 3-9 The Drivers Page of the OracleAS Wireless Messaging Server Component
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b. Select PushDriver and then click Edit. The Properties page for PushDriver
appears (Figure 3-10).
c. Select the delivery type for the driver you plan to use and then click Remove
to prevent messages from being routed through the PushDriver.
d. Click OK to save the changes to PushDriver.

Figure 3-10 Editing PushDriver

CRACLE ENTERFRISGE MAMNSGER 10y

Logn Topoboy Praisrencas Heic
Esmn = Snmicalion Sereic O 81 0CaEONE Srrrabanlll ob 0iais L0 * WAmESE * [N
FPushDsiver. Properties
Cancual | &F.
& Diiiver Mamii |F‘\..5|l|:h-u| Frotecols ["
= Erable Qe ooy -._r prsi i -| 7
* Dakwary Add |

Tupai Camias |
PEE e | Henmee R —

i | | Speed Level |3 =]

1] ] Casil Lol |1 5]
WiitE | Lapatiny r:“ETCI__-_'_I
Fax B

Supgpensd Encoding and Lecales
Ercedng |I.'_TF_~‘.I-

Exaple: LTE-3 S i, o
Sader! lncale mnd_. | Del=ie |
Sepiprl Lncale
7 |English [Linted Siabes) =
L Anpther Pow |

After you define the driver instance, click OK and then stop and restart the
Messaging Server process.

Once you remove the delivery category from PushDriver, you must add a driver
instance to a new or existing Messaging Server process. To add a driver instance:

a. From the Standalone Processes table of the System Manager’s Home page, click
the standalone Messaging Server process link. The detail page for the process

appears.
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Note: By default, the Messaging Server processes are hamed
messaging_gateway XXX, where XXX is a number.

b. From the Driver Instances table, click Add. The Add Driver Instance page

appears (Figure 3-11).

c. Select the site-level driver from the Driver Name list and then click Go. The
parameters specific to the driver appear.

d. Enter a name for the driver.

e. Enter the number of sending threads (and, if applicable, enter the number of

receiving threads).

f. Select Enabled to enable this driver instance.

Note: For a driver instance to start simultaneously with the
Messaging Server, you must enable both the site-level driver and its

driver instance.

g. Define the parameters for a driver instance based on EmailDriver. Table 3-1
describes these parameters.

Table 3-1 E-Mail Driver Instance Parameters

Parameter

Value

server.incoming.protocol

server.incoming.host

server.incoming.receivefolder

server.incoming.usernames

server.incoming.passwords

server.incoming.emails

server.incoming.checkmailfreq

server.incoming.deletefreq

server.incoming.autodelete

server.incoming.retry.limit

server.outgoing.host
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The protocol for incoming mail, such as IMAP

The server for incoming mail. For example,
mtier_hostname.

The name of the folder for incoming mail, such as
INBOX.

The names e-mail accounts. Separate account names
with a comma (,).

The passwords to the e-mail accounts. Separate
multiple passwords with a comma (,).

The addresses of the e-mail accounts (such as
ask@oracle.com). Separate each address with a comma

()-

The frequency, in seconds, to check for incoming e-
mail. The default is 5.

The frequency, in seconds, to purge processed e-mails.
The default is 600.

Enter true to delete e-mails after they have been
processed; enter false to retain e-mails after they have
been processed.

The number of times the driver should attempt to
reconnect when disconnected from the incoming mail
server. Enter -1 for unlimited retries.

The name of the outgoing e-mail server, such as
mtier_hostname.
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Table 3-1 (Cont.) E-Mail Driver Instance Parameters

Parameter Value

default.outgoing.from.address The default from address of the e-mail (if none is
provided in the message). For example, enter
ask@oracle.com.

server.outgoing.username Do not enter a value for this parameter for e-mail and
paging in Oracle Collaboration Suite.

server.outgoing.password Do not enter a value for this parameter for e-mail and
paging in Oracle Collaboration Suite.

h. Click OK.

i. Select the Messaging Server process from the Standalone Processes table and
then click Stop and then Start.

Figure 3-11 Creating a Driver Instance for a Messaging Server Process
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5. Create access points for the driver instance as described in "Creating Async
Listener Access Points".

Configuring the SMS Access Point

To deliver SMS messages, set up a communication channel to the SMS carrier that
forwards the SMS content to the Oracle Mobile Collaboration Server. You must
contract with a carrier that has a network for sending and receiving SMS messages
through the UCP or SMPP protocols and obtain SMS phone numbers as well.
Alternatively, you can use an SMS aggregator, such as Mobile 365, which acts as an
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intermediary between the SMS carriers and the enterprise. (This may be beneficial
when supporting messaging that requires multiple carriers.)

Tip: For global SMS delivery, you must obtain an SLA from an SMS
aggregator with a reasonable success rate in delivering messages
worldwide. Unlike a single carrier, an SMS aggregator can offer
expanded reach and coverage because of peering relationships and
roaming partnerships. The SMS aggregator must be able to receive
messages from global carriers and then communicate with the Oracle
Mobile Collaboration Server. A list of certified aggregators is located
at:

http://otn.oracl e.com products/iaswe/integration/
content. htm

You also must create a driver that communicates with the aggregator’s
infrastructure.

To create an SMS access point:

1. Setup atelecom bridge that enables SMS delivery to the Oracle Collaboration
Suite over the wireless network. To do this, you must create a driver that
communicates with an SMS aggregator’s infrastructure. Before you contract with
an aggregator, refer to the list of certified SMS aggregators located at:

http://otn.oracl e.com products/iaswe/integration/
content. htm

Alternatively, you can use one of the pre-built Messaging Server drivers that
Support SMS or you can build a driver. If you build a driver, you must consult
with the SMS aggregator and follow the OracleAS Wireless SDK. For more
information on developing drivers, see to Oracle Application Server Wireless
Developer’s Guide.

Once you have built a driver, you must add an instance of that driver to a
Messaging Server process. For more information on creating driver instances
based on Messaging Server drivers, see Oracle Application Server Wireless
Administrator’s Guide.

2. Create access points for the driver instance as described in "Creating Async
Listener Access Points". Enter a name for the access point, enter the SMS phone
number as the address, select SMS as the delivery type, and select Allowed to
Access All Applications.

Configuring Oracle Voice Access

Oracle Voice Access is achieved through a VoiceXML gateway, a third-party server
that connects to the telephony network on one side and Oracle Collaboration Suite on
the other. This voice gateway translates voice commands from the telephony line into
HTTP requests which it sends to Oracle Collaboration Suite. The voice gateway then
renders the results as audio replies that are played back to the user.

Once you have created and installed the service, you can enable Oracle Voice Access.
To do this, you must have a third-party VoiceXML gateway that is approved by Oracle
Corporation. The list of accepted gateways is located at:

http://otn.oracle.comtech/w rel ess/integration/content. htnl
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Tip: Seehttp://ww. oracl e. com t echnol ogy/ product s/
i aswe/ Oracl eAS Wrel ess_Voi ce_Depl oynent . pdf for
additional information on configuring and deploying Oracle Voice
Access.

To integrate Oracle Collaboration Suite with a VoiceXML gateway:

Obtain and configure a VoiceXML gateway approved by Oracle Corporation. For
more information on configuring VoiceXML gateway drivers, refer to Oracle
Application Server Wireless Administrator’s Guide.

If you do not have access to a VoiceXML gateway, a number of gateway providers
have hosted gateways for developers that can be used free of charge for
development and testing purposes. For example, VoiceGenie maintains a
developer studioatht t p: / / devel oper. voi cegeni e. com where users can
sign up for a development account that provides them with 10 extensions to a
voice gateway. From the developer studio site, users configure each of their
extensions to point to different URLSs.

Note: To use the VoiceGenie hosted VoiceXML gateway for testing,
you must add the VoiceGenie*NXP/7.* user agent. For more
information, see "Adding the User Agent for \ersion 7 of VoiceGenie".

To provision the voice gateway login to point to the voice login for the Oracle
Collaboration Suite, you must set up an extension to point to the URL outlined in
"Provisioning Oracle Voice Access".

You must integrate with a VoiceGenie VoiceXML gateway for voice notifications.
Provide the application URL to the VoiceGenie outbound call servlet (the required
value for the voi cegeni e. out bound. ser vl et. uri parameter) by first
selecting VoiceGenieDriver from the Drivers page (Figure 3-9) and then by
clicking Edit. From the Driver Class and Parameters section of the Properties page for
VoiceGenieDriver, enter the URL for the voi cegeni e. out bound. servl et . uri
parameter.

Configure a voice driver instance for a Messaging Server process.

Enter the number of the VoiceXML gateway as the value for the Voice Access Phone
Number parameter in the Basic Site Configuration wizard (or in Voice Access Phone
Number parameter in the URL section of the HTTP, HTTPS configuration page of
the System Manager).

Enter the URL of OracleAS Wireless in the VoiceXML gateway start page slot.

Additional VoiceGenie Configuration
This section describes the following:

Changing the User Agent on the SpeechGenie VoiceXML Gateway
Creating a Web-Accessible Directory for Recording Audio

Downloading and Installing the VoiceGenie Outbound Caller for Voice
Notifications

Changing the User Agent on the SpeechGenie VoiceXML Gateway

This section describes how to change the SpeechGenie default user agent from PMLI/
1.1 to PMLI/SpeechGenie/1.1 for SpeechGenie versions 6.4.2 and 5.9.6.

Configuring the Mobile Collaboration Server 3-13



Configuring Oracle Voice Access

For SpeechGeniev. 6.4.2
To change the SpeechGenie v. 6.4.2 user agent to PMLI/SpeechGenie/1.1:

1.

o &~ v DN

o

Login to the VoiceGenie Management Console (VMC), which is located at ht t p: /
/ <Voi ceGeni e Server Name>: 8080/ vnt as the administrator. Login using
pw, the default administrator login and password.

Click the Configuration tab and then Web Proxy.
Select the Default radio button.
Click Edit.

Editthe i pr oxy. user _agent parameter by setting it to
i proxy.user_agent =PM_1/ SpeechGeni e/ 1. 1.

Click Update.
Restart the platform.

For SpeechGeniev. 5.9.6
To change the SpeechGenie v. 5.9.6 user agent to PMLI/SpeechGenie/1.1:

1.

2
3.
4

o

login to the Unix account, pw.
Enter cd ~/ confi g to move to the root directory.
Enter vi voi cexm . cf g toopenvoi cexm . cf g for editing.

Invoi cexml . cf g, replace USER_AGENT with USER_AGENT=PM_I /
SpeechCeni e/ 1. 1.

Save voi cexm . cfg.

Restart the SpeechGenie platform.

Creating a Web-Accessible Directory for Recording Audio

You can improve the experience for voice access users sending a recorded e-mail by
creating a Web-accessible directory. This directory optimizes the uploading of a
recorded audio file, such as one for an e-mail reply. See also "Configuring the Mail
Application to Improve User Experience When Sending E-Mail".

To create a Web-accessible directory:

1.

Login to the SpeechGenie server using the administrator account (pw is the both
the username and password).

Create a symbolic link in the Zusr/local/pool/webapps directory to the directory
for recording audio as follows:

« Entercd /usr/ Il ocal/pool / webapps to navigate to the /usr/local/pool/
webapps directory.

« Enterln -s /usr/local/phone/record tocreate the symbolic link to /
usr/local/phone/record, with r ecor d as the name of the link file. Once you
create the r ecor d link file, the directory under phone/record can be accessed
through the Web.

Note: You may need to be at the root directory to perform the link
command for the symbolic link (I n -s).
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Downloading and Installing the VoiceGenie Outbound Caller for Voice Notifications
For information on how to download and install the notification servlet, see the
tutorial from VoiceGenie Support located at

http://support.voi cegeni e.comtutorials.php?tutorial =ai oc

Adding the User Agent for Version 7 of VoiceGenie

To use the VoiceGenie hosted VoiceXML gateway for testing, you must add
SpeechGenie's new user agent to the list of expected user agents. To add the
VoiceGenie*NXP/7.* user agent to the SpeechGenie device, you must edit the
SpeechGenie device using the Foundation Manager, one of the OracleAS Wireless
Tools. Like the Content Manager, you access this tool using the administration icon as
described in "Accessing the OracleAS Wireless Tools".

1. After you access the OracleAS Wireless Tools, click the Foundation tab. The Devices
browsing page of the Foundation Manager appears.

2. From the Devices table, select SpeechGenie and then click Edit. The editing page
appears, defaulting to Basic page. From the menu, select Transformer.

3. Enter VoiceGenie*NXP/7.* in the User Agent field (Figure 3-12).

Figure 3-12 Adding the User Agent to the SpeechGenie Device
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4. Click Add.
5. Click Apply to commit the change to the SpeechGenie device.

Provisioning Oracle Voice Access

To provision the VoiceXML gateway login to point to the voice login for Oracle
Collaboration Suite, access the voice gateway configuration system (provided by the
VoiceXML gateway provider) and provision a phone number to the following URL:
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http://host. domai n/ pt g/ r M?PAl ogi n=t rueé&st art =t r ue&<PAoi d=<oi d of
t he Voice Main Menu service>

To define the PAoI d attribute, use the OID (the Object ID in the Oracle Application
Server Wireless Repository) of the Voice Main Menu application, which is listed in the
Object 1D column of the browsing and Search Result tables of the Content Manager
(Figure 3-13). For example, the Object ID of the Voice Main Menu application is noted
as 7009 in Figure 3-13. The Content Manager enables you to both view and edit the
input parameters of a mobile application. For more information on the Content
Manager, see Oracle Application Server Wireless Administrator’s Guide

Figure 3-13 The Object ID of the Voice Main Menu Application
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Configuring the Voice Main Menu Application for Voice Dialing

The Voice Main Menu application’s Voice Dial option enables users of the Oracle
Collaboration Suite to call their contacts directly from the main menu. By default, the
Voice Dial mode is not enabled.

To enable voice dialing from the main menu, edit the Voice Main Menu application
using the Content Manager as follows:

1. From the Publish Content tab of the Content Manager, select the Voice Main Menu
application from the Application Links table.

2. Click Edit. The Edit Application Link screen appears, defaulting to the General
screen for the Voice Main Menu application.

3. Click Input Parameters.
4. Set the Address Book Grammar parameter to true.

5. Click Apply.

Configuring Voice Access to Directory Search

There are two versions of the Directory application: Dual Tone Multi-Frequency
(DTMF) and Large-scale speech. The DTMF version provides a telephone keypad-
based user interface. The Large-scale speech version provides a voice user interface. By
default, the Large-scale speech version is not enabled because it is only compatible
with version 5.9.6 or higher of the SpeechGenie VoiceXML gateway. For more
information on the parameters of the Directory application refer to "Configuring the
Directory Application”.
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Generating DTMF-Equivalents and User Name Grammars

Configuring the Directory application for DTMF and Large-scale speech modes
requires that you generate the DTMF equivalents and grammar (a vocabulary of the
Oracle Collaboration Suite user names) from the list of Oracle Collaboration Suite
users stored in Oracle Internet Directory (OID) server. For information on generating
DTMF equivalents, see "Managing Voice Support".

Enabling the Large-Scale Speech User Interface
To enable the large-scale speech user interface for the directory:

1. From the Publish Content tab of the Content Manager, select the Directory
application from the Application Links table.

2. Click Edit.The Edit Application Link screen appears, defaulting to the General screen
of the Directory application.

3. Click Input Parameters.
4. Set the Use Voice LSS parameter to true.
5. Click Apply.

Note: When the voice-enabled Directory application with Large-Scale
Speech is loaded for the first time, the grammar that was generated by
the application server is copied and cached on the voice gateway.
Depending on the number of contacts in OID, this may cause a
significant delay. It is therefore crucial for the administrator to be the
first one to call in after the grammar has been regenerated or has
expired in the cache. Usually, the voice gateway cache knows when to
retrieve a new grammar generated by the administrator.

Scheduling the Command-Line Utility and Caching

When the voice gateway accesses the Large-Scale Speech User Interface Directory for
voice access for the first time, it caches the grammar for a specified period. If the voice
gateway does not check the application server for a newer grammar until this time
period expires (that is, the application server does not support the | f - Modi f i ed-

Si nce request header), you must create a generation/caching strategy to ensure
efficient performance through caching and up-to-date grammars. The generation/
caching strategy is comprised of two components:

« Scheduling the Command-Line Utility to Generate the Grammars at Set Intervals

« Setting the Maximum Age for the Grammar Held in the Cache

Scheduling the Command-Line Utility to Generate the Grammars at Set Intervals
To schedule the utility to run on a periodic basis:

«  OnUNIX:

Add scheduling information to popdir.sh in the operating system crontab file. For
example: adding 30 3 **4 ORACLE_HOVE/ wi r el ess/ bi n/ popdi r. sh runs
the popdir.sh script every Thursday at 3:30 AM. Refer to UNIX documentation for
further information on scheduling cron jobs.

= On Windows:

Use the Scheduled Task wizard to run popdir.bat at a specified interval as follows:
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Go to Start and then click Run.

Enter tasks.

Click Add Scheduled Task. The Scheduled Task wizard appears.

Click Next and then use Browse to locate, and then select, popdir.bat.
If needed, enter a name for the task.

Define the interval and time for the task.

Enter the user name and password.

Click Finish.

© N o 0~ w N PR

Setting the Maximum Age for the Grammar Held in the Cache

To ensure a seamless transition from the expiration of the grammar in the cache to the
cache’s retrieval of a newly generated grammar from the application server, you must
synchronize the expiration with the retrieval, so that the application server generates a
new grammar when a grammar expires in the cache.

The Max Age input parameter of the Directory application enables you to set the
maximum age for the grammar (that is, the length of time that the cache holds the
grammar). To set the maximum age of the grammar:

1. From the Publish Content tab of the Content Manager, select the Directory
application from the application links table.

2. Click Edit. The Edit Application Link screen appears, defaulting to the General
screen for the Directory application.

3. Click Input Parameters.

4. Setthe Granmar Max Age input parameter to the cache expiration time, in
seconds.

5. Click Apply.

Configuring the Mail Application to Improve User Experience When Sending E-Mail

If you use Version 5.9.6 or higher of SpeechGenie, you can improve the experience for
voice access users sending e-mail. Configuring the URL for direct access to recorded audio
parameter of the Mail application reduces the latency of .wav file uploads to one or
two seconds.

1. Create a directory on the SpeechGenie gateway called audio in the form of ht t p: /
/ <speechgeni egat eway. domai n. con®: <port >/ recor d/ audi o. For more
information, see "Creating a Web-Accessible Directory for Recording Audio”.

2. Use the Content Manager to edit the input parameters of the Mail application as
follows:

1. From the Publish Content tab of the Content Manager, select Mail from the
application links table.

2. Click Edit. The Edit Application Link screen appears, defaulting to the General
screen for the Mail application

3. Click Input Parameters.

4. Define the URL for direct access to recorded audio parameter by entering the full
URI to the record directory (not the URI to the audio directory). Include the
protocol, port, and path. For example, enter http://<speechgeniegateway.
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domain.com>:<port>/record/audio/ as the URL used to fetch .wav files from the
SpeechGenie VoiceXML gateway.

5. Click Apply.
See also "Changing the User Agent on the SpeechGenie VoiceXML Gateway".

Note: The Mail application works with a multi-gateway deployment
as well. For multiple SpeechGenie gateways, the paths for each
gateway must be Web-accessible. For the URL for direct access to
recorded audio input parameter, you need only specify one voice
gateway. The Mail application computes the specific voice gateway
that stores the audi o directory. For more information on the Mail
application, refer to "Configuring the Mail Application”.

Testing the Voice Access Configuration

This section describes how to confirm that the configuration described in "Configuring
the Voice Main Menu Application for Voice Dialing” and "Configuring Voice Access to
Directory Search” has taken effect and that the voice applications function properly.

Notes:

« Before you begin testing, create a mobile account number and PIN
to enable access your Oracle Collaboration Suite account from
mobile devices and through voice commands on the telephone.

« You must have at least one message in your e-mail inbox, one
contact with both a phone number and e-mail address in your
contacts, and one appointment in your calendar.

To test voice access:

1. Dial the Voice Access phone number. You should hear, "Welcome to Oracle
Collaboration Suite."

2. When prompted, enter your account number and PIN. You should hear the main
menu reply, "You have X new messages and Y appointments. Your options are ...."

3. To test main menu voice dialing, say "Call <contact name>" at the main menu. A
phone call is then placed to the work phone number of your contact. If the call is
not placed, then the voice dialing is not configured correctly. See "Configuring the
Voice Main Menu Application for Voice Dialing".

4. Enter ** to end the conversation.
5. Say "Main Menu."

6. Say "Messages" at the main menu. You should hear the word messages, and then
hear your e-mail message headers.

7. Say "Reply."

8. Record a message that is at least 30 seconds long and say "send it" when
prompted. It should not take longer than two seconds to send the message. If
sending messages takes longer than two seconds, then the user experience
improvement is not configured properly. See "Configuring the Mail Application to
Improve User Experience When Sending E-Mail".
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9. Say "Calendar." You should hear the word calendar and then a listing of your
appointments for today.

10. Say "Files.” You should hear the word files, and then the contents of your home
folder.

11. Say "Directory.” You should hear the word directory and then be prompted to say a
name.

12. Say "Oracle admin."” You should hear please wait and then you should hear an
option to play details.

13. Say "Goodbye." You should hear the phrase exiting, or say cancel.

Configuring Oracle Mobile Push Mail and the Oracle Mobile Device

Management Access Points

During installation, the hosthame and the HTTP port of the Applications tier are
automatically configured as the URLs for Oracle Mobile Push Mail and for Oracle
Mobile Device Management. There is no need for further configuration. If you must
change the hostname and port, however, you can do so by performing either of the
following tasks:

« Changing the URL for the Entire Oracle Collaboration Suite System

« Changing the URL for a Single Applications tier

Changing the URL for the Entire Oracle Collaboration Suite System

If the installation of Oracle Collaboration Suite uses multiple Applications tiers, you
can configure a load-balancer as the URL for Oracle Mobile Push Mail. You provision
this URL to the mobile device. To configure the URL as the load balancer:

1. Telnet to one of the Applications tiers.

Note: The Oracle home environment must be set properly.

2. Navigate to SORACLE_HOME/wireless/install.

For secure access (HTTPS).
On UNIX and Linux, run the script:

./ncsutil.sh -O $ORACLE_HOME -U -H <ol d host name>
port nunber> -N <new host nane> -W <new port >

On Windows, run:

ncsutil. bat - O %ORACLE HOVE% - U - H <ol d host nanme>
port nunber> -N <new host nane> -W <new port >

For non-secure (HTTP) access.
On UNIX and Linux, run

./ntsutil.sh -O $ORACLE_HOME -U -H <ol d host name>
port nunber> -N <new host nane> -W<new port> -T

On Windows, run

ncsutil. bat - O %ORACLE HOVE% - U - H <ol d host nanme>
port nunber> -N <new host nanme> -W<new port> -T
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Note: In these scripts:

« - 0O ORACLE_HQME is the absolute path to the ORACLE_HOME
directory.

« -Uisupdate URLs

« -H <ol d host >is the old host name

« -P <old port nunber>isthe old port

« -N <new host nane> isthe new host name
« -W<new port > is the new port

« For- T, use http:// URLSs rather than https://. This is an optional
parameter.

Changing the URL for a Single Applications tier

You can also configure the URL for Oracle Mobile Push Mail for a single Applications
tier by editing the properties file, pi map. properti es, as follows:

1. Telnet to an Applications tier.

Note: The $ORACLE_HOVME environment must be set properly.

2. Navigate to SORACLE_HOME/wireless/server/classes/oracle/panama/imap/
config.

3. Open the pimap.properties file.

4. Edit the <host nane> and <por t > properties in the External URLs for OTA
Provisioning section (Example 3-1) so that they point to the URL for Oracle Mobile
Push Mail.

Notes:
« Modifying pimap.properties overrides the values in the database.

« Edit the <host nane> and <por t > only. Do not change any other
part of the URLSs.

« Remove the # that precedes the URL so that it can be used.

Example 3-1 External URLS for OTA Provisioning from the pimap.properties File

EXTERNAL URLS FOR OTA PROVI SI ONI NG

Push Emai| Server Internet URL

this property needs to be configured to the URL that is visible for end

users on the Internet. You MJUST make sure that during depl oynent,

this external URL is mapped to the internal URL:port that Apache is |istening.
YOU SHOULD MAKE SURE | T MAPS TO APACHE' s LI STENER port AND NOT WEBCACHE' s.

For a MD-TIER only install port 7777 = webcache and 7778 = Apache
For a SINGLE-BOX install port 7778 = webcache and 7779 = Apache

H o oH H O H R W H O H R

This value will be provisioned to the device OTA
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pi map. ext ernal . URL=ht t ps: // <host nane>: <port >/ nobi | eocs/ pushMai | Ser ver

# Setup Server Internet URL

# configure here values that are accessible through the Internet
# this is the URL for the device nanager.

#

# This value will be provisioned to the device OTA

set up. external . URL=ht t ps: // <host nane>: <por t >/ nobi | eocs/ set up

# Push Servlet Internet URL

# configure here values that are accessible through the |nternet
# this is the URL for the push servlet.

#

# This value will be provisioned to the device OTA

push. ext ernal . URL=ht t ps: / / <host name>: <por t >/ mobi | eocs/ push

# DM Servlet Internet URL

# configure here values that are accessible through the |nternet
# this is the URL for the push servlet.

dm ext ernal . URL=ht t ps: / / <host nane>: <por t >/ nobi | eocs

Configuring the Access Points for Oracle Mobile Data Sync

The URL for Oracle Mobile Data Sync is read from the Service Registry. This URL is
configured during installation. For more information on Oracle Mobile Data Sync, see
Oracle Calendar Administrator's Guide. For information on Service Registry, see Oracle
Internet Directory Administrator’s Guide.

Configuring the Messaging Server for Notifications

Notifications are delivered through different channels (SMS, e-mail, voice, or fax) and
alert users to specific messaging events, such as the arrival of an e-mail from a specific
individual or the receipt of an urgent fax. Users can also receive notifications of Oracle
Collaboration Suite 10g Calendar events, such as cancelled or rescheduled meetings.

Oracle Mobile Collaboration ships with its Messaging Server component already
configured to use the Oracle-hosted messaging gateway (htt p: //

nmessenger . or acl e. com xnms/ webser vi ces). The Messaging Server
communicates with hosted messaging gateway using the default Messaging Server
driver, PushDriver.
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Notes:

« Because PushDriver uses the HTTP protocol to communicate
with the Oracle-hosted messaging gateway, you must therefore
select the Use Proxy option in the OracleAS Wireless Basic Site
Configuration wizard if you run the application behind a
firewall. For more information see Oracle Application Server
Wireless Administrator’s Guide.

« Ifthe OracleAS Wireless instance has been upgraded from the
9.0.2 to the 9.0.4 release, then the URL, htt p: //
nmessenger. or acl e. coni push/ webser vi ces, is valid
(though the application will, in fact, be running on the 9.0.2
code base). As such, this URL is intended for backward
compatibility only; update the clients of the SOAP API to use
webservices.

Oracle Mobile Collaboration also ships with an account that enables 1000 units of
notifications for SMS, voice, e-mail and fax messages. Because this account provides a
limited number of notifications, you must obtain a certified messaging gateway
provider (such as MutliMode, Inc.) and then build a push driver appropriate to the
messaging gateway provider. To contract with a certified messaging gateway provider,
refer to

http://otn.oracle.com/products/iaswe/integration/content.html

Alternatively, you can configure the appropriate delivery channel for one of the
OracleAS Wireless Messaging Server drivers that ship with Oracle Mobile
Collaboration. Oracle Mobile Collaboration ships with 15 pre-built network drivers
that support protocols that are accepted as industry standards (Figure 3-9). These
drivers handle such communications protocols as SMS (short message for phone), e-
mail (paging or desktop), voice and fax. To enable those network channels, you must
configure the drivers to work with their corresponding network servers by identifying
the external server to which Oracle Mobile Collaboration Server connects (this
includes acquiring this connectivity and the configuration values for the Messaging
Server drivers relevant to their particular protocols).

If you build a custom driver, you must consult with the service provider and follow
the OracleAS Wireless SDK. For more information on developing drivers, see Oracle
Application Server Wireless Developer’s Guide.

Configuring the Fax Server

Mobile Collaboration supports fax delivery through RightFax, a product of Captaris,
Inc. You must acquire the RightFax product and follow its instructions to set up an
external fax server (described in Table 3-2) and configure the parameters of the Fax
mobile application as described in "Configuring the Fax Application".

Note: The Fax mobile application requires the RightFax Java API to
connect to a RightFax server.
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Table 3-2 Required Software for the Fax Mobile Application

From
Name Instructions Version
RightFaxServer (available from Install the RightFax server. 7.2
RightFax)
RightFax Integration Application Install the Integration Application on the Fax server. 7.2
(available from RightFax)
RightFax PFD application Install the PFD Application on the Fax server. 7.2
(available from RightFax)
RightFax Java API (available from On Windows NT, copy RFJavalnt.zip (the Fax server’s 7.2

RightFax)

RightFax/Production/xml/java directory) to:
ORACLE_HOME%\wireless\lib.

On Solaris, copy RFJAVAInt.zip to:
ORACLE_HOME/wireless/lib

Include this .zip file in the OC4J classpath by adding the
following line to
ORACLE_HOMEN\j2ee\OC4J_Wireless\config\application.x
ml:

<library path=..7../../wireless/lib/RFJava_api.zip"/>

Sample Cover Page

Although the Fax mobile application uses a customized cover page file, you can use
the sample cover page provided by Mobile Collaboration. To use this cover page,
Microsoft Word 2000 must be installed on the RightFax server to enable server-side
application conversion.

On Solaris installations, this cover page is located at:

ORACLE_HOME/j2ee/0OC4J)_Wireless/applications/modules/modules-web/
images/pim/fax/FCS.doc

On Windows NT installations, this cover page is located at:

ORACLE_HOME\j2ee\OC4J_Wireless\applications\modules\modules-
web\images\pim\fax\FCS.doc

To use the provided fax cover page:

1. Copy FCS.doc to the directory called RightFax\FCS, which is located on the
machine on which you installed the RightFax server.

2. Specify the cover sheet.
3. Restart Enterprise Fax Manager.

4. Highlight Users under the appropriate server and double-click the user ID
Administrator. Click the Default Cover Sheets tab. In the Cover Sheet Defaults
group box, check Send Cover Sheets and select the cover sheet file (FCS.doc) in
the Cover Sheet Model field.

5. Under the appropriate server, highlight Groups and then double-click the group
ID Everyone. Click the Basic Information tab. Select the cover sheet file (FCS.doc) in
the Cover Sheet Model field.

6. Restart Enterprise Fax Manager
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Notes:

See the RightFax administrator’s guide for detailed instructions on fax
cover sheets. You can download the documentation from:

http://ww. captaris.conirightfax/

The location of client API .jar files from RightFax must be
added to the classpath in $SORACLE_HOME/wireless/
sample/runpanamaserver.sh.
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Administering Mobile Collaboration

This chapter, through the following sections, describes administration of Mobile
Collaboration. Sections include:

« "Overview of Oracle Mobile Collaboration Management"
« "Managing the Oracle Mobile Push Mail Server"

« "Managing Devices"

« "Managing Voice Support"

« "Monitoring Performance"

« "Managing Users and Provisioning Services"

Overview of Oracle Mobile Collaboration Management

Oracle Mobile Collaboration administration enables you to configure the Oracle
Mobile Push Mail server’s error log and usage, add or remove client programs that
enable smart devices to receive mobile push mail and synchronize with Oracle
Collaboration Suite Calendar. In addition, you can generate voice grammars and
DTMF (Dual Tone Multi-Frequency) equivalents that enable the look-up of user names
from the Oracle Internet Directory (OID) and monitor Oracle Mobile Collaboration
performance.

Accessing Oracle Mobile Collaboration Administration

Oracle Mobile Collaboration is listed in the System Components table of the Application
Server Control Home page (Figure 4-1). The Mobile Collaboration component cannot be
started, stopped, enabled or reloaded from the Application Server Control Home page
(the check box used to select this component is grayed out). For more information
about using the Enterprise Manager Application Server Control Console for Oracle
Collaboration Suite refer to Oracle Collaboration Suite Administrator's Guide.
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Figure 4-1 The System Components Table
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When you click Mobile Collaboration, the Home page appears. (Figure 4-2).

Figure 4-2 The Home Page for Mobile Collaboration Server Management
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The General section provides you with the running status of the instance (up, down or
unavailable). The Oracle Mobile Collaboration Server status depends on Oracle
Application Server Wireless. For more information, see "Starting and Stopping the
Oracle Mobile Collaboration Server".

The page also displays the current version of the Mobile Collaboration Server. The
Wireless link provides access to the System Manager of OracleAS Wireless.
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Note: Oracle Application Server Wireless must be up (running) to
enable Oracle Mobile Collaboration.

The performance metrics in the Response and Load section include the Mobile Access
section, which aggregates the statistics for all types of mobile access for this instance
(that is, Mobile Browser Access, Oracle Mobile Text Access, Oracle Voice Access)
and the Mobile Notification section, which displays the statistics for mobile
notifications. The Mobile Push Mail section displays the total number of connected
users for this instance of the Mobile Collaboration Server.

Tip: Click the Refresh icon (Figure 4-3) to update the performance
data and running status of the Home page as well as the performance
data displayed in the Performance page.

Figure 4-3 The Refresh Icon

il
e

Accessing Administration and Performance

The Home page includes the Performance and Administration tabs. By clicking the
Performance tab, you view the performance of Oracle Mobile Access, notifications, and
Oracle Mobile Push Mail that display on the Performance page (Figure 4-4).

Figure 4-4 The Performance Page
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By clicking the Administration tab, you access the Administration page (Figure 4-5),
which enables you to perform the following tasks:

« Setting the Error Logging Level for the Oracle Mobile Push Mail Server
«  Setting the Number of Users for the Oracle Mobile Push Mail Server
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« Adding Client Programs to the Program Repository
« Locking Down Devices

« Generating DTMF Equivalents and Voice Grammars

Figure 4-5 The Administration Tab
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Starting and Stopping the Oracle Mobile Collaboration Server

The running status of the Oracle Mobile Collaboration Server depends upon that of
Oracle Application Server Wireless; because its life cycle and status are determined by
OracleAS Wireless, the Oracle Mobile Collaboration Server runs only when OracleAS
Wireless runs. Stopping OracleAS Wireless also stops the Oracle Mobile Collaboration
Server. Because you can neither start nor stop the Oracle Mobile Collaboration Server
from the System Components table, you must select the Wireless component listed in the
table and then click Start to start the Oracle Mobile Collaboration Server. Likewise, to
stop the Oracle Mobile Collaboration Server, you must select the Wireless component
and then click Stop. For more information on the System Components table, refer to
Oracle Collaboration Suite Administrator’s Guide.

Managing the Oracle Mobile Push Mail Server

The Mobile Push Mail Configuration page (Figure 4-6) enables you to set the error
logging for the Oracle Mobile Push Mail server and set the number of concurrent users
for a Mobile Collaboration Server instance.

Setting the Error Logging Level for the Oracle Mobile Push Mail Server

To set the error logging, select Warning, Error, or Verbose for the log level. This
parameter enables you to select the type of messages written to the Oracle Mobile
Push Mail Server error log (ORACLE_HOME/wireless/pimap/logs/logs.xml) by
severity (Warning and Error) as well as by the amount of information (Verbose) that is
recorded to the log.

Selecting Error writes all of the exception and error messages to the log. Selecting
Verbose writes the debug-level messages to the error log. In addition, verbose logging
includes error messages (written in order, by process time) for all of the commands
and responses sent to and from clients and the Oracle Mobile Push Mail Server.
Verbose messages for the LOG N, FETCH, or XCONVERT commands do not include
payloads. See also "Examining Logs for Oracle Mobile Push Mail, Oracle Mobile
Access and Mobile Notifications"
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Note: Selecting the Verbose error logging level may affect
performance.

Setting the Number of Users for the Oracle Mobile Push Mail Server

To set the number of concurrent users for an instance of the Oracle Mobile Push Mail
Server, enter an integer that is greater than zero. The number of concurrent users for
an Oracle Mobile Push Mail Server instance ranges from 1 to 2000.

Click OK to commit the values for the logging level and the number of concurrent
users to the Oracle Mobile Push Mail Server and then restart the OC4J_Wireless
component in the System Components table.

Figure 4-6 Setting the Logging Level and Usage
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Managing Devices

The Client Program Management and Device Lockdown pages, accessed from the Mobile
Collaboration Administration tab (Figure 4-5), enable you to manage client programs.
These programs, which are downloaded over the air (OTA) to end-user devices,
provide mobile push mail and synchronization with the Oracle Collaboration Suite 10g
Calendar. The mobile device management infrastructure provides a central repository
that stores the client programs and settings of client programs that are downloaded
and provisioned OTA to user devices.

Mobile Collaboration manages the client programs on user devices through OTA
downloads as follows:

1. Using the Client Program Management page, the administrator uploads a client
program to the Program Repository. For more information, see "Adding and
Removing Client Programs".

2. A mobile user selects a client program from the Mobile Preferences pages of the
Oracle Collaboration Suite portal (Figure 4-8) and then clicks Configure. This
elicits a request for Setup Servlet to download and run a Setup Program.

3. Setup Servlet sends the Setup Program that is appropriate to the operating system
of the requesting device.

4. Setup Servlet downloads the Setup Program appropriate to the device.
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5. Setup Program requests a download servlet from Setup Servlet. The download
servlet downloads client programs.

6. The download servlet accesses the Program Repository and retrieves the client
programs for the requesting device.

7. The download servlet transmits the client programs to the requesting device.
8. The client programs are installed and stored on the requesting device.

9. The client program download record is stored in the Client Repository for future
client program upgrades. For more information, see "Deploying Oracle Mobile
Push Mail" and "Deploying Oracle Mobile Data Sync".

Oracle Mobile Collaboration not only deploys the client program to the user device, it
also provisions the parameters onto the device over the air. For more information, see
"OTA Provisioning Behavior". Once the provisioning completes, the user’s device can
communicate with Oracle Mobile Collaboration Server.

OTA Provisioning Behavior

In Oracle Collaboration Suite 10g (10.1.2), the OTA (over-the-air) provisioning
behavior varies depending on device type when users select Mobile Browser Access URL
Bookmarks in the Mobile Preference pages (Figure 4-8) and then click Configure.

The bookmark configuration sends three SMS messages:

1. Mobile Browser Access URL— The URL used on the device's browser to connect to
Oracle Collaboration Suite portal (pt g/ r m through Mobile Browser Access. This
URL displays in the first page of the Oracle Mobile Collaboration Preferences page
(Figure 3-1).

2. Mobile Voice Access Phone Number— This is the phone number for Oracle Voice
Access. For some devices, Oracle Mobile Collaboration sends a vCard which
creates this phone number in the phone book as a new contact. Other devices
receive this phone number through an SMS message.

3. Mobile Text Access— This can be phone number or the e-mail address for the
Oracle Mobile Text Access which is sent to the device. Like the Mobile Voice Access
Phone Number message, the means of transport (SMS, or vCard) depend on the
device type; the vCard creates an entry in the phone book, or an SMS message
with the phone number or e-mail address is sent to the device.

Table 4-1 describes the provisioning behavior for the Mobile Browser, Oracle Voice
Access and Oracle Mobile Text Access. In this table:

« SMSis an SMS message bearing the information that is sent to the device.
« link is an SMS message that is sent to the device and then stored as a bookmark.

« VCard is an SMS message containing a vCard that is sent to the device. The vCard
can be saved in the device’s phone book.
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Table 4-1 Provisioning Behavior for Supported Devices

Message Type for Message Type for Message Type for Oracle
Device Model Mobile Browser Access Oracle Voice Access Mobile Text Access
Blackberry 6200 and SMS SMS SMS
7200
Window Mobile 2003  SMS SMS SMS
Phone and
SmartPhone
Sony Ericsson T610, link vCard vCard
T616, T630, T637, P800,
P900, P910a, P10i,
K700i, S700i
Nokia 6260, 6600, 6620, link vCard vCard

6630, 7610, 9300, 9500

Adding and Re

moving Client Programs

The Client Program Management page (Figure 4-7) enables you to upload Oracle Mobile
Push Mail clients and Oracle Mobile Data Sync clients to the Program Repository or
remove a selected client program from the Program Repository by using the Upload
or Delete buttons, respectively.

Figure 4-7 The Device Management Page
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This page lists the client programs available to end users when they configure their
mobile devices from the Oracle Collaboration Suite portal (Figure 4-8). Once the client
program is uploaded to the Program Repository, it appears in the table and is
available to all of the Oracle Mobile Collaboration instances.

Note: Since all of the Oracle Mobile Collaboration instances share the
same Program Repository, you can upload the client program to any
Oracle Mobile Collaboration instance.
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Figure 4-8 Selecting a Client Program from the Oracle Collaboration Suite Portal
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Adding Client Programs to the Program Repository

To add a Oracle Mobile Push Mail or Oracle Mobile Data Sync client program to the
Program Repository, click Upload. the Upload Client Program page appears. The
Browse function enables you to locate the .zip file containing the Oracle Mobile Push
Mail client or a Oracle Mobile Data Sync client program. This file is called a client
program package. For more information on Oracle Mobile Data Sync, see Oracle
Calendar Administrator’s Guide.

Click OK after you select the client program package for the client program.

The uploaded program, which appears in the table, is available for download by end
users to provide mobile push mail or synchronization with Oracle Calendar [10g]. For
more information, refer to the Oracle Calendar Administrator’s Guide.

Notes:

« You can only upload client programs that have been packaged
into a .zip file.

« Because no Oracle Mobile Push Mail programs are automatically
uploaded to the Applications tier after installation, you must
upload the .zip file to the repository. You can download the
Pocket PC Edition Oracle Mobile Push Mail client (developed by
Oracle Corp.) from the Oracle Technology Network (htt p: //
www. or acl e. com' t echnol ogy/). See also "Obtaining the
Oracle Mobile Push Mail Client for Windows Mobile 2003"

« Oracle Collaboration Suite 10g (10.1.2) supports only client
programs for Oracle Mobile Push Mail and Oracle Mobile Data
Sync. For more information on Mobile Data Sync, see Oracle
Calendar Administrator’s Guide.

« Before uploading any client program, you must obtain the
necessary third-party licenses for any client program.

Obtaining the Oracle Mobile Push Mail Client for Windows Mobile 2003

After installation of the Applications tier, the .zip files for the Oracle Mobile Push Mail
client for Windows Mobile 2003 are located at

$ORACLE_HOME/wireless/pimap/download/client/wince/ppc2003
The ppc2003 folder contains two subfolders:

« arm—Contains the .zip files for the client programs that run on ARM processor-
based PocketPC devices.
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« Xx86—Contains the .zip files for the client programs that run on the PocketPC
emulators.

Tips:

Use the .zip files in x86 for support or training situations in which you cannot
provide a device to all of the participants. Upload this .zip file and instruct
training or support participants to use the PocketPC emulator to run the
Oracle Mobile Push Mail client.

You do not need to upload all 30 .zip files (15 for the ARM processor and 15
for the emulator). You can instead only upload the English version of the
ARM processor (if you have device) or the English version on the emulator.

Introducing New Carriers to Oracle Mobile Collaboration

The Oracle Mobile Collaboration management of OTA downloading and provisioning
enables you to add a new carrier.

To add a new carrier:

1. Log into the Oracle Mobile Collaboration repository as the Wireless user with the
command

sqgl pl us wirel ess/ <passwor d>

Note: See "Retrieving the OracleAS Wireless Database User
Password" for the value for the password of the Wireless user in the
database.

2. Add the new carrier. For example, to add ATT Wireless Carrier, enter the SQL
statements as illustrated in Example 4-1.

Example 4-1 Adding ATT Wireless as a Carrier

I NSERT | NTO W RELESS. CARRI ERS VALUES ('5', 'nane', 'ATT Wreless' );
I NSERT | NTO W RELESS. CARRI ERS VALUES ('5', 'ota', 't' );

I NSERT | NTO W RELESS. CARRI ERS VALUES ('5', 'pinglnterval', '600" );

I NSERT | NTO W RELESS. CARRI ERS VALUES ('5', "email Format', "att.com )

In this example, 5 is the unique ID for ATT Wireless. Table 4-2 describes the
parameters that you define for a carrier in these SQL statements.

Table 4-2 Carrier Parameters

Parameter Value
name The name of the carrier.
ota Enter * t’ (true) if the carrier supports OTA provisioning; enter

‘' (false) if the carrier does not support OTA provisioning.

pi ngl nt erval Enter the time, in milliseconds, for the default interval to keep a
UDP session open and valid for this carrier.

emai | For mat The default domain for sending e-mail to the devices supported
by this carrier.

Caution: Do not add any device to the Oracle Mobile Collaboration
repository that has not been tested by Oracle Corp.
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Retrieving the OracleAS Wireless Database User Password

To connect as the Wireless user, you must retrieve the user password from the Oracle
Internet Directory (OID) repository as follows:

1. Start the Oracle Directory Manager application from the either the Applications
tier or Infostore machine.

p w0 Dd P

On UNIX, enter SORACLE_HQOVE/ bi n/ oi dadmi n.

On Windows:

Click Start.

Click All Programs.

Select Oracle Application Server, then Integrated Management Tools.

Select Oracle Directory Manager.

2. Connect to the OID repository using or cl admi n/ <passwor d>.

3. Navigate to Or cl Resour ceNane=W RELESS through the following:

a.
b.
c.
d.

e.

f.

Entry Managenent

Oracl e Cont ext

Product s

I AS

I AS Infrastructure Databases

or cl Ref er enceNane=<your Dat abase>

At O cl Resour ceName=W RELESS, the password is stored in
orcl passwor dat tri but e. Use that value to connect as the Wireless user in the
database.

Locking Down Devices

The Device Lockdown page (Figure 4-9) enables you protect a user’s account by shutting
down and then deleting client programs installed on lost, stolen, or damaged devices.
When you lock down a user device, the Oracle Mobile Push Mail server sends an SMS
message that shuts down and then deletes the Oracle Mobile Push Mail client
program. As a result, you prohibit that device from accessing the Oracle Mobile Push
Mail Server. To reactivate push mail, users must return to the end-user portal

(Figure 4-8) and select the Mobile Push Mail Client option.

Note: For Release 10.1.2, you can shut down and delete only Oracle
Mobile Push Mail client programs.
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Figure 4-9 The Device Lockdown Page
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From the Device Lockdown page, you can search for devices that require their Oracle
Mobile Push Mail client to be shut down and then deleted by first entering the full or
partial user name, e-mail address, or phone number and then by clicking Go. The table
displays the search result by user name, e-mail address, phone number and device
name (which users assign from the Oracle Collaboration Suite portal).

The Device Lockdown page enables you to not only shut down and delete Oracle Mobile
Push Mail clients for user devices on which the client has been configured, but also for
user devices on which the client program has been downloaded, but not yet
configured. Disabling the Oracle Mobile Push Mail client for a device that has not
downloaded the client program prohibits that device from downloading the client
program.

Note: End users can lock down a device by deleting it from My
Communication Devices table on the Advanced Preferences page of the
Oracle Collaboration Suite portal.

Providing Client Program Instructions to End Users

The End-User Documentation Portal is a set of customizable HTML pages that provide
end-user instructions on downloading, installing, and configuring the Oracle
Collaboration Suite clients. The End-User Documentation Portal includes links to the
Oracle Technology Network (OTN) end-user FAQ and troubleshooting pages as well
as Oracle Collaboration Suite end-user tutorials. For components that require frequent
device certification updates, the End-User Documentation Portal provides getting-
started information and OTN links for device certification and configuration. You can
customize the default content of the End-User Documentation Portal, add content to it,
and select the information that you want to expose to end-users. For more
information, see Oracle Collaboration Suite Administrator’s Guide.

The End-User Documentation Portal is included on the installation CD as eudp.zip
(which is located at DVD/DOC/EUDP). See the installation guides for Oracle
Collaboration Suite 10g for information on installing and deploying the End-User
Documentation Portal.
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Managing Voice Support

Oracle Mobile Collaboration provides support for directory searches using voice
commands or the touch-tone keypad by generating the Dual Tone Multi-Frequency
(DTMF) equivalents and voice grammars of the Oracle Collaboration Suite user names
that are stored in the Oracle Internet Directory (OID). The DTMF equivalents enable
users to look up a contact using a keypad-based user interface; the generated
grammars, a vocabulary of Oracle Collaboration Suite user names, enable users to
search for a contact using a speech-recognition engine. The generated grammars also
enable the Directory application to pronounce the full name of a contact. You must
generate the DTMF equivalents and voice grammars to enable the Directory
application’s Large scale speech voice interface. For more information, refer to
"Configuring Voice Access to Directory Search".

This section describes the following task:
« Generating DTMF Equivalents and Voice Grammars

« Generating the Voice Grammars from a Command Line

Generating DTMF Equivalents and Voice Grammars

The Voice Configuration page (Figure 4-10) enables you to generate the DTMF
equivalents and the grammars of user names stored in the OID server by clicking the
Generate button.

Figure 4-10 The Voice Configuration Page
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The automatic speech recognition (ASR) engine downloads the newly generated
grammar to cache it. As a result, the first voice access of the Directory application will
be slow because of the ASR engine’s downloading of the grammar into the cache. If
the access to the Directory remains slow, then the ASR cache might not be functioning

properly.

Note: The time taken to complete the generation process, which
involves reading data from the OID and storing the results in the
database, depends on the number of Oracle Collaboration Suite user
name entries in OID.
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Generating the Voice Grammars from a Command Line
As an alternative method of generating the voice grammars, run:

ORACLE_HOVE/ wi r el ess/ bi n/ popdi r. sh (UNIX)

or

ORACLE_HOVE\ wi r el ess\ bi n\ popdi r. bat (WINDOWS)
See also "Scheduling the Command-Line Utility and Caching".

Monitoring Performance

From the Site Performance page (Figure 4-4), you can monitor the site-wide
performance for Oracle Mobile Access, notifications, and Oracle Mobile Push Mail for
the following intervals:

« Last5 minutes

« Last 10 minutes (This is the default selection.)
«  Last 30 minutes

« Last 60 minutes

« Last1day

« Last 7 days

« Last 31 days

To view performance data, select an interval from the View Data list (Figure 4-11) and
then click Go.

Figure 4-11 The View Data List
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Monitoring Oracle Mobile Access Performance

The Oracle Mobile Access performance metrics aggregate all types of mobile access,
such as mobile text access, mobile voice access, and mobile browser access for the
Oracle Mobile Collaboration site. The performance categories include:

« Average Response Time (seconds)
The average application response time over the specified period.
« Average Session Duration (seconds)

The average duration for a session in which applications were evoked over the
specified period.

« Users
The number of users who invoked applications over the specified period.

« Applications Invoked
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The number of applications invoked over the specified period.
Average Number of Application Invocations per Session

The average number of application invocations for each session over the specified
period.

Average Number of Application Invocations per User

The average number of application invocations for each user over the specified
period.

Monitoring Oracle Mobile Push Mail Performance

The Oracle Mobile Push Mail performance data reflects the overall usage of the Oracle
Mobile Push Mail server (by host name) over the designated time period. The
performance categories include:

Devices Served

The number of devices using Oracle Mobile Push Mail for the specified period.
Connections

The number of active connections for the specified period.

Inband Notifications Sent

The number of notifications sent by the Oracle Mobile Push Mail Server to clients
through HTTPS for the specified period. For Release 10.1.2, Pocket PC and
Blackberry clients use inband notification.

UDP Notifications Sent

The number of notifications sent from the Oracle Mobile Push Mail server to
clients through outbound UDP (User Datagram Protocol). For Release 10.1.2,
Nokia clients use outbound UDP notification.

SMS Notifications Sent

The number of notifications sent from the Oracle Mobile Push Mail server to
clients using outbound SMS for the specified period.

Current Usage

The number of current, active connections for the Oracle Mobile Collaboration
site. (There is a maximum of 2000 connections for each instance of the Oracle
Mobile Push Mail server.)

Monitoring Mobile Notification Performance
The Mobile Notification performance categories (by host name) include:

Notifications Processed

The total number of notifications processed for the specified time period.
Notifications Sent

The total number of notifications sent for the specified time period.
Errors

The total number of errors occurred for the specified time period.
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Managing Users and Provisioning Services

You create users with the Oracle Internet Directory Self-Service Console. This tool
interfaces with Delegated Administration Services (DAS), which stores user and group
information in the Oracle Internet Directory (OID) database. The Self-Service Console
enables you to create a single user, or to bulk-provision several users at one time. For
more information, see Oracle Collaboration Suite Administrator’s Guide.

Examining Logs for Oracle Mobile Push Mail, Oracle Mobile Access and
Mobile Notifications

The View Logs function of Oracle Enterprise Manager Application Server Control for
Oracle Collaboration Suite enables you to access the error logs for the Oracle Mobile
Access, mobile notifications and Oracle Mobile Push Mail.

1. Click Logs on the Home page of Oracle Enterprise Manager Application Server
Control for Oracle Collaboration Suite. The View Logs page appears.

2. For the error logs for Oracle Mobile Push Mail, select Mobile Collaboration from the
Available Components pane and then use the Move function to shuttle it to the
Selected Components pane (Figure 4-12).

3. For the error logs for Oracle Mobile Access and mobile notifications, select Wireless
in the Available Components pane and then use the Move function to shuttle it to
the Selected Components pane (Figure 4-12)

Figure 4-12 Selecting the Oracle Mobile Access and Oracle Mobile Push Mail Logs
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4. Click Search. The log entries appear for the selected components (Figure 4-13).
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Figure 4-13 The Search Results
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5. To view a log file, click the link in the Log File column. For example, click log.xml
for the Mobile Collaboration entry to view the log file for Oracle Mobile Push Mail
(ORACLE_HOME/wireless/pimap/logs/logs.xml, illustrated in Figure 4-14). See
also "Setting the Error Logging Level for the Oracle Mobile Push Mail Server" and
Oracle Application Server Wireless Administrator’s Guide.
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Figure 4-14 Viewing the Log File
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Configuring the Mobile Applications

This appendix, through the following sections, describes the mobile applications,
which support the mobile access of the Oracle Collaboration Suite’s services. These
sections include:

« "Overview of the Mobile Applications"

« "Configuring the Mail Application”

« "Configuring the Calendar Application”

« "Configuring the Address Book Application"

« "Configuring the Directory Application”

« "Configuring the Files Application”

« "Configuring the Mail Application”

« "Configuring the Short Messaging Application”
« "Configuring the Fax Application"

« "Configuring the Files Application”

Overview of the Mobile Applications

Oracle Mobile Collaboration ships with a set of mobile applications, which support the
mobile access of the Oracle Collaboration Suite’s services, such as Mail and Content
Services. Although the mobile applications run out-of-the-box, the Directory, and Mail
applications require additional configuration for voice access. Likewise, configuring
the fax server also requires that you configure the Fax mobile application. Using the
editing pages of the Content Manager (Figure A-1), one of the OracleAs Wireless
tools, you can both view and change the needed input parameters of these
applications. For information on accessing the Content Manager and its editing pages,
see "The OracleAS Wireless Tools".
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Figure A—1 Editing the Configuration Parameters of a Mobile Application
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The parameters described in this document are divided into four categories:
« Active Parameters

The values that you enter for these parameters, such as those for voice access and
for the delivery of fax messages described in "Overview of Oracle Mobile
Collaboration Server Configuration®, affect the behavior of both Applications tiers
running Oracle Collaboration Suite Release 10g (10.1.2) and earlier versions of
Oracle Collaboration Suite applications.

« Parameters Replaced by the Service Registry

Some values, such as those for the Calendar mobile application’s Calendar Sever
Name and Port parameter are read from the Service Registry of OID (Oracle
Internet Directory). If no value is found, then the value set for the mobile
application’s parameter is used. In heterogeneous environments, Applications
tiers running versions of Oracle Collaboration Suite applications prior to Oracle
Collaboration Suite Release 10g (10.1.2) read the value set for the mobile
application’s parameter. Changing the values for these parameters can affect the
behavior of Oracle Collaboration Suite applications from prior releases. For more
information on the Service Registry, see Oracle Internet Directory Administrator’s
Guide

« Parameters for Internal Use

These parameters are for internal use. Do not change the values for these
parameters.

« Deprecated Parameters or Parameters Included for Backward Compatibility

Changing the values for these mobile applications changes the behavior of
Applications tiers running versions of Oracle Collaboration Suite that are prior to
Oracle Collaboration Suite Release 10g (10.1.2).

Configuring Applications for Oracle Mobile Text Access

The address book application includes the following four configuration parameters
that apply to all Oracle Mobile Text Access (asynchronous) applications:

« Asynchronous Contact Separator
« Asynchronous Query OID
« Asynchronous Max Contacts Results

« Asynchronous Translate Commands
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The values set for these parameters affect all asynchronous-enabled services.

Configuring the Mail Application

The Mail application enables users to access their e-mail messages from any mobile
device.

Active Mail Application Parameters
The following sections describe the parameters and values of the Mail application:

« Auto Domain for E-Mail Addresses
« Inbox Name

« Sent Folder Name

« Max Messages Fetched

« Timeout

« Encoding

« Deleted Messages Folder Name

« Save the Contents in Audio Reply?

Auto Domain for E-Mail Addresses

The domain that is used for the recipient when no domain is present in the recipient’s
e-mail address. This parameter can construct the sender's identity if it is not specified
by the user.

« Valid value: A stri ng value
« Default value: localhost
« Examples:

mycomp.com

Xyz.com

Inbox Name
The primary folder for the user; usually it is INBOX.

« Valid values: Any valid folder name on the mail server.
«» Default value: INBOX
« Examples: INBOX

Sent Folder Name
The name of the folder where the sent messages are saved.

« Valid values: Any valid folder name on the mail server
« Default value: Sent
« Examples:

Sentltems

Sent
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Max Messages Fetched

Enter the maximum number of the messages that will be fetched, per request, from the
server.

« Valid values: Any integer value
« Default value: 200
« Examples:

9

200

Timeout
The timeout connection limit to the Mail server, specified in milliseconds.

« Valid values: Any integer value
« Default value: 2000
« Examples:

2000

5000

Encoding

Enter the encoding used while sending an e-mail. Use the character set names of the
Internet Assigned Numbers Authority (IANA). The list of names is published at:

http://ww. i ana. or g/ assi gnnent s/ character-sets

If the value for this parameter is left blank (that is, no value has been entered), then the
system’s default encoding is used for outgoing messages. The user can override this
setting in the mail application under Setup.

« Valid values: A valid encoding format
« Default value: UTF-8
« Examples:

UTF-8

1SO-8859-1

Deleted Messages Folder Name
The name of the folder where the deleted messages are saved.

« Valid values: Any valid folder on the mail server
« Default value: empty
« Examples:

Deleteditems

Wastebasket

Save the Contents in Audio Reply?

This parameter specifies if the contents of the audio reply should be saved in the Sent
Folder.
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Valid values: A bool ean value (true, false)

Default value: true

Mail Application Parameters for Internal Use

The following values are for internal use. Do not change the values for these
parameters.

Can User Use Different Server Settings?
Outgoing Mail Server (SMTP) Login
Mail Protocol

Application Setup OMP URL

Can User Use Different Server Settings?

Whether the a user can edit such settings as those for server and domain. The default
value is false.

Outgoing Mail Server (SMTP) Login
When required, it specifies username for the outgoing server. The default is an empty
value.

Mail Protocol
The mail protocol supported by the mail server. The default value is esmail.

Application Setup OMP URL

The OMP (Oracle Mobile Protocol) URL of the Application Setup Modulable
Application. The default value is omp://oracle/applications/appsetup.

Mail Application Parameters Replaced by the Service Registry
Parameters include:

Outgoing Mail Server (SMTP)
Outgoing Mail Server (SMTP) Port

Outgoing Mail Server (SMTP)

The value for this parameter is the name or IP address of the of the Outgoing Mail
Server (SMTP). The default value is localhost.

Outgoing Mail Server (SMTP) Port
The port number for the Outgoing Mail Server. The default value is 25.

Deprecated Mail Application Parameters

This section describes the deprecated parameters as well as those included in this
guide for backward compatibility. Parameters include:

Incoming Mail Server Name
Incoming Mail Server Port

E-Mail Configuration Driver Class
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« Mail JDBC Driver Type

« Temporary Directory

« Audio Temporary Directory

« Audio Temporary Directory URL
« OID Administrator Username

« OID Administrator Password

Incoming Mail Server Name

The name of the incoming e-mail server. If the selected protocol is esmail, then this
should point to the Oracle Internet Directory (OID) server. The default value is
localhost.

Incoming Mail Server Port

The server port for incoming e-mail. If the selected protocol is esmail, then this should
point to the OID server. The default value is 4032.

E-Mail Configuration Driver Class

A Java driver class that loads the e-mail configuration. This parameter is provided
only for backward compatibility. The default value is
oracle.panama.module.pim.mail.util.Config.

Mail JDBC Driver Type

This parameter specifies the Mail JDBC driver type that connects to the OID server.
This parameter is needed only when the Mail application is configured to connect to
Oracle Internet Directory (OID) to retrieve inbox filters. The default value is thin.

Temporary Directory

Enter the temporary directory where the attachments are downloaded. The default
value is /tmp.

Audio Temporary Directory

This parameter must be specified for voice access and for voice attachment replies to
e-mail. This directory must be accessed through the Web. It specifies the temporary
directory where the voice files are stored on the server which holds the E-mail
application. For convenience, specify the fully qualified path to the "audiotemp"
directory on the Oracle Application Server Wireless Applications tier server. The default
value is /modules/modules-web/pim/mail/audiotemp.

Audio Temporary Directory URL

This parameter is mandatory for voice access and for replying to an e-mail as a voice
attachment. It specifies the HTTP URL that retrieves audio files sent in the e-mail and
points to the Audio Temporary Directory. If the default value for the Audio Temporary
Directory has not changed, then the value for this parameter does not need to be
changed; otherwise specify the URL for the folder. The default value is
/modules/pim/mail/audiotemp.
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OID Administrator Username

The username for the Administrator account on the OID Server. This parameter is
needed only when the Mail application is configured to connect to the Oracle Internet
Directory (OID) to retrieve inbox filters. The default value is orcladmin.

OID Administrator Password

The password for the OID administrator user. This parameter is needed only when the
Mail application is configured to connect to Oracle Internet Directory (OID) to retrieve
Inbox Filters. The default is an empty value.

Configuring the Calendar Application

The Calendar application enables users to manage their schedule and tasks using
mobile access to calendar servers.

Calendar Application Parameters Replaced from the Service Registry

The Calendar application includes the Calendar Server parameter called Calendar Server
Name and Port. Enter the name and port of the Oracle Collaboration Suite Calendar
Server. Separate both of these entries with a colon (:). The port is where the "unieng"”
TCP/IP service is running on the Calendar Applications tier.

Calendar Application Parameters for Internal Use

The following parameters are for internal use. Do not change the values of these
parameters.

« Can User Use Different Server Settings?
« Calendar Java Driver Class
« Application Setup OMP URL

« Account Name

Can User Use Different Server Settings?

This parameter determines if the user can edit the current application settings. The
default value is false.

Calendar Java Driver Class
The Java driver class that implements the Oracle calendar backend. The default value
is:

or acl e. panama. nodul e. pi m cal endar . st ar. St ar Cal endar Ser vi ce

Application Setup OMP URL

The OMP (Oracle Mobile Protocol) URL reference used by the URL group.The default
value is omp://oracle/applications/appsetup.

Account Name

If the Calendar application shares login authentication information with the Address
Book application, then enter the string value used for the Address Book’s Account
Name parameter. The default value is OraAddressBookCalDomain.
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Configuring the Address Book Application

The address book enables users to manage their address books and contacts. It also
enables call functions from wireless phones. The mobile address book integrates with
the Mail application to enable users to compose a messages' recipient list from their
address book.

Active Address Book Application Parameters

The active parameters for the Address Book include the following
asynchronous-specific parameters used for Oracle Mobile Text Access:

« Asynchronous Contact Separator
« Asynchronous Query OID
« Asynchronous Max Contact List Results

« Asynchronous Translate Commands

Asynchronous Contact Separator

The valid contact separators in asynchronous mode. When in asynchronous mode, the
end user may query for more than one contact at one time. To separate the contact
names, the user can use such separator types as a comma (,), colon (:), or a semi-colon
(;). For example, a user can separate the following three contacts using a comma and a
semi-colon: john, joe; jeremy.

= Valid values: A list of characters
« Default value: *;,

« Examples:*;,.

Asynchronous Query OID

Queries the end-user’s address book when the end-user searches for contacts. Setting
this parameter to true enables this query to be performed in both the Oracle Internet
Directory (OID) and in the end-user’s address book.

« Valid values: A bool ean value (true, false)
« Default value: true

« Examples: true, false

Asynchronous Max Contact List Results

Indicates the maximum number of contacts returned to the end-user if a search for
contacts returns multiple values. If the query returns more than the value defined by
this parameter (for example, 10 contacts returned from a query when only five
contacts have been specified), then the application returns a message asking for the
end-user to narrow the search.

« Valid values: An integer value
« Default value: 5
« Examples: 5, 10, 19

Asynchronous Translate Commands

Enables (or disables) the translation of Oracle Mobile Text Access (asynchronous)
commands. If this value is set to true, then the Oracle Mobile Text Access commands
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(that is, the short name or ASK commands) are translated from the current language
of the end-users. Setting this parameter to true enables end-users to send short name
commands in their current language. For example, users can enter the show command
for the calendar, cal show, in Portuguese (cal mostrar) or in French (cal montrer).

« Valid values: A bool ean value (true, false)
« Default value: true

« Examples: true, false

Note: The values set for the parameters Asynchronous Contact
Separator, Asynchronous Query OID, Asynchronous Max Contacts
Results, and Asynchronous Translate Commands affect all
Asynchronous-enabled applications. These values do not affect the
Address Book application alone, but any Mobile Text Access
(asynchronous-enabled) application.

Address Book Application Parameters for Internal Use

The following parameters are for internal use. Do not change the values for these
parameters.

« Can the User Use Different Server Settings?
=« Address Book Java Driver Class
« Account Name

« Application Setup OMP URL

Can the User Use Different Server Settings?

This parameter determines if the user can edit the current application settings. The
default value is false.

Address Book Java Driver Class
The Java driver that implements the Oracle Address book back end. The default value
is:

oracle.panama.module.pim.addressbook.oracle. UMAAddressBook

Account Name

If the Address Book shares login authentication information with the Calendar
application, then you must specify the same St ri ng value as that used for the
Calendar applications Account Name parameter. The default value is
OraAddressBookCalDomain.

Application Setup OMP URL

The OMP (Oracle Mobile Protocol) reference used by the URL group. The default
value is omp://oracle/applications/appsetup.

Deprecated Address Book Parameters and Parameters

These parameters, which are included for backward compatibility, include the
following:
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« Address Book Server Name

« Address Book Server Port

« OID Administrator Username
« OID Administrator Password
« Path to ORACLE_HOME

Address Book Server Name

The server name, or IP address, of the Address Book server. When connecting to the
Oracle Collaboration Suite, enter the name or IP of the Oracle Internet Directory (OID).
The default value is localhost.

Address Book Server Port

The port number for the Address Book server. For the Oracle Collaboration Suite,
enter the port number for the OID server. The default is an empty value.

OID Administrator Username

The user name for the Administrator account on the OID server. This is a required
parameter for the Oracle Unified Messaging Address Book standalone configuration.
The default value is orcladmin.

OID Administrator Password

The password for the OID administrator user. This value is required for the Oracle
Unified Messaging Address Book standalone configuration. The default is an empty
value.

Path to ORACLE_HOME

The complete system path to the Oracle home where the OracleAS Wireless
Applications tier is installed. This is a required parameter for the Oracle
UM-integrated configuration. The default is an empty value.

Configuring the Directory Application

The Directory application enables users to access Oracle Internet Directory (OID)
servers from any mobile device. This application is integrated into the mobile E-Mail
service, enabling users to browse their corporate directory and then send an e-mail to
a selected contact, or to create a list of e-mail recipients from the Directory.

Active Directory Application Parameters

The following sections describe the parameters and related values for the Directory
application:

« Maximum Results Returned
« OID Search Entry Point

« Search Scope

«  Query Filter Attributes

« Query Filter Expression

«  Query Filter Attribute Display Names
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« Query Result List Attributes

«  Query Result List Attribute Display Names
«  Query Attributes Types

« Link Attributes on Result List
« Query Link Names

« Link Refer Attributes

« Link Bind Attributes

« Link Attribute Display Name
« Max Records Per Page

« Merge Results

« Use Voice LSS

Maximum Results Returned

« The maximum results returned to the user regardless of the set size for the query
result.

« Valid values: An integer value.
« Default value: 200
« Examples: 100, 200

OID Search Entry Point
The entry point in OID where the queries start.

« Valid value: A string specifying the search entry point. For more information,
refer to RFC 2251 -- Lightweight Directory Access Protocol.

« Default value: empty

« Examples: dc=oracle, dc=com

Search Scope

This parameter defines the scope of the query search, which are BASE for a base object
search, ONE for a one-level search, or SUBTREE for a subtree search. The base object
used in relation to these search types is specified as the OID Search Entry Point. For
more information, refer to RFC 2251 -- Lightweight Directory Access Protocol.

« Valid values: BASE, ONE, SUBTREE
« Default value: SUBTREE
« Examples: BASE, ONE

Query Filter Attributes
This parameter defines the query attributes that are used in the filter expression.

« Valid values: A comma-delimited string of the attribute name values
« Default value: givenname, sn, cn, orclmail, email, telephonenumber

« Examples: givenname, sn, email
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Query Filter Expression

This parameter defines the query filter expression, which is based on the specifications
described in RFC 2251 -- Lightweight Directory Access Protocol.

« Valid values: A st ri ng filter expression.

« Default value:
(&1 (1 (I (givenname=*?*)(sn=*?*))(cn=*?*))( ] (orcImailemail=*?*)(telephonenumber=*?*
)))(objectclass=orcluserv2))

« Examples: (cn=*7%)

Query Filter Attribute Display Names
Reserved for future use.

« Valid values: A comma-delimited string of prompts for each of the filters.

« Default value: Enter the name that you’re searching for, Enter the e-mail address, Enter
a telephone number

« Examples:
Enter the ID you’re searching for

Search

Query Result List Attributes

This parameter defines the query attributes on the result list (illustrated by
Figure A-2).

« Valid values: A comma-delimited string of attributes
« Default value:

givenname,sn,telephonenumber,mail,homephone,facsimiletelephonenumber,mobile,street, |,
st,postalcode,description,orclguid

« Example: givenname,sn,mail,telephonenumber

Query Result List Attribute Display Names

Defines the query attributes display names that appear on the result list (illustrated by
the labels in Figure A-2).

« Valid values: A comma-delimited string of attribute labels.

« Default value: First Name, Last Name, Work Phone, Email, Home Phone, Fax,
Mobile, Address, City, State, Zip, Notes, Oracle GUID

« Example: First Name, Last Name, Email, Work Phone
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Figure A—2 The Details Page.
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« Summary Results Attributes

The attributes displayed during the summary of returned results. Enter true or
false for the attributes in Query Result List Attribute Display Names in the same
order. Refer to Figure A-3.

« Valid values: A comma-delimited list of boolean values
« Default value: true,true,true,true,false,false,false,false,false,false,false,false,false

« Examples: true, true, false, true

Figure A-3 The Summary Results Page
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Query Attributes Types
This parameter specifies the applications to which the listed attributes are linked.

Note: display shows only the attribute, but does not link to it; email
links to the Mail application. phone, fax and sms link to Short
Messaging, with the respective delivery type. hidden does not
display the attribute.
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« Valid values: A comma-delimited string of the following values: display, email,
phone, fax, sms and hidden.

« Default value: display,display,email,phone,fax,phone,display,display,display,
display,display,hidden

« Examples: display,display,email,phone

Link Attributes on Result List

Specifies the attributes which are linked in the result query that perform further
queries

« Valid values: A comma-delimited list of yes and no values
« Default value: no,no,no,no,no,no,no,no,no,no,no,no,no

. Examples: no, no, no, yes, yes

Query Link Names
A caption for the links on the result list. Possible values are LINKZ1 or nope.

« Valid values: A comma-delimited string of link names or nope
« Default value: nope,nope,nope,nope,nope,nope,nope,nope,nope,nope,Nope,Nope,nope

« Examples: nope, nope, nope, LINK1, LINK1

Link Refer Attributes

Specifies a comma-delimited list of result sub-attributes which are used in the linked
query. For example, if the result returned is manager=cn=john/sn=doe and the Link Refer
Attribute is cn, then the value john is used in the next linked query.

« Valid values: A comma-delimited string of attributes
« Default value: cn

« Examples: cn, sn

Link Bind Attributes

Specifies the comma-delimited list of filter attributes that bind the Link Refer Attributes.
For example, if the Link Refer Attribute is cn and the Bind Attribute is givenname, then
the value for cn is used for givenname.

« Valid values: A comma-delimited string of attributes
« Default value: cn

« Examples: givenname, cn

Link Attribute Display Name
A comma-delimited list of the Query Result List Attributes that display in the link.

« Valid values: A comma-delimited string of attribute names
« Default value: givenname, sn

« Examples: givenname, mail

Max Records Per Page
The maximum number of results displayed per page.
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« Valid values: Integer values
« Default value: 10

« Examples: 9, 15

Merge Results

If you set this parameter’s value to true, then all other public attributes are included in
the result of the query. If you set it to false (the default value), then the query attributes
on the result list display as dictated by the values set for the Query Result List
Attributes parameter. (See also Query Result List Attributes.)

« Valid value: A boolean value (true, false)
« Default value: false

« Examples: true

Use Voice LSS
This parameter determines the use of large-scale speech (LSS) for voice access.

« Valid value: A bool ean value (true, false)
« Default value: false
« Examples: true

For more information on LSS and generating voice grammars, refer to Enabling
the Large-Scale Speech User Interface.

Directory Application Parameters for Internal Use

The following parameters are for internal use. Do not change the values for these
parameters.

«  Query Names

«  Query Title

«  Query Visibility
« Link Names

«  Query Link Name

Query Names
The system-assigned names to internal queries.

Query Title

The descriptive captions which display during queries, such as Search by E-Mail. The
default value is Search.

Query Visibility
For internal use only. This value defaults to true.

Link Names
A system-assigned name to internal links. The default value is LINKZ1.
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Query Link Name
The query associated with current Link. The default value is Q1.

Application Setup OMP URL

The OMP (Oracle Mobile Protocol) reference used by the URL group. The default
value is omp://oracle/applications/appsetup.

Deprecated Mail Application Parameters and Parameters

These parameters, which are included for backward compatibility, include the
following:

« Oracle Internet Directory (OID) Server
« OID Server Port

« Administrator Login Access to OID

« OID Administrator Username

= OID Administrator Password

Oracle Internet Directory (OID) Server

The OID Server name or an IP Address. For example, enter Idap.mydomain.com. The
default value is localhost.

OID Server Port
The port number for the OID server. The default value is 389.

Administrator Login Access to OID

If you set the value to this parameter to false, then the administrator accesses the OID
through a guest account. If set to true, then the administrator must specify both the
OID Administrator username and password. The default value is false.

OID Administrator Username

The user name for the administrator account in the OID Server, such as orcladmin. The
default value is empty.

OID Administrator Password

The password for the OID administrator. For example: welcomel. The default value is
empty.

Configuring the Short Messaging Application

The Short Messaging application enables users to send messages through such
mediums as voice, e-mail, fax or SMS. To send a short message, a user sends the
application the following parameters:

« The type of message

« The destination address of the message
« The subject text

« The body text of the message
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The subject and body text are translated into the medium appropriate to the message
type and then sent to the destination. This application does not require any third-party
software components; instead, it requires that the OracleAS Wireless transports be
configured. The Short Messaging application does not require scripts.

Active Short Messaging Application Configuration Parameters
The parameters for the Short Messaging Application include;

« Message Sender

« Display All Delivery Types

Message Sender

Specifies the identity used for anonymous users when they send short messages. This
field is ignored for users that are not anonymous.

« Default Value: oraclemobile@oracle.com
« Examples:

« Anonymous User

«  1(100)111-1111

«  user@myCompany.com

Display All Delivery Types

Specifies whether all the delivery types (e-mail, fax, SMS and voice) display, even if
they have not been configured. If set to false, then only configured delivery types
display for the user.

« Valid Values: a bool ean value (true, false).
« Default Value: false

« Example: true

Application Setup OMP URL
The OMP (Oracle Mobile Protocol) reference for the URL group.

« Valid Values: An OMP URL
« Default Value: omp://oracle/applications/appsetup

« Examples: omp://myCompany/services/appsetup

Short Messaging Application Parameters for Internal Use

The Application Setup OMP URL parameter is the OMP (Oracle Mobile Protocol)
reference for the URL group. The default value is omp://oracle/applications/appsetup. This
parameter is for internal use. Do not change the value for this parameter.

Configuring the Fax Application

The Fax mobile application enables users to send a fax, check the status of a fax, and
forward or delete a fax from any wireless device. Oracle Mobile Collaboration
supports fax delivery through RightFax, a product of Captaris, Inc. In addition to
configuring the required parameters for the Fax mobile application, you must acquire
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the RightFax product and follow its instructions to set up an external fax server as
described in "Configuring the Fax Server".

This mobile application, when combined with the Mail or Files applications, supports
faxing documents through mobile devices.

Active Fax Application Configuration Parameters
The following sections describe the parameters and values for the Fax application:

« Fax Server URL

« Fax Sender Account
« Faxes Kept per User
« Fax Items per Page
« Debug

« Query OID

« Cover Page

Fax Server URL

The HTTP URL of the Fax server. The values for this parameter can an IP Address or a
domain name address.

« Valid values: A string value
« Defaultvalue: http://1 ocal host
« Examples:
http://111.11.111. 11
http://host. mydomai n. com

Fax Sender Account
The name of the account on the Fax Server for sending faxes.

« Valid values: A string value
« Default value: Administrator

« Example: Administrator

Faxes Kept per User
The number of recently sent faxes that are kept in the user's Fax History.

« Valid values: A non-negative integer
« Default value: 20

« Example: 20

Fax Items per Page
The per-screen number of sent faxes that display in the Fax History.

« Valid values: A non-negative integer
« Defaultvalue: 9

« Example: 9
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Debug

If the value for this parameter is set to true, then the log messages are written to the
Oracle Application Server Wireless log file.

« Valid value: A bool ean value (true, false)
« Default value: false

« Example: true

Query OID

If the value for this parameter is set to true, then it enables the retrieval of recipient
addresses from the Oracle Internet Directory (OID).

« Valid values: A bool ean value (true, false)
« Default value: false

« Examples: true

Cover Page

A cover page used when sending faxes. The default value is FCS.doc. The document
path of the cover page is relative to the FCS directory on the Fax Server.

« Valid values: A file name
« Default value: FCS.doc
« Examples:

FCS2.doc

Cover.doc

Application Setup OMP URL
The OMP (Oracle Mobile Protocol) reference used by the URL group.

« Valid values: An OMP URL
« Default value: omp://oracle/applications/appsetup

« Example: omp://oracle/applications/appsetup

Fax Application Parameters for Internal Use

The Application Setup OMP URL parameter is the he OMP (Oracle Mobile Protocol)
reference used by the URL group. This parameter is for internal use. Do not change the
value of this parameter.

Deprecated Fax Application Parameter

The Download Directory parameter sets the directory where fax documents are
temporarily stored in OracleAS Wireless. You must specify this directory to send faxes
with attached documents. The default value is /temp/fax. This parameter is included for
backward compatibility.

Configuring the Files Application

The Files application enables users to both attach and save files in their native formats.
The Files application is also integrated with RightFax (a product of Captaris, Inc.) to
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enable document printing through faxes. Using this application, a mobile user can
select a file attachment and then e-mail it to another mobile user, who can then view
the document using Microsoft Office files and print it to a nearby fax.

Configuration Parameters for the Files Application
The following sections describe the parameters and values for the Files application:

« Proxy Host
« Proxy Port
« Authorization Realms

« Show Service URL?

Proxy Host
The HTTP Proxy Host, such as proxy.mydomain.com.

« Valid values: URLs

« Example: proxy.mydomain.com

Proxy Port
The HTTP Proxy Port.

« Valid values: A port number

« Example: 80

Authorization Realms

The HTTP authorization realms associated with each of the preceding Service URLSs.
Separate each of the authorization realms values with a comma.

« Valid values: A string value
« Default value: Authorized_Users

« Example: Authorized_Users

Show Service URL?

This parameter enables the server name to be either hidden or displayed by the Files
application.

« Valid values: yes, no
« Default value: no

« Example: no

Files Application Parameters for Internal Use

The following parameters are for internal use. Do not change the values for these
parameters.

« Allow Navigation
« Application Setup OMP URL
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Allow Navigation

Whether the user can navigate to any open service URLSs. If the value for this
parameter is set to true, then users with proper authentication credentials can access
any service URL. If the value for this parameter is set to false, then users can access
only the service URLs which are specific to the parameter Service URLs. The default
value is true.

Application Setup OMP URL

The OMP (Oracle Mobile Protocol) reference to the URL group. The default value is
omp://oracle/applications/appsetup.

Files Application Parameters Replaced by the Service Registry

The Service URLs parameter defines the HTTP URLSs to the WebDav file systems where
users upload and download files. This parameter applies only if Allow Navigation has
been set to false. The default value is http://webdav.mycompany.com/files.

Deprecated Files Application Parameter

The Download Directory parameter specifies directory used to hold files for download
or for attachments. The path is local to the server holding the Files application. The
default value is /tmp. This parameter is included for backward compatibility.
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Troubleshooting Oracle Mobile Collaboration

This appendix describes common problems with Oracle Collaboration Suite 10g
Mobile Collaboration and explains how to solve them. It contains the following topics:

"Problems and Solutions"

"Diagnosing Oracle Application Server Wireless Problems"

"Viewing UTF-8 Pages in Localized Languages with Netscape 4.7 or Earlier”
"Avoid Saving Non-UTF-8 Strings in PIM Applications"

"Re-Registering the Oracle AS Wireless Portal Services URL Reference in OracleAS
Portal"

"Customizing Oracle Mobile Collaboration"

Problems and Solutions

This section describes common problems and solutions. It contains the following
topics:

Post-Installation Configuration

Error Enqueuing Received Messages

Errors in Receiving Messages

Setting the Proxy in XMS

Unable to Reach XMS Gateway

Dialing Country Codes with SMS or MMS

Bad Username/Password Exceptions

Intermittent Browser Crashes

Downloading SSL Root Certificates

Setting Up OracleAS Wireless to Support HTTPS

Out of Memory Exceptions in Log Files

Non-ASCII User Name Corrupted in HDML Browser
Configuration Assistant Hanging

Problems with Voice Access Configuration and Installation

Problems Invoking Services from the Voice User Interface
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Post-Installation Configuration

Problem

| installed OracleAS Wireless without running the Wireless configuration assistant.
Then | ran wirelessCA.sh from the command line without problems (it returned
success), but not all of the components are installed. How can | fix this?

Solution

Perform the following on the Applications tier to configure OracleAS Wireless as a
post-installation step:

1. Using the Oracle Enterprise Manager 10g Application Server Control, first
selecting the Wireless Applications tier node on the Farm page of the Oracle
Enterprise Manager 10g Application Server Control. The Home page appears.

2. Under System Components, click Configure Component. The Select Component page
displays.

Select Wireless from the list.

Click Continue.

Enter the password for the OID super user (orcladmin).

Click Finish.

Wait 10 minutes to deploy OC4J_Wireless and complete the process.

© N o 0 b~ ®w

Start the Wireless server from EM by selecting Wireless and clicking Start (under
System Components, or use the OPMN command set options).

Error Enqueuing Received Messages

Problem

I configured a driver to receive messages. When | tried to send messages to the driver,
I receivedafail ed to enqueue a recei ved nessage error in the log.xml file.
Is it a bug?

Solution

This is not a bug. You received the error because the Messaging Server does not know
where to dispatch the received message; there must be a registered application
listening for incoming messages from the driver. This application must have the
addressing information for the driver (such as the incoming e-mail address for an
e-mail driver).

Note: If you configure a driver only to see if it can receive
messages, you can ignore such errors.

If you configure the driver so that an application can receive messages received by the
driver, you must ensure that your application is running (or at least has run once
before). If your application is running (or has run at least once before), it is possible
that your application did not register the correct endpoint to the transport layer. An
access point (also known as an endpoint) is a pair (a delivery type supported by the
driver and the incoming address for which the driver listens). The application should
be named Messenger instance. Call the addEndPoi nt (EndPoi nt ep) method of
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Messenger to register the endpoint, then call the st art () method of the Messenger
instance.

If you configured the driver to work with Async Listener, the error indicates that
Async Listener is not properly configured, is not running, or has not been up at least
once after you properly configured it. The Async Listener is a built-in application to
listen for received messages. The access points to which the Async Server listens can
be configured with System Manager.

When configuring the Async Listener access points, make sure you correctly entered
the incoming address to which the driver listens. This address must be one of the
Async Listener’s access points.

Ensure the Async Listener is running (you can check this status of the Async Listener
from the Home page of the OracleAS Wireless System Manger).

In the System Logging page, select the NOTIFY logging level, then start the OC4J_
Wireless component in the Home page of the Oracle Enterprise Manager to ensure that
the Async Listener is running. If the Async Listener is running, then the log.xml file
should contain a message such as: Async Listener started.

Errors in Receiving Messages

Problem
I sent a message but it has not been received. Where is it?

Solution

To best answer this question, the implementation details should be examined, but
without going that far, here are possibilities:

= Since the Messaging Server depends on each driver to actually deliver the
message, the message could be in the external messaging gateway, or still in the
Messaging Server persistence store. If it stays in the Messaging Server store, it is
not delivered to the external messaging gateway. This could be because a proper
Messaging Server is not up, or that the message is routed to a driver that does not
have a configured driver instance. In this case the sending status, is: The message
was accepted.

« If the message has been delivered to the external messaging gateway, then the
status message The message has been delivered to the messaging gateway successfully
appears after the message is delivered to the external messaging gateway. Check
the external messaging gateway for the status of the message.

Setting the Proxy in XMS

Problem
I use an HTTP proxy to connect to t he Internet. How do | set the proxy in XMS?

Solution

An XMS client connects to the XMS Web service through the HTTP protocol. As such,
a proxy must be set if one is needed to communicate over HTTP from the host that the
XMS client runs on to the host the XMS Web service runs on. Set the proxy
programmatically using the XMS API as follows:

XMsSender . set Proxy( host, port)

or
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XMSSi mpl eSender . set Proxy( host, port)

Unable to Reach XMS Gateway

Problem

Why do | receive a No response from gateway message when | send a message using the
XMS API to a messaging gateway.

Solution

You received this message either because the messaging gateway is not running or
because it cannot be reached. To reach the messaging gateway from the client
machine:

« Usethecommand:tel net <gateway URL> <port > to check if the client
machine can contact the messaging gateway. For example, enter the following
command:

tel net messenger. oracl e.com 80

If the Telnet hangs, it is likely that the outgoing network traffic is blocked by a
firewall.

«  Otherwise, use the following command in the Telnet window:
GET / xns/ webservi ces <Enter <Enter
You should receive a short reply from the gateway such as:
SOAP Server

Sorry, | don't speak via HTTP GET- you have to use HTTP POST to talk to me. (The
actual replies may vary.) If the client machine requires a proxy to access the
Internet, be sure to set the proxy settings correctly.

Dialing Country Codes with SMS or MMS

Problem

In my country, | must add a 00 or 011 prefix before the country code when | make
international long distance calls. Must | do the same when | am sending out SMS or
MMS?

Solution

No. Do not add those prefixes. You need only provide the country code, and cell
phone number with area code (if any). However, note that you must provide the
prefix for voice notifications.

Bad Username/Password Exceptions

Problem

I am getting the exception: Bad username or password when | contact the messaging
gateway. What is wrong?

Solution
Possible reasons include:

« password is not correct

B-4 Oracle Mobile Collaboration Administrator's Guide



Problems and Solutions

« username does not exist on that gateway
= useris not enabled
« user does not have quota available

Ensure that the user name and password are valid. If they are valid and this error
occurs when accessing the messenger . or acl e. com-hosted instance, contact
nmobi | esupport _ww@r acl e. comto determine the exact problem.

Intermittent Browser Crashes

Problem

An intermittent problem has been reported in which the Microsoft Internet Explorer
6.x running on the Microsoft Windows XP operating system crashes while a user is
using the Oracle Application Server Wireless Tools (such as the Content Manager).
The problem typically occurs on resource-limited servers.

Solution

The problem has not been reported when Netscape or Mozilla browsers are used, so a
solution to the problem is to use one of these browsers.

Downloading SSL Root Certificates

Of the many ways to download SSL root certificates, one of the easiest methods is to
use a desktop browse to download the certificate. The following steps use Microsoft
Internet Explorer.

WARNING: You must obtain a digitally-signed, SSL root certificate,
assigned by a valid Certification Authority. If you do not have a valid
SSL certificate on your back end server, then your Push Mail client
will malfunction.

1. Open Internet Explorer and access the HTTPS Web site containing the SSL root
certificate that you want to download.
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Figure B-1 Web Page for Downloading SSL Root Certificates
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2. On the page, right-click the mouse and select Properties from the menu. The
Properties window appears (Figure B-2).

Figure B—2 The Properties Window
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3. Click the Certificates button. The certificate information dialog appears
(Figure B-3).
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Figure B-3 The Certificates Information Dialog
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4. Click the Certification Path tab. The Certificate Path dialog appears (Figure B-4),

listing the certificates.

Figure B—4 The Certificate Path Dialog
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5. Select the first certificate in the Certificate path list.

6. Click the Details tab. The Details dialog appears (Figure B-5).
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Figure B-5 The Details Tab of the Certificate Dialog
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7. Click Copy to File... . The Certificate Export Wizard’s Welcome screen appears.

8. Click Next. The Export File Format dialog appears (Figure B-6).

Figure B—6 The Export File Format Dialog
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9. Select the PKCS #7 (or Base-64) format, then click Next. A dialog appears
(Figure B-7) requiring you to enter the file name and path of the file that you want

to export.
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Figure B—7 Exporting the File
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10. Specify a file name and location for the file in which certificate information will be
saved. Do not specify the file extension; the wizard adds the extension
automatically. Be sure to note the location of the file.

11. Click Next. A Summary page appears with the information that you supplied to
the Wizard.

12. Click Finish. The SSL root certificate is stored in the file.

13. Select the next certificate in the Certificate path list and repeat Steps 6 through 12.
You must download all of the available certificates.

Setting Up OracleAS Wireless to Support HTTPS

Problem
How do | set up Oracle Application Server Wireless to support HTTPS?

Background

OracleAS Wireless is a Applications tier between mobile devices and mobile content.
Some devices use the HTTP(S) protocol to communicate with OracleAS Wireless.
OracleAS Wireless uses the HTTP(S) protocol to retrieve content from content
providers. This means that there are two HTTP(S) hops between a mobile device and
mobile content. They both can be configured to use HTTPS. To support HTTPS
between a mobile device and OracleAS Wireless, you must configure the Oracle HTTP
server to accept HTTPS requests. See the Oracle HTTP Server Administrator’s Guide for
more information.

Solution

For content providers, OracleAS Wireless functions as a virtual browser. Like other
browsers, OracleAS Wireless uses certificates to positively identify certification
authorities and publishers. Before you can use HTTPS to connect to a content provider,
you must download the content provider's SSL root certificates (refer to Downloading
SSL Root Certificates for more information). After you download the certificate, copy
it to the OracleAS Applications tier machine.
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Note: If you have more than one Applications tier, then you must
copy the file to all Applications tier machines. The file must be in
the same location on all of the middle-tier machines.

Once you have copied the certificate file to the Applications tier machine, you must
configure OracleAS Wireless to use that certificate. If you have more than one
Applications tier machine, you must configure only the first Applications tier; all
Applications tiers will use the same settings (that is why the certificate file must be in
the same location on all Applications tier machines).

To set a certificate for the Wireless Server:

1. From the Oracle Enterprise Manager 10g Application Server Control, select the
OracleAS Wireless middle-tier node on the Farm page of the Oracle Enterprise
Manager 10g Application Server Control and then click Wireless on the
Application Server Home page to access the Wireless system management functions.

2. Click the Site Administration tab of the OracleAS Wireless Home page. From the
General Configuration section, select HTTP, HTTPS Configuration. The HTTP,
HTTPS Configuration screen appears.

3. The SSL section enables you to add a certificate. The OracleAS Wireless Server
supports two certificate file formats: Base64 or PKCS#7.

4. Enter the absolute path to the certificate file. You can set more than one certificate
by clicking Add Another Row.

5. Click OK.

Out of Memory Exceptions in Log Files

Problem
I am receiving Out of Memory exceptions in my log file. How do | correct this?

Solution

When Out-of-Memory exceptions appear in either ORACLE_
HOME/wireless/logs/log.xml or the OPMN log files, increase the OC4J_Wireless
JVM memory size as follows:

1. From the Oracle Enterprise Manager 10g Application Server Control, first select a
Wireless Application-tier node on the Farm page of the Oracle Enterprise Manager
10g Application Server Control and then select the OC4J_Wireless process on the
Application Server Home page and then select Administration.

2. Select Server Properties (located under Instance Properties). The Server Properties
page for the OC4J_Wireless Server appears.

3. Inthe Java Options field, enter -Xms128 -Xmx256. This sets the VM Heap Memory
to be started at 128MB and allows it to expand to 256MB.

4. Click Apply.

5. Shut down and restart OC4J_Wireless; the JVM will be started with the new
memory configuration data.
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Non-ASCII User Name Corrupted in HDML Browser

Problem

A user has reported that corrupted user name data displayed in their HDML browser.
Are non-ASCII data not supported?

Solution

The problem occurs not because of non-ASCII data, but instead from invalid user
names that contain non-ASCII data. When you access Wireless through an HDML
browser (such as a Japanese KDDI device), and attempt a login with an invalid
account, the non-ASCII data in the user name is displayed as corrupted data or is
changed to another string. To fix this, input the correct user account information.

Configuration Assistant Hanging

Problem

Why does the Wireless Configuration Assistant hang while | use it against my 64-bit
database?

Solution

The account is being locked out because too many incorrect username and password
requests have been received. Before recreating a 10g database on the same machine as
the original database, using the same Service Name and SQL*Net port as the original
database, then shut down any Applications tiers that are trying to connect to the
database.

If you must keep the Applications tier running while creating the new database, then
setfailed |ogin attenpts to UNLI M TEDas a workaround.

Problems with Voice Access Configuration and Installation
Topics include:

« Problems Connecting to the VoiceXML Gateway
« Errors When Generating Voice Grammars and DTMF Equivalents

« Slowness of Oracle Voice Access Directory Application When Responding to
Voice Commands

Problems Connecting to the VoiceXML Gateway

No Oracle Collaboration Suite Prompt

I entered the URL of the Oracle Collaboration Suite start page into my VoiceXML
gateway, and | connected a phone line to the gateway, but | do not hear the Oracle
Collaboration Suite login prompt when 1 call.

Solutions
To resolve this problem:

«  On the VoiceXML gateway, verify that the phone number is associated with the
URL of Oracle Collaboration Suite as described in "Provisioning Oracle Voice
Access".
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Verify that the Oracle Collaboration Suite servers are running and that you can
access the Oracle Collaboration Suite portal (pt g/ r m) from a Web browser.

Using the Foundation Manager (one of the Oracle Application Server Wireless
tools, which you access from the Wireless link in the Mobile Collaboration Home
page), verify that the user-agent of the VoiceXML gateway (VG) matches the user
agent expected by the corresponding device. To do this:

1. Click Wireless in the Home page of Oracle Mobile Collaboration.

2. Log into the Oracle Application Server Wireless tools using the appropriate
name and password.

3. Access the Foundation Manager by clicking the Foundation tab.

4. Click the Devices tab to access the browsing screen listing all of the devices in
the repository.

5. Select the device.
6. Click Edit. The properties of the selected device appear.

7. Select Transformer. The Transformers page appears, displaying the user agents
selected for the device in the User Agent pane.

8. Enter the name of the user agent in the User Agent field and then click Add.

9. Click Apply to commit the change to the device. For more information on the
Foundation Manager and devices in the Oracle Application Server Wireless
repository, see Oracle Application Server Wireless Administrator’s Guide.

If you use the SpeechGenie VoiceXML gateway, you must change the user agent
on the Voice XML gateway to PMLI/SpeechGenie/1.1. For instructions on
changing the user agent for versions 6.4.2 and 5.9.6 of the SpeechGenie VoiceXML
gateway, see "Changing the User Agent on the SpeechGenie VoiceXML Gateway".

Errors When Generating Voice Grammars and DTMF Equivalents

Problem

An error message appeared when | clicked Generate in the Oracle Mobile
Collaboration Voice Configuration page.

Solution
To resolve this problem:

Check for errors in $ORACLE_HOME/sysman/em-application.log.
Verify that Oracle Collaboration Suite 10g Search is running.

Verify that the grammar for the directory was completely generated by accessing
http://<nidtier-node>: <port >/ nodes/ Di rect or yG anmar to check the
validity of the XML.

Slowness of Oracle Voice Access Directory Application When Responding to Voice
Commands

Problem
The Oracle Voice Access Directory takes too long to respond when | say a name.
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Solution

After the voice grammars are generated, the automatic speech recognition (ASR)
engine must then download the grammar to cache it. As a result, the first access of the
Oracle Voice Access Directory is slow after the voice grammars have been generated,
because of the downloading of the grammar into the cache.

If the slowness persists at every access of the application, then the ASR engine’s cache
may not be working correctly. Refer to the SpeechGenie documentation for the correct
set up of the cache. The ASR | f - Mbdi fi ed- Si nce header must be working for the
grammar to be cached properly. If the header is not working properly, see "Scheduling
the Command-Line Utility and Caching" for information on synchronizing the
generation of the grammars with the maximum time that they remain in the cache.

Problem

I configured a SpeechGenie VoiceXML gateway for optimized upload of recorded
audio files, but the upload is still slow or does not occur at all.

Solution
To resolve this issue:

« Verify that you configured the VoiceXML gateway to write audio files to the
proper directory.

« Verify that this directory can be accessed from the Internet through HTTP. To
enable this access, create a symbolic link as described in "Creating a
Web-Accessible Directory for Recording Audio”

« Verify that the E-Mail mobile application’s URL for direct access to recorded audio
parameter is set to the URI of the record directory. For more information, see
"Configuring the Mail Application to Improve User Experience When Sending
E-Mail".

Problem

Voice notifications do not arrive, even though | configured the VoiceGenie VoiceXML
gateway for voice notifications and configured the Messaging Server for voice
notifications using the Oracle Application Server Wireless System Manager.

Solutions
To resolve this problem:

« Verify that you configured the VoiceGenie VoiceXML gateway correctly to send
voice notifications. For information on how to download and install the
notification servlet, see the tutorial from VoiceGenie Support located at

http://support.voi cegenie.comtutorials.php?tutorial =ai oc.
« Verify that the Messaging Server process is both enabled and running.

« Verify that the Messaging Server’s PushDriver instance is properly configured.

Touchtone Buttons Do Not Respond

Problem
User complain that the touchtone buttons do not function

Solution
To resolve this issue:
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Verify that the DTMF recognizer functions properly on the VoiceXML gateway.

Note that not all speech commands have DTMF backup keys associated with
them. Users should not rely on DTMF commands unless prompted to enter a
number or are specifically told to use the touchtone keypad.

Problems Invoking Services from the Voice User Interface
Topics Include:

System Does Not Understand User Commands

System Does Not Hear User Commands

User Account PIN and ID Do Not Match

Login Problems

Problems with the Main Menu

Problems with Oracle Collaboration Suite 10g Voice Access Messages
Oracle Collaboration Suite Voice Access Directory

Problems with Oracle Collaboration Suite 10g Voice Access Calendar

Problems with Oracle Collaboration Suite 10g Voice Access Content Services

System Does Not Understand User Commands
For example, users complain that the voice interface does not understand what they

say.

Solution
To resolve this issue:

Verify that the ASR (automatic speech recognition) engine functions properly on
the VoiceXML gateway.

Note that the ASR sometimes fails to recognize utterances when the user issues
voice commands in a noisy environment.

Note that the ASR may have difficulties understanding accents.

Tell the user to listen to the options carefully and then speak clearly when
prompted. Remind them that they can also say help to hear a list of options.

System Does Not Hear User Commands
For example, users complain that the voice interface does not hear them.

Solution
To resolve this issue:

Verify that automatic speech recognition (ASR) engine functions properly on the
VoiceXML gateway.

Verify that the user’s phone is not set to mute.
Note that the ASR can misinterpret background noise as a user command.

Tell the user that they must speak both clearly and loudly when issuing voice
commands in a noisy environment.
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« Tell the user to listen to the options carefully and then speak clearly when
prompted. Remind them that they can also say help to hear a list of options.

User Account PIN and ID Do Not Match

For example, a user says her (or his) account ID and PIN when prompted, but then
receives a message that they do not match.

Solution
To resolve this issue:

« Verify that the user account was properly created in OID. For more information,
see Oracle Internet Directory Administrator’s Guide

« Verify that the Mobile Access is enabled for the user.

« Verify that the account number consists of the country code and the mobile phone
number (and that the two are concatenated).

« Verify that the entire number is used.

« Verify that the OID and SSO components are running.

Login Problems

This section describes problems encountered by users when logging in to the Oracle
Collaboration Suite.

Users Receive Temporary Difficulty Messages

Users are told that the system is experiencing temporary difficulties after they follow
the prompts to enter account 1D and PIN.

Solution
To resolve this issue:

« Verify that the voice login is provisioned correctly."Provisioning Oracle Voice
Access".

« \Verify that the OID of the Voice Main Menu is correct.

« Verify that the proper transformer is installed for the VoiceXML gateway. For
more information, refer to the instructions of adding a user agent to a device using
the Foundation Manager in "Problems Connecting to the VoiceXML Gateway".

« Reproduce the error, if possible. A timeout could occur if the service is accessed
immediately after a restart.

Problems with the Main Menu
This section describes the problems users encounter when accessing the Main Menu.

No Options (or Unexpected Options) Presented at Main Menu

Users login, say "Main Menu", but do not hear any options, or hear unexpected
options.

Solution
To resolve this issue:

« Verify that the Main Menu master application has been set as modulable
application. You must use edit the Additional Info. page of the Main Menu master
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application using the Service Manager to verify that the Modulable option has been
set. For more information, see the information on creating a multi-channel
application in Oracle Application Server Wireless Developer’s Guide.

« Using the Content Manager, edit the Voice Main Menu application to ensure that
the OMP URL is set as omp://oracle/services/voice/mainmenu.

« Restart OC4J_Wireless from the System Components table if you make any changes
to the Voice Main Menu application.

Long Silences Followed by Error Messages

Users experience a long silence and then hear an error message after saying the name
of an application.

Solution
To resolve this issue:

« Verify that the application has been configured correctly.

« If the application requires a login, verify that it is set up and saved in the Oracle
Collaboration Suite portal (htt p: // <m dti er - node>: <port >/ pt g/ r m.

= Check the Oracle Application Server Wireless logs (SORACLE_
HOME/wireless/logs/log.xml) for error messages.

Problems with Oracle Collaboration Suite 10g Voice Access Messages

This section describes problems users encounter when using the voice interface to
access e-mail. Topics include:

« Error Message when Fetching Messages
« Error Message Occurring when Users Send Replies
« Error Message when Users Fax Messages

=« Problem with User Account Credentials

Error Message when Fetching Messages

After logging in, a user says "messages"” at the Main Menu, hears "Messages. Please
wait while your messages are fetched", but then hears an error message.

Solution
To resolve this issue:

« Verify that the Mail application is configured correctly.

« Verify that Oracle Collaboration Suite 10g Mail is running from the System
Components table.

= Verify that the user has been provisioned for Oracle Collaboration Suite 10g Mail
(http://<mdtier-node>: <port>/uni UMAdmM nUser Managenment Mai n. j s
p)-

« Verify that the username and password for e-mail is set correctly in the Oracle
Collaboration Suite portal (htt p: // <mi dti er- node>: <port>/ptg/rm

Error Message Occurring when Users Send Replies

When using Oracle Collaboration Suite Mail, a user records a reply for a message and
then says "send it", only to hear an error message.
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Solution
To resolve this issue:

« Verify that Oracle Collaboration Suite 10g Mail is running from the System
Components table.

« \Verify that the SMTP service is running.

« Verify that the configuration for optimizing the upload of recorded audio is
configured properly. For more information, see "Configuring the Mail Application
to Improve User Experience When Sending E-Mail".

Error Message when Users Fax Messages
Users hear an error message when they say "fax message".

Solution

Verify that the fax server is configured correctly. For more information, see
"Configuring the Fax Server".

Problem with User Account Credentials

A user hears "In order to use this service, you must have your account credentials
configured. You can set this up in the Oracle Collaboration Suite portal."

Solution
To resolve this issue:

« Verify that Oracle Collaboration Suite 10g Mail is running from the System
Components table.

« Verify that the user has been provisioned for Oracle Collaboration Suite 10g Mail
(http://<m dtier-node>: <port >/ unf UMAdm nUser Managenent Mai n.j s
p).

« Verify that the username and password for e-mail is set correctly in the Oracle
Collaboration Suite portal (htt p: // <mi dti er - node>: <port >/ pt g/ r m). Click
Save to store the credentials permanently as presets.

Oracle Collaboration Suite Voice Access Directory

This section describes problems encountered by users searching for contacts through
the voice and keypad interfaces. Topics include:

« System Does Not Recognize User Name

« Busy Signal or Error Message Occurring after "Call" Command
« System Cannot Find User Name

« Errors Messages Related to "Send E-Mail" Command

« Error Messages Related to "E-Mail <name>" Command

« Error Messages Related to "Call <name>" Command

System Does Not Recognize User Name
When searching the directory, users say a user name but hear "I don’t understand.”

Solution
To resolve this issue:
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« Repeat the name several times.

« If the system returns the "I don’t understand” message again, then the user name
may not be included in the directory voice grammar.

— Verify that the user who is the subject of the search is included in OID (Oracle
Internet Directory).

— Regenerate the voice directory grammars as described in "Generating DTMF
Equivalents and Voice Grammars".

Busy Signal or Error Message Occurring after "Call" Command
A user says "Call work" or "call" but then hears a fast busy signal or an error message.

Solution

Verify that the outbound dialing on the VoiceXML gateway has been configured
correctly.

System Cannot Find User Name

Users hear "l didn’t find any matches for that name" when searching for a name using
the keypad interface.

Solution
To resolve this issue:

« Verify that users enter the search using the keypad interface as
<fi rst name>*<| ast nane>. Users can also enter the last name without the
asterisk (*).

« Verify that the user who is the subject of the search is included in the OID (Oracle
Internet Directory).

= After you create a user in the OID, you must regenerate the DTMF equivalents as
described in "Generating DTMF Equivalents and Voice Grammars" so that the
Oracle Collaboration Suite Search can recognize the user.

Errors Messages Related to "Send E-Mail* Command
User hears an error message after saying "Send e-mail."

Solution
To resolve this issue:

« Verify that the Mail application is configured correctly.

« Verify that Oracle Collaboration Suite 10g Mail is running from the System
Components table.

« Verify that the user has been provisioned for Oracle Collaboration Suite 10g Mail
(http://<m dtier-node>: <port >/ unf UMAAm nUser Managenent Mai n.j s
p).

« Verify that the username and password for e-mail is set correctly in the Oracle
Collaboration Suite portal (http://<m dti er-node>: <port >/ pt g/ rn. Click
Save to store the credentials permanently as presets.

Error Messages Related to "E-Mail <name>" Command
User hears an error message after they say "E-mail <name>."
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Solution
To resolve this issue:

« Verify that the Mail application is configured correctly.

« Verify that Oracle Collaboration Suite 10g Mail is running from the System
Components table.

« Verify that the user has been provisioned for Oracle Collaboration Suite 10g Mail
(http://<mdtier-node>: <port>/unf UMAdM nUser Managenent Mai n. j s

P)-
« Verify that the username and password for e-mail is set correctly in the Oracle

Collaboration Suite portal (htt p: // <mi dti er - node>: <port >/ pt g/ r m. Click
Save to store the credentials permanently as presets.

Error Messages Related to "Call <name>" Command
A user says "Call <name>" but hears an error message.

Solution

Verify that the outbound dialing on the VoiceXML gateway has been configured
correctly.

Problems with Oracle Collaboration Suite 10g Voice Access Calendar

This section describes the problems encountered by users when accessing Oracle
Collaboration Suite Calendar through the voice interface.

Problem with User Account Credentials

After users say "Calendar", they hear "In order to use this service, you must have your
account credentials configured. You can set this up in the Oracle Collaboration Suite
portal.”

Solution
To resolve this problem:

« Verify that Oracle Collaboration Suite 10g Calendar is running from the System
Components table.

« \Verify that the user has been provisioned for Oracle Calendar
(http://<mdtier-node>: <port >/ ocad- bi n/ ocad. cgi ?0bj ect =nodead

m.

« Verify that the username and password for Oracle Calendar is set correctly in the
Oracle Collaboration Suite portal
(http://<mdtier-node>: <port>/ptg/rm.Click Save to store the
credentials permanently as presets.

Problems with Oracle Collaboration Suite 10g Voice Access Content Services

This section describes the problems encountered by users accessing files through the
voice interface.

Problem with User Account Credentials

After users say "Files", they hear "In order to use this service, you must have your
account credentials configured. You can set this up in the Oracle Collaboration Suite
portal.”
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Solution
To resolve this problem:

« Verify that Oracle Collaboration Suite 10g Content Services is running from the
System Components table.

« Verify that the user has been provisioned for Oracle Calendar
(http://<mdtier-node>: <port>/files).

« Verify that the username and password for Oracle Calendar is set correctly in the
Oracle Collaboration Suite portal
(http://<mdtier-node>: <port>/ptg/rm.

Error Messages Related to Fax Command
Users hear an error message after saying "Fax".

Solution
Verify that the Oracle Collaboration Suite 10g Voicemail & Fax is running.

Diagnosing Oracle Application Server Wireless Problems

Check the log files to diagnose problems, as they include information necessary for
administrators and support personnel to help you solve problems.

Viewing UTF-8 Pages in Localized Languages with Netscape 4.7 or Earlier

Some languages may not display properly if you use Netscape 4.7 or an earlier
version. In some cases, characters may display as boxes. To fix this problem, configure
the Netscape preferences as follows:

1. Select Preferences from the menu. The Preferences dialog appears.
2. From the Category tree, select Fonts to display the Fonts dialog.

3. Inthe Fonts dialog, select Unicode from the For the Encoding list.
4

From the Variable Width Font and Fixed Width Font lists, select the font that
supports the preferred language. For example, if you select Chinese as your
preferred language, select MS Song to view the page in Chinese.

From the Netscape tool bar, select Edit.

Avoid Saving Non-UTF-8 Strings in PIM Applications

The Save Message feature for PIM applications (such as Mail and Short Messaging)
does not support multi-byte characters if the device configuration does not support
UTF-8 encoding. Many Japanese devices are set to Shift_JIS encoding in Foundation
Manager, one of the Oracle Application Server Wireless tools.

Re-Registering the OracleAS Wireless Portal Services URL Reference in
OracleAS Portal

Installing OracleAS Wireless version 10.1.2 against Oracle Application Server Wireless
9.0.2 re-registers the OracleAS Wireless portal service URL and might prevent
OracleAS Portal from responding to mobile requests. To avoid this problem, you must
re-register the URL as follows:
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In Portal Builder, click the Administer tab.
In the Services portlet, click Global Settings.
Click the Mobile tab.

Enter the OracleAS Wireless URL in the OracleAS Wireless 10g Wireless Portal
Service URL field.

5. Click OK.

A w0 d P

For more information about configuring mobile settings and updating the Oracle
Application Server Wireless service URL in OracleAS Portal, refer to the Oracle
Application Server Portal Configuration Guide.

Customizing Oracle Mobile Collaboration

The following sections describe how to customize Oracle Collaboration Suite by
editing the port al . properti es file.

Changing the Privacy Notice
To change the privacy note:

1. Extractthe portal . properti es file from SORACLE_
HOME/wireless/lib/wireless_modules.jar.

2. Replace the text for the modules.ocs.privacy.desc3 key with the privacy note for your
company.

3. Insert portal.properties back into SORACLE_HOME/wireless/lib/wireless_
modules.jar.

4. Re-start the Wireless_OC4J and Wireless components on from the System
Components table in the Applications tier.

Rebranding the Oracle Logo Icon

The icon of the Oracle logo resides on the Applications tier installation of the Oracle
Collaboration Suite at the following locations, specific to each device type:

« For Pocket PC (Color 82 x 10 pixel), the logo icon is located at

ORACLE_HOME/j2ee/0OC4J)_Wireless/applications/modules/modules -
web/images/oracle_logo.qgif

« For PALM devices (Black/White 60 x 8 pixel), the logo icon is located at

ORACLE_HOME/j2ee/OC4)_
Wireless/applications/modules/modules-web/images/oracle_logo.g2.gif

There is no logo image for WAP devices.

Changing the Logo File Name

To change the file name, you must edit the reference for the logo in the
portal.properties file (ORACLE_
HOME/wireless/server/classes/messages/oracle/panama/module/common/portal
.properties), which also resides on the Applications tier of the Oracle Collaboration
Suite.

To edit the reference in portal.properties file, edit the following key:
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nmodul es. common. Ul . i nage. or acl e=/ nodul es/ i mages/ <l ogo_nane_
Wi t hout _ext ensi on>

For example, edit the key as follows:
nodul es. common. Ul . i nage. or acl e=/ nodul es/ i mages/ or acl e_I| ogo

In addition, you must edit this key in the corresponding properties files of the
supported languages. For example, to edit the key for Brazilian Portuguese, you must
edit the property file portal_pt BR.properties. Likewise, to edit the key for French, you
must edit portal_fr.properties.
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Globalization

This chapter includes the following sections:
« "Overview of Globalization"

« "Determining a User’s Locale"

« "Determining the Encoding of a Device"
« "Languages Available for Online Help"

« "Driver Encoding"

« "Localizing Voice Applications"

Overview of Globalization

Oracle Mobile Collaboration supports multi-locale and multi-encoding. OracleAS
Wireless dynamically determines locale and request and response encoding based on
the runtime context.

Determining a User’s Locale

OracleAS Wireless dynamically determines the appropriate locale of a user by using
such locale information as PAl ocal e, the user’s preferred locale, the Accept Language
header, and the site locale.

PAl ocal e isa HTTP parameter that specifies the preferred value before login. The
possible value for the PAI ocal e parameter follows the HTTP accept-language header
format. For example, PAl ocal e = en-US. This format is distinct from the Java locale
format (en_US).

The Accept Language header is an HTTP protocol parameter that user agents (Web
browsers) send with HTTP requests.

Note: For information on the HTTP accept-language header
format, see the HTTP specification of the World Wide Web
Consortium (W3C).

The Site Locale is an instance-wide default locale of OracleAS Wireless.
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After Login

After login, the Oracle Mobile Collaboration Server respects the user’s preferred locale.

Before Login

Before login, the Oracle Collaboration Suite portal (pt g/ r n), Async Listener, the
OracleAS Wireless Tools and the Oracle Collaboration Suite portal’s Mobile Preferences
page each determine the appropriate locale of a user’s device.

Table C-1 illustrates how the Async Listener, the Oracle Collaboration Suite portal, the
OracleAS Wireless Tools and the Oracle Collaboration Suite portal’s Mobile Preferences
determine the locale of a user. The numeric value indicates the preference for the
detection methods in descending order.

Table C-1 Locale Determination

OracleAS Wireless Tools

Async Oracle Collaboration Suite and Mobile Preferences
Method Listener Portal (ptg/rm) Pages
Locale of the registered user 1 1 1
or virtual user
HTTP parameter: PAlocale N/A 2 N/A
Accept-language http header N/A 3 N/A
Site default locale 2 4 2

Oracle Collaboration Suite Portal

The Oracle Collaboration Suite portal (pt g/ r m) determines the locale of a user in the
following order:

1. Use PAl ocal e (if present).
2. Usethe Accept Language HTTP header (if present).

3. Use the site default locale.

The OracleAS Wireless Tools and Mobile Preferences Pages

The OracleAS Wireless Tools and Mobile Preferences pages determine the location of a
user in the following order;

1. Use PAl ocal e (if present).

2. Use the site default locale.

Async Listener
The Async Listener determines the location of a user in the following order:

1. Use the user’s preferred locale if the connecting user can be identified through the
device ID.

2. Use the site default locale.

Setting the Site Locale

From the Site Administration screen of the OracleAS Wireless System Manager
(accessed through the Oracle Enterprise Manager Application Server Control), you can
specify the default site locale and add to the list of locales that the site can support.

C-2 Oracle Mobile Collaboration Administrator’'s Guide



Determining the Encoding of a Device

Use a Java locale (such as en_US) when adding to the list of supported locales
(depicted in Figure C-1).

Note: You can also set the site locale using the Basic Site
Configuration wizard, accessed from the Home page of the System
Manager.

Figure C-1 The Site Locale Screen of the System Manager (Partial View)
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Determining the Encoding of a Device

The content sent to the device is encoded using the character encoding of the device.
The character encoding is among the device attributes stored in the OracleAS Wireless
repository. Using the Foundation Manager, you can edit the browser capabilities of a
device in the OracleAS Wireless repository to update it to the encoding appropriate to
a given country or locale (Figure C-2).

Figure C-2 Editing the Encoding for a Device (Partial View of the Editing Function)
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The Internet Assigned Numbers Authority (IANA) specifies the valid values for the
character encoding format of a device. The names of the IANA character set are
available at:
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http://ww. i ana. org/ assi gnment s/ character-sets

Table C-2 illustrates how the encoding is determined.

Table C-2 Determining the Device Encoding at Runtime

Component

Method of Determination

Oracle Collaboration
Suite portal

Async Listener

OracleAS Wireless Tools
and Mobile Preferences

pages

Notification Application

1. Using the Accept-Charset HTTP header sent by the device.

2. If the device does not send the Accept-Charset HTTP
header, then the value stored in the OracleAS Wireless
repository is used instead.

Determined by the corresponding transport driver.

1. Using the Accept-Charset HTTP header sent by the device.

2. If the device does not send the Accept-Charset HTTP
header, then the character encoding of the device called
PAPZ is used instead. The default encoding is UTF-8.

Determined by the corresponding transport driver.

HTTPAdapter — Based Service

This section describes the encoding for the request and response of a
HTTPAdapter-based application

Encoding for the Request of an HTTPAdapter-Based Application

When sending the HTTP request to the remote content provider, only the parameters
of the HTTPAdapter application are encoded using the i nput _encodi ng of the
application (if it is specified). Use the encoding format of the IANA (Internet Assigned
Numbers Authority) when specifying the value for i nput _encodi ng.

Best Practice for Writing Multi-Channel Applications Using JSPs.

When using JSPs to write Multi-Channel applications, insert the content described in
Example C-1 at the top of the JSP.

Example C-1 Multi-Channel Content
XHTML MP Content:

<%

String userAgent = request. getHeader ("User-Agent");
i f(userAgent !'= null && userAgent.indexOf("PTE 2.0 (Oracl e9i AS Wrel ess") >= 0)

{

response. set Cont ent Type ("application/vnd. wap. xhtm +xm ; charset=UTF-8");
%<?xm version = "1.0" encoding = "UTF-8" standal one="yes" ?>
<! DOCTYPE htmi PUBLIC "-//WAPFORUM / DTD XHTM. Mobile 1.0//EN'
"http://ww. wapf orum org/ DTDY xht n - mobi | e10. dt d" >

<%

} else {
response. set Cont ent Type ("text/xnml; charset=UTF-8");
%<?xm version = "1.0" encoding = "UTF-8" standal one="yes" ?>

<%

}

Il Set the request character encoding

String encoding = request. get Charact er Encodi ng();

i f(encoding == null) {
encodi ng = request . get Header (" x- or acl e- nts. charact er. encodi ng") ;
encoding = ((encoding == null) || (encoding.length() ==0)) ? "UTF-8" :
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encodi ng;
request . set Char act er Encodi ng( encodi ng) ;

}

Il Optional - Prevent Page Caching

response. set Header (" Cache-Control ", "no-store"); // HITP 1.1

response. set Header ("Pragma", "no-cache"); // HTTP 1.0

response. set Header ("Expires", "0"); // prevents caching at the proxy server
%

Mobi | eXML Cont ent :

<%

String userAgent = request. getHeader ("User-Agent");

i f(userAgent != null && userAgent.indexOf ("PTG 2.0 (Oracle9 AS Wrel ess") >= 0)
{

response. set Cont ent Type ("text/vnd. oracle. nobil exm ; charset=UTF-8");

%<?xm version = "1.0" encoding = "UTF-8" standal one="yes" ?>
<! DOCTYPE Si npl eResult PUBLIC "-//ORACLE// DTD Si npl eResult 1.1//EN'
“http://xmns.oracle.confias/dtds/SinpleResult_1 1 0.dtd">
<%
} else {

response. set Cont ent Type ("text/xm; charset=UTF-8");
%<?xm version = "1.0" encoding = "UTF-8" standal one="yes" ?>
<%

Il Set the request character encoding
String encoding = request. get Charact er Encodi ng();
i f(encoding == null) {
encodi ng = request . get Header (" x- or acl e- nts. charact er. encodi ng") ;
encoding = ((encoding == null) || (encoding.length() ==0)) ? "UTF-8" :
encodi ng;
request . set Char act er Encodi ng( encodi ng) ;

}

/] Optional - Prevent Page Caching

response. set Header (" Cache-Control ", "no-store"); // HITP 1.1

response. set Header ("Pragma”, "no-cache"); // HTTP 1.0

response. set Header ("Expires", "0"); // prevents caching at the proxy server
%

Note: This example uses UTF-8 encoding. Substitute this value for
that of the correct encoding for the application. Be sure to replace all
occurrences of this value.

Encoding for the Response of an HTTP Adapter-Based Application

OracleAS Wireless determines the encoding of the response of an HTTPAdapter-based
application in the following order:

1. Charset as part of the content-type header on the response.
2. Input-encoding (if present) of the input parameter of the application.
3. 1SO-8859-1 (the default).
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Languages Available for Online Help

Users can view the online help for the OracleAS Wireless Tools and the Mobile
Preferences pages in 29 languages. The site locale, configured through the System
Manager, determines the display language.

In this release, the built-in labels and on-line help for the OracleAS Wireless Tools and
System Manager display in nine languages.

The Oracle Collaboration Suite portal (pt g/ r m) can display the built-in labels in 29
different languages.

Driver Encoding

Each driver handles encoding individually.

Localizing Voice Applications

To localize the voice-enabled applications included with the Oracle Collaboration
Suite:

1. Identify the location of the English audio files. These files are located in the en
application subdirectory as noted in Table C-3.

Table C-3 Location of the English Audio Files for Voice-Enabled Applications

Application Location

Common ORACLE_HOME/wireless/modules/common/voice/default/en
(Default)

Voice Login ORACLE_HOME/wireless/marconi_voice/voicelogin/audio/en

Voice Main ORACLE_HOME/wireless/marconi_voice/mainmenu/audio/en

Menu

Mail ORACLE_HOME/wireless/modules/common/voice/pim/mail/en
Contacts ORACLE_HOME/wireless/modules/common/voice/pim/addressbook/en
Calendar ORACLE_HOME/wireless/modules/common/voice/pim/calendar/en
Directory ORACLE_HOME/wireless/modules/common/voice/pim/ldap/en

Files ORACLE_HOME/wireless/modules/common/voice/pim/ifs/en

1. Using the English audio files as a model, record the exact same set of files in the
target language. The names of the files must be same as those in the English
language version.

2. Place the newly recorded, localized audio files into their own locale-specific
subdirectory of the application directory. Accomplishing this basically involves
first moving up one level in the hierarchy from the en subdirectory and then
placing the newly recorded audio files into the appropriate locale-specific
directory noted in Table C-4.

Table C-4 Locale-Specific Subdirectories for Applications

Locale Directory Name
Arabic ar
Czech cs
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Table C-4 (Cont.) Locale-Specific Subdirectories for Applications

Locale Directory Name
Danish da
German de
Greek el
English en
English-US en_US
Spanish es
Spanish-Spain es_ES
Finnish fi
French fr
French_Canada fr_CA
Hungarian hu
Italian it
Japanese ja
Korean ko
Dutch nl
Norwegian no
Polish pl
Portuguese pt
Portuguese - Brazil pt_BR
Romanian ro
Russian ru
Slovak sk
Swedish Y
Thai th
Turkish tr
Chinese zh
Chinese-Taiwan zh_TW
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Performance Tuning

This appendix, through the following sections, discusses the tuning methods that
enable you to optimize Oracle Collaboration Suite 10g Mobile Collaboration.

« "Overview of Oracle Mobile Collaboration Optimization"
« "Tuning the Oracle Database"

« "Increasing the Single Sign-On Connection Pool"

« "Increasing the JDBC and OID Connection Pools"

« "Tuning the OC4J_Wireless Server Instance"

« "Optimizing the Performance of the Oracle HTTP Server"
« "Optimizing the Capacity of Web Cache"

« "Optimizing Oracle Mobile Access Mail"

Overview of Oracle Mobile Collaboration Optimization

Upon installation, Oracle Collaboration Suite 10g Mobile Collaboration initializes a
default setup that is appropriate for the performance of most applications. However,
you may need to use additional tuning knobs to adjust performance, since applications
vary in features, hardware setup, and performance requirements.

Tuning the Oracle Database

This section describes how to optimize the database for Oracle Mobile Collaboration.
Topics include:

«  "Modifying the Initialization Parameters of the Server Parameter File (SPFILE)"

« "Adding Redo Logs Groups"

Modifying the Initialization Parameters of the Server Parameter File (SPFILE)

Use the ALTER SYSTEMstatement and the SET clause to set the values for the
processes and sessions, the automatic shared memory management feature of the
System Global Area (sga_t ar get ), and PGA memory management (pga_

aggr egat e) as follows:

alter systemset processes=600 scope=spfile;

alter systemset sessions=700 scope=spfile;

alter systemset sga_target=1600M scope=spfile;

alter systemset pga_aggregate_target=1000M scope=spfile;
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Because all of these statements use the SCOPE = SPFILE, the changes dictated by these
statements apply only to the server parameter file. For more information on SPFILE,
see Oracle Database Administrator’s Guide. The changes to the SPFILE become effective
at the next startup.

Adding Redo Logs Groups

Adding redo log groups avoids failures from redo log switches. To perform the
operations in this section, you must be granted the ALTER DATABASE system
privilege. For more information on managing redo logs, see Oracle Database
Administrator’s Guide.

To add a redo log group, first use the query SELECT * FROM V$LOGFI LE; to view
the current active redo log files in the database. There are three redo log groups. Each
group has two members, each sized 10M. You must add six additional redo log
groups, for a total for nine redo log groups. In addition, each redo log group has two
members, both sized 50M.

Note: To illustrate these instructions, the redo log groups are
referred to as redo log group 1 through redo log group 9. Redo log groups
1 through 3 are the initial redo log groups; redo log groups 4 through
9 are the additional groups.

To add redo log group and its members, use the ALTER DATABASE with the ADD
LOGFI LE clause for each redo log group. The following statement adds redo log group 4
(o1 _nf _4.1 og) to the database:

ALTER DATABASE

ADD LOGFI LE GROUP 4 (' /home/ ocs1/ CS10G6b/ or adat a/ CSLOMBB/ onl i nel og/ 01_nf _
4.10g',"'/home/ ocsl/ CS10GrEh/ backend/ f | ash_recovery_area/ CSIOMSB/ onl i nel og/ 01_nf _
4.109")
Sl ZE 500K;

Notes:

« Because the path of the redo log files varies, use the query result
of the SELECT * FROM V$LOGFI LE; to find the path locations
of the members.

« Use the fully specified filenames of new log members to indicate
where the operating system file should be created. Otherwise, the
files will be created in either the default or current directory of the
database server, depending on the operating system.

After you complete creating the remainder of the redo log groups, you must then drop
the first three redo log groups and their members. Before you can drop these groups,
however, use the query result of SELECT * FROM V$LOG, to ensure that none of
these groups are active (required for instance recovery) or current (the Log Writer,
LGWR, is actively writing to this log). If any of the logs are active or current, then you
must force a log switch to make log inactive using the ALTER SYSTEMSstatement with
the SW TCH LOGFI LE clause. If archiving is enabled, then you must ensure that a
redo log group is archived before you drop it by viewing the query result of the
V$LOGview.
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Once redo log groups 1 through 3 are inactive, you can drop them using the ALTER
DATABASE SQL statement with the DROP LOGFILE clause. For redo log groups 1
through 3, use the following statements:

ALTER DATABASE DRCP LOGFI LE GROUP 1,
ALTER DATABASE DRCP LOGFI LE GROUP 2;
ALTER DATABASE DROP LOGFI LE GROUP 3;

Dropping redo log groups 1 through 3 leaves six redo log groups. Each group has two
members, both sized 50 MB.

Increasing the Single Sign-On Connection Pool

Oracle Application Server uses database connections for Single Sign-on (SSO). Because
the default number of connections may not suffice for the high number of users, you
should therefore increase the maxConnect i onsl nPool and cacheSi ze parameters
of the policy.properties file (SORACLE_HOME/sso/conf/policy.properties) to the
following values:

maxConnect i onsl nPool = 300
cacheSize = -1

Increasing the JDBC and OID Connection Pools

Increasing the maximum number of connections for the JDBC and OID connection
pools improves performance. You can increase this attribute by editing the parameters
in the JDBC, OID Connection Pool page (accessed from the Site Administration page of
the OracleAS Wireless System Manager). For more information, see "The OracleAS
Wireless System Manager" and Oracle Application Server Wireless Administrator’s Guide

Note: The default number of maximum connections to the JDBC
connection pool is 100.

Tuning the OC4J_Wireless Server Instance
This section includes the following topics:
« "Setting the OC4J Logs and Tuning the GC Performance"
« "Setting the Database Driver Type"
« "Setting the Session Timeout"

« "Enabling the Response Time in the Apache Log"

Setting the OC4J Logs and Tuning the GC Performance

To tune the OC4J_Wireless Server instance to both enable the OC4J logs and to
optimize the Java GC (garbage collection) attributes, you must modify both the OC4J
Options and the Java attributes in the Java Options field, which are located in the
Command Line Options section of the Oracle Enterprise Manger’s Server Properties page
(Figure D-1).
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Note: To access this page, first select the OC4J_Wireless process on
the Home page and then select Administration. Next, select Server
Properties (located under Instance Properties). The Server Properties
page appears.

Figure D-1 Editing the OC4J and Java Options
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To enable OC4J logging, add the following to the OC4J_Options field:
-properties -userThreads -verbosity 10 -out oc4j.out -err ocdj.err
To optimize the Java GC options, add the following to the Java Options field:

-Xs5256k -Xms512m -XMX1024m -XX+UseParallelGC -XXParallelGCThreads=4
-XX:NewRatio=2 -XX:SurvivorRatio=16 -verbose:gc -XX:+PrintGCDetails
-XX:+PrintGCTimeStamps

For more information on modifying the default GC behavior and improving GC
performance, see Oracle Application Server Wireless Administrator’s Guide.

Setting the Database Driver Type

Set the database driver as a thin driver by setting db. dri ver =t hi n in the
System.Properties file (SORACLE_
HOME/wireless/server/classes/oracle/panama/core/System.properties).

Setting the Session Timeout

Change the session timeout from 50 to 10 by editing the <sessi on ti meout >
element in the web.xml file (located at SORACLE_HOME/j2ee/OC4J)_
Wireless/applications/module-web/WEB-INF/web.xml) as follows:

<sessi on-confi g>
<sessi on-ti meout >10</ sessi on-ti meout >
</ sessi on-confi g>

Optimizing the Performance of the Oracle HTTP Server

Edit the following configuration directives in httdp.conf to enhance performance of
the Oracle HTTP Server (OHS). See Oracle Application Server Wireless Administrator’s
Guide for descriptions of these directives. See Oracle Application Server Administrator’s
Guide for more information on accessing the httdp.conf file from the Oracle
Collaboration Suite Enterprise Manager Application Server Control.

Backend Settings
MaxClients 300

MaxRequestsPerChild 0
Min SpareServers 5

MaxSpareServers 20
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StartServers 5
Timeout 300
KeepAlive On

Applications tier Settings
MaxClients 300

MaxRequestsPerChild 0
MaxSpareServers 20
StartServers 5

Timeout 300

KeepAlive Off

Enabling the Response Time in the Apache Log

To enable the response time in the Apache log, you must comment out the LogFormat
line in httdp.conf as follows:

#lLogFormat "% % % % \"%\" %s %" common
and replace it with the following line:
LogFormat "% % % % \"%\" %s % T" conmon

Optimizing the Capacity of Web Cache

The Web Cache capacity should be set to a high value depending upon the load. For
example, if you are hitting 50 requests per second, then you must set the capacity to
100. You can increase the Web Cache capacity by editing the properties of the Web
Cache’s origin server.

To edit the Web Cache capacity from the Oracle Collaboration Suite Enterprise
Manager Application Server Control:

1. Click Web Cache in the Application Server Home page of the Enterprise Manager.
The Web Cache Home page appears.

2. Click the Administration tab.

3. Click Origin Servers (located in the Application section under Properties). The
Origin Server page appears.

4. Select an origin server and then click Edit. The Edit Origin Server page appears.
5. Increase the value in the Capacity field.

6. Click OK to commit the change.

Note: Depending on the incoming requests and the size of
documents to be cached, you must also change the maximum
incoming connections and the maximum cache size. You can change
these values using the Resource Limits and Timeouts page (accessed by
clicking Resource Limits and Timeouts in the Web Cache section of the
Web Cache Administration tab).
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Setting the Capacity and Resource Limits in webcache.xml

You can increase the values for the CAPACITY and RESOURCELIMITS parameters of
the webache.xml file ($ORACLE_HOME/webcache/webcache.xml) if the values are
not high enough. Change these parameters in webcache.xml on the Applications tier
(where the ORACLE HOVE and HOST attributes of the CACHENAME element reflects the
Applications tier, such as <CACHE NAME="f st | c07d. us. oracl e. com W.ebCache"
ORACLEHOVE="/ hone/ ocs1/ CS10gn®Bb/ nmi dti er"

HOSTNAME="f st | ¢c07d. us. oracl e. com’ VOTES="1" CAPACI TY="30"
WCDEBUGON=" NO' >>) as follows:

1. Open the webcache.xml file.

2. Locate the CAPACI TY parameter. You can set the value of this element as high as
the value set for MaxCl i ent in the httdp.conf file. For example, you can set this
value to 300 servers. For more information, see "Optimizing the Performance of
the Oracle HTTP Server".

3. Locate the <RESOURCELI M TS> parameter and then set the value of its
MAXI NBOUNDCONNECT! ONS attribute to 700 and the MAXCAHESI ZE attribute to
500 as follows:

<RESOURCELI M TS MAXI NBOUNDCONNECTI ONS="700" MAXCACHESI ZE_MB="500"/ >

Note: You can further increase the values of these attributes if
needed.

See Oracle Application Server Web Cache Administrator’s Guide for more information
on webcache.xml.

Optimizing Oracle Mobile Access Mail

To optimize Oracle Mobile Access Mail, add the following lines to the oc4j.properties
file (JORACLE_HOME/j2ee/OC4])_Wireless/config/oc4j.properties):

oracl e. ocs. | dappool . maxsi ze=300

oracl e. ocs. | dappool . m nsi ze=5

oracl e. ocs. | dappool . shri nki nt er val =1800

oracl e. ocs. | dappool . ti meouti nt erval =30

oracl e. ocs. | dappool . i ncrement si ze=1

oracl e. ocs. | dappool . reconnect ti ne=30

oracl e. ocs. | dappool . initial size=5

oracl e. mai | . sdk. esnai | . connpool _max_lim t =100
oracle. mail.sdk.esmail.connpool _mn_|limt=5
oracl e. mail.sdk. esnail . oj ma_debug=fal se
oracle. mail.sdk.esnail.cache_inactivity_timeout=300
oracl e. mail.sdk. esmail .| dap_debug=fal se
oracle.mail.sdk.esmail.driver_type=thin
oracle. mail.sdk.esmail.timng=fal se

oracl e. mai | . sdk. esmai | . dbpool _ti m ng=f al se
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actionable message

An interactive push message sent from the Oracle Application Server Wireless
instance to a user’s device. Actionable messages are sent through SMS, and e-mail and
can be acted upon by users. Other, non-actionable messages are in final form once
delivered to a user’s device, prohibiting users from replying to these messages.

application

A core object used in a Oracle Application Server Wireless server to represent a unit of
information requested by, and delivered to, a client.

bookmark

A link from a service to an external, device-compatible data source that does not
require processing through the Oracle Application Server Wireless server.

client programs

Programs, such as those for Oracle Mobile Push Mail and Oracle Mobile Data Sync,
which are stored in the Program Repository and downloaded to end-user devices.

client program package

A file packaging the files and properties for client programs which ensure that the
client programs are downloaded to the correct type of mobile device. Before an
administrator uploads a client program to the Program Repository, the client program
must be packaged into a.zip file that contains the property file,

program properti es, along with the program files. set up. properti es describes
the client program by application type (such as Oracle Collaboration Suite 10g Mobile
Push Mail or Oracle Collaboration Suite 10g Mobile Data Sync), description, vendor,
version, platform (such as PPC, PALM, or J2ME), processor (such as ARM, MIPS),
operating system, and language. The client program files included in the client
program package include a Cabinet file (. CAB) for a Pocket PC, .PDB for a Palm
device, or .COD for J2ME on the RIM Blackberry. Oracle Collaboration Suite 10g
(10.1.2) supports only client programs for Oracle Mobile Push Mail and Oracle Mobile
Data Sync.

DMZ

Because most wireless protocols cannot communicate through traditional fire walls, a
special deployment environment in a DMZ (De-militarized Zone) is needed to deploy
Mobile Collaboration Server component of Oracle Collaboration Suite 10g. A DMZ can
be considered as a network island that is located between a trusted internal network,
such as a corporate intranet, and an external network that is not trusted, such as the
public Internet. A DMZ prevents outside users from getting direct access to servers
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behind corporate fire wall that contain confidential corporate data. Typically, fire
walls, routers and hardware load balancers (optional) are integral components of the
DMZ infrastructure.

DTMF

Dual Tone Multi-Frequency. Oracle Mobile Collaboration’s voice support enables you
to generate the DTMF equivalents of user names stored in the Oracle Internet
Directory (OID). DTMF equivalents support searching for user names using a
telephone keypad-based user interface.

end user
A person who accesses an Oracle Collaboration Suite 10g service from a client device.

inband

The Oracle Collaboration Suite 10g Mobile Push Mail server sends notifications over
the same channel (such as HTTPS) used by the client to send commands to the server.
Inband refers to a full-duplex channel, one providing back-and-forth communication
between server and client.

messaging gateway

A messaging gateway enables the Oracle Collaboration Suite or Oracle Application
Server instance to push messages to the Internet through various delivery channels
(e-mail, voice, fax, or SMS). The messaging gateway can be considered a collection of
e-mail, SMS, voice and fax gateways under a single umbrella. Customers can host their
own messaging gateway using Oracle Application Server platform, outsource the
hosting of messaging gateway to a third party, or sign up for a subscription-based
service provided by a vendor.

Mobile Browser Access

Mobile Browser Access enables access to e-mail, voicemail, fax, calendars, address
books, and corporate directories from a mobile device. By providing access to the
Oracle Collaboration Suite portal, mobile users can compose, send, receive, forward
and reply to e-mail, review, create, modify and confirm calendar events, view a file
hierarchy or fax. A user can also search for names, numbers, locations and
management structure in a corporate directory.

mobile notifications

Oracle Collaboration Suite 10g provides a set of configurable notifications which
enable users to receive notifications of Messaging events, such as new e-mails or
voicemails and reminders through SMS, e-mail, voice and fax delivery channels. Users
manage notification subscriptions and set the preferences that trigger reminders for
each application according to their preferences or context.

Oracle Mobile Access

Oracle Mobile Access applications include the following options, which are based on a
user’s preference and context:

= Mobile Browser Access
« Oracle Mobile Text Access

« Oracle Voice Access
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Oracle Mobile Data Sync

Oracle Collaboration Suite 10g Mobile Data Sync enable users to keep abreast of
important information without a physical connection to a laptop corporate network.
Oracle Mobile Data Sync provides over-the-air (OTA) synchronization of Oracle
Collaboration Suite calendar events, tasks, and personal address book to the native
applications of a user’s device, enabling users to view data off-line after
synchronization. The intelligent, bi-directional sync engine ensures that data maintains
its integrity when it is propagated to both the server and device, with respect for
meeting ownership and recurrence rules. Based on the Open Mobile Alliance — Data
Synchronization (OMA-DS, formerly SyncML), the Mobile Data Sync is certified for
most devices that support OMA-DS. PDAs that do not support OMA-DS out of the
box synchronize with the Oracle Collaboration Suite using Synthesis AG’s Synthesis
SyncML Clients for PalImOS, PocketPC, and MS Smartphone (Windows Mobile) PDA
platforms. The Synthesis SyncML Clients are certified against the Oracle Sync Server.
For more information, see ht t p: / / www. synt hesi s. ch. For more information on
Mobile Data Sync, see Oracle Calendar Administrator’s Guide.

Oracle Mobile Push Mail

Oracle Collaboration Suite 10g Mobile Push Mail is a Push IMAP (P-IMAP) solution
that provides a real-time e-mail experience by automatically pushing e-mail to a user’s
device over a wireless network as soon as the e-mail is received by mail server. Oracle
Mobile Push Mail provides "always on" mail push functionality to mobile devices
without user intervention; users need only specify the type of mail that they want to
receive, such as high-priority e-mail, or e-mail sent by specific individuals. Because the
user’s device stores the received e-mail, users can read and compose e-mail without a
connection. Oracle Mobile Push Mail also provides cradle-free, two-way
synchronization between the user’s device and the Push Mail server that reflects the
current state of the e-mail at the server or stored on the user’s device; any action made
by the user (such as read or delete) is securely sent to the mail server.

Oracle Voice Access

Oracle Collaboration Suite 10g Voice Access enables users to compose, send, receive,
forward and reply to e-mail (through .wav files attached to common e-mails), view,
create, modify and confirm calendar events, audibly review a file hierarchy, fax and
e-mail files, search for names, numbers, locations and management structure in a
corporate directory, and place calls from any phone (including non-mobile phones).

Oracle Mobile Text Access

Oracle Collaboration Suite 10g Mobile Text Access enables users to access Oracle
Collaboration Suite services by sending a request (an ASK message) to the Oracle
Collaboration Suite through e-mail or Short Message Service (SMS) text message.
Oracle Collaboration Suite then replies with the requested information. For example, a
user can access information on appointments logged in the Oracle Collaboration Suite
10g Calendar by issuing a text message with the short name, cal.

outbound

Outbound communication refers to the Oracle Collaboration Suite 10g Mobile Push
server sending a notification to a client through one channel (such as SMS) while the
client sends commands to the Oracle Mobile Push Mail server over another channel
(such as HTTPs).

Premium SMS

The Async Listener enables users of SMS-enabled phones to access content from the
Internet. To request such an application, a mobile user sends a message containing
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SMS keywords describing the application to an Async account using a short address (a
number) known as the Large Account. The SMS keywords identify the application (for
example, ST for stock quote applications.) The message goes through the network of a
PremiumSMS operator to retrieve the content supplied by the Content Provider,
whose system listens for the SMS message sent to the Large Account. The Content
Provider processes the message and returns the requested information as a message to
the user, who is charged a premium on top of the standard SMS transport rate for
mobile device-issued requests. The content provider and Premium SMS operator (or
carrier) both share this premium.

Program Repository

A server repository that stores client programs, which are installed onto, and then run
on, an end-user mobile device.

repository

An Oracle database which stores all of the Oracle Application Server Wireless objects,
such as users, groups, adapters, and applications.

request

A query to initiate a desired Oracle Application Server Wireless service. Requests are
submitted on behalf of end-users to the OracleAS Wireless server.

request manager

The Oracle Application Server Wireless component that processes requests for
services. The request manager authenticates the user, submits the request to the Oracle
Application Server Wireless core, and retrieves the device type and any presentation
settings. The request manager also forwards converted content from the transformer
to the user.

request object
An XML document representing a request for service.

Setup Program

A bootstrap program downloaded on the end-user’s mobile device that interacts with
Setup Servlet to install client programs onto that device.

Setup Servlet

A server-side request handler that interacts with Setup Program to install client
programs onto an end-user device.

short name

A site-wide, unique name that identifies a Oracle Application Server Wireless
application. Device users invoke applications by sending messages to the site address
with short names for the requested applications in the body or subject line of the
message. For example, a user requests a stock quote application by sending a message
to a site address (such as ask@oraclemobile.com) with the short name of the stock quote
application (stk) in the body of the message.

user agent
An object that associates an end user with a device type.



VoxML

user group

A Oracle Application Server Wireless object that represents a set of users that are
grouped together based on common criteria such as interests, subscription level, or
geographic location.

VoxML
A markup language that enables the use of voice to interface with applications.

Glossary-5



VoxML

Glossary-6



A

Async Listener
configuring access points for mobile text
access, 3-6
configuring the e-mail access point, 3-8
role in Oracle Mobile Collaboration Server,

C

client programs
deleting from a user’s device, 4-10
provisioning, 4-5
uploading, downloading, removing, 4-7
Content Manager
configuring the mobile applications, 3-4

D

devices

determining encoding, C-3
Directory application

generating DTMF equivalents, 3-17

voice access configuration, 3-16
DTMF equivalents

generating, 3-17,4-12

E

End-User Documentation Portal, 4-11

F

Fax Server
configuring, 3-23

G

Globalization
localizing voice applications, C-6
rebranding the Oracle logo, B-21

L

languages
setting display, B-20
locale detection

Index

Accept Language header, C-1
PAlocale, C-1
localization, B-20

M

message delivery through fax
configuring, 3-23
Messaging Server
configuring notifications, 3-22
out-of-the-box configuration, 3-22
role in Oracle Mobile Collaboration Server,
mobile applications
configuring for voice access, 3-4
configuring input parameters, 3-5
Mobile Collaboration Server
Home page, 4-2
Site page, 4-13

N

2-2

Notification Engine

role in Oracle Mobile Collaboration Server,
Notification Event Collector

role in Mobile Collaboration Server, 2-2
notifications

deployment for Oracle Calendar

notifications, 2-12

e-mail deployment, 2-11

Messaging Server configuration, 3-22

performance metrics, 4-14

o

2-2

Oracle Application Server Wireless
Messaging Server, 3-22
Oracle Calendar
mobile notification deployment, 2-12
Oracle Collaboration Suite portal, 3-1
Oracle Mobile Access
performance metrics, 4-13
Oracle Mobile Collaboration
accessing administration pages, 4-1
Oracle Mobile Collaboration Server

automatically configured components, 3-2
dependency on OracleAS Wireless messaging and

Index-1



notification components, 2-1
messaging and notification components, 2-1
performance metrics, 4-13
required configuration, 3-2
running status, 4-2,4-4
Oracle Mobile Data Sync
deployment, 2-15
provisioning client programs to user devices, 4-5
uploading client programs to, and removing client
programs from, the repository, 4-7
Oracle Mobile Device Management
configuring access points, 3-20
Oracle Mobile Push Mail
configuring access points, 3-20
deleting client program from a user’s device, 4-10
deployment, 2-10
performance metrics, 4-14
provisioning client programs to user devices, 4-5
uploading client programs to, and removing client
programs from, the repository, 4-7
Oracle Mobile Push Mail Server
configuring log and connections, 4-4
setting the level for the error log, 4-4
setting usage, 4-5
Oracle Mobile Text Access
configuring, 3-6
configuring the e-mail access point, 3-8
configuring the SMS access point, 3-11
e-mail deployment, 2-4
SMS deployment, 2-5
Oracle Voice Access
configuring, 3-12
configuring the Directory application for voice
searching, 3-16
configuring the Mail application, 3-18
deployment, 2-13
voice dialing mode for the Voice Main Menu
application, 3-16
OracleAS Wireless
configuring messaging and notification
components, 3-2
OracleAS Wireless System Manager
accessing, 3-3
OracleAS Wireless Tools
accessing, 3-4
over-the-air provisioning, 4-5

P

post-installation configuration
Async Listener access points, 3-6
configuring Oracle Mobile Device Management
access points, 3-20
Oracle Mobile Push Mail access points, 3-20
Oracle Voice Access, 3-12
PushDriver
configuration, 3-22
editing, 3-8

Index-2

S

smart clients
managing devices, 4-4
synchronization, 4-5

U

UTF-8 pages
adjusting display, B-20

Vv

voice grammars
generating, 4-12
scheduling, 3-17



	Contents
	Preface
	Intended Audience
	Documentation Accessibility
	Related Documents
	Conventions

	1 Introduction to Mobile Collaboration
	Overview of Mobile Collaboration
	Providing Mobile Access to Oracle Collaboration Suite 10g Services

	2 Deploying the Mobile Collaboration Components
	Overview of Mobile Collaboration Deployment
	The Deployment Messaging and Notifications Components

	Deploying Oracle Mobile Access
	Mobile Browser Access
	Deploying Mobile Text Access Through E-Mail
	Deploying Oracle Mobile Text Access Through SMS

	Deploying Oracle Mobile Push Mail
	Software Requirements
	Recommended Architectures
	Changing the Default Port Number
	Oracle Mobile Push Mail Data Flow

	Deploying Mobile Notifications for E-Mail
	Deploying Mobile Notifications for Oracle Collaboration Suite 10g Calendar
	Deploying Oracle Voice Access
	Deploying Oracle Mobile Data Sync

	3 Configuring the Mobile Collaboration Server
	Overview of Oracle Mobile Collaboration Server Configuration
	Configured Components
	Required Post-Installation Configuration
	The OracleAS Wireless System Manager
	Accessing the OracleAS Wireless System Manager

	The OracleAS Wireless Tools
	Accessing the OracleAS Wireless Tools



	Configuring Mobile Text Access
	Configuring the E-Mail Access Point
	Configuring the SMS Access Point

	Configuring Oracle Voice Access
	Additional VoiceGenie Configuration
	Changing the User Agent on the SpeechGenie VoiceXML Gateway
	Creating a Web-Accessible Directory for Recording Audio
	Downloading and Installing the VoiceGenie Outbound Caller for Voice Notifications
	Adding the User Agent for Version 7 of VoiceGenie

	Provisioning Oracle Voice Access
	Configuring the Voice Main Menu Application for Voice Dialing
	Configuring Voice Access to Directory Search
	Generating DTMF-Equivalents and User Name Grammars
	Enabling the Large-Scale Speech User Interface
	Scheduling the Command-Line Utility and Caching

	Configuring the Mail Application to Improve User Experience When Sending E-Mail
	Testing the Voice Access Configuration


	Configuring Oracle Mobile Push Mail and the Oracle Mobile Device Management Access Points
	Changing the URL for the Entire Oracle Collaboration Suite System
	Changing the URL for a Single Applications tier
	Configuring the Access Points for Oracle Mobile Data Sync

	Configuring the Messaging Server for Notifications
	Configuring the Fax Server

	4 Administering Mobile Collaboration
	Overview of Oracle Mobile Collaboration Management
	Accessing Oracle Mobile Collaboration Administration
	Accessing Administration and Performance

	Starting and Stopping the Oracle Mobile Collaboration Server

	Managing the Oracle Mobile Push Mail Server
	Setting the Error Logging Level for the Oracle Mobile Push Mail Server
	Setting the Number of Users for the Oracle Mobile Push Mail Server

	Managing Devices
	Adding and Removing Client Programs
	Adding Client Programs to the Program Repository
	Obtaining the Oracle Mobile Push Mail Client for Windows Mobile 2003

	Introducing New Carriers to Oracle Mobile Collaboration
	Retrieving the OracleAS Wireless Database User Password

	Locking Down Devices
	Providing Client Program Instructions to End Users


	Managing Voice Support
	Generating DTMF Equivalents and Voice Grammars
	Generating the Voice Grammars from a Command Line

	Monitoring Performance
	Monitoring Oracle Mobile Access Performance
	Monitoring Oracle Mobile Push Mail Performance
	Monitoring Mobile Notification Performance

	Managing Users and Provisioning Services
	Examining Logs for Oracle Mobile Push Mail, Oracle Mobile Access and Mobile Notifications

	A Configuring the Mobile Applications
	Overview of the Mobile Applications
	Configuring Applications for Oracle Mobile Text Access

	Configuring the Mail Application
	Active Mail Application Parameters
	Auto Domain for E-Mail Addresses
	Inbox Name
	Sent Folder Name
	Max Messages Fetched
	Timeout
	Encoding
	Deleted Messages Folder Name
	Save the Contents in Audio Reply?

	Mail Application Parameters for Internal Use
	Can User Use Different Server Settings?
	Outgoing Mail Server (SMTP) Login
	Mail Protocol
	Application Setup OMP URL

	Mail Application Parameters Replaced by the Service Registry
	Outgoing Mail Server (SMTP)
	Outgoing Mail Server (SMTP) Port

	Deprecated Mail Application Parameters
	Incoming Mail Server Name
	Incoming Mail Server Port
	E-Mail Configuration Driver Class
	Mail JDBC Driver Type
	Temporary Directory
	Audio Temporary Directory
	Audio Temporary Directory URL
	OID Administrator Username
	OID Administrator Password


	Configuring the Calendar Application
	Calendar Application Parameters Replaced from the Service Registry
	Calendar Application Parameters for Internal Use
	Can User Use Different Server Settings?
	Calendar Java Driver Class
	Application Setup OMP URL
	Account Name


	Configuring the Address Book Application
	Active Address Book Application Parameters
	Asynchronous Contact Separator
	Asynchronous Query OID
	Asynchronous Max Contact List Results
	Asynchronous Translate Commands

	Address Book Application Parameters for Internal Use
	Can the User Use Different Server Settings?
	Address Book Java Driver Class
	Account Name
	Application Setup OMP URL

	Deprecated Address Book Parameters and Parameters
	Address Book Server Name
	Address Book Server Port
	OID Administrator Username
	OID Administrator Password
	Path to ORACLE_HOME


	Configuring the Directory Application
	Active Directory Application Parameters
	Maximum Results Returned
	OID Search Entry Point
	Search Scope
	Query Filter Attributes
	Query Filter Expression
	Query Filter Attribute Display Names
	Query Result List Attributes
	Query Result List Attribute Display Names
	Query Attributes Types
	Link Attributes on Result List
	Query Link Names
	Link Refer Attributes
	Link Bind Attributes
	Link Attribute Display Name
	Max Records Per Page
	Merge Results
	Use Voice LSS

	Directory Application Parameters for Internal Use
	Query Names
	Query Title
	Query Visibility
	Link Names
	Query Link Name
	Application Setup OMP URL

	Deprecated Mail Application Parameters and Parameters
	Oracle Internet Directory (OID) Server
	OID Server Port
	Administrator Login Access to OID
	OID Administrator Username
	OID Administrator Password


	Configuring the Short Messaging Application
	Active Short Messaging Application Configuration Parameters
	Message Sender
	Display All Delivery Types
	Application Setup OMP URL

	Short Messaging Application Parameters for Internal Use

	Configuring the Fax Application
	Active Fax Application Configuration Parameters
	Fax Server URL
	Fax Sender Account
	Faxes Kept per User
	Fax Items per Page
	Debug
	Query OID
	Cover Page
	Application Setup OMP URL

	Fax Application Parameters for Internal Use
	Deprecated Fax Application Parameter

	Configuring the Files Application
	Configuration Parameters for the Files Application
	Proxy Host
	Proxy Port
	Authorization Realms
	Show Service URL?

	Files Application Parameters for Internal Use
	Allow Navigation
	Application Setup OMP URL

	Files Application Parameters Replaced by the Service Registry
	Deprecated Files Application Parameter


	B Troubleshooting Oracle Mobile Collaboration
	Problems and Solutions
	Post-Installation Configuration
	Error Enqueuing Received Messages
	Errors in Receiving Messages
	Setting the Proxy in XMS
	Unable to Reach XMS Gateway
	Dialing Country Codes with SMS or MMS
	Bad Username/Password Exceptions
	Intermittent Browser Crashes
	Downloading SSL Root Certificates
	Setting Up OracleAS Wireless to Support HTTPS
	Out of Memory Exceptions in Log Files
	Non-ASCII User Name Corrupted in HDML Browser
	Configuration Assistant Hanging
	Problems with Voice Access Configuration and Installation
	Problems Connecting to the VoiceXML Gateway
	Errors When Generating Voice Grammars and DTMF Equivalents
	Slowness of Oracle Voice Access Directory Application When Responding to Voice Commands
	Touchtone Buttons Do Not Respond

	Problems Invoking Services from the Voice User Interface
	System Does Not Understand User Commands
	System Does Not Hear User Commands
	User Account PIN and ID Do Not Match
	Login Problems
	Problems with the Main Menu
	Problems with Oracle Collaboration Suite 10g Voice Access Messages
	Oracle Collaboration Suite Voice Access Directory
	Problems with Oracle Collaboration Suite 10g Voice Access Calendar
	Problems with Oracle Collaboration Suite 10g Voice Access Content Services


	Diagnosing Oracle Application Server Wireless Problems
	Viewing UTF-8 Pages in Localized Languages with Netscape 4.7 or Earlier
	Avoid Saving Non-UTF-8 Strings in PIM Applications
	Re-Registering the OracleAS Wireless Portal Services URL Reference in OracleAS Portal
	Customizing Oracle Mobile Collaboration
	Changing the Privacy Notice
	Rebranding the Oracle Logo Icon
	Changing the Logo File Name



	C Globalization
	Overview of Globalization
	Determining a User’s Locale
	After Login
	Before Login
	Oracle Collaboration Suite Portal
	The OracleAS Wireless Tools and Mobile Preferences Pages
	Async Listener

	Setting the Site Locale

	Determining the Encoding of a Device
	HTTPAdapter - Based Service
	Encoding for the Request of an HTTPAdapter-Based Application
	Best Practice for Writing Multi-Channel Applications Using JSPs.
	Encoding for the Response of an HTTP Adapter-Based Application


	Languages Available for Online Help
	Driver Encoding
	Localizing Voice Applications

	D Performance Tuning
	Overview of Oracle Mobile Collaboration Optimization
	Tuning the Oracle Database
	Modifying the Initialization Parameters of the Server Parameter File (SPFILE)
	Adding Redo Logs Groups

	Increasing the Single Sign-On Connection Pool
	Increasing the JDBC and OID Connection Pools
	Tuning the OC4J_Wireless Server Instance
	Setting the OC4J Logs and Tuning the GC Performance
	Setting the Database Driver Type
	Setting the Session Timeout

	Optimizing the Performance of the Oracle HTTP Server
	Enabling the Response Time in the Apache Log

	Optimizing the Capacity of Web Cache
	Setting the Capacity and Resource Limits in webcache.xml

	Optimizing Oracle Mobile Access Mail

	Glossary
	Index
	A
	C
	D
	E
	F
	G
	L
	M
	N
	O
	P
	S
	U
	V


