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PaboTta ¢ KomaHOHOU CTPOKOU

OcHoBHOE CpeACcTBO yNpaBneHns mapLupytTmsaTtopom Keenetic — a1o unmepagbelic komaHOHOU
cmpoku (Command Line Interface, CLI). HacTporiku cucteMbl NONHOCTBIO ONUCHLIBAKOTCS B BUAE
nocrnefoBaTeNbHOCTU KOMaHA, KOTOPbIE HY)XXHO BbINOMHUTL, YTOObLI NPUBECTU YCTPOWCTBO B
3a/JaHHOE COCTOsIHME.

B Keenetic cywectByeTt Tpu Buga HacTpoek:

TekyLumMe HacTPONKM running config, Habop kOMaHz, KoTopble TpebyeTcs BbIMOMHUTD,
4yTOObl NPUBECTM CUCTEMY B TEKYLLiEe cOoCcTosIHME. Tekylume
HACTPOMNKM XpaHATCA B onepaTtusHon namatn (RAM) n
OTpaxaloT BCe U3MEHEHUS HAacTpoek cucTembl. OgHako,
coaepKMMoe onepaTuBHON NaMATU TEPSIETCH MPU BbIKIIOYEHUN
ycTpoucTsa. [nsa Toro 4tobbl HACTPONKM BOCCTAaHOBWUMUCH NpU
nepesarpyske yCTponcTBa, TpebyeTcs COXpaHUTb UX B
3HEpProHe3aBNUCUMON NamMATK.

CTapToBble HaCTPOWKM startup config, nocnenoBaTenbHOCTb KOMaHA, KoTopast
XpaHWTCS B creumanbHOM CEKTOpe SHEProHe3aBNCUMON NaMsATH
W UCnosb3yeTcs ANs UHMUManm3aunm cUcTeMbI
HerocpeacTBEHHO NMocre 3arpy3Ku.

HacTpolikm no ymonyaHumto default config, 3aBOfCKME HACTPOMKN, KOTOPbIE 3aNMCbIBaOTCSA
Ha Keenetic npu nponssoactee. KHonka RESET Ha kopnyce
Nno3BONSIET COPOCUTL CTAPTOBbIE HACTPOMKM Ha 3aBOACKME.

1.1 Bxoa B cucrtemy

Mpv nogknouyeHM kK MapLipyTu3aTopy Keenetic yepes telnet nonb3oBatento npeanaraetcs
BBECTU Naporib aAMUHUCTpaTopa. B HacTpoiikax no yMonyaHuio naporib YCTaHOBIEH B 3Ha4YeHUe
1234.

$ telnet 192.168.1.1
Trying 192.168.1.1...
Connected to 192.168.1.1
Escape character is '~]'.

Password: X*¥*x
(config)>

1.2 BBOoA kOmaHpg,

KomangHein nHTepnpetatop Keenetic paspaboTtaH Takum 06pasom, 4HToObI M MOT NOMb30BaTbCA
Kak HauMHaoLWUN, TaK 1 ONbITHbLIN onepartop. Bce komaHabl M napamMeTpbl UMEKOT SICHbIE 1 NErKo
3anomMuHarLLnecs Ha3BaHus.

Keenetic PykoBoacTBo nonb3oBartens 11
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Komangpbl p636VITbI Ha rpynnbl N BbICTPOEHbI B Nepapxuio. Taknm o6pa30M, A4 BbIMOJIHEHNA
Kakon-rnmbo HaCTDOVIKM oneparopy I'IOTp96yeTCﬂ nocnenoBatesibHO BBECTU Ha3BaHUA BITOXKEHHbIX
rpynn komaHg (y3]706bIX KOMaH,D,), M 3ateM KOHEe4YHYH KOMaHAay C napamMmeTpamMu.

Hanpumep, IP-agpec ceteBoro nHtepderica SwitchO/VLAN2 3agaetca komaHgon address,
KoTopas HaxoguTcs B rpynne interface — ip:

(config)> interface Switch@/VLAN2 ip address 192.168.15.43/24
Network address saved.

1.3 Bxoa B rpynny

HekoTopble y3roBble KOMaHAbl, CoAepKaLLme rpynny Ao4epPHUX KOMaHA, MO3BOMAKOT onepaTopy
BbINOMHUTL «BXOA» B rpynny, 4Tobbl BBOAUTbL OYEPHNE KOMaHAblI HEMOCPEACTBEHHO, HE TpaTH
BPEMSA Ha BBOL, MMEHM Y3MOBOW KOMaHAbl. B 3TOM cnyyae MeHsaeTCcs TEKCT npurnalleHus
KOMaHOHOW CTPOKM, UTOObLI onepaTop BMAES, B KAKOW rpynne OH HaxoguTcs.

BbIXO,EI, M3 rpynnbl BbINOJNTHAETCA NO KOMaHAe exit unu no Ha)kaTuo KOM6MHaLI,I/II/I KnaBuLU
[Ctri]+[D].

Hanpwumep, npu Bxoge B rpynny interface npurnaweHne koMmaHgHOW CTPOKU MEHSIETCS Ha
(config-if):

(config)> interface Switch@/VLAN2
(config-if)> ip address 192.168.15.43/24
Network address saved.

(config-if)> [Ctrl]+[D]

(config)>

1.4 ABTOAONONHEeHUe U noackKaska

12

[nsa Toro yto6bI CAenaTh NPOLECC HACTPOMKM MaKCUMarnbHO yA0OHbBIM, NHTEPdENC KOMaHLHON
CTPOKM UMEET (PyHKLMIO aBTOAOMOMHEHUSA KOMaHA 1 NapaMeTpoB, NodckasbiBas onepaTopy,
Kakue koMaHAbl AOCTYMNHbI HA TEKYLLEM YPOBHE BIOXEHHOCTU. ABTOQOMNONHEHWe paboTaert no
knasuwe [Tab]. Hanpuwmep:

(config)> in[Tab]
interface - network interface configuration
(config)> interface Sw[Tab]

Usage template:
interface {name}

Variants:
Switch0
Switch®/VLAN1
Switch@/VLAN2

(config)> interface SwitchQ[Tab]

Keenetic PykoBoacTBo nonb3oBartens
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Usage template:
interface {name}

Variants:
Switch0/VLAN1
Switch@/VLAN2

(config)> interface Switch0/VLAN2[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

Moackasky no TekyLlern KoMaHae BCerga MOXHO BbICBETUTh, HaXaB kraeully [?]. Hanpumep:

(config)> interface Switch0/VLAN2 [?]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface Switch@/VLAN2

1.5 Npedmkc no

Mpedukc no ucnonb3yeTcsa Ans OTMEHbI 4ENCTBUSA KOMaHAbI, Nepes KOTOPOW OH CTaBUTCA.

Keenetic PykoBoacTBo nonb3oBartens 1 3
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Hanpumep, komaHaa interface oTBevaeT 3a co3gaHme CeTeBOro nHTepdenca ¢ 3agaHHbIM
nmeHeM. MNpedunkc no, NCNONb3yeMbIN C 3TON KOMaHOOW, Bbi3biBAaeT obpaTHoe aencTeme —
yaaneHue uHTepderica:

(config)> no interface PPPoEO

Ecnun komaHga cocTaBHas, no MOXET CTaBUTbCA nepes nobbim ee vreHoM. Hanpumep, service
dhcp Bkntoyaet cnyx6y DHCP 1 cocTouT 13 ABYX YaCcTen: service — MMEHN rpynmbl B uepapxum
komaHg, n dhcp — koHeuyHon KoMaHAbl. [peduKc No MOXHO CTaBWUTb Kak B Ha4ane, Tak u B
cepeavHe. [leictBue B obomx cnydvasx byaer oguHakoBbIM: OCTaHOBKa CrlyX0bl.

(config)> no service dhcp
(config)> service no dhcp

1.6 BnnsitHme komaHa Ha HaCTPOMKU

Bonblasg YacTb KomaHa Npu BBOAE MEHSIET COCTOSAAHNE CUCTEMbI U 3aNUCLIBAET 3TU N3MEHEHUS
B TEKYLLIME HACTPOWKM, KOTOPbIE MOXHO OTOBPa3NTb C MOMOLLLI0 kKoMaHabl show running-config.
Hanpwumep, npu BBoAEe kKoMaHApl service http 3anyckaertcsi cnyx6a ynpaeneHus ycTponcTBOM
yepe3d HTTP u B HacTponkax NosiBNSeTcA 3anncb «service http»:

(config)> service http
HTTP server enabled.
(config)> show running-config

service http

Mpn BBOAE KOMaHAbI C NpedhnKCoM NO CTpoKa «service http» yaoanserca us running-config.
Mockonbky nNo ymon4yanuto cnyx6a HTTP He paboTaeT, Takoe noBeaeHne No3Bonsiet
BOCCTaHOBWTb COCTOSIHME CMYXObl Npy CNeayLLeM CTapTe CUCTEMbI, ECITN TEKYLLIME HACTPONKM
coxpaHuTb B startup-config.

[MpakTnyeckn BCe KOMaHAbl BHOCATCS B HACTPOVKKU MO NPUHUMMY «EeCTb KOMaHAa — eCTb
dbyHKUMAY, Tak 4TOObI ONepaTop Npuv B3rmMs4e Ha running-config Buaen, 4to B cUCTeMe BKITHOYEHO.

1.7 KomaHAabl C MHOroKpaTHbIM BBOAOM

14

MHorue komaHabl 0bnagatoT CBOVNCTBOM UOEMITOMEHMHOCMU, KOTOPOE MPOSIBSETCS B TOM,
YTO MHOTOKPATHbIN BBOA 3TUX KOMaHA NPUBOAUT K TEM KE U3MEHEHUSAM, YTO 1 OOHOKPATHbIN.
Hanpumep, komaHaa service http nobaenset cTpoky «service http» B TeKyLlne HaCTPONKK,
M npu NnOBTOPHOM BBOAE HUYETO HE MEHAET.

OpnHako, YacTb KOMaH[ No3BorseT A06GaBNATb He OfHY, a8 HECKOMbKO 3anuncei, ecnv BBOOAUTb
UX C pa3HbIMK aprymeHTamu. Hanpumep, ctatmyeckue 3anvcu B Tabnuue MapLupyTusaumm ip
route nnun puneTpel access-list obaBnsTCA NocnegosaTenbHO, M 3aTeM NPUCYTCTBYIOT B
HacTpolKax B BUae Crucka:

Mpumep 1.1. Ucnonb3oBaHMe KOMaHAbI C MHOTFOKPaTHbLIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO
Route added.
(config)> ip route 1.1.2.0/24 PPTPO
Route added.
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(config)> ip route 1.1.3.0/24 PPTP1
Route added.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTPO

3anucy 13 Takmx Tabnuy, MOXHO yaansTe MO OAHOW, NCMonb3ysi PedrKC No, U yKasbiBas B
aprymeHTe KOMaHZbl, Kakylo UMEeHHO 3anuncb TpebyeTtcs yaanuTb:

(config)> no ip route 1.1.2.0/24
Route deleted.
(config)> show running-config

ip route .1.0 255.255.255.0 PPTPO
ip route 3 0 255.255.255.0 PPTPO

1.8 CoxpaHeHMe HacTpoek

TekyLume 1 cTapToBble HACTPONKM XpaHATCsa B dharnax running-config u startup-config. Ans
TOr0 YTOObI COXPaHUTL TEKYLLUME HACTPONKM B SHEPrOHE3ABUCUMYIO NaMSITb, HYXXHO BBECTU
KOMaHAay KOnMpoBaHUS:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

1.9 OTnoxeHHana nepe3arpys3ka

Ecnun Keenetic HaxoguTcs Ha 3HauMTensLHOM yaaneHun oT onepaTopa U ynpaenseTcs no ceTu,
BO3HWKAET OMacHOCTb NOTEPSATh CBA3b C HAM MO NPUYMHE OLLINBOYHbLIX OECTBUIN onepaTopa.
B aToM cny4ae nepesarpy3ska v Bo3BpaT K COXpaHeHHbIM HacTpoikam Byaert saTpyaHeHa.

KomaHga system reboot nossonser YCTaHOBUTb Taﬁmep OTNOXEHHOM nepesarpysku, BbINnoJfTHUTb
«onacHble» HaCTPOVIKM, 3aTeM BbIKITIOYUTb Ta|7lmep N COXPaHUTb NUSMEHEHUA. Ecnus npouecce
HaCTpOVIKM CBA3b C YCTpOIZCTBOM 6yD,ET noTepsdHa, oneparopy oCTato4HO 6yp,eT [oxXxaartbcA
aBTOMaTU4ECKON nepes3arpy3km n nogKmn4YnNTbLCA K YCTDOIZCTBy CHOBa.
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2.1 OnucaHue KomaHA

2.1.1 system

Ha3HaA4YeHUs

Bxog B rpynny cUCTEMHbIX (OYHKLMIA, B TOM YMCHEe KOMaHA ANsl HACTPOMKM rmobanbHbIX

napameTpoB.

CBounctBa

Mpedwmkc no HeT
MeHseT HacTpoinku HeT
MHorokpaTtHbIli BBOg HeT

Bxopg B rpynny (system)

2.1.2 system reboot

BoeinonHseT nepesarpy3ky cuctembl. Ecnu ykasaH napameTp, nepesarpy3ska BbIMONTHATCS
3annaHnpoBaHHO Yepes 3afaHHbI MHTepBan B cekyHaax. lNpedukc no oTMeHseT
3annaHupoBaHHYHo Nepesarpysky. icnonb3oBaHne kKoMaHabl Npuy yXKe YCTaHOBIIEHHOM TaniMepe

3aMeHsIeT cTapoe 3Ha4yeHne Tanmepa HOBbLIM.

Vcnonb3oBaHue 3annaHnpoBaHHON nepesarpy3ku yaobHo B TOM criyyae, Koraa OCyLLEeCTBNSETCH
yAaneHHoe yrnpasrneHne yCTPOUCTBOM, M NOMNb30BaTeNto Hem3BecTeH adhhekT OT NpMMeHeHUs
Kaknx-nmbo komaHa. V13 onaceHnst NOTepsiTb KOHTPOIb HAaZ YCTPONCTBOM NOMb30BaTENb MOXET
BKIMIOYUTL 3annaHNpOBaHHYIO nepesarpysky, KoTopas cpaboTaeT yepes 3agaHHbI MHTepBarn
BPEMEHU 1 BEPHET CMCTEMY B NEepBOHaYanbHOe COCTOSIHME, B KOTOPOM OHa CHOBa byaer

OOCTynHa no ceTu.

CBoicTBa

Mpedukc no ha
MeHsieT HacTponkm HeT
MHorokpaTtHbI BBOg HeT

(system)>  reboot [interval]

(system)> no reboot

Keenetic PykoBoacTBo nonb3oBartens
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AprymeHT

Tun

OnucaHue

interval

Llenoe uucno NHTepBan, yepesa KOTOpPbIii BbIMOMHUTCS

3annaHnpoBaHHad nepesarpyska. Ecnu He YKa3aH,
nepesarpys3ka BbIMNOJIHUTCA HEMEOJIEHHO.

2.1.3 system set

YcTaHaBnNuBaeT 3Ha4YeHne ykazaHHOro CUCTEMHOIO nNapameTpa N COXPaHAEeT U3BMEHEHNS B
TeKyLmMX HacTponkax. [Npu ncnonb3osaHum ¢ NpedMKCOM no BO3BpaLLaeT NapaMeTpy 3HadYeHue,
KoTopoe BbINo YCTaHOBNEHO MO YMOMYaHUio, A0 NEPBOr0 N3MEHEHWSI.

Hanpumep:

(config)>
(system)>
(system)>
(system)>
(system)>
(system)>
(system)>
(system)>
(config)>
system

syst
set
set
set
set
set
set
exit

em

net.ipv4.
net.ipv4.
net.ipv4.
net.ipv4.
net.ipv4.
net.ipv4.

ip_forward 1

tcp_fin_timeout 30

tcp_keepalive time 120
netfilter.ip_conntrack_tcp_timeout_established 1200
netfilter.ip_conntrack_udp_timeout 660
netfilter.ip_conntrack_max 4096

show running-config

set net.ipv4.ip forward 1

set net.ip
set net.ip
set net.ip
set net.ip
set net.ip

(config)>

v4.tcp fin timeout 30

v4.tcp keepalive time 120
vd.netfilter.ip conntrack tcp timeout established 1200
vd.netfilter.ip conntrack udp timeout 60

v4.netfil

ter.ip _conntrack max 4096

CBouncTtBa
Mpedukc no aa
MeHsieT HacTponku aa
MHorokpaTtHbIi BBOg aa
(system)>  set <name» <values
(system)> no set (name>
AprymeHT Tun OnucaHue
name Ctpoka VaeHTudukaTop CMCTEMHOrO napameTpa
value CTtpoka 3HayeHne CUCTEMHOro napamerpa

18
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2.1.4 system hostname

KomaHga 3agaet nmsa xocta. [Npedmkc no ycTaHaBnMBaeT 3Ha4eHme Mo yMOS4aHu o, 3aBucsLlee
OT Ha3BaHUs Mogenw.

Mmsa xocTa cnyxuT ans naeHTudmKaumm yana B ceTu n Heobxogumo Ans paboTbl HEKOTOPbIX
BCTPOEHHbIX cnyx06, Hanpumep, cepeepa CIFS.

CBouncTtBa

Mpedukc no aa
MeHsieT HacTponku aa
MHorokpaTHbIvi BBOA HeT

(system)>  hostname <hostnames

(system)> no hostname

AprymeHT Tun OnucaHue

hostname Ctpoka Mmsa xocta cuctemsl

2.1.5 copy

KonupyeT cogepxumoe ogHoro ¢amnna B gpyron. UcnonbayeTtcsa Ans obHoBReHus
MUKPOMNpOrpamMMbl, COXpaHEHUS TEKYLLIMX HACTPOEK, cOpoca Ha 3aBOACKUE HACTPOWMKM U T. M.

Hanpumep, coxpaHeHne HacTpoek AenaeTcs Tak:
(config)> copy running-config startup-config

HasBaHus gannos B npumepe — nceBgoHUMbI. [MornHble MMeHa hannoB HAaCTPOEK,
COOTBETCTBEHHO, system: running-config u flash:startup-config.

CBoncrtBa

Mpedukc no HeT
MeHsieT HacTponku HeT
MHorokpaTHbI BBOA HeT

(config)>  copy «source» <destination,

AprymeHT Tun OnucaHue
source Nmsa dpanna OTkyaa konupoBaTb, NONHOe uMs hanna nnu
NceBOOHUM.
destination Nmsa cbanna Kyna konupoBaTtb, NONHOE UMs danna unm nceBaoHUM.
2.1.6 more

BbiBOAUT cogepXMMoe TEKCTOBOro doarina NoCTPO4HO.
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CBoucrBa
Mpedukc no HeT
MeHsieT HacTponkK HeT

(config)>  more «filename»

AprymeHT Tun OnucaHue

filename Nmsa danna MonHoe nms darna nnu NCeBLoHUM.

2.1.7 show running-config

OTobparkaeT TekyLLme HaCTPOKN, a UMEHHO cogepxumoe canna system: running-config —
TOYHO TaK Xe, Kak 9TO AenaeT KomaHga more.

CBouncTtBa
Mpedukc no HeT
MeHseT HacTpoinku HeT
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3.1 CeTeBble nHTEp(encol

Mon cemesbivM uHMepgheticom B Keenetic noHMMaeTcs omanyeckmin Unm BUpTYyanbHbI CETEBOM
nHTepdenc — abecTpakums, onucbiBaroLLas CoeanHeHne YCTPOMCTBA C JIOKarbHOW CEThIO.
dusunyecknii MHTeppenc COOTBETCTBYET CETEBOMY afanTtepy ¢ pusnyeckum (MpoBOAHBIM UMn
6ecnpoBOaHbIM) NOAKIIOYEHNEM. BupTyanbHbIn MHTepdenc COOTBETCTBYET BUPTYarnbHON CETH,
Hanpumep VLAN IEEE 802.1Q unu Multiple ESSID B 6ecnposogHon cetn IEEE 802.11.

B obLiem Chny4yae, ceTeBbIX VIHTep(*)eIZCOB Ha yCTpOVICTBe HECKOJIbKO, YTO NO3BOJIAET eMY
nepegasaTtb NakeTbl U3 OLHOW NoKarbHOWN CETU B OPYryto B pexXnmMme MapLipyTnsatopa uninum
MOCTa.

Kaxabln nHTepdenc nmeet onpeneneHHsln Tun, Hanpumep, FastEthernet unu PPTP.
WHTepderchl kaxxgoro Tuna npoHymepoBaHbl. Kpome Toro, Mexay nHtepdercamm CyLLecTsyoT
OMHOWEHUS 8/1I0XKEHHOCMU, KOTAa 6/10KeHHbIU NHTEPMENC MMEET CMbICI TONBKO NPU HaNM4mMm
apyroro, podumerbckoeo. Takum obpasom, B Keenetic kaxabiin ceTeBon MHTepdenc nmeet
YHUKanNbHOE UMs, KOTOpOe COCTOUT U3 UMEHWN POAUTENbCKOro MHTepderca, Tuna n nHaekca,
Hanpuwvep:

FastEthernet0/VLAN100

3pnecb FastEthernet® — poautenbckuii MHTepdelic, VLAN — tun, a 100 — nHaekc,
YHUKanbHbIN B Npeaenax poauTernbcKkoro nHTepgenca. B ceoto odepenb, poanTenbCKui
nHTepdenc FastEthernet® umeer Tun FastEthernet n nHagekc 0.

3.2 Knaccbl nutepceuncon

Kaxxgbi ceTeBom nHTepdperic obnagaet HeKOTopbIM HAGOPOM hYHKLMIA U NO3BOMSIET onepaTopy
MEHSTb HAaCTPOWKN, COOTBETCTBYHOLLME Ha3HavYeH o nHTepdenca. Hactponku nogpasgenstorcs
Ha rpynnbl. MoxHO Bblaenutb 6a3oBble HacTpoviku, HacTpoviku IP, PPP n T. g.

Ecnu nHtepderic nogaepKuBaeT HaCTPOWKU onpeaeneHHon rpynnbl, TO rOBOPST, YTO nHTepdenc
OTHOCUTCS K K/1accy UHTep(EencoB ¢ TakKMMKU HacTporkamn. Hanpumep, nHtepdencsl
FastEthernet, PPTP, Bridge n VLAN HecMOTps Ha CyLLECTBEHHbIE Pa3nnyns NO3BONSAIOT
HacTpouTb IP-agpec, N03TOMy OHWM OTHOCATCA K 0ogHOMY 6aszoBomy knaccy — IP.

NHTepdelic MOXeT ogHOBPEeMEHHO OTHOCUTbLCS K HECKOMNBbKUM Knaccam. B aTom crnyyae roeops,
YTO MHTEPeiic azpeaupyem yHKLUUM HECKOIBKUX KIacCoB.
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3.3 CtaTnyeckme n AMHaMu4Yeckue ceteBble
UHTepdencol

Cmamuyeckue nHTepdencbl COOTBETCTBYIOT annapartHoln KoHdurypauumn ycporctea. OHu
onpenensTca Npy CTapTe CUCTEMbI, U CYLLECTBYIOT BCe Bpemsi ee paboTbl. MHTepdelichl
TaKoro TMna He MoryT OblTb CO34aHbl UMW yaaneHbl B npouecce paboTbl CUCTEMBI.

JuHamuyeckue nHTepdencbl 06bIMHO COOTBETCTBYIOT BUPTYarnbHbIM CETEBbIM MOAKIMIOYEHMSAM.
OHu moryT BbITb CO3AaHbl UK yaaneHs! B npouecce paboTbl cuctemsl. JuHamuyeckas
KoHdUrypauus nHtepdencoB oTobpaxkaeTcs B TEKYLLMX HACTPONKAX U MOXET ObITb COXpaHeHa
B 9HeproHe3sasucnmon namsatn. K auHammnyeckum OTHOCHATCHA MHTepdEenChl CeayoLmX Kraccos:
VLAN, PPP, USB, Bridge un gpyrue.

3.4 ba3oBble hyHKUMN UHTepcenca

BasoBble yHKUMM NPUMEHUMBI KO BCeM UHTepdencam. K HUM oTHocaTcs:
* BKMOYeHMe/BbIKMOYEHNE HTepderica komaHaamu interface up u interface down;
* nepevMMeHoOBaHue MHTepderica komaHaon interface name;

* Ha3HadeHue NPoun3BONbHON CTPOKM onmcaHusa komaHgou interface description.

3.5 PyHkumn MAC

WHTepdencol knacca MAC moryT paboTtath B ceTsix ¢ agpecaumert IEEE EUI-48. ®dynkunn MAC
noggepxmBatotcsa nHtepdenicamm knacca Ethernet, kyga otHocutca VLAN, SSID, Bridge n
WIMAX. UHTepdeiickl knacca MAC obnagatotr MAC-agpecom no yMonyaHuio 1 No3BonsoT
3agaTb ero Bpy4Hyto komaHgon interface mac address.

3.6 ®yHKuum IP

Ha nHTepdence ¢ nogaepxkom npotokona IP MoxHo HacTpouTb IP-agpec 1 nogkmnoynTb K
IP-nogcetn. Takasi ceTb Ha3bIBaeTCS MOOKTIOHYEHHOU HanpsiMyto (HenocpedcmeeHHO).
HenocpencTBeHHO MOAKIMIOYEHHbBIE CETM aBTOMATMYeCckn Ao6aBnaOTCs B Tabnmuy
MapLUpyTU3aLumn.

Tabnuuya mapwpymu3sayuu I[P cogepXut nHgopmaLmio o JOCTYNHbIX IP-nogceTsax n coctomt
13 MapLpyToB. Kaxabi MapLupyT UMeeT CeTb HasHa4vyeHus, 3agaHHyto IP-agpecomMm n mackon.
B mapLpyTe ykasaH naeHtudumkatop nHtepderica, Yepes KoTopbln MOXHO MOMNacTb B CETb
HasHayeHus. Ecnn nHTepderic NogkmoYeH K CETU C MHOXECTBEHHbIM JOCTYNOM, TO KpoMe
naeHTudurkaTopa nHTepdenca B MapLupyTe yKkasblBaeTCca TpaH3uTHbIN IP-agpec cocegHero
TPaH3WTHOIO y3ria, Unu Mapuwpymusamopa. Ha ocHoBe nHdopMaumm, cogepxalleincs B Tabnuue
MapLupyTusauum IP, BbINONHAETCHA nepefgadva NakeToB NO aApecy Ha3HavyeHus.

B Tabnvue mapLupyTt1sanmm MoXeT ObiTb OOUH Mapwipym o yMosIHaHUK C aapecoM Ha3HavYeHns
0.0.0.0/0. OH nucnonb3yeTcsa Ans nepegadyun NakeTos, A58 KOTOPbIX HE HaLoch bornee
nogxogsLwwero cneumnanbHOro MapLipyTa.

3anuncu B Ta6J'IVILI,y MapLpyTn3aumm pobasnsioTcs TpemMA cnocobamu:
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» Asmomamud4ecku, npu HacTpolike IP-agpeca Ha nHtepdence komangom interface ip address
unm cny>xoom, oTBevatoLLien 3a nogknoydeHue no npotokony DHCP nnu PPP. ABTomartuyeckme

MapLwpyTbl YKa3biBaklOT Ha CETU, NOAKIIHOYEHHbIE HENOCPEACTBEHHO.

« Cmamuyecku, koMaHZow ip route. CTaTnyeckne MapLIpyTbl OTOOpaXarTCs B TEKYLLUX

HacTpoiikax U NPUCYTCTBYIOT B CUCTEME B TEYEHNE BPEMEHM XKN3HU CETEBOIO UHTepdelica,

yepes KOTOpPLIN OHM paboTaloT.

» [uHamudecku crnyx6on, oTBevatoLLeln 3a noaknoyeHne no npotokony DHCP wnn PPP.
OuHamunyeckme mapLpyTbl 00bIYHO NepeaaroTcsi NPOBaNAEPOM BMECTE C HACTPOMKaMM

IP-agpeca.

3.7 ®yHKuumn Ethernet

WHTepdencol Ethernet npegcraensaoT cobon knacc MHTepdEencoB, arpervpytowmnn 6asosble
knacchl IP u MAC. NHTepdericel Ethernet obnagatot psgom cneumanbHbIX CBOWCTB, KOTOPbIE
OyayT paccmoTpeHbl B NOCreayoLwmx pasgenax, a MMeHHO:

* co3gaHune godepHunx nHtepgencos VLAN;

3anyck DHCP-knneHTa;

* BKJ1HOMEeHWMe B BUPTYyalibHble MOCTbI B Ka4eCTBe NMOpTOB,

* noaaepkka nogknioveHun no nportokony PPPOE;

* nogpepxka ayteHTudpurkaumm 802.1x.

3.8 OnucaHve KkomaHA

3.8.1 interface

Bxopg B rpynny Komanz 4nsi HACTPOKKM BeiOpaHHOro nHTepderica. Ecnv nHtepdelic He HaaeH,

KoMaHga nblTaeTcsa ero cosgatb. [Npedukc no yaanser nHtepgeic.

Kaxkgas us komaHa AaHHOM rpynnbl NPYUMEHUMa K onpegeneHHoMy TUny nHTepdernca nepapxuu.

BasoBbI TMN MHTEpdeica, K KOTOPOMY NPUMEHMMa KOMaHAa, ykasaH B CBOWCTBE « Tun

nHTepenca» kKomaHabl.

CBouncTtBa

Mpedukc no na

MeHsieT HacTpoku na
MHorokpaTHbI BBOA na

Bxog B rpynny (config-if)

(config)>  interface name»

(config)> no interface name»
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AprymeHT Tun

OnucaHue

name Ctpoka

MonHoe nms nHTepderca nnm NCEBAOHNM.

3.8.2 interface name

YcTaHaBnuBaeT NpoM3BONbHOE NMSA Ha YKa3aHHbI ceTeBOM UHTepdenc. 1o HOBOMY MMeEHHU
MOXHO obpallaTbCa K MHTepdency Tak e, Kak no naeHtndukatopy. Npedukc no ctnpaet

HaCTPOWNKY.
CBouncTtBa
Mpedukc no na
MeHsieT HacTponku na
MHorokpaTHbIvi BBOA HeT
(config-if)>  name (new»
(config-if)> no name
AprymeHT Tun OnucaHue
new Ctpoka HoBoe nwmsa nHtepdeiica.

3.8.3 interface description

YcTaHaBnuBaeT NPoM3BONbLHOE ON1caHne ceTeBoro UHTepdeiica. Mpeduke no cTupaet

onucaHue.
CBouncTtBa
Mpedukc no na
MeHsieT HacTponku na
MHorokpaTHbIv BBOA HeT
(config-if)>  description «description»
(config-if)> no description
AprymeHT Tun OnucaHue
description Ctpoka lMponssonbHOE onucaHne nHTepdenca.

3.8.4 interface up

Bknioyaet ceTeBon MHTepPENC 1 3anucbiBaeT B HACTPOUKN COCTOsSIHNE «up». Mpedukec no

BbIKITIOMaET ceTeBOWN MHTEpPdENC 1 yaanseT «up» 13 HacTpoek.

CBoinctBa

Mpedukc no

ha
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CBomncrtBa
MeHsieT HacTponkn aa
MHorokpaTtHbIi BBOg, HeT

3.8.5 interface down

Bkntouwaet ceTeBoy nHTEpPdENC U 3anUCbiBaeT B HACTPONKn coctosaHne «downy. MNMpedukc no
BbIKITIOMaET ceTeBon nHTepdenc n yganset «down» U3 HacTpoek.

CBouncTtBa

Mpedukc no ha

MeHsieT HacTponkK aa

MHorokpaTHbIvi BBOA HeT

3.8.6 interface mac address

YcraHaBnueaeT MAC-agpec Ha ykasaHHbIN ceTeBoln nHTepdenc. Agpec 3agaetcs B
LecTHaguaTepuyHoM cbopmare 00:00:00:00:00: 00. KomaHaa NO3BONSET yCTAaHOBUTL M0G0

afpec, Ho NpeaynpexaaeT Nonb3oBaTernsi, eCriv B HOBOM agpece yYCTaHoBMeH ouT «multicasty
unu copoweH 6ut «OUI enforced».

KomaHga ¢ npedmkcom no Bo3Bpallaet nHrtepdency mcxogHsin MAC-agpec.

CBouncTtBa

Mpedukc no na
MeHsieT HacTponku na
MHorokpaTHbIvi BBOA HeT
Tun uHTepdperica MAC

(config-if)> mac address address)

(config-if)> no mac address

AprymeHT Tun OnucaHue

address MAC-agpec Hoebin MAC-agpec nHtepgenca

3.8.7 interface ip address

MeHsieT IP-agpec n macky ceteBoro uHtepdenca. Ecnu Ha nHtepdpenice 3anyuieHa cnyxba
aBTOMAaTM4eCKON HacTpowkn agpeca, Hanpumep, DHCP-knueHT (cm. interface ip dhcp), To

BPYYHYIO YCTaHOBIEHHbIN agpec MOXET ObITb nepesanucaH. lNMpeduke no copackiBaeT agpec
Ha0.0.0.0.

CBoucTBa
Mpedwmkc no aa
MeHsieT HacTpoWkn na
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CBouncrtBa
MHorokpaTtHbIi BBOg HeT
Twun nHtepcpenca IP

(config-if)>  ip address (address» mask>

(config-if)> no ip address

AprymeHT Tun OnucaHue
address IP-agpec Appec ceTeBoro nHTepgeinca.
mask IP-macka Macka ceteBoro nHTepdelica. Ectb aBa cnocoba BBoga

MacKu: B KAHOHMYECKOM Buge (Hanpumep,
255.255.255.0) u B BMAe dmuToBOM AnvHbl npedurkca
(Hanpuwmep, /24).

Mpumep 3.1. Ba cnoco6a BBoaa IP-agpeca n macku

O[OHo 1 To e 3Ha4YeHne agpeca ceTu, cocTodLlero n3 IP-a,u,peca M MacCKun, MOXHO BBECTU [1BYMA
crnocobamu:; yKa3aTb MacKy B KaHOHMWYE€CKOM BMOEe uUinn 3agaTb 6VITOBle OnnHy rlpeq)l/cha.

(config)> interface Switch0/VLAN43

Created interface Switch0/VLAN43.

(config-if)> ip address 172.17.24.9 255.255.255.0
Network address saved.

(config-if)> ip address 172.17.24.9/24

Network address saved.

(config-if)> [Ctrl]+[D]

(config)> show interface Switch0/VLAN43

mac: 00:23:f8:5b:d3:f4

index: 43
type: VLAN
description:
state: up
link: down

address: 172.17.24.9
mask: 255.255.255.0
mtu: 1500
global: no

(config)>

3.8.8 interface ip alias

YcTaHaBnNmuBaeT AONONHUTENbHbIN IP-agpec 1 Mmacky ceTeBoro nHTepderica (nceeaoHnm).
Mpedukc no cOpacbiBaeT ykasaHHbIA NCeBAOHNM Ha 0.0.0.0, Tem cambiMm yaansasa ero. Ecnn
npu BBOAE C NPEdUNKCOM NO apryMeHTbl He NepefalTcs, KoMaHaa yaanseT Bce NceBAOHUMbI.

CBoinctBa

Mpedukc no ha
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CBoucrBa
MeHsieT HacTponkn aa
MHorokpaTtHbIi BBOg, aa
Tun nHTepdenca IP
(config-if)>  ip alias (address>
(config-if)> no ip alias [address]
AprymeHT Tun OnucaHue
address IP-agpec [ononHuTenbHbINn agpec ceTeBoro nHTepderica.

3.8.9 interface ip dhcp

3anyck DHCP-knueHTa Anga aBToMaTtMyeckon HaCTpOrKKN ceTeBbIxX NapameTpoB: IP-agpeca un
Macku uHtepdgenca, cepsepo DNS un wintosa no ymonyanuio. MNMpedukc no octaHaBnmMeaeT

cnyx6y DHCP-knveHTa, yaanser AMHaMuU4eckn HacTPOEHHbIE NapaMeTpbl 1 BO3BpallaeT
npeablgyLime HacTponkn IP-agpeca n macku.

CBouncTtBa

Mpedukc no aa
MeHseT HacTponku na
MHorokpaTHbIvi BBOA HeT

Twun nHtepdpeinca Ethernet

(config-if)>  ip dhcp

(config-if)> no ip dhcp

3.8.10 interface ip mtu

MeHsieT 3HaueHne MTU Ha ceTeBoM MHTepdelice. MNpedukc no copackiBaeT 3HadeHne MTU
Ha To, KOTOpOe ObINo 4O NEPBOro NPUMEHEHNsT KOMaHAbl. [1py yCTaHOBNEHNW COEQNHEHUS NO

npotokony PPP (IPCP), ynaneHHomy y3ny 6yoyT oTnpaBnaTbCsa NakeTbl yKka3aHHOTO pasmepa
MTU, pgaxe ecnu 10T 3anpocun MRU MeHbLUero 3HavyeHus.

CBoncrtBa

Mpedukc no ha
MeHsieT HacTponku ha
MHorokpaTHbI BBOA HeT
Twun nHtepdpeinca IP

(config-ify>  ip mtu mmtw

(config-if)> no ip mtu
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AprymeHT Tun OnucaHue
mtu Llenoe uncno 3HaveHne MTU. InanasoH JonyCcTUMbIX 3HAYEHUA —
oT 64 go 65535.

3.8.11 interface ip tcp adjust-mss

YcTaHaBnNMBaEeT orpaHMYeHne MakCMMarnbHOro pasMmepa cermeHTa ucxogsawmx ceccum TCP,
MeHsA 3HaveHue B nore 3aronoeka SYN-nakeToB, ecnu nepegaBaemoe B HUX 3HavyeHne MSS

npesblaeT 3agaHHoe. KomaHaa npMMeHsaeTca K MHTepdbency n oencTByeT Ha Bce ucxogsaiume
naketbl TCP SYN.

MpeduKkc no OTMEHAET AencTBNE KOMaHAbI.

CBounctBa

Mpedukc no aa
MeHsieT HacTponku ja
MHorokpaTHbIvi BBOA HeT
Tun nHTepdpenica IP

(config-if)>  ip tcp adjust-mss (pmtu | mss»)

(config-if)> no ip tcp adjust-mss

AprymeHT Tun OnucaHue

pmtu KrtoueBoe crioBo |YCTaHOBUTbL BEPXHIOK rpaHuuy MSS, paBHyto
MUHUManbHoMy MTU Ha nyTu K yganeHHoMmy yany.

mss Llenoe uucno BepxHsas rpaHvnua MSS.

3.8.12 ip route

HacTtpovika ctatuyeckmx mapwpytoB |P. KomaHga gobaensaet B Tabnuuy mMapLipytusauum

cTaTMYeCcKMi MapLUpyT, KOTOPbI 3adaeT npasuno nepegayn |IP-nakeTtoB Yepes onpeaesneHHbIN
LUNHO3 Un ceTeBon MHTEepdeNnC.

B kauyecTBe ceTu Ha3Ha4YeHWs1 MOXHO yKkasaTb krtodeBoe crnoso default. B atom cnyyae 6ynet
co3aaH MapLUpyT MO YMOYaHMIo.

Mpedukc no yaansetr MapLlpyT C yKaszaHHbIMY NapameTpamu.

CBoicTBa

Mpedwmkc no aa
MeHsieT HacTponkn na
MHorokpaTtHbIi BBOg na

(config)>  ip route (caddress» «mask» | chost, | default)
(tgateway>s [interface] | <interfaces) [metric]

28

Keenetic PykoBoacTBo nonb3oBartens




MaBa 3 basoBble HacTpoliku IP

(config)> no ip route (<address» mask» | <hosts | default)
[(gateway) | c<interface)] [metric]

AprymeHT Tun

OnucaHue

address IP-agpec

IP-agpec ceTn HasHa4YeHus.

mask IP-macka

Macka ceTn Ha3Ha4veHus. EcTb aBa cnocoba BBoga
Macku: B KAHOHMYECKOM Buae (Hanpumvep,
255.255.255.0) u B BUuae butoBor aAnuHel npedurkca
(hanpumep, /24).

host IP-agpec

IP-agpec y3na HasHaveHwus.

default KntoueBoe cnoeo

Wcnonb3yeTcs aAns 3agaHvs MapLIpyTOB MO YMOJTYaHMIO.

interface Nma untepdpenica

MonHoe nma nHtTepdenca nnm NnceBaoHMM. YkasblBaeTcsl
B Ka4eCTBe HanpaBrieHUs nepeaayvm NakeToB, eCnn K
NHTeppency NOAKIYEH KaHan To4ka-Touka, He
TpebyoLwuin 4ONONHUTENBHOM agpecaunm BHYTPU
KaHana.

Ecnuv Ha nHTepdence yctaHoBrneH npuoputeT interface
ip global, mapLpyT go6aBnseTcsi B CUCTEMHYIO Tabnuuy
TONbKO B TOM Cly4ae, eCnv He CyLLeCTBYET OPYroro
MapLUpyTa C TeM Xe aApecoM HasHaueHust 1 GOMbLLNM
NPUOPUTETOM.

gateway IP-agpec

IP-agpec mapLupyTru3atopa B HENOCPeaCTBEHHO
noakntodeHHom cetu. MoxeT ObITb 3aJaH BMecCTe C
nmeHeM nHTepdelica, ecnun TpebyeTca ykasaTb
npuoputer interface ip global. Ecnv untepdenic He
yKasaH, OH onpegensieTca CUCTeMON aBTOMATUYECKUN N3
TeKyLmux HacTpoex IP.

metric Llenoe uncno

MeTpuka maplipyTta. B Tekylien peanusaumm
UrHopupyeTcs.

3.8.13 interface ip global

YcTaHaBnvBaeT ans nHrepderica cBoncTao «global» ¢ napametpom. 3To cBOMCTBO HEOOXOOUMO
ON1s1 yCTAaHOBKM MapLupyTa no ymondaxuio, pabotel DynDNS-knneHTa n NAT. MoxHO
npeactaenaTh global-uHTepdelnckl, Kak BegyLine B rnodanbHyto CeTb (B UHTEPHET).

MapameTp cBoWcTBa «global» Bnuset Ha npuopuTeT MHTEpbenca B NpaBe yCTaHOBUTbL MapLUPYT
no ymon4yaHuto. Yem npuoputet bonblue, Tem xenaTtenbHee AN nonb3osBartens Boixog B
rmobanbHyo ceTb Yepes ykadaHHbIN nHTepdenc. C nomoLubio npnoputeta «global» peanmayercs
dyHKUMA pesepBupoBaHua nogknodeHus B nHtepHet (WAN backup).

CBoucTBa

Mpedukc no ha
MeHsieT HacTponku aa
MHorokpatHbI BBOA HeT
Tun nHTepcperica IP
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(config-if)>  ip global «priority

(config-if)> no ip global

AprymeHT Tun OnucaHue
priority Llenoe uncno MpuopuTeT nHTEphenca npm yctaHoOBKE MapLUpyTa no
YMOMYaHUIo.

3.8.14 HacTpounku IPv6

OTOT pasagen onuckiBaeT KOMaHAbl, Heobxoanmble Ans HacTpoliku IPv6.

IPv6 npeacraenset cobor HOBYIO Bepcuto npotokona IP, npu3BaHHyto pewumntb Nnpobnemsl, ¢
KOTOPbIMK CTOSKHYMack npeapiaywas Bepcus (IPv4) npu e€ ncnonb3oBanum B VIHTepHeTe, 3a
CYET Ucnonb3oBaHWs AnNuHbl agpeca 128 out BmecTto 32. [1Ba cTeka npoTokonos — IPv6 u IPv4
— OyayT ncnonb3oBaThCs NapasnienbHO C MOCTENEHHbIM yBENUYeHeM gonu Tpaduka IPv6
no cpasHeHuto ¢ IPv4.,

U3 IPv6 yGpaHbl Belln, yCroxHsoLwme paboTy MapLupyTn3aTopos:

» MapuwpyTtusaTtopsbl 6onbLue He pa3bMBaloT NaKeT Ha YacTh (BO3MOXHO pa3breHne naketa ¢
nepegaroLLen CTopoHsl). [nsa nydwen paboTbl MPOTOKONOB, TpeboBaTENbHbIX K NOTEPSAM,
MUHUManbHbIM MTU nogHat go 1280 6antos

* Wcuesna koHTponbHasa cymma. C y4€Tom Toro, 4To kaHanbHble (Ethernet) n TpaHcnopTHbie
(TCP) npoTokonbl TOXXe NPOBEPSAIOT KOPPEKTHOCTL MaKeTa, KOHTPOSIbHAasA CyMMa Ha ypOBHeE
IP BOCNpUHUMAETCS KaK U3MULLIHAS.

+ 3aronosok naketa |IPv6 npoule, 4yem B IPv4, Tak kak MHOrMe pegko ncnomnb3dyemMble nons
BblHECEHbI B OTAEMNbHbIE PACLLUMPEHHbIE 3arOfOBKU.

» Time to Live nepenmeHoBaHo B Hop Limit, 4To oTpaxaeT ToT ¢hakT, 4TO MapLLpyTM3aTophbI
fonbLue He JOMKHbI BLIMUCTIATE BPEMSI, KOTOPOE MAKeT NPOBEN B O4EpeaMV.

* Ha cBepXCKOPOCTHbIX CETSIX BO3MOXHA NOAAEPKKA OrPOMHbIX NAKETOB (oykamborpamm) —
0o 4 rurabant.

HecmoTpsa Ha orpomHbIv pasmep agpeca IPv6, bnarogapsa aTmm ynyJlleHsiM 3aronoBok nakeTa
yanuHuncs scero nuub Bagoe: ¢ 20 o 40 Gawnr.

3.8.14.1 interface ipv6 address

30

HacTtpovika IPv6-agpeca Ha uHtepdence. Ecnn aprymeHT - auto, agpec HacTpanBaeTcs
aBToMaTuyecku. AHanornyHo, ecnu aprymeHT - dhep, agpec 3anpaiumaetcs Yepes DHCPVG-NA.
BBog agpeca Bpy4Hyto AenaeT ero CTatMyeckmm.

CBouncrtBa

Mpedukc no aa
MeHsieT HacTponku ha
MHorokpaTtHbIli BBOg aa
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(config-if)>  ipv6 address (raddress> | auto | dhcp)

(config-if)> no ipv6 address [<address; | auto | dhcp]

AprymeHT Tvn OnucaHue

address IPv6-agpec Agpec DNS-cepsepa.

auto KnioueBoe crnoBo |BknounTe AMHamMmnyeckoe HasHa4YeHne agpeca.

dhcp KnioueBoe cnoBo |BknounTb Ha3HavyeHne agpeca Cc UCNoNb30BaHNEM
DHCP, 3anyctuts DHCP-knuneHT.

3.8.14.2 interface ipv6 prefix

Hactpolika generauum npedgukca. MNMocne BBoga komaHabl, NpeduKe 3anpalivMBaeTcs Yepes

DHCPv6-PD.
CBoicTBa
Mpedukc no aa
MeHgseT HacTpoiku aa
MHorokpaTtHbIi BBOg HeT
(config-if)>  ipv6 prefix (dhcp)
(config-if)> no ipv6 prefix [dhcp]
AprymeHT Tun OnucaHue
dhcp KntoueBoe cnoBo |BkniounTb generauyunio npedukca.

3.8.14.3 interface ipv6 name-servers

HacTtpovika nonyyeHusi nHdopmauum ot DNS. Nocne BBoga komaHabl Bktovatotcss DHCPV6
DNS-3anpochbi.

CBounctBa
Mpedukc no ha
MeHseT HacTpoiku aa
MHorokpaTtHbIi BBOg HeT
(config-if)>  ipv6 name-servers (dhcp)
(config-if)> no ipv6 name-servers [dhcp]
AprymeHTr Tun OnucaHue
dhcp KnioyeBoe cnoso |Bkniountb aBTokoHpuUrypauuio DNS.
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3.8.14.4 ipv6 local-prefix

HacTtpovika nokanbHoro npedukca (ULA). AprymeHT - BykBEHHOE yKkasaHue npedukca unm
default, yTo 3HAUNT, NOCTOAHHLIV YHUKATbHbIV NpednKe ByaeT creHepMpoBaH aBTOMAaTUYECKM.

CBounctBa

Mpedukc no ha
MeHsieT HacTponkK na
MHorokpaTHbIv BBOA HeT

(config)>  ipv6 local-prefix (default | (prefix>)

(config)> no ipv6 local-prefix [default | prefix;]

AprymeHT Tun
default

OnucaHue

KntoyeBoe cnoso |ABTOMaTM4eckas reHepaumsi NOCTOSSHHOIO YHUKanbHOro
npedukca.

prefix JlokanbHbIi ULA npedomke. [LomkeH OblTb KOPPEKTHLIN

npedukc B Gnoke fdOO: : /8 ¢ AnmHoM He 6onee 48.

3.8.14.5 ipv6 name-server

HacTtpovika DNS-cepBepa IPv6-agpecoB. Agpeca coxpaHeHHble TakuM 06pa3omM Ha3blBatoTCS
cmamu4ecKumu 1, B OTNNYME OT QUHaMu4YecKux, 3apernctpmpoansl PPP nnn DHCP cepsucamum.

KomaHga ipv6 name-server MoxeT OblTb BBEEHA HECKOJIBKO pa3 C pasfMyHbIMU agpecamm
DNS-cepBepos.

Mpedukc no yaanset ykasaHHbIn agpec DNS-cepBepa 13 cnmcka, nnm o4mLLaeT BeCb CMMCOK,
€Cnun BBECTU KOMaHAy 6e3 aprymMeHToB.

CBoucTBa

Mpedukc no na

MeHsieT HacTponku aa

MHorokpaTHbI BBOA ha
(config)>  ipv6 name-server address)

(config)> no ipv6 name-server [address>]

AprymeHT Tun
address

OnucaHue

IPv6-agpec Anpec DNS-cepsepa.

3.8.14.6 ipv6 subnet

Cosgatb nnn HactpouTb cermeHT LAN IPv6.
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CBoucrBa

Mpedukc no aa
MeHsieT HacTponkK aa
MHorokpaTHbIv BBOA ha

Bxog B rpynny

(config-subnet)

(config)>  ipv6 subnet (name»

(config)> no ipv6 subnet [<name>]

AprymeHT Tun

OnucaHue

name Ctpoka

Mms nogcetn nnu anmac.

3.8.14.7 ipv6 subnet bind

HasHaunTb nogceTb MHTEpency.

CBoucTBa

Mpedwmkc no aa

MeHseT HacTpoinku aa

MHorokpaTtHbIli BBOg, HeT
(config-subnet)>  bind <interfaces
(config-subnet)> no bind [«(interface)]

AprymeHT Tun OnucaHue

interface Ctpoka Nwma nutepderica nnmn annac.

3.8.14.8 ipv6 subnet mode

BbibpaTtb pexnm KoHGUrypauumn agpecos Ansi XocToB B noacetu. EcTtb aBa BapuaHTa - dhcp
n slaac. [NepBbi 4NA HazHa4YeHWs agpecoB BKNoYaeT nokansHbIi DHCPV6-cepsep, a BTopon
BkritovaeT SLAAC (beckoHTEKCTHas aBTOKOHdUrypaums agpeca).

CBouncTtBa

Mpedukc no ha
MeHseT HacTponkm na
MHorokpaTHbI BBOA HeT

(config-subnet)>  mode (slaac | dhcp)

(config-subnet)> no mode (slaac | dhcp)
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AprymeHT Tun OnucaHue

slaac KntoyeBoe cnoeo |Bkntounte SLAAC (gMHaMm4eckoe HasHadeHne agpeca).

dhcp Kniouesoe cnoso |Bkniounte DHCPvV6G-cepBep (cTaTtnyeckas
aBTOKOHUrypaums).

3.8.14.9 ipv6 subnet number

HacTpowika ngeHtudumkaTopa nogcet, KoTopbin Oyaet onpegensite NyonuyHbii npedmvke ans
cermeHTa. [JomkeH ObITb YHMKaNbHbLIM CPEAM BCEX NOACETEN.

CBoucTtBa

Mpedukc no aa

MeHsieT HacTponku ha

MHorokpaTHbIn BBOA HeT

(config-subnet)>  number n»

(config-subnet)> no number [«n>]

AprymeHT Tun OnucaHue

n ID YHUKanNbHbIN nOeHTUMKATOP NOACETH.

3.8.14.10 ipv6 subnet stateless-dhcp

Bkntovaet nokansHbii DHCPv6-cepBep onsa nepegayv nHgpopmauum (Hanpumep, o
DNS-cepBepax) no cetu.

CBoucTBa

Mpedukc no aa

MeHsieT HacTponku ha

MHorokpaTtHbIi BBOg HET
(config-subnet)> stateless-dhcp

3.8.14.11 tools ping6

OtnpaensieT 3anpockl Echo-Request npotokona ICMPV6 ykazaHHOMY y3ny cetn n oukcmpyet
noctynatowiune oteeTbl Echo-Reply. Bpemsa mexagy oTnpaBkon 3anpoca v nonyyYeHnemM otseta
Round Trip Time (RTT) no3BonsieT onpenensatb ABYCTOPOHHME 3a4EPXKKN MO MapLUPYTY 1

YacToTy NOTEPU NAKETOB, TO €CTb KOCBEHHO OMNpeaensaTb 3arpy>KEHHOCTb Ha KaHanax nepegayu
AaHHbIX U MPOMEXKYTOUHbIX YCTPONCTBAX.

MonHoe otcyTtcTBMNe ICMP-0TBETOB MOXET Takke O3Ha4aTb, YTO yAanNEHHbIN y3en (1nu

Kakon-nmbo 13 NpoMexXyToYHbIX MapLpyTudatopos) 6nokmpyet ICMP Echo-Reply nnu
urHopupyet ICMP Echo-Request.
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CBoucrBa
Mpedukc no HeT
MeHsieT HacTponkK HeT

(config)>  tools ping6 <host) [count (count)] [size (packetsize)]
AprymeHT Tun OnucaHue
host Ctpoka [omeHHoe ums nnu IP-agpec xocta.
count Llenoe uncno KonuuecTteo 3anpocos ICMPv6 Echo. Ecnn He yka3aHo,
KomaHaa bygeT pabotaTb 40 NpepbiBaHMSA
nonb3oBaTenem.
packetsize Llenoe uncno Pasmep nons gaHHbix ICMPV6 Echo-Request B banTax.

Mo ymonyaHuto — 56, 4To BMecTe ¢ 8-6aToBbIM
3aronoBkom 3agaet pasmep ICMPv6-naketa — 64 6anTa.
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MexxceTeBOM 3KpaH U
TpaHcnauua agpecoB NAT

4.1 OnucaHue KomMmaHA

4.1.1 ip nat

BkritoyaeT TpaHCRsaUMo «JTOKarnbHbIX» agpecoB ceTn network nnun cetn 3a MHTepgencom
interface. Hanpumep, komaHga ip nat Home o3HayaeT, 4To AN BCeX NakeToBs U3 ceTu Home,
npoxoasLwmnx Yepes MapLupyTusaTop, OyaeT BbiNonHeHa NogMeHa agpecoB MCTOYHMKA.

CBouncTtBa

Mpedukc no na
MeHseT HacTponkm na
MHorokpaTHbI BBOA aa

(config)>

ip nat (<interface> |

<address» (nask»)

(config)> no ip nat (<interface, | caddresss <mask»)

AprymeHT Tun OnucaHue

interface Nmsa nutepdenica |Vimsa nitepdgerica nctodHuka (nonHoe ums nHrepdenca
W NCEBOOHUM)

address IP-agpec BmecTe ¢ mackon mask 3agaet guanasoH IP-agpecos
WMCTOYHUKA, noanexalumx TpaHCcnauun.

mask IP-macka Macka ananasoHa TpaHcnsaumu. Ecte aBa cnocoba BBoga

MacCKK1: B KaHOHUYECKOM BuAae (Hanpumep,
255.255.255.0) n B Buge butoon anvHbl npedukca

(Hanpuwmep, /24).

4.1.2 ip static

3apaeT cTtaTuyeckyto NpuBA3Ky NokanbHblx IP-agpecoB k rnobanbHbiM. Ecnn interface nnm
network cooTBeTcTBYeT rnobanbHoOMy nHTepdency, To OyaeT BbINOMHATLCA TpaHCNALNS
agpeca ncrovHuka (SNAT). Ecnin to-address cooTBeTCTBYET rnobansHoMy MHTEPGENCY, TO

OyaeT BbINOMHATLCA TpaHCNAUMs agpeca HasHadveHus (DNAT). Homep nopta TCP/UDP Bcerga
paccMaTpMBaEeTCst Kak NopT HasHayYeHus.
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Ecnu network cooTBeTCTBYET OAHOMY afpecy, U 3TOT afpec paBeH to-address, To Takoe
npaeuno OygeT 3anpellarb TPaHCNAUMI0 yKa3aHHOro agpeca, kotopasi Morna obl 6bITb
BbIMOSIHEHA UCXOAA M3 3aAaHHbIX Npasumn ip nat.

Mpaeuna ip static umetoT 6onee BLICOKUI NPUOPUTET MO CPABHEHUIO C NpaBunamm ip nat.

Mpumep 4.1. NepeHanpaBneHne BXoAsILLIUX 3anpocoB, komaHAa ip static

IMycTb MMeeTcs MapLLpyTU3aTop MEXAY «J1oKanbHOW» CeTbo 172.16.1.0/24 n «rnobanbHom»
ceTbio 10.0.0.0/16. TpebyeTcs, 4ToObI BCE 3anpochl, NPUXOAALLME Ha «rNobanbHbINY

NMHTepdenc 3Toro MapLUpyTmMsaTopa Ha nopT 80, TpaHCNUPOBANMUCh Ha «NoKanbHbLINY cepBep
c agpecom 172.16.1.33. lNocnegoBatenbHOCTL KOMaHA, peanuayowmx Takyto CXemMy, MOXeT

BbIMMAQETb Tak:

interface Home
ip address 172.16.1.1/24
!
interface Internet
ip address 10.0.0.1/16
ip global 1
|

ip nat Home

ip static tcp Internet 80 172.16.1.33 80

CBoucrBa

Mpedukc no na
MeHsieT HacTponku na
MHorokpaTHbIvi BBOA ha

(config)>

ip static [protocol] (<interfaces | caddress» tmask>) [port]
(to-address> [to-port]

(config)> no ip static [[protocol] (<interfaces | <address» tmask») [port]
(to-address> [to-port]]

AprymeHT

Tun

OnucaHue

protocol

Ctpoka

IP-npotokon: tcp nnm udp. Vicnonb3yeTca COBMECTHO C
napameTtpom port. Ecnu He ykasaH, TpaHcnsaums bygert
BbINOMHATLCSA ANS BCEX MPOTOKOMOB.

interface

Ctpoka

Nmsa BxogHoro nHtepderica (nonHoe nms nHTepderica
UNN NCEBOOHUM).

address

IP-agpec

BmecTe ¢ mackor mask 3agaet guanasoH IP-agpecos
HasHa4yeHus1, noanexalwmnx TpaHChALUn.

mask

IP-macka

Macka gnanasoHa TpaHcnsaumu. Ecte aBa cnocoba BBoga
MacKu: B KAHOHMYECKOM Buge (Hanpumep,
255.255.255.0) u B BMAe dmToBOM AnvHbl npedurkca
(Hanpuwmep, /24).

port

Llenoe vncno

Howmep nopta TCP/UDP, Ha kOTOpbIl NpUXoauT 3anpoc,
noanexalimin TpaHensauun. Ecnv He ykasaH, TpaHcnsiums
OyZeT BbINOMHATLCA Ar1st BCEX BXOASILLMX 3anpoCoB.

38

Keenetic PykoBoacTBo nonb3oBartens




MaBa 4 MexceTeBow akpaH u TpaHcnauusa agpecos NAT

AprymeHT Tun OnucaHue

to-address IP-agpec ALpec HasHa4yeHus nocne TpaHcNAUUun.

to-port Llenoe uncno Howmep nopta TCP/UDP nocne TpaHcnauyuun. Ecnn He
yKasaH, NopT HasHa4YeHNs OCTaeTCs NPEXHUM.

4.1.3 interface security-level

3anaeT ypoBeHb 6e30nacHOCTM ANs AaHHoro uHTepderica. YpoBHM 6e30nacHOCTY onpeaensioT
norvky paboTbl MEXXCETEBOIO aKpaHa:

» PaspelleHo ycTaHaBnmeaTb CoeQMHEHWS B HanpaBneHum private — public.

» 3anpeLlleHo ycTaHaBnmMBaTb COEQUHEHUS, NPUXOAALLME Ha MHTepdelic public, T. e. B
HanpasneHuu public — private v public — public.

+ Cawmo yCTpOVICTBO NPUHNMAET CETEBbIE NOAKIMTIOYEeHNA (paapemaeT ynpaBneHme) TOJIbKO C

MHTepdencos private.

* [Mepenaya gaHHbIX MeXay MHTepdencamm private MoxXeT ObITb pa3peLleHa unu 3anpeLleHa
B 3aBMCKMMOCTM OT YCTAHOBKM rmobansHoro napametpa isolate-private.

MNpumevaHwue: Mo ymonyaHuio BCeEM BHOBb CO3[aHHbIM MHTEpdencam npuceamBaeTcs
ypoBeHb 6e3onacHocTh public.

MpumMeyaHue: Cnckm goctyna access-list umetoT Gonee BbICOKUIA NPUOPUTET, YEM YPOBHM
6e30nacHOCTH, MO3TOMY C MOMOLLIbIO HUX MOXHO BBOAMTb AOMOMHUTENbHbIE
npaeuna ounsTpaLuM NakeTos.

CBouncTtBa

Mpedukc no HeT
MeHsieT HacTponku na
MHorokpaTHbI BBOA HeT

4.1.4 isolate-private

(config-if)> security-level (public | private)

KomaHnga 3anpelyaet nepegady AaHHbIX Mexay NobbiMy nHTepdencamm ¢ ypoBHeM
GesonacHocTu private. lMpedurkc no oTMeHsAeT aencTBue KoMaHabl, paspeluas nepeaasaTtb
AaHHble Mexay uHTepdencamm private.

CBouncTtBa

Mpedukc no na
MeHseT HacTponku na
MHorokpaTHbIvi BBOA HeT

(config)> isolate-private
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(config)> no isolate-private

4.1.5 access-list

HacTtpovika npaBun cmnsrpauyun naketoB. KomaHga co3gaet Cnncok npasus ¢ 3aaHHbIM
UMEHEM, B KOTOPbIN MOXXHO 406aBNATb pa3peLuaroLime u 3anpeLlaroLwmne npasnna KomaHgamm
permit n deny cooteetcTBeHHO. CO3aaHHbIN Takum 06pa3om CMCOK MOXHO NpMBSA3aThb K
ceTeBOMY UHTEpPdeNncy komaHaou interface ip access-group.

MpedmKc no yaanseT crnvcok npasus.

CBoncTBa

Mpedukc no na

MeHsieT HacTponku aa
MHorokpaTHbI BBOA aa

Bxop B rpynny (config-acl)

(config)> access-list acly

(config)> no access-1list cacl

AprymeHT Tun OnucaHue
acl Ctpoka HasBaHue cnncka npasun punstpauum (Access Control
List, ACL).

4.1.5.1 access-list deny

KomaHaa nobaBnsieT 3anpeLyatoLlee npaBmio unsTpaunm nakeToB B 3afaHHbI cnvcok ACL.
Mpedukc no yganset npasuno.

CeoicTBa

Mpedukc no aa
MeHsieT HacTponku ha
MHorokpaTtHbIi BBOg na

(config-acl)> deny (tcp | udp) <source <source-mask» [port [Lt | eq | gt] <source-port,]
«destination» «destination-mask> [port [Lt | eq | gt] «destination-port)]

(config-acl)> deny icmp <source <source-mask> «destinations «destination-mask>

(config-acl)> no deny (tcp | udp) <sources <source-mask> [port [Lt | eq | gt] <source-port]
«destinations «destination-mask» [port [Lt | eq | gt] «destination-port)]

(config-acl)> no deny icmp <sources <source-mask» «<destinations <destination-mask>
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4.1.5.2 access-list permit

KomaHpa nobaBnsieT paspeluatoLlee npaBmno ounbrpaumm NakeToB B 3afaHHbI crnicok ACL.
Mpedumkc no yaanser npasuno.

CBoicTBa

Mpedwmkc no aa
MeHsieT HacTponkn aa
MHorokpaTtHbIli BBOg, na

(config-acl)> permit (tcp | udp) <sources <source-mask> [port [Lt | eq|gt] «<source-port;]
«destination> «destination-mask» [port [Lt | eq | gt] «destination-port)]

(config-acl)> permit icmp (sources <source-mask» «destination «destination-mask>

(config-acl)> no permit (tcp | udp) <source; <source-mask> [port [Lt | eq | gt]
(source-ports)

«destination» <destination-mask» [port [Lt | eq | gt] «destination-port)]

(config-acl)> no permit icmp <source> <source-mask» <destination «destination-mask»

4.1.5.3 AprymeHTbl KOMaHA permit u deny

KomaHnab! permit n deny ncnonb3ytoT OguH 1 TOT ke Habop apryMeHTOB, NPUBEAEHHbIV B
Tabnuue Huxe.

AprymeHT Tun OnucaHue

tcp KntoueBoe crnoeo |lMpoTtokon TCP

udp KntoueBoe crnoso |[MpoTtokon UDP

icmp Kntouesoe cnoso |[Mpotokon ICMP.

source IP-agpec Apgpec nctovHuka B 3arornoBke |P-naketa.
source-mask IP-macka Macka, HaknagbiBaemas Ha agpec UCTOYHUKA B

3aronoBke |IP-naketa nepen cpaBHeHMeM ¢ source. Ectb
[Ba cnocoba BBOAa Macku: B KAHOHUYECKOM BUe
(Hanpumep, 255.255.255.0) n B Buge 6UTOBON ANWHLI
npecwmkca (Hanpumep, /24).

source-port Llenoe uncno MopT ncto4yHmka B 3aronoske TCP nnun UDP.
destination IP-agpec Agpec HaszHaveHus B 3aronoske |P-naketa.
destination-mask||P-macka Macka, HaknagbiBaeMasi Ha agpec HasHadYeHns B

3aronoeke |IP-naketa nepeg cpaBHeHVEM C
destination. Ectb aBa cnocoba BBoga Macku: B
KaHOHW4YecKkoMm Buge (Hanpumep, 255.255.255.0)n B
BMAe GUTOBOW ANWHbI Npedukca (Hanpumep, /24).

destination-port|Lenoe yucno MopT Ha3Ha4veHus B 3aronoske TCP unu UDP.
port KntoyeBoe cnoeo
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AprymeHT Tun OnucaHue

1t KntoueBoe crnoeo |Onepartop «MeHbLUe» Npu CpaBHEHUN MopTa C
yKa3aHHbIM 3Ha4YeHneM source-port nnm
destination-port.

eq KntoueBoe crnoBo |Onepartop paBeHCTBa Npu CpaBHEHUN NopTa C
yKasaHHbIM 3Ha4YeHnem source-port nnm
destination-port.

gt KnioueBoe cnoso |Onepatop «6onbLue» npu cpaBHEHUN NopTa ¢
yKasaHHbIM 3Ha4YeHnem source-port nnm
destination-port.

4.1.6 interface ip access-group

HasHavaeT MMeHOBaHHbIN cncok npasun dpunstpaumm (ACL, cm. access-list) Ha uHTepdelc.
MapameTp in unu out ykasbiBaeT HanpaeneHve Tpaduka s KOToporo 6yaeT NpUMEHSATLCS
ACL. Ha ognH nHTepdeic MoxeT OblTb HasdHa4eHo Heckonbko ACL.

Mpedukc no oTknovaeT ACL ans ykasaHHOro uHTepdenca n Hanpaenenus Tpaduka.

CBoicTBa

Mpedwukc no aa
MeHsieT HacTpoWkn aa
MHorokpaTHbIli BBOg, aa

(config-if)>  ip access-group <acl> (in | out)

(config-if)> no ip access-group <acls (in | out)

AprymeHT Tun OnucaHue

acl Nmsa ACL. Cnucok npasun unsTpauuu, npegsapuTernsHo
CO3[aHHbIN C MOMOLLIbIO KOMaHAbl access-list.

in KntoueBoe cnoso |[MpnMeHnTb hunsTpaumio K BXOAALWMM NakeTam.

out KntoueBoe cnoBo |[MpMMeHnTb hrnbsTpaumnio K UCXogsaLLmMm naketam.

4.2 NMpumepobl

42

Mpumep 4.2. flocTyn K ynpaBneHUo yCTPOMCTBOM CO CTOPOHbI MHTepdenca
public

Honyctum, Keenetic nogkniodeH K HTepHeTy Yepes nHtepdeinc PPPOED ¢ ypoBHEM
6esonacHocTu public, 1 HyXHO pa3pewmnTb Bxof Ha Web-uHTepdelic ycTponcTea co CTOPOHbI
PPPoEO. Mo ymonyaHuio 4OCTYN K yNpaBrieHuto yCTPOMCTBOM CO CTOPOHbI MHTepdencoB public

3anpeLLeH, Mo3TOMY HY>KHO CO3ZaTb paspeLualoLlee NpaBuio U NPUBSA3aTb ero k MHTepgeicy
PPPOEO.

(config)> access-1list REMOTE_ACCESS
(config-acl)> permit tcp 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 port eq 80
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(config-acl)> exit
(config)> interface PPPoOEO@
(config-if)> ip access-group REMOTE_ACCESS in

Mpumep 4.3. OTKNIOYEHME MEXCETEeBOro 3KpaHa Mexay ABYMSA UHTepcencamm

HecmoTpsi Ha TO, YTO He CyLecTBYET (PYHKLMM NOMHOro OTKMOYEHNST MEXCETEBOIO 3KpaHa,
MOXHO OTKMOYaTb €ro Ha OTAENbHbIX HanpasneHusax. Jonyctum, TpebyeTcsa NOMHOCTbLIO
paspeLwwnTb Nnepegavy AaHHbIX Mexay «aomallHen» ceTbio Home n rmobansHom ceTbto PPPOEO.
[nsi aToro 06omM MHTEpdENCaM HY>XHO Ha3Ha4YUTb YpOBEHL Be3onacHoCTM private n oTkNoYnTL
dyHKuMIo isolate-private.

(config)> interface Home security-level private
(config)> interface PPPOE® security-level private
(config)> no isolate-private

MpumevaHwne: MHoruve He oTaatoT cebe OTYET B TOM, YTO MEXCETEBOMN 3KPaH M TPaHCNALUSA
aapecoB — (OYHKUMMU, NpegHasHavYeHHble ANns peLleHns NpuHUmMnmansHo
pasHbix 3agad. BknoyeHne NAT mexay nHtepdencamum Home n PPPoEG B
KOHpUrypaLmm, nokasaHHON BblLLe, He 3aKpblBaeT JOCTYN B ceTb Home co
CTOPOHbI rmobanbHom ceTn. [laxe nNpu BKIOYEHHOW TPaHCASALUN aapecos
komaHgon ip nat Home naketbl n3 PPPoEQ 6yayT cBoGoaHO NpoxoanTh B
ceTb Home.

Mpumep 4.4. NepeHanpaBneHne BXoAALWMUX NOAKNIOYEHUN B «AOMALLHIO» CE€Tb

[onyctum, B «gOMaLLHEN» CeTn UCnonb3yoTcsa YacTHble IP-agpeca 192.168.1.0/24.
MoaknoyeHre B MHTEPHET OcyLecTBRsieTCa Yepes uHTepderic PPPoEQ, Ha KOTOpoM eCcTb
BHeLWHun IP-agpec, BblgaHHbIM npoBangepoM. OgHa 13 caMbix pacnpocTpaHeHHbIX 3agay npu
Takon KoHdUrypauumn — nepeHanpasmnTb BXOAsLLEe NOaKNoYeHne ¢ MHTepdenca PPPOEO Ha
onpeeneHHbIN y3en «oMallHEN» CETH.

[lns pelueHnsa 3agaqm HyHo 106aBUTb ABa Npasuna: ip static Ans nepeHanpaBneHnst BXOAALLMX
noakntoveHuin n access-list permit — paspeluatoliiee NPaBUNO MEXCETEBOTO aKpaHa.

[onyctum, agpec 1 nopT fiokanbHoro cepeepa — 192.168.1.110: 80, a nogkntoveHns npuxogat
Ha PPPoEO nopt 8080.

(config)> access-list VIRTUAL_SERVERS

(config-acl)> permit tcp 0.0.0.0 0.0.0.0 192.168.1.110 255.255.255.255 port »
eq 80

(config-acl)> exit

(config)> interface PPPoOEO@

(config-if)> ip access-group VIRTUAL_SERVERS in

(config-if)> exit

(config)> ip static tcp PPPoEO 8080 192.168.1.110 80

MpumevaHne: B paspewatowux npasunax access-list, kotopble ucnonb3yoTca ang
nepeHanpasneHnst BXOAALLMX NOAKMIOYEHWUIA, HYXHO yKasbiBaTb agpec 1
nopT cepBepa B «AOMaLUHEN» CETU, MOCKOMbKY (PUMLTPbl MPUMEHSIOTCS
nocne TpaHcnauum agpeca.

MpymeyvaHune: [ns nepeHanpaBneHns BXOASLMX NOAKIMIOYEHMI HEOBX0AMMO, YTODbI Ha
BXOLHOM UHTepdpence (B npumepe PPPOEQ) GbIno ycTaHOBNEHO CBOMCTBO
global.
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UHTepdhencul Switch n VLAN

5.1 UnTepchenc Switch

UHTepdeic Tnna Switch coorBeTcTBYEeT annapatHomy kommyTatopy |EEE 802.1D, koTopbin
NUMeeT onpeaeneHHbin Habop NOPTOB — pa3bEMOB Ha Kopnyce ycTponcTea. Switch no3sonser
BKITIOYMTb NOPThI B pa3nunyHble BUpTyanbHble nokanbHble cetn VLAN IEEE 802.1Q.

Kaxxabln nopT KOMMyTaTopa HacTpamBaeTcst KomaHgamu rpynnsl interface port, B kotopou
MOXHO 3afaTb NapameTpbl NOAKIIOYEHMS, pexxuM paboTbl access unu trunk n nepedncnnTb
noeHtndoukatopbl VLAN, B KOTOpblE NOPT BXOAWUT.

B pexvme access nopT MoxeT BxoauTb Torbko B oguH VLAN, npu atom kagpbl Ethernet,
nepenaBaemsble B ceTb, He MapkupytoTcs Terom 802.1Q. B pexwume trunk nopT MOXeT BXoAUTb
B Heckonbko VLAN, 1 kagpbl nepegatroTcs ¢ Terom.

5.2 UnTepcpenc VLAN

UHTepdenc Tnuna VLAN no3sonsieT pabotaTtk ¢ BupTyansHon ceTbto IEEE 802.1Q no npoTtokony
IP. VLAN co3gaeTcs AguHammn4vecku, ncnonb3ys nHtepdenc knacca Ethernet (ctoga otHocuTcs
Bridge, SSID u np.) unu Switch B kavyectBe poanTenbckoro. Hanpumep:

(config)> interface Switch0/VLAN100O
Created interface SwitchO/VLAN100.
(config-if)>

Mpu aTom nHaekc nHtepcpenca VLAN (B npumepe — 100) 3agaet ngeHtudmkarop VLAN 802.1Q.
Ecnu VLAN cosgaetcs noBepx nHtepdeinca Ethernet, To ero ncxogsawme kagpbl 6yayt
nepegasatbcs ¢ MapkepoM. Ecnun VLAN cosgaeTtca noBepx nHtepgenca Switch, 1o
MapKMpOBaHNE NCXOOALLMX KaApOB 3aBMCUT OT HACTPOEK KOMMYyTaTopa (CM. KOMaHAb! rpynnbl
interface port).

VLAN oTHocuTes K knaccy Ethernet, 1. e. arperupyet csoncTtsa knaccos IP n MAC. Takum
obpa3som, Ha uHTepderce VLAN MoxxHO HacTpouTk IP-agpec, MAC-agpec, BKMOUYNTb €ro B MOCT
n 1. n. Mo ymonuanuto VLAN Hacnegyer MAC-agpec oT poguTenbCckoro nHrepdeinca.

Mpumep 5.1. Hactponka VLAN ¢ mapwpyTtusauven

Ha kommyTatope Switch@ tpebyetcsa HacTpouTb aBa VLAN ¢ ngeHtndmkatopamm 11 1 202 B
pexume access. Ha nepsom VLAN cosgatb nHTepderic Switch0/VLAN11 c IP-agpecom
172.16.1.1/24, a Ha BTOpOoM — uHTepenc SwitchO@/VLAN202, Ha KOTOPOM 3anyLLeH
DHCP-knneHT. B 11-1 VLAN BkntounTb nopthl 1 1 2, a B 202-1 — nopt 3.

(config)> interface Switcho
(config-if)> port 1
(config-if-port)> mode access
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(config-if-port)> access vlan
(config-if-port)> exit
(config-if)> port 2
(config-if-port)> mode access
(config-if-port)> access vlan
(config-if-port)> exit
(config-if)> port 3
(config-if-port)> mode access
(config-if-port)> access vlan
(config-if-port)> exit
(config-if)< up

(config-if)< exit

11

11

202

(config)> interface Switch0/VLAN11
(config-if)> ip address 172.16.1.1/24

(config-if)> up
(config-if)> exit

(config)> interface Switch0/VLAN202

(config-if)> ip dhcp
(config-if)> up
(config-if)> exit
(config)>

5.3 OnncaHue KomaHA

5.3.1 interface port

lpynna komaHg Ons HacTpoek nopTa annaparTHoro KoMmmyTartopa. B kayecTtBe aprymeHTa
yKasblBaeTcs HoMmep nopta. [pedmrkc no He NPUMEHUM.

CBouncrtBa

Mpedwukc no HeT
MeHsieT HacTponkn HeT
MHorokpaTHbIi BBOg, na

Tun nHTepdenca Switch

Bxopg B rpynny

(config-if-port)

(config-ify>  port «port,

AprymeHT Tun

OnucaHue

port Llenoe uncno

Homep nopTta KommyTaTopa

5.3.2 interface port speed

3apaet CKOPOCTb NOAKIto4eHNA B M6wuT/c. KomaHaa NCNOJIb3YyEeTCA B TeX CriydasnXx, Koraa n3-3a
HECOBMECTUMOCTM MK NJIOXOro KavecTea kabens He onpegendeTca Hann4dme nogknoyeHna
NN HeBEPHO onpeaendeTca CKOpoCTb Ha OQHOW 13 CTOPOH.
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CBouncTtBa
Mpedukc no HeT
MeHsieT HacTponkK aa
MHorokpaTHbIv BBOA HeT
Tun nHTepdpenica Switch
(config-if-port)>  speed (10 | 100 | auto)
AprymeHT Tun OnucaHue
10 KntoyeBoe cnoso |Bpy4Hyto yctaHoBuUTb ckopocTb 10 MouT/c.

100 KntoueBoe cnoBo |Bpy4Hyto yctaHoBUTL ckopocTb 100 M6uT/c.
auto KntoueBoe cnoBo |BknounTb aBTOMaTtUYECKUi peXnm ynpaBneHns
CKOPOCTbIO.

MpumeyaHwne: B cuny annapaTHbIX OrpaHU4eHnn y KoMaHabl UMeeTcsl 0COBEHHOCTb: Mpu

yCTaHOBKE CKOPOCTU BpY4YHYIO NepecTaeT paboTtaTb aBToonpeaeneHne
Hannuus noakmnoveHuns. Jaxe ecnv kabernb He NOAKIOYEH, YCTPONCTBO
OygeT nokasbiBaThb ero Hanuuue. Takke nepectaeT paboTtaTtb
aBToonpegeneHne gynrnekca, NoSTOMy peKkOMeHAyeTCs NCMOoNb30BaTb
KomaHgy coBMecTHoO ¢ interface port duplex.

5.3.3 interface port duplex

3apaer pPeXunm ﬂByHaﬂpaBﬂeHHOVI nepenadun: oynnekc unn nonyagynrekc. KomaHga ncnonb3yeTcd
B Tex cny4asx, koraa n3-3a HeCoBMeCTUMOCTU UIN NJTOXO0ro KavyecTea kabensi He onpegendeTca
Hannyne nogknto4eHna Ui HeBepHO onpenendeTca pexXmmMm Ha OLHOW 13 CTOPOH.

CBoncrBa

Mpedukc no HeT
MeHsieT HacTponku ha
MHorokpaTHbI BBOA HeT
Twun nHtepdpeinca Switch

(config-if-port)>

duplex (half | full | auto)

AprymeHT Tun OnucaHue

half KntoyeBoe cnoBo |BpyyHyto yCTaHOBUTL NONyAYNEKCHbIN PEXUM
nepegauu.

full KnioyeBoe cnoso |Bpy4Hylo yCTaHOBUTL MNONMHOAYNIEKCHBIN PEXUM
nepegauyn.

auto KntoyeBoe cnoso |BknounTb aBTOMaTUYeCKUn peXxmMM onpeaeneHus
aynnekca.

MpumevaHwne: B cuny annapaTtHbIx orpaHUyeHuii y KoMaHabl UMeeTcsl 0COBEHHOCTb: Npu

yCTaHOBKe AOynriekca Bpy4Hyto nepecraeT pa6OTaTb aBToonpenerieHne
Hanun4us nogknoyeHus. axe ecnn Kabernb He NOAKITOYEH, YCTpOVICTBO
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OypoeT nokasbiBaThb ero Hanuuue. Takke nepectaeT paboTartb
aBTooOMNpeeneHne CKopocTu, NO3TOMY PEKOMEHAYETCH MCNOSb30BaThb
KomaHAy coBMecTHoO ¢ interface port speed.

5.3.4 interface port mode

Komanga gns Beibopa pexvuma o6paboTkm TeroB VLAN noptom KOMMyTaTopa: Nibo pexum
docmyna, NMBo peXnm MysbmuniIeKkcupos8aHusl.

CBoucTtBa
Mpedukc no na
MeHsieT HacTponku na
MHorokpaTHbIvi BBOA HeT
Twun nHtepdpeinca Switch
(config-if-port)>  mode (access | trunk)
(config-if-port)> no mode (access | trunk)
AprymeHT Tun OnucaHue
access KrntoueBoe crnoBo |BkniounTb pexmMm AocTyna BUPTYyarnbHYH NOKanbHY
ceTb VLAN, TO eCTb Takol pexunm, Korga Yepes nopt
nepenaroTcs TOMNbKO HEMapKMpOBaHHbIE Kaapbl. Ha
BXxogsme kagpbl ctaButca mapkep PVID,
YCTaHOBMEHHbIN KOMaHaou port access. [opT siBngeTca
BbIxoaHbIM Tonbko ana VLAN ¢ ugeHtudpmkatopom PVID.
Mpu nepenaye kagpos B nopT, mapkep VLAN ¢ Hux
CHMMaeTcs.
trunk KntoueBoe cnoBo |Bknountb pexum mynstunnekcnposaHms VLAN, To ecTb
TaKoW pexum, Korga vYepes nopT nepegarTcs kagpsl,
npuHagnexatune HeckonbkuM VLAN. [Npu aTOM Kaxabin
Kagp nomeyeH Mapkepom. Cnncok MAeHTUPUKaTOPOB
cetent VLAN, B KOTOpble BXOAMT MOPT, yCTaHaBNMBaETCS
KomaHgown port trunk.
MpumeyaHwne: B cuny annapaTHbIX orpaHU4eHW MOPT HE MOXET OAHOBPEMEHHO HaXoAMTLCS

B pexunmMme 0oCTyna n MynbtuniekCupoBaHuA. To ecTb o6pa60TKa
TErNMpOBaHHbIX N HETEIrMPOBaHHbIX KaApoB Ha O4HOM NOPTY HEBO3MOXKHA.

5.3.5 interface port access

YcraHoBka ugeHtudmkatopa VLAN Ha nopTy Anst pabotbl B pexxume goctyna. KomaHga ctaBut
noeHtndpukatop VLAN nopta no ymonuaHuio (PVID), paspeluaet nepegayvy kagpoB yKkazaHHOro
VLAN B nopt u BkntoyaeT yaaneHve mapkepa VLAN 13 nepenasaembix kagpos. [Npedukc no

yOansieT HacTpPOWiKy.

CBoMnctBa

Mpedukc no

na
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CBoucrBa

MeHsieT HacTponkn aa
MHorokpaTtHbIi BBOg, HeT
Tun nHTepdenca Switch

access vlan «vid)

no access vlan
AprymeHT Tun OnucaHue
vid Llenoe vncno WaeHtndoumkatop VLAN goctyna. [JnanasoH 4onyCcTUMbIX

3Ha4YeHnn — ot 1 go 4094.

5.3.6 interface port trunk

Hob6aeneHune nopta B VLAN, pa3speluaeT npuem v nepegady kagpos ykasaHHoro VLAN B nopr,
npuyem mapkep VLAN 13 nepegaBaemMbix KagpoB He yaansietcs. B pexxume trunk gonyckaerca
pobaerneHne nopta B Heckonbko VLAN.

Komanga ¢ npedukcom no ygansaet nopt u3 ykasanHoro VLAN nm6o ns scex VLAN, ecrim vid

He yKasaH.

CBouncTtBa

Mpedukc no na
MeHsieT HacTponkn aa
MHorokpaTHbIvi BBOA ha
Tun nHTepdperica Switch

trunk vlan «vid»

no trunk vlan [vid]
AprymeHTr Tun OnucaHue
vid Llenoe uncno Naoentndukatop VLAN. [lnanasoH 4ONyCTUMbIX

3Ha4yeHun — ot 1 go 4094.
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6.1 UuTepcenc Bridge

WHTepdenc Tvna Bridge npeacraensiet cobon guHaMmMyecknin nHTepdenc BUpTyansHOro
mocTa |IEEE 802.1D, B kOTOpbI/ MOXHO A00aBnATe MHTepdencel knacca Ethernet (cioga
oTHocuTcsa VLAN, SSID u np.). Bridge peanusyetcs nporpaMMHoO, CPpeACTBaMu onepaLuoHHON
CUCTeMbI MapLupyTM3artopa.

Bridge oTHocuTcs K knaccy Ethernet, T. e. arperupyet cBoncTtea knaccos IP n MAC. Takum
obpasowm, Ha nHTepdence Bridge moxHo HacTpouTb IP-agpec, MAC-agpec n T. n. Mo
ymorndaHuto Bridge Hacnegyet MAC-agpec oT nepBoro 4obasneHHoro nHTepderica.

Y pobaensieMoro B MOCT UHTepdenca 6rnoknpytoTcst HacTponku P, n TepsieTca BO3MOXHOCTb
HenocpeacTBEHHO NepedaBath |P-nakeTbl, NOCKOMbKY OH CBA3bIBAETCHA C APYrMMM
nHTepgencamm, 4obaBneHHbIMM B MOCT, Ha KaHanbHOM ypoBHe. CyLlecTByeT ABa cnocoba
0o6aBuTb NHTEPENC B MOCT:

« interface include — c notepen HacTpoek IP.
« interface inherit — c nepegayen HacTpoek IP uHTepdency mocta.

MNoackaska: Btopon cnocob ynobeH Tem, YTO Npu HACTPOVKe MapLupyTusaTopa no Cetu
MOXHO [00aBNSATb B MOCT Aaxe TOT MHTepdenc, Yepes KOTopbI
OCyLLEeCTBIISIETCA ynpasneHve ycTponcteoM. Ceccus ynpasrneHnsi pu 3Tom
He pasopBeTcH.

MpumevaHwne: MocT paboTaeT cyLecTBeHHO MeaneHee, YeM annapaTHbli KOMMyTaTop
Switch. OH HyxxeH Ans o6beamHeHns pasHopoaHbIX HTepdencos Ethernet,
Hanpumep, 6ecnpoBogHoi cetn n VLAN.

Mpumep 6.1. Heckonbko 6ecnpoBogHbix cetent Wi-Fi n VLAN

Ha kommyTatope Switch@ HacTpoeHo asa VLAN c ngeHtudpmkaropamm 10 n 20 B pexxume
trunk. Ha 6ecnpoBogHom agantepe WifiMaster® HacTpoeHbl ABe TOYKM AOCTYyNa:
WifiMaster@/AccessPoint@ nWifiMaster0/AccessPointl. C nomoLubto MocToB Bridge0
n Bridgel nakeTbl U3 6eCNpoBOAHbBIX CETEN NepeaaroTcs B NOPT 5 kommyTaTopa SwitchO ¢
mMapkepamun VLAN 10 n 20 cOOTBETCTBEHHO.

dparmeHT harina HacTpoek:

interface SwitchO
port 5
mode trunk
trunk vlan 10
trunk vlan 20
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interface Switch@/VLAN10O
up

!

interface Switch@/VLAN20
up

!

interface WifiMaster@/AccessPoint0
| 30ecb HacTpauBawWTCS MapaMeTpbl
! mepsBon 6ecnpoBOOHOW CETH

|

interface WifiMaster@/AccessPointl
| 30ecb HacTpauBawWTCS MapaMeTpbl

| BTOpon 6ecnpoBOOHOW CETH
|

interface Bridge0
include SwitchO/VLAN10O
include WifiMaster®/AccessPoint0
up

!

interface Bridgel
include SwitchO/VLAN20
include WifiMaster®/AccessPointl
up

6.2 OnncaHue KomaHA

6.2.1 interface include

3apaet ums Ethernet-Htepdenca, kotopbii 6yaeT nobasneH B NporpaMMHbIN MOCT B Ka4ecTBe
nopta. Npedukc no yaanaeTt nHtepdenc ns mocTta.

Cwm. Takke koMmaHay inherit, KoTopas no3BonseT nepegaTe MOCTY HEKOTOPbIE HACTPOMKHM
nobaensiemoro nHTepderica, Takue kak IP-agpec, macky n IP-nceBaoHMMbI, 4TO NO3BONSET
0o6aBuTb B MOCT MHTEPENC, Yepes KOTOPbIA OCYLLIECTBSETCS YpaBrneHne YCTPOUCTBOM, 1

He NoTepATb ynpasneHue.

CBouncTtBa

Mpedukc no ha
MeHsieT HacTponkK aa
MHorokpaTHbIv BBOA ha

Tun nHTepdperica Bridge

(config-if)>  include c<interfaces

(config-if)> no include <interface»
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AprymeHT Tun OnucaHue
interface Umsa nutepdenca |ma unm ncesagoHnm Ethernet-uHtepdbenca, kotopbii
OOIMKEH ObITb BKIMOYEH B MOCT.

6.2.2 interface inherit

3apaet ums Ethernet-untepdenca, kotopbivi byaeT nobasneH B NporpaMMHbIN MOCT B Ka4ecTBe
nopta. B otnnume ot komangpl include, komaHaa inherit nepegaet MocTy HEKOTOpbIE HACTPONKM
pobaensemoro uHtepdenca, Takune kak IP-agpec, macky u IP-nceBgoHumbl. Mpu yganeHuu
nnbo camoro mocTa, NMbo nHTepdenca n3 MocTa, 3T HACTPOWKK, LaXKe eCrnn OHX Bbinn
n3MeHeHbl, ByayT ckonMpoBaHbl 0BpaTHO Ha 0cBOBOAUBLUNICS UHTEPENC.

KomaHga ¢ npedurkcom no yaanseT uHTepderc n3 Mocra, Bo3BpaLlaeT MHTepdenCy HaCTPOKKN,
yHacrnegoBaHHble paHee MOCTOM, U cOpacbkIiBaeT 3T HACTPOMKK Yy MOCTa.

KomaHaa no3sonsiet 4ob6aBuTb B MOCT IAHTep(*)EVIC, yepes KOTOprIZ OCyLeCTBIAETCA ynpasreHue
yCTpOVICTBOM, N He MNMoTepATb yrnpaslieHue.

CBoucTtBa

Mpedukc no aa
MeHsieT HacTponku aa
MHorokpaTtHbIi BBOg aa

Twun nHtepdpeinca Bridge

(config-if)>  inherit <interfaces

(config-if)> no inherit <interfaces

AprymeHT Tun OnucaHue
interface Nma untepdenca |Mma nnn ncesgoHum Ethernet-untepdenca, kotopblii
OOIMKeEH ObITb BKIMOYEH B MOCT.
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PPP

7.1 ®yHkuumn PPP

UHTepdelickl knacca PPP arpernpytoT cpyHKUmMmM Secure u IP, n 4o6aBnstoT K HUIM COOCTBEHHbIN
Habop HacTpoek Ans nogaepku npotokona PPP. PPP vcnonb3yeTtca Ang ycTaHOBNEHWS
NPSIMOW CBA3W MexXay ABYMS y3ramMu CETU, MPUYEM OH MOXET obecneuntb ayTeHTUdUKaLmo
coefiMHeHus, lWndpoBaHue 1 cxaTtne gaHHblX. B yactHocTn, PPP ucnonbsyetca ans
MOAKIIOYEHNS K MHTEPHETY.

7.2 dyHKUMM Secure

UHTepdenchl knacca Secure npefocTasnsatoT 6a3oBble HACTPONKM ayTEHTUMKALNN, KOTOPbIE
ncnonb3yTca B MHTepderncax knacca PPP ons nogknoyeHns K yaaneHHoMy yany.

7.3 UHTepdenc PPPoE

PPPoE — ceTeBoM NpoToKONn KaHanbHOro ypoBHs nepegayn kagpos PPP yepes Ethernet.

7.4 WnTtepcenc PPTP

PPTP (Point-to-Point Tunneling Protocol) — 3To TyHHenbHbIA NPOTOKOS, paboTatoLwmii B CETAX
IP n ucnoneayowmin PPP ansa peanusaunn MexaHnamoB NpOBEPKM MNOLMNHHOCTU, CXKaTuA 1
WwncpoBaHus.

UHTepdencel PPTP nogoepxusatoT wudposaHe MPPE, koTopoe BkoyaeTcsi KOMaHOon
interface encryption mppe.

7.5 UHTepdpenc L2TP

L2TP (Layer 2 Tunneling Protocol) — npotokon TyHHenMpoBaHus, ucnonb3yowuin PPP ans
YCTaHOBIEHWS BUPTYarnbHOIO COEAMHEHMS MeXy ABYMS y3naMu CETU C KOMMYTaumeln NakeToB
aHarnornyHo PPTP.

7.6 NMopsaAOK HAaCTPOUKHU

Keenetic nogaepxuBaeTt HeCKonNbko ogHoBpeMeHHbIXx PPP-noakntoveHnii no PPPoE, PPTP n
L2TP. Kaxxaomy NOAKNOYEHMIO COOTBETCTBYET CETEBON UHTEPdIENC C MHOEKCOM, Hanpumep:
PPPoEQ. Hactpolika 6a30BbIx NnapamMeTpoB NOAKITHOYEHUS BLINOMHAETCS CreayroLmm obpasom.

1. CosgaHue ceTeBoOro nHTepdenca komangon interface:
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(config)> interface PPPOEO
(config-if)>

. BBOA MMeHM yaaneHHoro KoHLUEeHTpaTopa AoCTyna KoMaHOomn peer:

(config-if)> peer tp.example.net
Using peer tp.example.net.

. BBog nopaepxunsaemMbix npotokonos ayteHTucukaumm (PAP, CHAP, MS-CHAP,

MS-CHAPv2):

(config-if)> authentication chap

CHAP authentication enabled.
(config-if)> authentication mschap
MSCHAP authentication enabled.
(config-if)> authentication mschap-v2
MSCHAPv2 authentication enabled.

. BBoag nmeHu nonb3osatens u napona anda ayTeHTI/Id)I/IKaLI,MI/I Ha yaaneHHOM KOHLUeHTpaTtope

aoctyna:

(config-if)> authentication identity 00889@example.net
Identity saved.

(config-if)> authentication password P@sSWORd
Password saved.

. Ana nogknoveHuin no npotokony PPPOE, BBog nmeHu nHTepdenca Ethernet, yepes kotopbin

ocylecTBnseTca nogknoveHue. [ina nogknoyeHn no npotokonam PPTP n L2TP — BBoa
nmMeHun nHtepdgenca IP, yepes koTopbl ByaeT co3aaH XOCT-MapLUpyT A0 KOHLEeHTpaTopa
PPP npu ncnone3oBaHuu TyHHENS B KAQ4eCTBE MapLUpyTa No YMONYaHWUIO

(config-if)> connect via Switch0/VLAN2

KomaHga connect 3anyckaeT npouecc nogkntoveHus. Keenetic 6yget nogoepxuearb
COeQIMHEHWE C yaaneHHbIM y3rioM, NblTasgCb BOCCTAHOBUTb €0 KaXkabli pa3 nocre paspbisa
CO CTOPOHbI yAaneHHoro yana.

7.7 JononHuTernbHble NapamMeTpbl

7.7.1 LCP Echo

Mo ymonuaHuio Ha nHTepderice PPP BkntoueHa yHKUUSA KOHTPONSA COeANHEHUS C MOMOLLbIO
naketoB LCP Echo-Request u Echo-Reply. KomaHaa Icp echo no3sonsiet 3agaTte MHTeBan
oTnpasku 3anpocos Echo-Request n npegensHoe konmM4ecTBo HENPUHATLIX OTBETOB Echo-Reply,
npexae Yem cunTaTb CoeaUHEHNE Pa3opBaHHbIM.

'Bes €03aHNsA Takoro XocT-mMapLupyTa yHKLMOHMPOBaHWe TyHHens byaeT HeBO3MOXHO. Ecnn nHTepdeiic via He yka3blBaTb,
MapLUpyT Ao KoHueHTpaTtopa PPTP vnu L2TP GyaeT onpeaeneH aBTomaTnyecku, Yepes Havbornee noaxoaswmii wino3. Ecnu takon
LUMIO3 He HaWaeTcs, TYHHeNb He OyaeT UCMoMb30BaH B Ka4eCcTBe MapLupyTa Mo YMOMYaHuio.
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MoxHo oTkntountb pyHkumio LCP Echo, ncnonesysa komaHgy lcp echo ¢ npedukcom no:

(config-if)> no lcp echo
LCP echo disabled.

7.7.2 CCP

B npouecce nogkntoyeHnst MOXXET MCMONb30BaThCA MPOTOKON COrflacoBaHNs NapaMeTpoB
cxkartusa (Compression Control Protocol, CCP). o ymonyaHuio oH OTKITHOYEH, HO yaarneHHbI
y3en MOXeT ero notpebosaTb. B 3ToM criyyae MOXXHO €ro BKMHOUYUTb KOMaHOoM ccp:

(config-if)> ccp
CCP enabled.

MNopckaska: B npouecce noakntodeHns no PPP nponcxogut cornacoeaHne 60nbLLOIO
KONnM4yecTBa NapaMeTpoB, KOTOPOE MOXET 3aBepLUMTLCS owmnbKon. Ans
oTnagku nogobHbIx Npobnem nonb3ynTeck komaHgon interface debug. B
CUCTEMHOM XXypHarne byaeT otobpaxatbca nogpobHas nHdopmaums o
npu4YMHe oTkasa.

7.7.3 IPCP

B npouecce cornacosaHus napameTpos IP mapLpytusaTtop Keenetic nony4aet ot nposangepa
agpec wnto3a no ymonyaHuio u agpeca DNS-cepsepoB. Ecnu coeanHeHne PPP ucnonbsyetcs
ONs BbIXO4a B MHTEPHET, MONyYeHHbIE agpeca coxpaHstoTcs B cucteme. OgHako, B psge
crny4aeB He0OXoOMMO MX NPOUTHOPMPOBaTh. [N 3TOrO HYXXHO MPU HAaCTPONKe cCoeanNHEHUS

Bbl3BaTb KOMaHAbl interface ipcp default-route n interface ipcp name-servers ¢ npegukcom
no:

(config-if)> no ipcp default-route
Not using peer as a default gateway.
(config-if)> no ipcp name-servers
Not using remote name servers.

7.8 OnncaHue KomaHA

7.8.1 interface peer

3apaet naeHTUUKaTOp yaaneHHoro y3na, k KotTopomy 6yaeT ocyLeCTBASTLCA NOAKNI0YEeHne
PPP. Boree TOYHbIN CMbICI HACTPOWKN 3aBUCUT OT Tuna nHtepdenca. Hanpumep, ana PPPoE

KomaHga interface peer 3agaet nms KoHLEHTpaTopa gocTtyna, a ans PPTP — nmsa yganeHHoro
xocTa unu ero |IP-agpec.

MpedurKc Nno OTMEHSAET HACTPOWKY.

CBouncTtBa

Mpedukc no na
MeHsieT HacTponkm na
MHorokpaTHbIvi BBOA HeT
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CBouncTtBa
Twun nHtepdpeinca PPP
(config-if)>  peer (peer»
(config-if)> no peer
AprymeHT Tun OnucaHue
peer Ctpoka NaoeHTndukatop yganeHHon TOUKM NoaKNIoYeHUs

7.8.2 interface connect

3anyckaeT npouecc NOAKNIYEHNs K yaaneHHoMy y3ny. [apameTp via 3agaet uHtepdeic,
Yepes KOTOPbIV OCYLLECTBAETCA NOAKMIOYEHNE.

CBouncrtBa
Mpedukc no na
MeHseT HacTponku na
MHorokpaTHbIvi BBOA HeT
Twun nHtepdeinca PPP
(config-if)>  connect [via (via]
(config-if)> no connect
AprymeHT Tun OnucaHue
via Nma untepdpenca |HTepdeinc, Yyepes KOTopbI OCYLLLECTBSETCS

noakmnoyeHne K yoaneHHomy yany. [ins PPPoOE atot
napamMmeTp siBNsieTcs 06a3aTenbHbIM.

7.8.3 interface authentication pap

Bkntovaet nogaepxky ayteHTudunkaumm PAP. Mpedukc no otknovaet PAP.

CBouncTtBa

Mpedukc no ha
MeHgseT HacTpoinku aa
MHorokpaTHbIli BBOg HeT
Twn nHtepcpeinca Secure
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7.8.4 interface authentication chap

Bkntovaet nopgaepxky ayteHTudpmkaumm CHAP. MNpedumke no otkntovaet CHAP.

CBoicTBa

Mpedwukc no aa
MeHsieT HacTponkn aa
MHorokpaTHbIi BBOg HeT
Tun nHTepdenca Secure

(config-if)>  authentication chap

(config-if)> no authentication chap

7.8.5 interface authentication mschap

Bkniovaet nogaepxky ayteHTudukaumm MS-CHAP. NMpedukc no otkntodaetr MS-CHAP.

CBonctBa

Mpedukc no

na

MeHsieT HacTponku

aa

MHorokpaTHbI BBOA

HeT

Twun nHtepdpeinca

Secure

(config-if)>  authentication mschap

(config-if)> no authentication mschap

7.8.6 interface authentication mschap-v2

Bkntovaet nogaepxky ayteHTudpmkaumm MS-CHAPV2. MNpedmke no otkntovaetr MS-CHAPV2.

CBoicTBa

Mpedukc no ha
MeHsieT HacTponkn aa
MHorokpaTHbIi BBOS HeT
Tun nHTepdenca Secure

(config-if)>  authentication mschap-v2

(config-if)> no authentication mschap-v2
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7.8.7 interface authentication identity

3agaet Mms nonb3oBaTens Ans ayTeHTudmkaumm ycTponcTea Ha yaaneHHon cucteme.
OpuHakoBo mcnonb3yeTcs ans nogkntodennn PPTP, PPPoE n L2TP.

KomaHaa ¢ npedrKcom no cTupaeT 3afaHHoe paHee UMs nonb3oBaTens.

CBouncTtBa

Mpedukc no ha
MeHsieT HacTponkK aa
MHorokpaTHbIv BBOA HeT
Tun nHTepdperica Secure

(config-if)>

(config-if)> no authentication identity

authentication identity cidentity»

AprymeHT Tun

OnucaHue

identity CTtpoka

Nmsa nonb3osaTens Ansa ayteHTudukauum

7.8.8 interface authentication password

3apgaet naponb gns ayTeHTudmrKaumm yCTpomMcTBa Ha yaaneHHon cucteme. OQnHaKoBO
ncnonb3yetcsa ansa nogkntodeHnn PPTP, PPPoE n L2TP.

KomaHpa ¢ I'Iped)I/IKCOM no CTupaeT 3Ha4YeHne napond.

CBouncTtBa

Mpedukc no

MeHsieT HacTponkK

MHorokpaTHbIvi BBOA

Bxog B rpynny

(config-if)>

(config-if)> no authentication password

authentication password (passwords

AprymeHT Tun

OnucaHue

password Ctpoka

Maponb ansa ayteHTudurkaumm

7.8.9 interface encryption mppe

Bkntovaet nogaepxky wngposanus MPPE. MNpedurkc no oTkniovaet wudposaHne MPPE.

CBonctBa

Mpedukc no

aa
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CBoucrBa

MeHsieT HacTponkn aa
MHorokpaTtHbIi BBOg, HeT
Tun nHTepdenca PPTP

(config-if)>  encryption mppe

(config-if)> no encryption mppe

7.8.10 interface Icp echo

3apgaeT npaBuna TectupoBaHus coeguHeHnss PPP cpeactBamu LCP echo. Mpedwukc no

otkntodaet LCP echo.

CBoncrtBa
Mpedukc no ha
MeHseT HacTponkm na
MHorokpaTHbI BBOA HeT
Twun nHtepdeinca PPP
(config-if)>  lcp echo <intervals <count
(config-if)> no 1cp echo
AprymeHT Tun OnucaHue
interval Llenoe uncno WHTepBan B cekyHaax mexay otnpaskamu LCP echo.
Ecnu B TedeHMe yka3aHHOro UHTepBana BpeMeHu oT
yOaneHHoN CTOPOHbI He 6bin nonyyeH 3anpoc LCP echo,
en ByaeT oTnpasreH Takol 3anpoc C OXXuaaHvem oTBeTa
LCP reply.
count Llenoe uncno KonnuecTBo oTnpaeneHHbIx nogpsa 3anpocos LCP echo,
Ha koTopble He Obin nonyyeH oteeT LCP reply. Ecnu
count 3anpocoe LCP echo octanucbk 6e3 oTBeTa,
coeguHeHune Byget pasopBaHo.

7.8.11 interface ccp

Bkntounts nogaepxky npotokona CCP (Compression Control Protocol) Ha aTane yctaHoBneHus
coeauHeHus. MNpedmkc no otkntodaeT CCP.

CBomcTBa

Mpedukc no ha
MeHsieT HacTponku aa
MHorokpatHbI BBOA HeT
Tun nHTepcperica PPP
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(config-if)>  ccp

(config-if)> no ccp

7.8.12 interface ipcp default-route

Mcnonb3oBaTtb agpec yaaneHHoro yana Kak Wiko3 no yMmosrn4aHuto. I'Ipecpm(c no 3anpewjaet
MEHATb W3 NO YMOJTHaHUIO Npu NOAKITIOYEHUN K yaalrileHHOMY Y3Iy.

CBouncTtBa

Mpedukc no ha
MeHgseT HacTponku aa
MHorokpaTtHbIli BBOg HeT
Twn nHtepcpenca PPP

(config-if)>  ipcp default-route

(config-if)> no ipcp default-route

7.8.13 interface ipcp name-servers

WMcnone3oBaTb agpeca cepsepoB DNS, nonyyeHHble no IPCP. MNMpedukc no 3anpeLuaeTt MeHATb
HacTponku DNS npu nogknoveHnn K yaaneHHoMmy yany.

CBounctBa

Mpedukc no aa
MeHsieT HacTponku ja
MHorokpaTHbIv BBOA HeT
Tun nHTepdpenica PPP

(config-if)>  ipcp name-servers

(config-if)> no ipcp name-servers

7.8.14 interface debug

BKMoUnTb 0TNaAoYHbIN pexmnm nogkrtodeHna PPP. B 0Tnago4yHoM pexnme B CUCTEMHbIN

XXypHan BbIBOAUTCA nogpobHas nHdopmauus o xoae nogkntoveHus. MNMpeduke no oTknodaeT
OTNaA04HbIN PEXNM.

CBouncTtBa

Mpedukc no ha
MeHseT HacTpoiku aa
MHorokpaTtHbIi BBOg, HeT
Twun nHtepdpenca PPP
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(config-if)>  debug

(config-if)> no debug

7.8.15 interface ip mru

YcraHaBnueaeTt 3HadeHne MRU (Maximum Receive Unit), koTopoe 6yaeT nepegaHo yaaneHHoMy
y3ny npu yctaHoeneHnn coeguHeHnsi PPP (IPCP). Npedurkc no oTMEHSIET AeCTBUE KOMaHAbI.
Ecnu 3Havyenne MRU He 3agaHo, UCNonb3yeTcs 3Ha4YeHre No yMonvaHuto, pasHoe 1460.

CBouncrtBa
Mpedukc no ha
MeHsieT HacTponkn aa
MHorokpaTHbI BBOg HeT
Tun nHTepdenca PPP
(config-if)>  ip mru mru
(config-if)> no ip mru
AprymeHT Tun OnucaHue
mru Llenoe uncrno 3HauyeHne MRU
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BecnpoBogHas cetb 802.11

8.1 Touku [locTtyna

BasoBble cTaHuMW ANst NOAKMIOYEHNS KIMEHTOB K NPOBOAHON CETU Yepes paamo-kaHan
onvcbiBatoTcs B Keenetic kak nHTepdencel 6ecnpoBogHbix Touek goctyna (AccessPoint).
MopobHas hyHKUMOHANBHOCTL TPebyeT HaNNUNs y MapLIpyTu3aTopa COOTBETCTBYHOLLETO
annapaTtHoro obecneuyeHnsa — 6ecnpoBoaHoro agantepa. Kaxgomy dpumanyeckomy agantepy,
CNocoBHOMY MPUHUMATBL KIMEeHTCKMe nogkntoveHus, B Keenetic cootTBeTcTBYET MHTEpPdENC
WifiMaster, y KOTOpPOro umeeTcs CTonbko AoYepHUX uHTepdencos AccessPoint, ckonbko
6GecnpoBOAHbIX ceTeN OH cnocobeH obcnyxuBaTb OAHOBPEMEHHO.

UHTepdenc WifiMaster oTHocuTcA K knaccy Radio, TO eCTb MMEET HaCTPOMKN PU3NYECKOrO
YPOBHS: YacToTa BelllaHusl, MOLHOCTb NepeaaTtymka u npod. NHtepderickl AccessPoint
arpernpyrT yHkuum knaccos Ethernet un SSID. To ecTb, y BCeX TOMEK AOCTYyMNa Ha 0QHOM
apganTtepe OyayT O4HU U Te e «U3ndeckme» HacTPOMKN, O4HAKO MOTYT OTNINYATLCS MMS CETU
(SSID) u anroputmbl 06ecneveHus 6esonacHocTu. MHTepdericbl Touek JoCTyna ABASKOTCA
MapLUpyTU3MpyeMbiMu UHTepdericamu.

8.2 becnpoBoAHbIe CTaHUUMN

KnneHTckoe nogkrnoveHme K ceTy apyrorm 6ecnpoBO4HON TOYKM AOCTyNa COOTBETCTBYET
nHtepcpency WifiStation. [1ns 6ecnpoBogHbIX aganTepoB, NOAAEPKUBAIOLLMX PEXUM CTaHLUN,
B Keenetic aBTomaTuyeckn co3gatotcst MHTEpenchbl aToro Tuna. B cooTBETCTBMU C annapaTHbIMU
BO3MOXHOCTSIMM afianTepa, A0oMyCcKaeTcs Hanu4mMe Heckonbkux uHTepdericos WifiStation,
a Tak e ogHOBpeMeHHas paboTta B pexunmax 6ecnpoBogHOM TOUKM JOCTyNa 1 cTaHumu. Ecnn
OaHHbIV ajanTep He NogaepXnBaeT OQHOBPEMEHHYI0 paboTy B ABYX PEXMMaX, TO MPU NOMbITKE
BKITIOYEHWSI o4epeHOro uHtepdpenca, byaet BbiAaHO COOTBETCTBYHOLLEE NpeaynpexaeHue.

UHTepdencol WifiStation arpernpytot doyHkumm knaccos Ethernet, Radio n SSID.
WHTepdencsl 3Toro Tmna Takke ABNATCS MapLUpyTU3NpyeMbIMU.

8.3 OnucaHue KomaHA

8.3.1 interface ssid

3apaet nmsa 6ecnpoBogHor cetn (SSID) anst uHTepdencos «becnpoBogHas CTaHUUsa»
(WifiStation) u «Todka goctyna» (AccessPoint). B 3aBucMMocTu OT Tvna nHtepdenca
3HayeHue SSID obpabaTtbiBaeTcst No-pasHoMY.

» [ns Toukn goctyna SSID — Heobxoanmas HacTpolika, 6e3 KOTOpoW oHa He ByaeT NpMHUMaTb
NoAaKITOHEHUS.
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» [ns ctaHumm SSID onpegensier, K kakow To4Ke 4ocTyna oHa byaeT nogkntoyatbca. bes
3agaHHoro SSID cTaHumst MOXET NOAKIHUYUTBCA K MO0 AOCTYNHON 6ecnpoBOAHON CETU

no cBOEMY YCMOTPEHMUIO.

lNpeduKc no cTUpaeT HaCTPOKKY.

CBouncTBa
Mpedukc no ha
MeHsieT HacTponkn aa
MHorokpaTHbIi BBOg, HeT
Tun nHTepdenca SSID
(config-if)>  ssid (ssid»
(config-if)> no ssid
AprymeHT Tun OnucaHue
ssid Ctpoka Nmsa 6ecnpoBoaHoii cetu (SSID)

8.3.2 interface channel

3apaet paguokaHan (YactoTy BellaHus) ansa 6ecnpoBoaHbIX HTepdencoB. NHTepdenchl
Wi-Fi npuH1mMatoT B KayecTBe HOMepa kaHana uenble 4yvicna ot 1 o 14 (guanasoH 4acTtoT oT
2.412 Ty po 2.484 I'Tu) n ot 36 go 165 (ananasoH yactot ot 5.180 MMy go 5.825 w).

CBouncTtBa

Mpedukc no HeT

MeHsieT HacTponku ha

MHorokpaTtHbIi BBOg HeT

Twun nHtepdpeinca Radio
(config-if)>  channel <channel»

AprymeHT Tun OnucaHue

channel Llenoe vncno Homep pagnokaHana

8.3.3 interface compatibility

3apaeT ctaHgapTbl 6eCcnpoBOAHON CBSA3U, C KOTOPLIMU A0MKEH OblTb COBMECTUM OaHHbIV
GecnpoBogHon agantep (MHTepderic). Ona nitepdericoB Wi-Fi coBMecTMMocTb 3agaeTcs
CTPOKOW 13 NnaTuHcKkmx byks A, B, G, N, o6o3HavatoLmx gononHenus k ctanaapty |IEEE 802.11.
K npumepy, Hannumne B CTpOke COBMECTUMOCTM BOykBbl A OyOeT 03HayaTb, YTO AaHHbIA aganTep
CMOXeT B3aumogencTeoBath ¢ 802.11a-coBMeCTUMbIMU YCTPOMCTBAMM Yepes paguokaHan.
Habop gonycTumMbIx CTPOK COBMECTMMOCTU ONpeaensieTcs annapaTHbIMU BO3MOXHOCTAMU
KOHKpPETHOro agantepa 1 TpeboBaHMAMN COOTBETCTBYHOLLMX AOMNOMHEHWUI K CTaHOAPTY

IEEE 802.11.
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CBouncTtBa

Mpedukc no HeT
MeHsieT HacTponkK aa
MHorokpaTHbIv BBOA HeT
Tun nHTepdpenica Radio

(config-if)>  compatibility ccompatibility,

AprymeHT Tun OnucaHue

compatibility |CTtpoka MepeyeHb OykBeHHbIX kKogoB A, B, G, N.

8.3.4 interface power

3afaeT MOLLIHOCTb NepeAaTyvka Ans pagno-uHtepdencos. MakcMmanbHas MOLLIHOCTb
nepearyvka orpaHuyeHa ero annapaTHbIM1U BO3MOXXHOCTAMM 1 roCy4apCTBEHHbIMU 3aKOHaMM
0 paguocBss3n. [laHHas KoMaHaa No3BoMsAeT NLb YMEHbLIUTL MOLLIHOCTbL NepeaatoLLero
YCTPOMCTBA OTHOCUTENBHO €ro MakCUMarnbHON MOLLIHOCTH, C LIEMbIo BO3MOXHOIO CHUXKEHWS
nomex Ans Apyrux yCTpoWCTB B 9TOM AnanasoHe.

CBoucrBa

Mpedukc no HeT
MeHsieT HacTponkn aa
MHorokpaTHbIvi BBOA HeT
Tun nHTepdperica Radio

(config-if)>  power «power»

AprymeHT Tun OnucaHue
power Llenoe uucno MoluHOCTb NnepeaaTymka B IpoLeHTax OT MakCMMarnbHOW
moLuHocTu (ot 1 go 100).

8.3.5 interface authentication wpa-psk

3apaeT npegBapuTENbHO COrNacoBaHHbIN KNoY AN ayTeHTudmkaumm no npotokony WPA-PSK.
Bo3moxHO 3agaHue kritova B Buge 256-6MTHOro wecTHaguarepuyHoro ymicna, nnbo B Buge

ctpoku ASCII-cumBonos. Bo BTopom criyyae CcTpoka Mcnonb3yeTcs Kak kogosasi dopasa ans
reHepupoBaHus Knkoya (passphrase).

KomaHga ¢ npednkCoM No OTMEHSIET HACTPOWKY.

CBouncTtBa

Mpedukc no ha
MeHsieT HacTponku na
MHorokpaTHbIvi BBOA HeT
Tun nHTepdpenica SSID
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(config-if)>  authentication wpa-psk «(psk>

(config-if)> no authentication wpa-psk

AprymeHT Tun OnucaHue

psk Ctpoka MpenBapuTENbHO COrMacoBaHHbIN KOY B BUAE
256-6UTHOrO WecTHaAUaTepUYHOro Ynucna, cocrosiiee
13 64 wecTtHaguaTepuyHbIX undp, NMbo B BUAE CTPOKK
ASCII gnnHon ot 8 oo 63 cnmBonoB.

8.3.6 interface authentication shared

Bknitovaet pPeXnm ayTeHTI/I(bVIKaLl,MI/I C pa3gendaembiM KITH4oM. oToT PeXnm ncnosb3yeTcq

TONbKO B codeTaHuu ¢ wndposaHnem WEP. Pasgensemble kntoun 3agatotcst komaHgou interface
encryption key.

lMpeduKc no oTMeHsEeT AencTBME KOMaHabI, T. €. NEPEBOANT ayTEHTUUKALUIO B peXnm open.

CBouncTtBa

Mpedwmkc no aa
MeHsieT HacTponkn aa
MHorokpaTtHbIli BBOg na
Tun nHTepdenca SSID

(config-if)>  authentication shared

(config-if)> no authentication shared

8.3.7 interface encryption enable

Bkntovaet wndpoBaHne Ha becnpoBogHOM MHTepderice. 1o ymonyaHuio ncnonb3ayercs

wudposaHme WEP. KomaHabl wpa 1 wpa2 no3BofisitoT BKIOUYNTL 6oree KpunToCTOMKUIA
anropuTM LWnNpoBaHMUS.

BbI30B KOMaHAbl C I'Ipe(pVIKCOM NO OTKITK4YaeT LUVICprBaHI/Ie OaHHbIX Ha 6eCI'IpOBO,CI,HOM

NUHTepdence.

CBounctBa

Mpedukc no na
MeHgseT HacTpoiku aa
MHorokpaTtHbIli BBOg, HeT
Twn nHtepdpenca SSID

(config-if)>  encryption enable

(config-if)> no encryption enable
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8.3.8 interface encryption key

3apaet kntoun wudpoaHua WEP. B 3aBUCMMOCTM OT paspsigHOCTU, KIKOY MOXET ObITb 3agaH
10 wecTtHaguaTtepuyHbiMm umndppamm (5 cumaonamm ASCII) — 40-GUTHBIV KItod, nnm
26 wecTHaguarepuyHbiMy umdpamm (13 cumsonamm ASCII) — 104-6uTHbIn kntod. Beero moxet

ObITb 3aaHo oT 1 40 4 KnoYer WMdPOBaHUSA, U OAUH U3 HUX AOIMKEH ObITb HA3HAYEH KMHOYOM
MO-yMOIYaHMIo.

CBounctBa

Mpedwukc no aa
MeHsieT HacTponkn aa
MHorokpaTHbIi BBOg na
Tun nHTepdenca SSID

(config-if)>  encryption key «id) (<hex> [default] | default)

(config-if)> no encryption key «id>

AprymeHT Tun OnucaHue

id Llenoe uncno Homep kntoya. Bcero MoXxxHO 3agath 40 YETbIpeX KITtoYen.

hex Ctpoka 3Ha4yeHue Kn4a B BUAe WwectHaguaTepuyHoro Yncna,
cocTtosuero n3 10 unu us 26 undp.

default KntoyeBoe cnoBo |YkasblBaeT, YTO AaHHbIM KNtod ByaeT ncnonb3oBaH no
YMOMYaHUIo.

8.3.9 interface encryption wpa

Bknioyaet anroputmMbl obecneyeHmns 6esonacHocTn WPA Ha 6ecnpoBogHOM MHTepderice.
BecnpoBogHon nHTepenc MoXeT NogaepKmMBaTb COBMeCTHoe nucnonssosaHme WPA n WPA2,
ogHako nopgaepxxka WEP aBTomaTuyeckun oTknodaeTcs npy BknodeHun nodoro ns WPA.

Bbi3oB ¢ npedgukcom no otkntodaet WPA.

CBoncrtBa

Mpedukc no na
MeHsieT HacTponku aa
MHorokpaTHbI BBOA HeT
Twun nHtepdeinca SSID

(config-if)>  encryption wpa

(config-if)> no encryption wpa
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8.3.10 interface encryption wpa2

Bkntovaet anroputmbl ob6ecneyeHnst 6esonacHoctn WPA2 (IEEE 802.11i, RSN) Ha
B6ecnpoBogHOM MHTepderice. becnpoBogHoOM MHTEPMENC MOXET pas3peLlaTb COBMECTHOE
ncnonb3oBaHme WPA n WPA2, ogHako nogaepxka WEP aBTomatnyecku oTkrodaeTcs npu

BKItodeHunn noboro n3s WPA.

BbI30B ¢ npedumkcom no otknovaer WPA2.

CBouncTtBa

Mpedukc no ha
MeHsieT HacTponkK aa
MHorokpaTHbIvi BBOA HeT
Tun nHTepdperica SSID

(config-if)>  encryption wpa2

(config-if)> no encryption wpa2
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Appeca DNS-cepBepoB HacTpanBaloTCs KOMaHAou ip name-server. OHU Takke MOryT ObiTb
nony4eHbl AUHAMUYeckn Npu nogkntodeHmum no PPP unn DHCP.

Appeca DNS-cepBepOB HyXHbI 415 paspeLleHnsa MMeH XocToB B IP-agpeca npu pabote B
pexxume DNS-npokeu, a Takke npy B3aumogencTamnm MapLupyTtusatopa Keenetic ¢ yganeHHsiMu
XocTamu, 3afiaHHbIMM MO UMEHW.

9.1 OnucaHue KomaHa

9.1.1 ip name-server

HacTtporika IP-agpecos cepBepoB DNS. CoxpaHeHHble Takum o6pa3om agpeca HasblBaloTCs

cmamu4ecKuMU B NPOTUBOMNONOXHOCTb QUHaMUYECKUM — 3apPErMcTPUpPOBaHHbIM Cryx6amu
PPP vnn DHCP.

AKMUuBHbIMU, TO €CTb UCNOSb3yeMbIMU B AaHHbIA MOMEHT agpecami, SBMASHTCS Te, KoTopble
ObInK 3aperncTpmMpoBaHbl No3xe ocTanbHbIX. OBbIMHO CUCTEMA NCMONb3YET agpeca, NoMyYeHHbIe
HECKOMNbKUMW NOCNeaHMMM YCNELLHO noakntoumsunmncs cnyxodamm PPP nnv DHCP. Ecnu Hu
opgHa 13 cnyxb He permctpupyeTt agpeca DNS, akTuBHbIMK OygyT cTaTudeckne HacTPOMKM.
OpgHako, ecnv nocre permctpauumn AMHaMUYeCcKUX agpecoB Nonb3oBaTenemM Obifiv M3MEHEHbI
cTaTu4ecKne HaCTPOWKUN, OHN CTAHOBATCSt aKTUBHbIMU, NOKa He ByayT 3aperncTpupoBaHbl HOBbIE
ANHaMu4eckne agpeca.

KomaHay ip name-server MOXXHO BBOAMTb MHOIOKPaTHO, €Crin TpebyeTcs HaCTPOUTb HECKObKO
agpecoB DNS-cepepoB. Kpome Toro, kaxxkgoMy BBE4EHHOMY afpecy MOXHO CONOCTaBUTb O4HO
NN HECKOMBbKO AOMEHHbIX MMEH AN paboTkl Co cneumdunyeckMMmm 3oHamm1, Hanpuvep,
NoKarnbHbIMU MMEHaMM B KOPMOPAaTMBHOWN CETU.

Mpedwmkc no yaansaer ykasaHHble agpec cepeepa DNS 13 cTaTMyeckoro 1 akTMBHOTO CMMCKa,
€cnu KomaHaa gaeTcs ¢ aprymeHTamu, NMGo OYULLAEeT CIMCOK CTaTUYECKUX aApecoB, ecru
komaHaa naetcsa 6es apryMeHToB.

CBoucTBa

Mpedukc no na
MeHsieT HacTponkK na
MHorokpaTHbI BBOA na

(config)>  ip name-server (address» [domain]

(config)> no ip name-server [ <address> [domain] ]
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AprymeHT Tun OnucaHue
address IP-agpec Anpec cepepa UMeH.
domain [lomeHHoe nmsi

[omeH, ons kotoporo 6yaeT ucnonb3oBaTbCs cepeep.
DNS-npokcu npu paspeLLeHn MMeHu B NepByto odepenb
BbIOMpaeT agpec cepBepa ¢ Hambonee 6MM3KUM K
3anpocy gomeHoM. Ecnu gomeH He ykasbiBaTb, cepsep
ByaeT ucnonb3oBaThCs A58 BCEX 3anpoCcoB.

9.1.2 service dns-proxy

72

Komanga 3anycka npokcu-cepepa DNS. NMpedukc no octaHaBnuBaeT criyxoby.

CBoucTtBa

Mpedukc no aa
MeHsieT HacTponku ha
MHorokpaTHbIn BBOA HeT

(config)>

service dns-proxy

(config)> no service dns-proxy
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10.1 CepBep DHCP

Ha mapwpyTtusatope Keenetic moxeT ObITb 3anyLueH cepsep DHCP, kOTOpbIi MOXET BblAaBaTb
agpeca 13 3afjaHHbIX NynoB Ha OOHOM UMK HECKONbKMX CETEBbIX MHTepdencax. Cepeep
BKMoyaeTcs komaHgon service dhep. NMynel HacTpausatoTcs komangon ip dhep pool.

EcTb BO3MOXHOCTb caenartb ctatudeckune npmeasku IP-agpeco k MAC-agpecam XOCTOB C
nomoLbto komaHgp! ip dhep host.

10.2 PetpaHcnatop DHCP

Ecnu Keenetic aBnsieTcs 4acTblo KPYNHOW CETU, B KOTOPOW Bbiaaya agpecos no DHCP
YMNpaBrnsieTcs LEeHTPanM3oBaHHO, MOXET NOSABUTLCSA HEOOXOAUMOCTL NepeHanpaBnaTb
DHCP-3anpochkl n3 nokanbHOW CETU Ha KOPNopaTuBHbIN cepBep. Takas yHKLUNS Ha3biBaeTCs
pempaHcrsmopom DHCP v Bkniovaetca komaHaon service dhep-relay.

[ns paboTbl peTpaHcnsaTopa HeobXxoAMMO Ha3HAYUTb PONM CETEBLIM MHTEPencam C NOMOLLbIO
komaHg ip dhcp relay lan v ip dhcp relay wan. B cuctreme gomxHo 6biTb x0T 661 MO OgHOMY
nHTEepency Kaxagoro Tuna, Torga peTpaHcnsatop Oyoet nepeHanpaBnaTh 3anpockl U3 CETU

«lan» B «wany. MoxHo Takke ykasatb agpec cepsepa DHCP komaHgon ip dhcp relay server.

MpumevaHwue: Ecnu He ykasbiBaTb agpec cepBepa, peTpaHcnaTop OyaeT pacchinatb
LUMpoKoBeLLaTesnbHble 3anpockl B ceTb «wan». KomaHaa ip dhcp relay
server no3BosiieT HECKOSNbKO CHU3UTb Harpy3Ky Ha CeTb, MOCKOSTbKY 3anpochl
Ha4YMHalT NepedaBaTbCs Ha onpeaerneHHbIn agpec.

10.3 OnucaHue KomaHA

10.3.1 ip dhcp pool

Bxoa B rpynny komaHg ansa Hactponkn DHCP-nyna. Ecnu nyn He HaraeH, koMaHa nbitaeTcs
ero cosaarb. [Npedmkc no yaanset nyn. [ins nyna 3agaetca cnucok DNS-cepsepos (komaHAa
dns-server), Wno3 no ymon4yaHuto (komaHaa default-router) u Bpemsi apeHabl (komaHaa lease),
a Takke AnanasoH AnHamudeckmx |IP-agpecoB (komaHaa range).

MpumeyaHwne: B TekyLlen Bepcun cucteMbl peanv3oBaHa nogaepxka He 6onee ogHoro
nyna Ha uHtepdenc. nsa koppektHon pabotel DHCP-cepBepa TpebyeTtcs,
yTOObI AnanasoH IP-agpecoB, ycTaHOBMNEHHbIM KOMaHAon range,
npuHaanexarn ceTu, HacTpoeHHoW Ha ogHoM u3 Ethernet-nHtepdeicos
YCTPOWCTBA.
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lMocne HacTpolkM NynoB HeobxoauMo BKMNOYNTL cnyby DHCP ¢ nomoLLbio KOMaHabl service

dhcp.

CBoncrtBa

Mpedukc no na
MeHsieT HacTponku ha
MHorokpaTHbI BBOA aa

Bxopg B rpynny

(config-dhcp)

(config)>  ip dhcp pool name»

(config)> no ip dhcp pool <name>

AprymeHT

Tun

OnucaHue

name

Ctpoka

Wmsa nyna DHCP.

10.3.2 ip dhcp pool range

HacTpoika gnanasoHa QuHaMunyeckux agpecos, BolaaBaemMblix DHCP-knneHTam HekoTopon
nogcetun. [lnanasoH 3agaeTcsa HavanbHbIM 1 KOHeYHbIM IP-agpecoM, nMbo HavarnbHbLIM aapecom
n pasmepom. CeteBoin nHTepdenc, kK KoTopoMy ByayT NpYMeHeHbl HACTPONKK, BbIBUpaeTcs
aBToMaTuyeckn. Agpec BblIbpaHHOIo MHTepdenca NCNonb3yeTcs B KAYeCTBe LW3a no

ymondaHuto u DNS-cepBepa, ecnu He 3agaHbl Apyrve agpeca komaHgamu ip dhep pool
default-router n ip dhcp pool dns-server.

Mpedukc no yaanser AnanasoH.

CBouncTtBa

Mpedukc no ha
MeHseT HacTponkm na
MHorokpaTHbI BBOA HeT

(config-dhcp)>

range <begin> (<end> | <size»)

(config-dhcp)> no range

AprymeHT Tun OnucaHue

begin IP-agpec HavanbHbIn agpec nyna
end IP-agpec KoHeuHbIV agpec nyna
size Llenoe 4ncno

Pasmep nyna

10.3.3 ip dhcp pool default-router

HacTtpovika IP-agpeca wnto3a no ymonyaHuo. Ecnun He ykasaH, To 6yaeT ucnonb3oBaTtbcst
agpec, HacTpoeHHbI Ha Ethernet-nHtepdelice, onpegeneHHOM aBTOMaTUYECKM 4518 3aAaHHOIo

anana3oHa range.
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MpedurKkc no OTMEHHAET HACTPOWKY.

CBoicTBa

Mpedukc no aa

MeHsieT HacTponku aa

MHorokpaTtHbIi BBOg HeT

(config-dhcp)>

default-router <address»

(config-dhcp)> no default-router

AprymeHT

Tun

OnucaHue

address

IP-agpec

Afpec wno3a no yMonyaHuio.

10.3.4 ip dhcp pool dns-server

Hactpowika IP-agpecos cepepoB DNS. Ecnin H1Yero He yka3aHo, TO OyAeT UCnornb30BaThCA

agpec, HacTpoeHHbI Ha Ethernet-nHTepdelice, onpeneneHHoM aBToMaTUYeCKU Ans 3a4aHHOrOo
AvanasoHa range.

MpedurKc No OTMEHSAET HACTPOWKY.

CBoicTBa

Mpedukc no ha

MeHsieT HacTponku aa

MHorokpaTHbI BBOg, HeT

(config-dhcp)>

dns-server (address1» [address2]

(config-dhcp)> no dns-server

AprymeHT Tun OnucaHue
addressl IP-agpec Anpec nepsuyHoro DNS-cepeepa
address2 IP-agpec Agpec BTopuyHoro DNS-cepBepa

10.3.5 ip dhcp pool lease

HacTpowika BpemeHu apeHgbl IP-agpecos nyna DHCP. lNMpedwukc no ycTaHaBnNnBaeT 3HayeHve
no ymonyaHuio, pasHoe 86400 cekyHn.

CBoicTBa

Mpedwukc no ha

MeHsieT HacTponkn aa

MHorokpaTHbIi BBOg, HeT
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(config-dhcp)>  lease (lease»

(config-dhcp)> no lease

AprymeHT Tun

OnucaHue

lease

Llenoe uncno Bpems apeHabl B cekyHaax.

10.3.6 ip dhcp host

HacTtpovika ctatudeckon npussasku IP-agpeca k MAC-agpecy xocta. Ecnm XocT ¢ ykasaHHbIM
UMeHeM He HanaeH, KoMmaHga nbltaetcsa ero co3gathb. [Npeduke no yaansaeTt xocT. Ecnu

yKasaHHbIM IP-agpec He BXOaUT B Auana3oH HX O4HOro nyra, KoMaH4a COXpaHUTCS B HACTPOMKaX,
HO Ha paboTty DHCP-cepBepa He noBnusier.

KomaHga nossonsiet nomeHAaTe MAC-agpec, octaBuB npexHee 3HadeHne |IP-agpeca, u
HaobopoT — nomeHsaTb IP-agpec, octaBus npexHee 3HavyeHne MAC-agpeca.

CBoucTBa
Mpedukc no na
MeHsieT HacTponku aa
MHorokpaTHbI BBOA na
(config)>  ip dhcp host <name> [mac] [ip]
(config)> no ip dhcp host <name>
AprymeHT Tun OnucaHue
name CTtpoka [Mpoun3BonbHOE NMSA XOCTa, UCMONb3yeTcs Ang
naeHTudrkaumm napsl MAC-IP B HacTponkax
mac MAC-agpec MAC-agpec xocTa anst cTaTMy4eckom NpuBS3Ku
IP-agpeca. Ecnu He ykasaH, 3Ha4yeHne bepetcs ns3
npegbiayLien HaCTPOMKH.
ip IP-agpec xocta. Ecnu He ykasaH, 3HadeHue GepeTcs u3
npeablayLen HacTPoONKN.

10.3.7 service dhcp

Komanga 3anycka DHCP-cepsepa. Ecnu gnsa 3anycka cnyx0bl HEAOCTAaTO4YHO HACTPOEK (CM. ip

dhcp pool), cnyxba He Byget oTBe4aTb Mo ceTh. Kak TonbKO HAaCcTpOeK CTaHeT [OCTaTO4HO,
cnyx6a BKMOYMUTCA aBTOMaTUYECKM.

Mpedukc no ocTaHaBnMBAET CryxOy.

CBounctBa

Mpedukc no ha
MeHseT HacTpoiku aa
MHorokpaTtHbIli BBOg, HeT
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(config)>

service dhcp

(config)> no service dhcp

10.3.8 ip dhcp relay lan

YkasblBaeT, Ha Kakom ceTeBoM MHTepdelice peTtpaHcnaTop DHCP 6ynet obpabaTbiBath
3anpockl KNMeHToB. MOXHO yKasaTb HECKOMbKO MHTepdencoB «lan», AN 3TOro HY>XHO BBECTU

KOMaHy HECKOJbKO pas, yKkasaB Bce HeOOX0oAMMble MHTEPMECHI MO OQHOMY.

Mpedukc no oTknoyaeT petpaHenatop DHCP Ha ykasaHHOM nHTepdernice, Nnmbo Ha Bcex

nHTeppencax, ecnu BBOAMTL KoMaHay 6e3 aprymeHTa.

CBounctBa

Mpedukc no ha
MeHsieT HacTpoku aa
MHorokpaTHbI BBOg na
(config)>  ip dhcp relay lan <interface)
(config)> no ip dhcp relay lan [interface]

AprymeHT Tun OnucaHue

interface

Nma untepdpenca [lMonHoe umsa unu ncesaoHnm nHtepdenca Ethernet,

Ha koTopom peTpaHcnaTop DHCP 6yget npyHumaTth
3anpochbl KIMMEHTOB.

10.3.9 ip dhcp

relay wan

YkasblBaeT, Yepes kakow ceTeBov MHTepdenc petpaHenatop DHCP 6yaet obpaliartbes K

BbilwecToswemy cepsepy DHCP. B cucteme MOXeT ObITh TONbKO OAUH MHTEPdENC TaKOro
Tmna. Ecnu TouHbI agpec cepBepa He ykasaH (cMm. ip dhep relay server), 3anpocsl 6yayT
nepegasaTbCs LUIMPOKOBeLLaTensHO. PekomeHayeTcs ykasbiBaTb agpec cepsepa.

MpedurKc No OTMEHSAET HACTPOWKY.

CBoncrTBa

Mpedukc no ha

MeHseT HacTponku aa

MHorokpaTHbI BBOA HeT

(config)>

(config)> no

ip dhcp relay wan <interface,

ip dhcp relay wan [interface]
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AprymeHT Tun

OnucaHue

Interface

MonHoe ums unn ncesgoHUM nHTepdenca Ethernet,

Ha KOTOpbI ByAyT HanpaBnsATbLCS 3anpochl OT
DHCP-knueHTOB.

10.3.10 ip dhcp relay server

YkasbiBaeT IP-agpec cepsepa DHCP, Ha koTopblin peTpaHcnsaTop 6yaeT nepeHanpasnsTb
3anpochbl KNMEHTOB U3 NOKanbHOW CETH.

MpedurKkc no OTMEHSAET HACTPOWKY.

CBoucTBa

Mpedukc no aa
MeHsieT HacTponku ha
MHorokpaTtHbIli BBOg HeT
(config)> ip dhcp relay server address)

(config)> no ip dhcp relay server [address]

AprymeHT

Tun OnucaHue

address

IP-agpec IP-agpec cepsepa DHCP.

10.3.11 service dhcp-relay

KomaHpa 3anycka DHCP-peTtpaHcnsitopa. Ecnu ans sanycka cny6bl He4OCTaTOMHO HACTPOEK,

OHa He 6y,c|,eT oTBeyaTb no cetu. Kak Tonbko HaCTpOEK CTaHeT A0CTaTO4HO, cny>|<6a BKITHOYNTCA
aBToMaTtn4ecku.

Mpedukc no ocTtaHaBnMBaET Cryxoy.

CBoicTBa

Mpedukc no ha

MeHsieT HacTponkn aa

MHorokpaTHbI BBOg HEeT

(config)>
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(config)> no service dhcp-relay
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IGMP

MapwpyTusatop Keenetic MoxeT oyHKUMOHMpoBaTh B pexnme IGMP-peTpaHcnsaTopa (npokeu).
[nsa aToro TpebyeTcsi 0OQUH CETEBOW MHTEPMENC HAaCTPOUTL B pexxum npuema IGMP-3anpocoB
OT nosnyyarternen rpynnoBoi paccbiniku (pexmnm downstream), a Apyron MHTEPAENC — B PEXUM
upst ream ana nepeHanpaBiieHna Nony4YeHHbIX 3anpoCcoB B BbILLECTOALLYH CEeTb.

Kpome Toro, nHorga tpebyetcs 3epkanupoBaTb naketbl IGMP, naywme B upstream, B ewe
oauH uHTepderic. Pexxum paboTel Takoro nHtepdperica HaseiBaetcsa fork. Konun IGMP-nakeTos,

naywmx B fork, MoryT ncnonb3oBaTbCs MOCTaBLLMKOM ycnyr |P-TenesnaeHns Ans noacTponku
Monocbl NPONyCKaHus.

11.1 OnucaHne KomMmaHA

11.1.1 interface igmp upstream

Bkntovaet pexum pabotel IGMP Ha nHTepdence no HanpaBneHno K MCTOMHUKY FPyNnoBoW
paccbinkn. Ha yctponcTse gomkHa ObiTh 3anyLleHa cryxba service igmp-proxy. [lonyckaerca
Hanmume TonbKO 0AHOro nHTepdenca upstream.

lMNpeduKc No OTMEHAET AeNCTBUE KOMaHAbI.

CBouncTtBa

Mpedukc no ha

MeHgseT HacTpoiku aa

MHorokpaTtHbIli BBOg HeT
Twn nHtepcpenca IP

(config-if)>  igmp upstream

(config-if)> no igmp upstream

11.1.2 interface igmp downstream

Bkntovaet pexum pabotsl IGMP Ha nHTepcdperice no HanpaBneHuto kK NoTpebutenam rpynnosom
paccbinkn. Ha yctpoincTse gomkHa ObiTb 3anyLueHa crnyxba service igmp-proxy. [lonyckaerca
HanuuMe Heckonbkux MHTepdercoB downstream.

lNpedunKc no OTMEHAET AencTBUE KOMaHAabI.

CBoinctBa

Mpedwukc no aa
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CBoucrBa

MeHsieT HacTponkn aa

MHorokpaTtHbIi BBOg, HeT
Tun nHTepdenca IP

(config-if)>  igmp downstream

(config-if)> no igmp downstream

11.1.3 interface igmp fork

Bkntovaet aybnmpoBaHme ncxogswmx naketos IGMP upstream B 3agaHHbI MHTEPGENAC.
[onyckaeTtca Hanuuune Tonbko ogHoro nHtepdenca fork.

lMNpedunKc no OTMEHAET AeNCTBUE KOMaHAbI.

CBoncrtBa

Mpedukc no ha

MeHseT HacTponkm na

MHorokpaTHbI BBOA HeT
Twun nHtepdpeinca IP

(config-if)>  igmp fork

(config-if)> no igmp fork

11.1.4 service igmp-proxy

KomaHga 3anycka IGMP-npokeun. na paboTbl crny6bl HEOGX0AMMO Hannyne ogHoOro
nHTepderica upstream n xota 66l ogHOro MHTepdenca downstream. Ecnv ans sanycka crnyxobl

HegoCTaToO4YHO HaCcTpoekK, OHa He 6y/:|.eT pa60TaTb. Kak Tonbko HacTpoek CTaHeT JOCTAaTOYHO,
cny>|<6a BKITIOYNTCA aBTOMaTUYECKN.

Mpedukc no ocTaHaBnNUBAET CryxoOy.

CBoicTBa

Mpedukc no aa

MeHsieT HacTponku ha

MHorokpaTtHbIli BBOg HeT

(config)>  service igmp-proxy

(config)> no service igmp-proxy
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YnpaBneHue A4OCTYMNOM K
YCTPOUCTBY

YnpaeneHue HacTporikamu Keenetic ocyLlecTBnsieTcs yepes koMaHAaHY CTpoky (telnet),
web-nHtepdenc (HTTP) n FTP. MNpwu Bxoge OyaeT 3anpoLleH naposnb agMUHUCTpaTopa, KOTOpbIN
MOXXHO MOMEHSATb C MOMOLLIbIO KOMaHAbl user password. [1r1s ynpaBneHusi yCTpoMCTBOM OOMKHbI
ObITb 3anyLLeHbl COOTBETCTBYOLLME CIYXObl, @ y nofnb3oBaTtens A4OMKHbI ObiTb YCTaHOBIEHbI
npaea goctyna (cMm. user tag)

Mo ymonuaHuio Keenetic no3sonser nogknodaTees K cnyx6am HacTpoek Yepes ceTeBble
NHTepencel, Ha KOTOPbIX YCTAHOBMEH ypoBeHb besonacHocTn private (cM. interface
security-level) 1 He no3BonsieT nogkn4aThCsA K MHTEpPdEcaMm ¢ YpOBHEM 6e30NacHOCTM
public. Kpome Toro, 4OCTYN MOXHO KOHTPONMPOBaTb C NOMOLLbIO AOMONMHUTENbHbIX
paspeLlatroLLmX 1 3anpeLlarLmx npaesun (cMm. komanapl access-list n interface ip
access-group).

12.1 OnucaHue KomaHpg

12.1.1 user

Bxoa B rpynny HacTpoek napaMeTpoB YY4ETHOW 3anuncy nonb3osatens. Ecnn ykazaHHoro
nonb3oBaTens He CyLecTByeT, KOMaHaa MnblTaeTcs ero co3narb.

I'IpechKc Nno yaandet nornb3oBarend.

MNpumevaHwue: Y4yeTHas 3anvch ¢ 3ape3epBUPOBaAHHbIM MMeHEM admin He MOXET ObITb
yoaneHa. Kpome Toro, y nonb3osatens admin Henb3sa yaanuTb NpaBo
A0CTyna K KOMaHaHOW CTpOKe.

CBoncTBa

Mpedukc no aa

MeHsieT HacTponku aa
MHorokpaTHbI BBOA aa

Bxog B rpynny (config-user)

(config)>  user (name»

(config)> no user (name»

AprymeHT Tun OnucaHue

name Ctpoka Mmsa nonb3oBaTtens.
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12.1.2 user password

3apgaet naponb nonb3oBatens. Maponb xpaHutcs B Buge MD5-xewwa, BbIMMCNEHHOIO U3 CTPOKM
«MNofb30BaTenNb : ndm: Naposnb».

Komanga NPpMHUMAaET aprymMeHT B Buae OTKprTOVI CTPOKM UJTN 3HaYEHUA XeLU-(byHKLI,VIVI.
COXpaHeHHbIVI naporib NCNorb3yeTca and ayTeHTVICbVIKaLI,VII/I nonb3oBaTtens.

MpeduKe no copackiBaeT 3Ha4eHne Napors TakumM 06pasoMm, YTo Nosib3oBaTesb TepsAeT AOCTY

K ycTponcTsy. [inga nonb3oBartensa admin npedukc no copackiBaeT 3Ha4YeHe napons Ha
3aBOACKME HacTporkn — 1234,

CBoncrBa

Mpedukc no ha
MeHsieT HacTponku ha
MHorokpaTHbI BBOA HeT

(config-user)>  password (md5 chash» | (password)

(config-user)> no password

AprymeHT Tun OnucaHue

hash Ctpoka 3HaueHne MD5-xewwa.

password Crtpoka 3HayeHue napons B OTKPbITOM BuAe, U3 KOTOPOro
aBTOMaTMYECKN BbIYMCIIAETCS 3HaYeHMe xeLua.

12.1.3 user tag

MpuceanBaeT y4eTHOW 3anmcy crneumanbHyo MeTKY, Hanmume KOTopoi NpoBepseTcss B MOMEHT
aBToOpM3aLMM MOb30BaTENS U BbINOMHEHUN UM N0ObIX AeNCTBUiA B cucTteMe. HaGop gonycTumblix

3HaYEeHUN METKU 3aBUCUT OT DYHKLMOHAsbHbBIX BO3MOXHOCTEN cUCTEMBI. [TOMHBIA CNCOK
npvBedeH B Tabnuue Huxe.

OpaHon yquHoﬁ 3arnncm MOXHO Ha3Ha4YnTb HECKOJTbKO pa3HbIX METOK, BBOAA KOMaHOY
MHOrOKpaTHO. Ka>|<,u,yro METKY MOXHO pacCMaTpuBaThb Kak npenocraBneHne unn orpaHnyeHune
onpeaeneHHbIX npas.

BBog komaHabl ¢ I'Ipe(bl/IKCOM no ygandert 3agaHHYH METKY.

CBoncrtBa

Mpedukc no na
MeHsieT HacTponku ha
MHorokpaTHbI BBOA aa

(config-user)>  tag (tag»

(config-user)> no tag (tag»
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AprymeHT Tun OnucaHue
tag MeTka MerTka, Hannyme KOTOpon Heo6XoAMMO Afs BbIMOMHEHNS
nonb3oBaTenem onpegerneHHbIX 4eNCTBUN.

Tabnuua 12.1. Cnucok meTok npaB gocrtyna

MeTtka

OnucaHue

cli

HocTyn Kk uHmepgbelicy KomaHOHOU CMPOKLU.

http

Hoctyn k Web-untepdgency.

ftp

MoakntodeHne k BctpoeHHomy FTP-cepsepy.

cifs

MopkntodeHmne k cnyxbe dannos n npuHtepoB Windows.

torrent

BitTorrent.

Bxoa B nHTepdenc ynpaeneHus KnmeHTomM gannoobMeHHbIX ceTen

readonly

3anpeT BbIMOJIHEHNE KOMaHd, MEeHAKOLLNX HaCTpOﬁKM.

MNpumevaHwue:

YyeTHomM 3anncu admin Henb3s NocTaBUTb MeTKY readonly n yganutb METKY

cli.

12.1.4 service http

KomaHga 3anycka HTTP-cepepa, koTopbli npegocTtasnset nonb3osartento Web-uHtepdenc
ANS HacTpouikn ycTponcTea. MNMpedumke no octaHaBnuBaeT cryxoby.

CBoucTBa

Mpedukc no na

MeHsieT HacTponkn na

MHorokpaTHbIvi BBOA HeT

12.1.5 service ftp

KomaHga 3anycka FTP-cepBepa, KOTopbIi NpegocTaBnsieT Nonb3oBaTento 4OCTyn K

(config)>  service http

(config)> no service http

nogknioyeHHbIM USB-HocuTensm, hannam ¢ HacTporkamm 1 panny ansi 3aanMcy HOBOM BepCum
MuKponporpammel. [Npedurkc no octaHaBnMBaEeT cryxoy.

CBoicTBa

Mpedukc no ha

MeHsieT HacTponku aa

MHorokpaTHbI BBOg HeT

(config)>  service ftp

(config)> no service ftp
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12.1.6 service telnet

Komanpa 3anycka cepsepa telnet, KoTopbl npegocTaBnaeT nosnb3oBaTesnto nHtepdenc
KOMaHOHOW CTPOKM Arsl HACTPOMKM yCcTponcTea. [pedurkec no octaHaBnNmMBaeT Cryxoy.

CBoicTBa

Mpedwukc no aa

MeHsieT HacTponkn aa

MHorokpaTHbIi BBOg HeT

(config)>  service telnet

(config)> no service telnet
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13.1 OnucaHue KomaHA

13.1.1 show system

Otob6parxaeT obLiee COCTOSIHNE CUCTEMBI:

(config)> show system

hostname: Undefined
domainname: WORKGROUP

IOunarHocTuka

cpuload: 0 @
memory: 13984/28976 ©
swap: 0/0 ©
uptime: 153787 ©
CBouncTtBa
Mpedukc no HeT
MeHsieT HacTponkm HeT

(config)>  show system

OCHOBHbIe cBeeHUs O COCTOSIHUU CUCTEMbI

[~V

13.1.2 show interface

3arpyska LeHTpanbsHOro npowueccopa, B NpoLeHTax.

MHdopmaLmsa 0 3aHATON N MMEIOLLIENCS B HaNM4Mm namsaTn, B kKnnobamtax.
MHdopmaumsa 06 ncnonb3oBaHmm dana nogkadku, B kunobanTax.

Bpewms paboTbl cMcTeMbI C MOMEHTa 3anycka, B CeKyHaax.

prnna KOMaHA, npeaHa3Ha4vYeHHaaA ans 0T06pa)KeHI/Iﬂ TeKyLnX HaCTpoekK I/IHTGp(bEVICOB
pPa3nnyHbIX TUMOB. Kaxgas na komaHg gaHHomn rpynnbl NnpuMeHnMa K onpeneneHHomy tuny

NHTepdgenca nepapxmm.

Ecnu BBoaMTb camy komaHay show interface, He yka3sbiBas 4oYepHMX KOMaHg, To ByaeT
BblBeeHa obLas Tabnmua rno Bcem ceteBbiM MHTepdencam unm nHpopMaumsi No KOHKPETHOMY

WUHTepdency name.

CBomnctBa

Mpedukc no

HeT
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CBoucrBa

MeHsieT HacTponkn HeT

(config)>  show interface <name,

AprymeHTr Tun OnucaHue

name Umsa nHtepdpenica |MonHoe nms nnu nceBaoHUM nHTepdenca, nHpopmaumo
0 KOoTopoM TpebyeTcsi oTo6pasmnTb.

Mpumep 13.1. NMpocMoTp COCTOSAHMA NOPTOB KOMMYyTaTopa

KomaHga show interface BbIBOAWT pasnunyuHyo MHGOPMaLUIO B 3aBUCMMOCTM OT TUNa
nHTepdelca. B yactHocTu, Anst kKommyTartopa Switch oHa noMUMo 06LLMX CBEAEHWIA NOKA3bIBAET
Tekyllee cocTosiHne n3n4ecKmMx NOpPTOB, CKOPOCTb U AyMJiekc.

config)> show interface Switch®

index: 0
type: Switch
description:
state: up
link: up
port, index = 1:
link: up
speed: 106M
duplex: full
port, index = 2:
link: down
speed:
duplex:
port, index = 3:
link: down
speed:
duplex:
port, index = 4:
link: down
speed:
duplex:
port, index = 5:
link: up
speed: 106M

duplex: full

13.1.3 show interface mac

Oto6paxaeTt Tabnuuy MAC-agpecoB komMmyTartopa.

CBouncTtBa
Mpedwukc no HeT
MeHsieT HacTponkn HeT
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(config)>  show interface names>mac

13.1.4 show ip route

OTtobpaxaeT TekyLyto Tabnuuy mapLupyTusauum.

CBoicTBa
Mpedukc no

MeHsieT HacTponkn

HeT

HeT

(config)>  show ip route

13.1.5 show ip arp

OtobpaxxaeT cogepxnmoe kewa ARP.

CBounctBa
Mpedukc no

MeHsieT HacTponkm

HeT

HeT

(config)>  show ip arp

13.1.6 show ip nhame-server

OToGparkaeT cnmcok Tekywmx agpecos DNS-cepeepoB B nopsaake yobiBaHus npuoputeTa

CBouncrtBa
Mpedukc no HeT
MeHsieT HacTponkn HeT

(config)>  show ip name-server

13.1.7 show log

BbiBOAMT cogepxMMOe CUCTEMHOTO XXypHana (3anmcu, KOTopble COXPaHUUCh B LIMKITUYECKOM
Bybepe), a Takke HOBble 3anucK No Mmepe nx noctynneHns. KomaHga pabotaet B pOHOBOM
pexuMme, TO eCTb A0 NPUHYOUTENBHON OCTAHOBKM Norb3oBartenem no Haxatuio [Ctri]+[C].

CBounctBa
Mpedwukc no HeT
MeHsieT HacTponkn HeT

(config)>  show log
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13.1.8 tools ping

OtnpaensieT 3anpockl Echo-Request npotokona ICMP ykazaHHOMY y3ny ceTn 1 oukcmpyeT
noctynatoLne oteeTbl Echo-Reply. Bpemsa mexagy oTnpaBkon 3anpoca v nonyyYeHnemM oTeseta
Round Trip Time (RTT) no3BonsieT onpenensatb ABYCTOPOHHME 3a4EPXKKN MO MapLUPYTY U
YacToTy NOTEePU NakeToB, TO €CTb KOCBEHHO ONpPeAensTh 3arpyXeHHOCTb Ha KaHanax nepegaqu
OaHHbIX Y NPOMEXYTOYHbIX YCTPONCTBAX.

MonHoe otcyTtcTBMNEe ICMP-0TBETOB MOXET Takke O3Ha4aTb, YTO yAaNEéHHbIN y3en (1nu

Kakon-nmbo 13 NPoOMeXXyTOYHbIX MapLpyTudatopos) 6nokmpyet ICMP Echo-Reply nnu
urHopupyet ICMP Echo-Request.

CBoucTBa
Mpedukc no HeT
MeHsieT HacTponku HeT

(config)>  tools ping <host» [count <count»] [size (packetsizes]

AprymeHT Tun OnucaHue

host Ctpoka [omeHHoe umsa nnu IP-agpec xocta.

count Llenoe uncno Konunyectso 3anpocos ICMP Echo. Ecnu He ykasaHo,
KomaHaa bygeT pabotaTb 4O NpepbiBaHMSA
nornb3oBaTenem.

packetsize Llenoe uncrno Paamep nonst gaHHeix ICMP Echo-Request B 6anTax.
Mo ymonyaHuto — 56, 4To BMecTe ¢ 8-6aiToBbIM
3aronioBkoM 3agaert pasmep ICMP-naketa — 64 6ainTa.
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[TpumMepbl HacTpoekK

14.1 TectTupoBaHMe NPONYCKHOU CMNOCOOHOCTHU

[Bee noacetn 192.168.1.0/24 1 192.168.2.0/24 HenocpeaACTBEHHO NOAKIHOYEHbDI K
mMapLupyTmnsatopy. lNepBas ceTb nogkntodaercs yepes nobor nopt ¢ 1 no 4, a BTopas — vepes
nopt 5. TpaHcnaUna agpecoB OTKAYEHa, MapLUPYT NO YMOMNYaHuIO OTCyTCTBYeT. Takad
KOHdMrypawms ncnonb3yerca Ans TeCTMpoBaHns NPonyckHOM CNoCoBHOCTU MapLupyTmM3aTopa
npu nepegaye NakeToB U3 OOHOW CETU B APYryLO.

Mpumep 14.1. NpocTenwasn koHdurypaumsa 6es NAT

system
set net.ipv4.ip forward 1
|
interface SwitchO
port 1
mode access
access vlan 1
|
port 2
mode access
access vlan 1
|
port 3
mode access
access vlan 1
|
port 4
mode access
access vlan 1
|
port 5
mode access
access vlan 2
|

up
!
interface SwitchO/VLAN1
security-level private
ip address 192.168.1.1 255.255.255.0
up
!
interface Switch@/VLAN2
security-level private
ip address 192.168.2.1 255.255.255.0
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up

service telnet

14.2 MapLwipyTnsaums ¢ BKIKOYEeHHOU TpaHcnaumen
agpecoB

90

MpocTtenwnin BapmaHT NOAKIIOYEHUS K MHTEPHETY. Ha uHtepdence Switch@/VLAN2 HacTpoeH
rnobanbHbIn IP-agpec, nponncaH MapLUpyT Mo YMOMYaHuio Yyepes w3 203.0.113.241u
HacTpoeHbl agpeca DNS-cepeepoB. Bce xoCTbl, NOAKNIOYEHHbIE K ceTn Switch@/VLAN1

BbIxoaaT B MHTepHeT Yepe3 NAT n DNS-npokcu.

MpumevaHwue:

MpumevaHwue:

Mpumep 14.2. Ctatnveckme HacTtponkm n NAT

WuTepdenc Switch®@/VLAN1 nmeet ypoBeHb Be3onacHocTu private, a

nHTepdenc Switch0/VLAN2 — public. Takum obpasom 3agaercs nonmTmka
6e30NacHOCTUN: BCTPOEHHbI GpaHaMayap paspeLlaeT MHUUUMnMpoBaTh
coeanHeHuns Tonbko n3 VLAN 1 8 VLAN 2. M3 VLAN 2 3anpeLleH JocTyn K
xoctam VLAN 1 1 mapLupyTtusatopy. 3atem ¢ noMoLLbio KomaHa access-list
n interface ip access-group MOXHO 3a4aTb UCKIOYEHNS 13 06LLErO

npasuna.

WuTepdenc Switch@/VLAN2 nmeet napameTtp global, 6e3 koToporo He

Oypet paboTaTtb TpaHCNAUMSA agpecos.

system

set net.ipv4.ip forward 1

set net.ipv4.netfilter.ip conntrack max 4096
set net.ipv4.netfilter.ip conntrack tcp timeout established 1200
set net.ipv4.netfilter.ip conntrack udp timeout 60

set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120

interface Switch0

port 1
mode access
access vlan
|
port 2
mode access
access vlan
|
port 3
mode access
access vlan
|
port 4
mode access
access vlan
|
port 5
mode access
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access vlan 2
|

up
!
interface SwitchO/VLAN1
security-level private
ip address 192.168.1.1 255.255.255.0
up
!
interface SwitchQ/VLAN2
security-level public
ip address 203.0.113.242 255.255.255.240
ip global 1
up
!
ip route default 203.0.113.241
ip name-server 8.8.8.8
ip name-server 8.8.4.4
ip nat Switch@/VLAN1
service telnet

14.3 DHCP-cepBep u DHCP-knueHT

MprmMep ¢ TpaHcnsLmMen aapecoB AOMNOMHEH NonyyeHnem auHamudeckoro IP-agpeca no DHCP
Ha nHtepdence WAN. [ins atoro BkntodeH DHCP-knueHT komaHaol interface ip dhep.

Kpome Toro, B nokanbHyto cetb 172.16.1.0/24 pa3sgatotcsa agpeca no DHCP 3 guana3oHa
172.16.1.33-172.16.1.53. Ina atoro BkntoveH DHCP-cepeep komaHgow service dhep n
HacTpoeH nyn WEBADMIN.

B HacTpolikax HUrge SBHO He ykasbiBaeTcs, 4to nyn WEBADMIN 6yget paboTatb Ha uHTepderice
Switch0/VLANL. Npuesska NpoMcxoanT aBTOMaTMYECKN, KOraa AnanasoH agpecos nyna
nonagaet B ceTb 172.16.1.0/24, HaCTPOEHHyI0 Ha nHTepdeince.

Mpumep 14.3. DHCP-cepBep n DHCP-knueHT

system
set net.ipv4.ip forward 1
set net.ipvé4.netfilter.ip conntrack max 4096
set net.ipvé4.netfilter.ip conntrack tcp timeout established 1200
set net.ipvé4.netfilter.ip conntrack udp timeout 60
set net.ipvé4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
|
interface Switch@
port 1
mode access
access vlan 1
|
port 2
mode access
access vlan 1
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port 3
mode access
access vlan 1
|
port 4
mode access
access vlan 1
|
port 5
mode access
access vlan 2
|

up
!
interface Switch0/VLAN1
description "LAN interface, DHCP server"
security-level private
ip address 192.168.1.1 255.255.255.0
up
!
interface Switch0/VLAN2
description "WAN interface, DHCP client"

ip dhcp
security-level public
ip global 1

up

ip dhcp pool WEBADMIN
range 172.16.1.33 20

|

ip nat Switch@/VLAN1

service telnet

service dhcp

service dns-proxy

14.4 Touka poctyna Wi-Fi B pexxnme mocTta

92

HononHum npumep ¢ DHCP-knneHToM 1 cepBepoM, fobaBue Tyga 6eCnpoBOOHYHO TOUKY
gocrtyna.

Honyctum, TpebyeTcst caenatb 6ecnpoBogHoe nogkntoveHue K nokansHon cetn (LAN), Tak
4YTOObI XOCTHI MPOBOAHOM 1 6ecnpoBogHor YyacTn LAN «Buaenuy» gpyr opyra HenocpencTBeHHO
B ogHoM cermeHTe Ethernet. [1ns atoro cosgaetca nHtepdenc Bridge0, B KOTOPLIN BKIHOYAKOTCA
nHtepdencol Switch0/VLANL nWifiMaster0/AccessPoint0. Tenepb npoBogHas u
GecnpoBofHas ceTb coeanHeHbl Yepes MocT. IP-agpec 172.16.1. 1 HacnegyeTcs MOCTOM
Bridge0® ot nposogHoro uHtepdenca Switch0/VLANL.

Mpumep 14.4. Touka poctyna Wi-Fi

system
set net.ipv4.ip forward 1
set net.ipv4.netfilter.ip conntrack max 4096
set net.ipv4.netfilter.ip conntrack tcp timeout established 1200
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set net.ipv4.netfilter.ip conntrack udp timeout 60
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
|
interface Switch0
port 1
mode access
access vlan 1
|
port 2
mode access
access vlan 1
|
port 3
mode access
access vlan 1
|
port 4
mode access
access vlan 1
|
port 5
mode access
access vlan 2
|

up
!
interface Switch0/VLAN1
description "LAN interface, DHCP server"
security-level private
ip address 192.168.1.1 255.255.255.0
up
!
interface Switch0/VLAN2
description "WAN interface, DHCP client"

ip dhcp
security-level public
ip global 1

up

interface WifiMaster0
country-code RU
compatibility BGN
up

!

interface WifiMaster@/AccessPoint0
description "LAN, wireless Access Point"
security-level private
ssid "<productname/>"
up

!

interface Bridge0
description "LAN, IP address inherited from Switch@/VLAN1"
security-level private
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14.5 NMoaknro4vyeHue no PPP

include WifiMasterQ/AccessPoint0

inherit Switch0/VLAN1

ip dhcp pool WEBADMIN
range 172.16.1.33 20

ip nat Bridge®
service telnet

service dhcp
service dns-proxy

Mpumep 14.5. NMogknroyeHne no PPPoE

system
set

net.

ipv4.

ip forward 1

94

set net.ipv4.netfilter.ip conntrack max 4096
set net.ipv4.netfilter.ip conntrack tcp timeout established 1200
set net.ipv4.netfilter.ip conntrack udp timeout 60

set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120

interface Switch0

interface Switch@/VLAN1
security-level private
ip address 192.168.1.1 255.255.255.0

interface Switch0/VLAN2

port 1
mode access
access vlan
|
port 2
mode access
access vlan
|
port 3
mode access
access vlan
|
port 4
mode access
access vlan
|
port 5
mode access
access vlan
|

up

up
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security-level public
up
!
interface PPPoEO
description "Internet connection"
lcp echo 30 3
ipcp default-route
ipcp name-servers
authentication identity andreyd
authentication password amd031181
authentication chap
ip tcp adjust-mss pmtu
ip global 1
connect via Switch/VLAN2
up
!
ip nat Switch0/VLAN1
service telnet

Mpumep 14.6. NopgkntovyeHue no PPTP

system
set net.ipv4.ip forward 1
set net.ipv4.netfilter.ip conntrack max 4096
set net.ipv4.netfilter.ip conntrack tcp timeout established 1200
set net.ipv4.netfilter.ip conntrack udp_ timeout 60
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
|
interface Switch@
port 1
mode access
access vlan 1
|
port 2
mode access
access vlan 1
|
port 3
mode access
access vlan 1
|
port 4
mode access
access vlan 1
|
port 5
mode access
access vlan 2
|

up
|

interface SwitchO/VLAN1
description "LAN interface, DHCP server"
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security-level private

ip address 192.168.1.1 255.255.255.0

up
I

interface Switch0/VLAN2

description "WAN interface, DHCP client"

ip dhcp
security-level public
ip global 1

up

interface PPTPO
description "Internet connection"
peer vpn.example.net

lcp echo 30 3

ipcp default-route

ipcp name-servers

authentication identity sergeymv
authentication password smv050859
authentication mschap-v2
authentication chap

connect via Switch0/VLAN2

ip global 2

up
I

ip dhcp pool WEBADMIN
range 172.16.1.33 20

ip nat Switch@/VLAN1
service telnet

service dhcp
service dns-proxy

Mpumep 14.7. NMogknroyeHune no L2TP

system
set
set
set
set
set

set
|

interface SwitchO

net.

net

net.
net.

net

net.

port 1
mode access
access vlan 1

port 2
mode access
access vlan 1

port 3
mode access

ipv4.
.ipv4.
ipv4.
ipv4.
.ipv4.
ipv4.

ip_forward 1

netfilter.ip conntrack max 4096
netfilter.ip conntrack tcp timeout established 1200
netfilter.ip conntrack udp timeout 60

tcp fin timeout 30
tcp keepalive time 120
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access vlan 1
|
port 4

mode access

access vlan 1
|

port 5
mode access
access vlan 2
|

up
!
interface Switch@/VLAN1
description "LAN interface, DHCP server"
security-level private
ip address 192.168.1.1 255.255.255.0
up
!
interface Switch0/VLAN2
description "WAN interface, DHCP client"

ip dhcp
security-level public
ip global 1

up

interface L2TPO
description "Internet connection"
peer tp.example.net
lcp echo 30 3
ipcp default-route
ipcp name-servers
authentication identity sergeymv
authentication password smv050859
authentication chap
connect via Switch0/VLAN2
ip global 2
up
!
ip dhcp pool WEBADMIN
range 172.16.1.33 20
|
ip nat Switch@/VLAN1
service telnet
service dhcp
service dns-proxy
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Access Control List

Command Line Interface

Common Internet File System

DHCP

Internet Control Message
Protocol

Transmission Control
Protocol

CMMCOK KOHTPOIS JOCTYMa, KOTOPbI ONpeaensieT, KTo UIU YTO MOXET
norny4aTb AOCTYM K KOHKPETHOMY OBBbEKTY, U KakMe MMEHHO onepauum
pa3peLleHo U1 3anpeLleHo aToMy CyObeKTy NpoBOANUTb Hag OGLEKTOM.
B ceTax ACL npeacTaBnsieT CnMcoK npasus, onpeaensitowmnx nopTbl Cryxo
UMY UMEeHa JOMEHOB, AOCTYMHbIX Ha Y3ne Ui ApYroM YCTPONCTBE TPETLETo
ypoBHs1 OSI, kaxabli CO CMMCKOM Y3110B W/UIK CeTeil, KOTOPbIM paspeLLeH
fAocTyn k cepaucy. CeteBble ACL MOryT GbiTb HACTPOEHbI Kak Ha 0ObIYHOM
cepBepe, Tak 1 Ha MapLLpYTU3aTope M MOTyT YNpaBsTh Kak BXOAALLMUM,
TaK U UCXOOALLMM TPadMKOM, B KaYeCTBE MEXCETEBOIO aKpaHa.

UHTepdenc KOMaHOHOW CTPOKN, pa3HOBMOHOCTbL TEKCTOBOrO MHTEpdenca
Mexay 4enoBEeKOM M KOMMbIOTEPOM, B KOTOPOM UHCTPYKLUKN KOMMBIOTEPY
[aloTCsa B OCHOBHOM NMyTEM BBOAA C KNaBmMaTypbl TEKCTOBbLIX CTPOK (KOMaHL).
Taike n3BecTeH nog Ha3BaHWEM KOHCOIb.

3TO NPOTOKO, KOTOPbIN NO3BOSSIET NPOrpaMmam BbIMONHATL 3anpochk! K
c¢hannam n cepBucam Ha yganeHHbIx Komnbtotepax B cetu UHTepHeT. CIFS
ncnonb3yeT MoAenb NporpammMupoBaHus kKnueHT/cepeep.KnmeHTckas
nporpamMma nocblfiaeT 3anpoc K NporpaMmMHOMY cepBepy (Kak Npasuno, Ha
ApYyrom KoMmnboTepe) ang goctyna K canny unu otnpasnseT coobLieHve
B Nporpammy, kotopasi paboTtaeT Ha cepsepe. CepBep BbINONHSAET
3anpalvBaemMoe OencTBMe 1 OTNpaBnseT OTBET.

MPOTOKOS AMHAMMYECKOW KOHpMrypauum y3na, 3To CeTeBOW NPOTOKOT,
MO3BONSAOLLMI KOMMbIOTEPaM aBTOMaT4ecky nonyyats IP-agpec v agpyrve
napameTpbl, Heobxoanmble ans padoTbl B cetn TCP/IP. [laHHbIN NpoTOKON
paboTaeT No Mogenu «KnueHT-cepeep». [INa aBTomaTtnyeckon
KOHbUrypaumm KOMNbOTEP-KMMEHT Ha 3Tane KoHgUrypauum ceteBoro
yCcTponcTBa obpallaercs K Tak HasbiBaemomy cepsepy DHCP, n nonyyaet
OT Hero HyXxHble napameTpbl. CeTeBon agMUHUCTPATOP MOXET 3a4aTtb
AvanasoH aApecoB, pacnpegenseMbiXx CepBepoM CpeAN KOMMbIOTEPOB.
OT0 no3BonseT n3bexaTtb PyYHON HAaCTPONKM KOMMbIOTEPOB CETU U
YMeHbLUAET Konm4ecTBo owmnbok. Npotokon DHCP ucnonb3yetcs B
6onbmHcTBe cetert TCP/IP.

NMPOTOKON MEXCETEBbIX YNPABSOLLNX COOOLLEHNA, CETEBOW MPOTOKOJT,
Bxoasawmn B ctek npotokono TCP/IP. B ocHoBHom ICMP ncnonb3yetcs
Ons nepefayvm coobLeHnn o6 owmbkax u ApYrmx NCKIMIOUYMTENbHbBIX
CUTYyaumsiX, BOSHWKLLMX NMPK nepeaade AaHHbIX, Hanpumep, 3anpawuMBaemMas
ycriyra HegoCTynHa, Unn XocCT, UM MapLLPYTM3aTop He oTBevaloT. Takke
Ha ICMP BosnaraloTcsa HEKOTOPbIE CEPBUCHBIE (DYHKLINN.

NpOTOKON ynpaeneHus nepeaaden, oanH U3 OCHOBHbIX CETEBbIX MPOTOKOSOB
WHTepHeTa, NnpeaHa3HavyeHHbI ANg ynpasneHnsa nepegadyen JaHHbIX B
cetax u noacetax TCP/IP. BeinonHsaeT dyHKLMM NpOTOKONa TPaHCNOPTHOro
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Moccapui

User Datagram Protocol

MpoeMnoTeHTHOCTb

MapLupyTtusatop

CeteBoni HTEpheiic

Tabnuua MapLipyTM3aumum

LLnto3 no YMOJN4aHUo

ypoBHs mogenu OSI. TCP — 370 TpaHCMNOPTHbIA MEXaHN3M,
NpeaocTaBnsoLWMIA NOTOK AaHHbIX, C NPeABapUTENbHON YCTaHOBKON
coefMHEHUs], 3a CYET 3TOrO AaloLLMIA YBEPEHHOCTb B JOCTOBEPHOCTYU
nonyyaeMblIX faHHbIX, OCYLLECTBMSIET MOBTOPHbIN 3anpoc AaHHbIX B Cryyae
noTepu AaHHbIX U YCTpaHaeT Ay6rnvpoBaHWe Npu Nomy4YeHUn AByX KOmnui
opgHoro naketa (cM. Takke T/TCP). B otnnune ot UDP rapaHTupyet
LieNoCTHOCTb NepefaBaeMblX AaHHbIX U yBEAOMMEHWE OTNpaBuUTEnNs o
pesyneraTtax nepegavu.

MPOTOKOS MOb30BaTENbCKMX AaTarpamm, 3TO TPAHCMNOPTHbIV NMPOTOKON
Ansi nepegayn AaHHbIX B ceTsx |IP 6e3 yctaHoBneHns coegnHeHus. OH
ABNSETCS O4HUM M3 CaMbIX MPOCTbIX MPOTOKOMOB TPAHCMNOPTHOMO YPOBHS
mogenu OSI. B otnnune ot TCP, UDP He nogTBepXaaeT 4OCTaBKY AaHHbIX,
He 3a00TMTCS1 O KOPPEKTHOM NOpPsiAKE AOCTaBKM U HE AenaeT NoBTOPOB.
Moatomy ab6pesnatypy UDP nHorga pacwmdpoBsbiBatoT kak Unreliable
Datagram Protocol (npoTokon HeHagéxHbIx gatarpamm). 3aTo oTCyTCTBUE
COeMHEHUS], JOMOMHUTENBHOIO Tpaduka 1 BO3MOXHOCTb
LUMPOKOBELLLATENbHbIX PACCHINOK AenatoT ero yaoOHbIM Anst TPUMEHEHUN,
roe mMarbl NoTepPM, B MAaCCOBbIX pacchinkax nokanbHOM NoAceTy, B
MeamManpoToKonax u T.n.

0O3HayaeT CBOMCTBO MaTeMaTuyeckoro 0bbekTa, KOTOPOE NpPoABNAETCA B
TOM, 4YTO NOBTOPHOE nencrtene Hag OObEKTOM HE U3MEHSIET €ero.

cneumanM3npoBaHHbIA CETEBOW KOMMbIOTEP, MMEKOLLMIA MUHUMYM OBa
CeTeBbIX MHTepderica 1 NepechinarLLnin NakeTbl AaHHbIX MexXay
PasnuMyHbIMK CerMeHTamMun ceTu, NPUHUMaILWUIA peLLeHns O NepechIrke
Ha OCHOBaHWW MHAOPMaLMK O TONOMNOIMK CETU U ONpeaenéHHbIX NpaBun,
3afaHHbIX agMUHUCTPaTopoM. MapLupyTru3aTopbl AENATCA Ha NporpamMmHbIe
n annapatHble. MapLpyTu3aTtop paboTtaeTt Ha 6oree BbICOKOM «CETEBOM»
ypoBHe 3 ceTeBon mogenu OSI, Hexenv KOMMyTaTop U CETEBOW MOCT.

3TO TOYKa CoedMHEeHUss Mexay KOMMboTEPOM Morb3oBaTens U YacTHOW
M oOLLIECTBEHHOW CETbIO.

3aneKkTpoHHada Tabnuua (dann) unu 6asa gaHHbIX, XpaHALLAACcs Ha
MapLLpyTU3aTope UM CETEBOM KOMMbIOTEPE, ONUCHIBAOLLLAsi COOTBETCTBUE
MexXay agpecaMmn HasHadeHust n MHTepdencamm, Yepes KoTopble crnenyet
OTNpaBuUTb NakeT AaHHbIX 4O CneayoLllero MapLipyTusartopa. fengercs
npocrevien hopmor npasmn MapLLpyTM3aLuu.

agpec MapLupyT1satopa, Ha KOTopbI OTrpaBnseTcs Tpadyk, 419 KOTOPOro
HEBO3MOXHO ONPEAENUTb MapLUPYT UCXOAA N3 Tabnuy, MapLupyTU3auum.
MprMeHsieTcs B CETAX C XOPOLLO BblpaXEHHbIMU LleHTpanbHbIMM
MapLUpyTU3aTopamu, B MasblX CETSAX, B KIIMEHTCKMX CErMeHTax CeTeMN.
LLInto3 no ymonyaHuio 3agaéTtcs 3anuckto B Tabnuue MapLupyTusauuv suaa
"ceTb 0.0.0.0 ¢ mackomn cetn 0.0.0.0".
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